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FACULTAD DE INGENIEFEIA UB.N.A_M.
DIVISION DE EDUCACION CONTINUA

A LOS ASISTENTES A LOS CURSOS

Las autoridades de la Facultad de Ingenieria, por conducto del jefe de la

Division de Educaciéon Continua, otorgan una constancia <de asistencia a

quienes cumplan con los requisitos establecidos para cada curso.

El control de asistencia se llevara a cabo a través de la persona que le entregé
las notas. Las inasistencias seran computadas por las autoridades de la
Divisién, con el fin de entregarle constancia solamente a los alumnos que

tengan un minimo de 80% de asistencias.

Pedimos a los asistentes recoger su constancia el dia de la clausura. Estas se
retendran por el perlodo de ﬁn afio, pasado este tlempo fa DECF! no se hara

responsable de este documanto : f -

Se recomienda a los asnstentes partlclpar actlvamento con sus jdeas y

experiencias, pues los cursos’ que ofrece la DIVIS'lOI"I estan planeados para que

los profesores expongan una tesis, pero sobre todo,(para qt?ie coordinen las
2 =2 e e

opiniones de todos los mteresados, constltuyendo verdaderos sémlh%rlos.
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Es muy importante que’ todos Ios asnstentes Ilenen‘y entreguan su hoja de
inscripcién al inicio, del curso, mformaclon que ser\nra para"mtegrnr un

directorio de asistentes, qua se entregara oportunamente

Con el objeto de mejorar los servicios que la Divisién de Educaciéon Continua
ofrece, al final del curso ‘deberan entregar la evaluacién a través de un

cuestionario disefiado para emitir juicios anénimos.

Se recomienda llenar dicha evaluacién conforme los profesores impartan sus
clases, a efecto de no llenar en la dltima sesion las evaluaciones y con esto

sean mas fehacientes sus apreciaciones.

Atentamente
Division de Educaciéon Continua.

Palacio de Mineria Calle de Tacuba§ Primer piso Deleg Cuauhtémoc 06000 México, D.F. APDO, Postal M-2285

Teléfonos: 5128955  512.5121 621-7335 521-1987  Fax 510-0573  521-4020 AL 26
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ADMINISTRACION Y OPERACION DE
Redes‘de Datos




Introduccion a Java

Objetivos:

Al terminar este médulo el participante conocera los elementos basicos del lenguaje
Java y sera capas de escribir programas simples utilizando el lenguaje.

Aspectos Generales

» Mini aplicaciones
e aplicaciones
s aplicaciones de consola

¢ librerias

Estructura de las librerias

c\java\classes -

| applet

|___

bl Button class

| |__Color.class

| | Event class
N

|| Iang

|__ net

|

uti



El Lenguaje Java

Simple

Orientado a Objetos
Robusto

Seguro .

Portable

Alto Rendimiento
Arquitecténicamente Neutral
Interpretado

Multiproceso

Lenguaje Dinamico

Clases para desarrollar Applets.

Clases Abstract Window Toolkit (AWT) para desarrollo de interfases GUI tales
como ventanas, dialogos, botones, campos entre otros

Clases para redes, URLs y sockets cliente-servidor.
Clases para varios tipos de entrada y salida.
Clases para tipos de datos diversos, procesos, cadenas, threads y otras.

Clases de utilerias para fechas, vectores y otras.

Clases administrar y manipular imagenes.
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Un Programa sencillo

. import java.awt.Graphics;

1
2
3: public class JabberwockApplet extends java.applet.Applet {
4:
5:  public void paint(Graphics g) {
6 Jabberwock j = new Jabberwock();
7 j-color = "orange";
8: j.sex = "male";
9 j.-hungry = true;
10: g.drawString("Calling showAtts ...", 5, 50);
11: J-.showAtts(g, 70); )
12: g.drawString("Feeding the jabberwock ...", 5, 110);
13: j-feedJabberwock(g, 130);
14: g.drawString("Calling showAtts ...", 5, 150);
15: j.showAtts(g, 170},
16: g.drawString("Feeding the jabberwock ...", 5, 210);
17; j.feedJabberwock(g, 230);
18: }
19: }
20:
21: class Jabberwock {
22:  String color,
23: String sex;
24: boolean hungry;
25:
26. void feedJabberwock(Graphics g, int y) {
27. if (hungry == true) {
28. g.drawString("Yum - a peasant!", 25, y);
29: hungry = faise,;
30: } else
31: g.drawString("No, thanks - already ate.", 25, y);
32: }
33:
34: void showAtts(Graphics g, int y) {
35: g.drawString("Thisisa " + sex + " " + color
36: + " jabberwock."”, 25, y),
37: if (hungry == true)
38: g.drawString("The jabberwock is hungry.”, 25, y+20);
39: else
40: g.drawString("The jabberwock is full.", 25, y+20);
41: }

42:)



javac JabberwockApplet.java

Linea 6, Jabberwock j = new Jabberwock instancia un objeto.

Lineas 7, 8 y 9 asignan atributos.

Linea 11 llama al método showAtts()definido en el objeto Jabberwock con parametros
(9. 70).

Linea 13 llama al método feedJabberwock().

Linea 15 llama de nuevo a showAtts()

Linea 17 intenta alimentar al jabberwock nuevamente
appletviev;Iér JabberwockApplet.html

<applet code= JabberwockApplet.class width=575 height=350></applet>

. <html>

: <body>

. <applet code=JabberwockApplet.class height=250 width=300>
. <fapplet>

. </body>

: </html>

oMb WN=a

La salida debe verse similar a:

Calling showAtts ...

This is a male orange jabberwock.
The jabberwock is hungry.
Feeding the jabberwock ...

Yum -- a peasant!

Calling showAtts ... ,

This is a male orange jabberwock.
The jabberwock is full.

Feeding the jabberwock ...

No, thanks -- already ate.



Sintaxis de la etiqueta <APPLET>.

<APPLET CODEBASE=url CODE=appletClassFile WIDTH=n HEIGHT=n
ALT=alternate Text NAME=appletinstanceName ALIGN=alignment
VSPACE=n HSPACE=n>

<PARAM NAME=parameter1 VALUE=valuel1>

<PARAM NAME=parameter2 VALUE=value2>

<PARAM NAME=parameterN VALUE=valueN>

</APPLET>

Atributos Valores Validos
Requeridos

CODE _ Nombre del archivo de clase

WIDTH Ancho del applet en pixeles

HEIGHT Alto del applet en pixeles

Atributos Valores Validos
Opcionales

CODEBASE URL valido apuntando al directorio donde la clase del
applet reside. |

ALT Texto alternativo en caso de que el navegador no
soporte applets. : '

NAME Nombre de la instancia del applet para que otros
applets en la misma pagina se puedan comunicar.

ALIGN Alineacion del applet. Los valores validos son: left,
right, top, texttop, middle, absmiddle, baseline, bottom,
absbottom.

VSPACE Espaciamiento (especificado en pixeles) arriba y abajo -
del applet.

HSPACE Espaciamiento (especificado en pixeles) a la izquierda
y derecha del applet

PARAM Parametros a pasar al applet




Variables, tipos de datos y otros “tokens’

Tokens

El elemento significativo mas pequeno del lenguaje para un compilador.

Identificadores

Tokens que representan nombres
Distinguen mayusculas y mintsculas.
Empezar con letra, guidn bajo () o pesos ($).

El resto del identificador puede estar compuesto de letras o los digito 0 al 9.

No ser palabra reservada. F

il v

Valido | No Valido

HelloWorld Hello World (utiliza un espacio)

Hi_Mom Hi Mom! (utiliza espacio y caracter no valido)
HeyDude3 3heyDude (comienza con numero)

Tall short (palabra reservada de Java)
Poundage #age (no empieza con letra, 0 $)

ey



Palabras reservadas

Abstract double ~ int super
Boolean |else interfase |switch
Break ‘extends long synchronize
d
byte false native this
byvalue |final new threadsafe
case finally null throw
catch float package |transient
char for private |true
class goto protected |try
const if public void
continue |implements |return while
default import short
do instanceof |static

Literales

Elementos de programa utilizados de manera invariable.

Numeros, caracteres o cadenas

- Pueden ser:

+ Enteros

e Punto flotante

» Booleanos
true o false

e De caracter




Descripcion Representacion

Diagonal invertida W
Continuacién , \
Backspace \b
Retorno de carro \r
Nueva forma \f
Tabulador horizontal [\t
Nueva linea \n
Comilla simple \
Comilla doble \"
Caracter Unicode \udddd
Caracter Octal \ddd

o Cadenas Alfanuméricas
Aparecen entre comillas dobles.

Son implementadas por la clase String.

e Operadores

+ ST (% & |

A ~ [&R& I [T < >
<= >= << >> | >>> = ?
++ - == 4+= |.= *= /=
9= &= = A= |z <<= [(>>=
>>>= [ 1 tC )

e Separadores

Utilizados para agrupar cédigo



e Comentarios y espacios blancos

Tipo
I* commentario */

Uso
Todo caracter entre /* y */ es ignorado.

// commentario

Todo caracter despues de // y hasta-el final de la linea

es ignorado.

** commentario */

Igual as /* */, excepto que el comentario puede ser
utilizado por javadoc

Tipos de Datos

Para declarar una variable se utiliza:

Tipo identificador], Identificador];

¢ Enteros

int i;

byte |8 bits

short (16 bits
int 32 bits
long |64 bits

short rocketFuel;
long angle, magnitude;
byte red, green, blue;

10




¢ Punto Flotante

float |32 bits precision
sencilla
double |64 bits precisién doble

float temperature;
double windSpeed, barometricPressure;

e Booleano

true o false (1 0 0)

boolean gameOQver;

o Caracter
16 bits utilizados para almacenar un unico caracter Unicode.

char firstinitial, lastinitial;

Conversién de tipos

[tipo] variable = (tipo) expresion;

char ¢ = (char)System.in.read();

Conversiones que no resultan en pérdida de informacion:

De Tipo A Tipo

byte short, char, int, long, float,
double

short int, long, float, double

char int, long, float, double

int long, float, double

long float, double

float double




Arreglos

Un arreglo es una construcciéon que permite almacenar una lista de elementos del
mismo tipo.

int numbers{];
charf] letters;

long grid[][];

Alfanuméricos

Las cadenas alfanuméricas son un caso especial manejado por la clase String.

String message;
String name = "Mr. Blonde"

Expresiones

Precedencia de Operadores

<< > >>>
< > <= >=

9

x=2*6+16/4
x=2*(11-7);

12



Operaciones sobre enteros

e Operadores enteros

Incremento ++
Decremento |--
Negacién -

Complement |~
0

y = ++X;
Z = X,

class IncDec {
public static void main (String args[]) {

intx=8 y=13;
System.out.printin("x =" + x);
System.out.printin("y = " + y);
System.out.printin("++x =" + ++x);
System.out.printin("y++ =" + y++);
System.out.printin("x =" + x);
System.out.printin("y =" + y);

Salida:
x=8
y=13
++x =0
y++ =13
x=9
y=14

‘;‘5.}



class Negation {

public static void main (String args{]) {

int x = 8;
System.out.printin{"x =" + x);
inty = -x;
System.out.printin{"y =" +y),
}
}

class BitwiseComplement {

public static void main (String args[]) {

int x = 8;
System.out.printin{"x =" + x};
inty = ~x;
System.out.printin('y =" +y);
} .
}

» Operadores Binarios

Descripcion Operador

Suma +
Resta -
Multiplicacion *
Divisidn /
Modulo %
Bitwise AND &
Bitwise OR |
Bitwise XOR A

| Corrimiento-lzquierda <<
Corrimiento-Derecha >>
Corrimiento-Derecha con llenadoa 0 >>>
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Salida:
x=17
y=>5
X+y=22
Xx-y=12
X*y=2385
X/y=3
x%y=2

Salida:
x=5
y=6
xX&y=4
x|ly=7
Xty=3

class Arithmetic {

public static void main (String args[]) {
intx=17,y=25;
System.out.printin("x =" + x);
System.out.printin("y =" +y);
System.out.printin("x + y =" + (x + y));
System.out.printin{("x -y =" + (x - y));
System.out.printin("x *y ="+ (x * y)),
System.out.printin("x /y =" + (x / y)};

System.out.printin("x %y ="+ (x % y));-

class Bitwise {

public static void main (String args{]) {
intx=5y=6;

System.out.printin("x = " + x);
System.out.printin{"y =" + y);
System.out.printin("x &y =" + (x & y));
System.out.printin("x | ="+ {x]y),
System.out.printin{"x * y =" + (x * y));

15



Salida:
x=7
x>>2=1
x<<1=14
X>>>1=3

class Shift {
public static void main (String args{]} {
intx=7;
System.out.printin("x =" + x);
System.out.printin("x >> 2 =" + (x >> 2));
System.out.printin{"x << 1 ="+ (x << 1)),
System.out.printin{"x >>>1="+ (x >>> 1));
}
}

e Operadores Relacionales

Descripcion Operador
Menor que <

Mayor que >
Menoroiguala |<=
Mayoroiguala |>=
Igual a ==
No igual a 1=

class Relational {

public static void main (String args[]) {
intx=7,y=11,2=11;
System.out.printin("x =" + x);
System.out.printin("y =" + y):

- System.out.printin("z =" + z);
System.out.printin("x <y ="+ (x <y)};
System.out.printin{"x > z="+ (x > 2));
System.out.printin("y <=z ="+ (y <= 2));
System.out.printin("x >=y ="+ (x >=y));
System.out.printin("y ==z ="+ (y == z));
System.out.printin("x =y =" + (x I= z}));

16



Salida:
x=7
y=11
z=1
x <y =true
x > z = false
y <=z = true
x >=y = false
y ==z = true
x =y =true

Operadores de Punto Flotante

Descripcion Operador
Incremento ++
Decremento -

Descripcion  QOperador
Suma +
Resta -
Multiplicacion *
Divisién /
Médulo %

class FloatMath {

public static void main (String args(]) {

float x = 23.5F, y = 7.3F;

System.out.printin{"x =" + x);

System.out.printin("y =" +

y):

System.out.printin("x + y =" + (x + y));
System.out.printin("x -y =" + (x - y));

System.out.printin("x * y =

"+ (X Ty,

System.out.printin("x /y ="+ (x / y));
System.out.pritin("x % y =" + (x % v));

A
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Salida:
x=235
y=73
x+y=30.8
X-y=16.2
x*y=17155
x/y=3.21918
x%y=156

Operadores Booleanos

Descripcion
Evaluacion AND

Operador
&

Evaluacion OR

Evaluacion XOR

A

Logico AND

&&

Légico OR

Negacion

Igual a

No lgual a

Condicional

class Conditional {

public static void main (String args{]) {

int x=0;
boolean isEven = false;

System.out.printin("x =" + x);

x=isEven ?4:7;

System.out.printin("x =" + x);

Salida:

X X
nn
~N o




Operadores de Asignacion

Descripcion Operador

Simple =
Suma +=
Resta -=
Multiplicacién ¥=
Division /=
Médulo %=
AND &=
OR =
| XOR A=

Métodos

Objetos.- Agrupaciones de datos y procedimientos que actian sobre esos datos.

Encapsulacion.- Proceso por el cual se empacan los datos de un objeto en conjunto -,
con los metodos que operan sobre ellos.

Método.- Procedimiento encapsuiado en un objeto.

Ventajas de la encapsulacion:

e Esconder Implantacién
+ Modularidad

Clase.- Un template o prototipo que define a un tipo de objeto

Herencia.- Proceso de creacion de una nueva clase aprovechando las caracteristicas
de ofra.

19



Flujo de Control

Secuencial Condicional

o [f simple
if (Condition)
Statement1
else
Statement2

public static void main (String args[]) {
char firstinitial = (char)-1;
System.out.printin("Enter your first initial:"};

try {
firstinitial = (char)System.in.read();

catch (Exception e) {
System.out.printin("Error. " + e.toString());
} .

if (firstinitial == -1)
System.out.printin("Now what kind of name is that?");
else if (firstinitial == 1)
System.out.printin{"Your name must be Jules!");
else if (firstinitial == 'v'}
. System.out.printin{"Your name must be Vincent!");
else if (firstlnitial == 'z")
System.out.printin("Your name must be Zed!");
else :
System.out.printin("l can't figure out your name!");
} .

Salida capturando v:

Your name must be Vincent!

20



e Switch

switch (Expression) {
case Constant1:
StatementList1
case Constant2:
StatementList2

default:
DefaultStatementList

}

class SwitchName1 { _
public static void main (String args(]) {
char firstinitial = (char)-1,;
System.out.printin("Enter your first initial.");

try {
firstinitial = (char)System.in.read();
}

catch .(Exception e) {
System.out.printin("Error; " + e.toString());

}
switch(firstinitial) {
case (char)-1:

System.out.printin("Now what kind of name is that?"};

case j"

System.out.printin("Your name must be Jules!");
case 'v" '

System.out.printin("Your name must be Vincent!");
case 'z"

System.out.printin{"Your name must be Zed!"),
default:

System.out.printin{"l can't figure out your name!"),

}
}
}

21



Salida capturando v:

Your name must be Vincent!
Your name must be Zed!
| can't figure out your name!

class SwitchName2 {
public static void main (String args[]) {
char firstlnitial = (char)-1;
System.out.printin("Enter your first initial:");

try { ~
firstInitial = (char)System.in.read();

catch (Exception e) {
System.out.printin("Error: " + e.toString());

switch(firstinitial) {
case (char)-1:
System.out.printin("Now what kind of name is that?");
break; ' -
case
System.out.printin("Your name must be Jules!");
- break;
case 'v"
System.out.printin("Your name must be Vincent!");
break:
case 'z",
System.out.printin("Your name must be Zed!");
break; :
default:
System.out.printin("l can't figure out your name!");

}



lteraciones

e for

for (InitializationExpression; LoopCondition; StepExpression) Statement

class ForCount {
public static void main (String args[]) {

}
}

char input = (char)-1;
int numToCount;
System.out.printin{("Enter a number to count to between 0 and 10:");
try {

input = (char)System.in.read();
}
catch (Exception €) {

System.out.printin("Error: " + e.toString());
) .
numToCount = Character.digit(input, 10);
if ((numToCount > 0) && (numToCount < 10)) { .

for (inti=1;i<=numToCount; i++)

System.out.printin{i);

}
else

System.out.printin("That number was not between 0 and 10!");

Salida capturalndo 4:

HLOWON -
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e while
while (LoopCondition) Statement

class WhileCount {
public static void main (String args|[]) {
char input = (char)-1;
int numToCount;
System.out.printin("Enter a number to count to between 0 and 10:");

try {
input = (char)System.in.read();

catch (Exception e) {
System.out.printin("Error. " + e.toString());
}
numToCount = Character.digit(input, 10};
if ((numToCount > 0) && (numToCount < 10)) {
inti=1;
while (i <= numToCount) {
System.out.printin(i);
i++:
}
}

else
System.out.printin("That number was not between 0 and 10");
}

}

¢ do-while

do
Statement
while {LoopCondition);

24



Clases

Sintaxis general:

class Identifier {
ClassBody

}
Ejemplo:

class Alien {
Color color;
int energy;
int aggression;

}

Declaracién de Métodos:

ReturnType Identifier(Parameters) {
MethodBody

}

Ejemplo:
void morph(int aggression) {
if (aggression < 10) {
/f morph into a smaller size
} .

else if (aggression < 20) {
/ morph into a medium size

}

else {
/ morph into a giant size
}
!

25



Ejemplo completo de la clase Allien:

class Alien {
Color color;
int energy;
int aggression;

void morph() {
if (aggression < 10) {
// morph into a smaller size
}
else if (aggression < 20) {
/f morph into a medium size
}
else {
// morph into a giant size

}
}
}

Clases derivadas (herencia), sintaxis general:

class Identifier extends SuperClass {
ClassBody

}

Ejemplo:

import Enemy;

class Alien extends Enemy {
Color color;
int energy;
\ int aggression;

void morph() {
if (aggression < 10) {
// morph into a smaller size

}

else if (aggression < 20) {

26



// morph into a medium size
}
else {
// morph into a giant size
}
}
}

Sustitucién de Métodos:

class Enemy {

"void move() {
/f move the enemy

}
}

class Alien {
Color color;
int energy;
int aggression;

void move() {
/f move the alien

}

void morph() {
if (aggression < 10} {
// morph into a smaller size
}
else if (aggression < 20) {
/f morph into a medium size
}
else {
/f morph into a giant size

}
}
}

27



Sustitucion de parametros (mensajes):

void move() {
/{ move the alien

}

void move(int x, int y) {
/I move the alien to position x,y

}

Modificadores de Acceso:

Acceso.- se refiere a |a visibilidad (capacidad de accesar/modificar datos y o ejecutar
métodos).

e Niveles

Default.- Unicamente las clases en un mismo paquete tienen acceso a los métodos y
datos.

long length;
void getLength() {
return length;

}

public.- Los datos (miembros) y/o métodos son visibles a cualquier clase.
public int count;
public boolean isActive;
protected .- Los miembros t/o métodos son accesibles sol para instancias de la clase

y/o clases derivadas.

protected char middlelnitial;

protected char getMiddlelnitial() {
return middlelnitial;

}

28



private .- Los miembros y métodos solo pueden ser accesados por la clase que los
define.

private String firstName;
private double howBiglslt;

static.- Los miembros y métodos son comunes a todas las instancias.

static int refCount;
static int getRefCount() {
return refCount;

}

final.- No acepta métodos derivados.

final public int numDollars = 25;
final boolean amiBroke = false,

synchronized.- Indica que es seguro en utilizacién de threads.
native.- Indica que la definicién esta dada en cédigo C/C++.

abstract.- Utilizado para resolver problemas de disefio permite declarar una clase sin
definir los metodos.

abstract class Enemy {
abstract void move();
abstract void move(int x, int y);

}

e Creacion de Objetos
o Constructores

Constructor.- Método especial que se ejecuta a fa hora de crear un objeto y que
permite inicializar variables y/o ejecutar codigo especifico. Se caracteriza por que el
nombre del método es igual al nombre de la clase.

class Alien extends Enemy {
protected Color color;
protected int energy;
protected int aggression;

29



}

public Alien{) {
color = Color.green;
energy = 100;
aggression = 15;

}

public Alien(Color ¢, int e, int a) {
color=¢;
energy = e;
aggression = a;

}

public void move() {
// move the alien

}

public void move(int x, int y) {
/ move the alien to the position x,y

}

public void morph() {
if (aggression < 10) {
/f morph into a smaller size

else if (aggression <20) {
// morph into a medium size
}
else {
{/ morph into a giant size

1
}

¢ Instancias

Instanciasion.- Mecanismo por medio del cual se crea un objeto en la memoria de la

computadora.

o Operador new

Alien anAlien = new Alien();
Alien anotherAlien;

anotherAlien = new Alien(Color.red, 56, 24);

30



o Destruccion de clases

En Java, la destruccion de un objeto se define con el método finalice, sin embargo, el
lenguaje no garantiza que el método sea llamado cuando una clase sale de foco, sino
sol hasta que el sistema de colecciéon de basura de Java sea ejecutado.

void finalize() {
/! cleanup

}

e Paquetes

Java permite la agrupacion de clases relacionadas en paquetes.

» Declaracion:
package ldentifier;

Esta linea debe ser la primera linea de todo archivo que contenga las clases que
conforman al paquete.

e Importar Paquetes
import ldentifier;

import java.awt.Color,
import java.awt.”;

Interfases

Una interfase es un prototipo de una clase util desde la perspectiva de disefio. Son en
esencia clases abstractas en la que ningun método es definido. Adicionalmente, todos
los miembros deben ser definidos como estaticos y finales.

Al igual que las clases abstractas permiten definir los protocolos para una clase sin
preocuparse por los detalles de implantacion. - ’
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También se pueden utilizar para simular el concepto de herencia mliltiple que no es
soportado por Java.

e Declaracion:

interfase Identifier {
InterfaceBody
}

¢ |Implantacion de interfases:

class Identifier implements Interfase {
ClassBody
}

package Enemy; —

import java.awt.Color;

interfase Enemy {
abstract public void move(),
abstract public void move(int x, int y);

}

class Alien implements Enemy {

protected Color color;
protected int energy;
protected int aggression;
public Alien() {

color = Color.green;

energy = 100;

aggression = 15;

}

public Alien(Color ¢, int e, int a} {
color = ¢;
energy = e;
aggression = a;

}

public void move() {
/I move the alien



}

public void move(int x, int y) {
/f move the alien to the position x,y

}

public void morph(} {
if (aggression < 10) {
/f morph into a smaller size
}
else if (aggression < 20) {
/f morph into a medium size
} .

else {
// morph into a giant size
}
}
}

Multiproceso

Muititarea se refiere a la habilidad de una computadora de ejecutar muitiples tareas de
forma concurrente.

Multiproceso (Multithreading) es una extension del paradigma de multitarea. Se refiere
a la utilizacién de multiples lineas de control en un solo programa.

Un proceso (thread) es una secuencia unica de ejecucidén dentro de un programa. En
Java una aplicacion de un solo "thread" se ve asi:

class MainlsRuninAThread {
public static void main(String[] args) {
/f main() is run in a single thread
System.out.printin(Thread.currentThread());
. for (int i=0; i<1000; i++) {
System.out.printin("i == " +i);
}

}
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Una aplicacién multiproceso simple se ve asi:

class CountThreadTest extends Thread {
int from, to;

public CountThreadTest(int from, int to) {
this.from = from;
this.to = to;

}

/1 the run() method is like main() for a thread
public void run() {
for (int i=from; i<to; i++) {
System.out.printin("i==" +1);
}
}

public static void main(String[] args) {
// spawn 5 threads, each of wich counts 200 numbers
for (int i=0; i<5; i++) {
CountThreadTest t = new CountThreadTest(i*200, (i+1)*200),

/I starting a thread will launch a separate sequence

/1 of control and execute the run(} method of the thread
t.start(); '

Creacion de un "Thread”

e Escribir el codigo a ser ejecutado dentro del procesos

o Escribir el codigo que activa los procesos

el método main() provee la logica principal para el proceso principal de una aplicacion.
Escribir el codigo para un procesos es similar al de main(). Se debe proveer un método,
denominado run(), que implante la Iégica principal del proceso.

public void run();
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Se puede implantar run() de dos formas:

¢ Creando una subclase de la clase Thread

La clase java.lang.Thread es una representacion en objetos de la secuencia de control
de Java.

Un proceso para copia de archivos.

// subclass from Thread to provide your own kind of Thread
class FileCopyThread extends Thread {
private File from;
private File to; .
public FileCopyThread(File from, File to) {
this.from = from;
this.to = to;
}
/f implement the main logic of the thread in the run()
// method [run() is equivalent to an application's main()]
public void run() {
FilelnputStream in = null;
FileQutputStream out = null;
byte[] buffer = new byte[512]; -
int size = 0;
try {
// open the input and output streams
in = new FilelnputStream(from);
out = new FileOutputStream(to);
// copy 512 bytes at a time untii EOF
while ((size = in.read(buffer)} !=-1) {
out.write(buffer, 0, size);

}
} catch(IOException ex) {
ex.printStackTrace();
} finally {
/1 close the input and output streams
try {
if {(in != null) { in.close(); }
if {out = null) { out.close(); }
} catch (IOException ex) {
}
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La clase FileCopyThread es una subclase de Thread. Al ser una subclase hereda la
propiedad de "ser un proceso".

La clase FileCopyThread su I6gica principal en el método run().
Para utilizar este método, se debe invocar el método start().

File from = getCopyFrom();
File to = getCopyTo();

/! create an instance of the thread class
Thread t = new FileCopyThread(from, to);

// call start() to activate the thread asynchronously
t.start();

e |Implantando la interfase Runnable

La interfase Runnable permite agregar un métedo run() a una clase que no es derivada
de Thread().
kes this possible.

java.lang.Runnable. Runnable es una interfase simple con un solo método:

public interfase Runnable {
public void run();

}

Para utilizar una interfase Runnabie, se debera escribir un método run{) y agregar
implements Runnable a la clase.

Utilizando la interfase Runnable en el ejemplo anterior:

class FileCopyRunnable implements Runnable {
// el resto de la clase permanece casi igual

-

Para lanzar el proceso:

File from = new File("file.1");
File to = new File("file.2");
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// create an instance of the Runnable
Runnable r = new FileCopyRunnable(from, to),

// create an instance of Thread, passing it the Runnable
Thread t = new Thread(r);

// start the thread
t.start();

Applets y Aplicaciones

Los Applets son utilizados en:

Marquesinas

Graficas animadas

Video juegos )

Examenes

Imagenes que responde al mouse
Desplegado avanzado de texto
Aplicaciones de acceso a Bases de datos
Telecomunicaciones.
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Desplegado de Applets

Se requiere uno de los siguientes navegadores:

« Netscape Navigator version 2.02 o posterior
¢ Microsoft Internet Explorer 3.0 o posterior
e JavaSoft HotJava 1.0 pre-beta 1 o posterior

Se debe utilizar el Tag <APPLET> de HTML

< APPLET
[CODEBASE = codebaseURL]
CODE = appletFile
[ALT = aiternateText]
[NAME = appletinstanceName]
WIDTH = pixels
HEIGHT = pixels
[ALIGN = alignment]
[VSPACE = pixels]
[HSPACE = pixels]
>
[< PARAM NAME = appletParameter1 VALUE = value >]
[« PARAM NAME = appletParameter2 VALUE = value >]

[alternateHTML]
</APPLET>

Ejemplo:

<APPLET CODE="NowShowing.class" CODEBASE="progdir" WIDTH=376
HEIGHT=104>
<PARAM NAME="speed" value="100">
<PARAM NAME="blink" value="5"> o
<PARAM NAME="text" value="FREE THE BOUND PERIODICALS!">
<PARAM NAME="fontsize" value="21">
<PARAM NAME="pattern" value="random"> :
<H5>This applet requires the use of a Java-enabled browser!</H5>
</APPLET>

38



Aspectos generales de seguridad
Corren en la maquina del usuario.

Virus

Troyanos

Restricciones de los Applets:

No pueden leer o escribir del disco duro local aunque si pueden escribir al disco duro
de donde fueron cargados.

No pueden conectarse a otro computador que no sé de la cual fueron cargados.

No pueden accesar librerias dinamicas o compartidas escritas en otro lenguaje que no
sea Java.

No pueden lanzar programas.

Programacién Basica de Applets.

La clase java.applet. Applet

Cada applet comienza con una definicién de clase como se indica:

public class LearnPiglLatin extends java.applet.Applet {
// to do

iy e el
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Metodos asociados con Applets

Cuando un evento ocurre, un método es ejecutado.

Eventos asociados con la ejecucion de un applet:

‘Inicializacion; El método init() es ejecutado la primera vez que un applet es cargado.
Destruccion: El método destroy() la dltima vez que se sale del applet.

Detener: El método stop() es ejecutado cada que un applet es suspendido. Los applets
se suspenden o cuando se sale de la pagina que contiene el applet o al llamar el
método stop().

Inicio: El método start() se llama cada vez que el applet es cargado o recargado. El
inicio sucede inmediatamente después de la inicializacion o cuando una pagina se
vuelve a cargar. También se puede invocar el método start() de forma directa.

Redibujo: El método paint() es llamado cada que el applet debe ser redibujado.
También puede ser invocado de forma directa. Requiere una instancia de la clase
Graphics como parametro:
public void paint(Graphics g) {
g.drawString("One moment, please"”, 5, 50);

}

El objeto Graphics indica donde se debe dibujar algo. Cuando es utilizado en un applet
es creado automaticamente y representa la ventana del applet.

La linea g.drawString() utiliza el objeto Graphics para indicar donde dibujar el texto.
Para poder utilizar este objeto, no es necesario declararlo, pero si importarlo:

import java.awt.Graphics;
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Para poner una applet en la Web

Escribir y probar el Applet con Aplletviewer.exe

Editar la pagina web para invocar el applet.

Copiar los archivos .class asociados al applet en el subdirectorio adecuado.

Ejemplo:

1: import java.awt.*;

2:

3: public class ColorCycle extends java.applet.Applet {

4: float hue = (float).5;6L5: float saturation = (float)1;
6: float brightness = (float)0;6L7: Button b;
8.

9. public void init() {

10: b = new Button("Next Color")
11: add(b);

12: }

13: .

14:  public void start() {

15: setBackground(Color.black};

- 16: repaint();

17: }

18:.

19:  public boolean action(Event evt, Object o){

20: if (brightness < 1)

21: brightness += .25;

22; else

23: brightness = 0,

24: Color ¢ = new Color(Color. HSBtoRGB(hue, saturation,
brightness));

25: setBackground,;
26: repaint();

27: return true;

28: }

29:}
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La Pagina HTML

: <html|>

: <body>

: <applet code=ColorCycle.java height=250 width=250>
: <fapplet>

. </body>

. </html>

oA WK =

Continuando con Java

Cadenas Alfanuméricas

Clases Alfanumeéricas

Java utiliza clases para representar alfanuméricos en lugar de arreglos.
Utiliza dos clases que modelan cadenas alfanuméricas, String y StringBuffer.

String se utiliza para cadenas constantes (inmutables) y StringBuffer se utiliza para
cadenas variables (mutables).

La clase String
Constructores

String()

String(String value)

String(char value[])

String(char value[], int offset, int count)
String(byte ascii[], int hibyte, int offset, int count)
String(byte ascii[], int hibyte)
String(StringBuffer buffer)
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Ejemplos:

String s1 = new String();

String s2 = new Stiing("Hello"),
char cArray[] = {H', 'o’, 'w', 'd", 'y'};
String s3 = new String(cArray);
String s4 = new String(cArray, 1, 3);

as the offset parameter and 3 as the count parameter. This means that the

Meétodos mas importantes:

int length(}

char charAt(int index)

boolean startsWith(String prefix)

boolean startsWith(String prefix, int toffset)
boolean endsWith(String suffix)

int indexOf(int ch)

int indexOf(int ch, int fromindex)

int indexOf(String str)

int indexOf(String str, int fromindex)

int lastindexOf(int ch)

int lastindexOf{int ch, int fromindex)

int lastindexOf(String str) A
int lastindexOf(String str, int fromindex)
String substring(int beginindex)

String substring(int beginindex, int
boolean equals(Object anObject)
boolean equalsignoreCase(String ring)
int compareTo(String anotherString)
String concat(String str)

String replace{char oldChar, char newChar)
String trim()

String toLowerCase()

String toUpperCase()

static String valueOf{Object obj)

static String valueOf{char data[)])

static String vaiueOf(char data[], int offset, int count)
static String valueOf(boolean b)

static String valueOf(char c)

static String valueOf(int i)

static String valueOf(long I}

static String valueOf(float f)

static String valueOf(double d)
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int length()

char charAt(int index)

boolean startsWith(String prefix)

boolean startsWith(String prefix, int toffset)
boolean endsWith(String suffix)

Ejemplos:

String s1 = new String("This is a test string!");

int len = s1.length();

char ¢ = s1.charAt(8);

boolean b1 = s1.startsWith("This");
boolean b2 = s1.startsWith("test", 10);
boolean b3 = s1.endsWith("string.");

Los Métodos indexOf() y lastindexOf()

int indexOf(int ch)

int indexOf(int ch, int fromindex)

int indexOf(String str)

int indexOf(String str, int fromindex)

int lastindexOf(int ch)

int lastindexOf(int ch, int fromindex)

int lastindexOf(String str)

int lastindexOf(String str, int fromindex)

Ejemplo:
String s1 = new String("Saskatchewan");
inti1 = s1.indexOf('t");

int i2 = s1.indexOf("chew");
int i3 = s1.lastindexOf('a’);

El método substring()

String substring(int beginindex)
String substring(int beginindex, int endindex)
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Ejemplo:

String s1 = new String("abcfj");

String s2 = new String("abedz"),

System.out.printin(s1.compareTo(s2));
El método concaty)

String concat(String str)
Ejemplo:

String s1 = new String("l saw sasquatch *);
String s2 = new String(s1 + "in Saskatchewan.");
String s3 = s1.concat("in Saskatchewan.");

El Método replace()
String replace(char oldChar, char newChar)

Ejemplo:

String s4 = s3.replace('s’, 'm');

Los métodos trim(), toLowerCase(), y toUpperCase()

String trim()
String toLowerCase()
String toUpperCase()

Ejemplo:

String s5 = new String("\t Yeti\n™):
String s6 = s5.trim();

String s7 = s3.toLowerCase();
String s8 = s4.toUpperCase();
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El método valueOf()

static String valueOf(Object obj)

static String valueOf(char data())

static String valueOf(char datal], int offset, int count)
static String valueOf(booclean b)

static String valueOf(char c)

static String valueOf(int i)

static String valueOf{long 1)

static String valueOf{float f)

static String valueOf(double d)

Retorna un objeto alfanumérico que representa el valor contenido en el parametro.
La clase StringBuffer

Se utiliza cuando el contenido o la longitud de una cadena va a cambiar.

Constructores:

StringBuffer()
StringBuffer(int iength)
StringBuffer(String str)

Ejemplos:

String s1 = new String("This is a string!");
String sb1 = new StringBuffer();

String sb2 = new StringBuffer(25);

String sb3 = new StringBuffer(s1);

Los métodos mas comunes son:

int length()

int capacity()

synchronized void setLength(int newLength)
synchronized char charAt(int index)
synchronized void setCharAt(int index, char ch})
synchronized StringBuffer append(Object obj)
synchronized StringBuffer append(String str)
synchronized StringBuffer append(char c)
synchronized StringBuffer append(char str[])
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synchronized StringBuffer append(char strf], int offset, int len)
StringBuffer append(boolean b)

StringBuffer append(int )

StringBuffer append(long [}

StringBuffer append(fioat f)

StringBuffer append(double d)

synchronized StringBuffer insert(int offset, Object obj)
synchronized StringBuffer insert(int offset, String str)
synchronized StringBuffer insert(int offset, char ¢)
synchronized StringBuffer insert(int offset, char str{])
StringBuffer insert(int offset, boolean b) '
StringBuffer insert(int offset, int 1)

StringBuffer insert(int offset, long I)

StringBuffer insert(int offset, float f)

StringBuffer insert(int offset, double d)

String toString()

int length(}

int capacity()

synchronized void setLength(int newLength)

Ejemplo:
StringBuffer s1 = new StringBuffer(14);
System.out.printin{"capacity = " + s1.capacity());
System.out.printin("length =" + s1.length());
s1.append("Bigfoot");
System.out.printin{s1),
System.out.printin("capacity = " + s1.capacity());
System.out.printin("length =" + s1.length());
s1.setLength(3);
System.out.printin(s1);
System.out.printin("capacity = " + s1.capacity());
System.out.printin("length = " + s1.length());
Salida:

capacity = 14

length =0

Bigfoot

capacity = 14

length =7

Big

capacity = 14

length = 3
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Los métodos charAt() y setCharAt()

synchronized char charAt{int index)
synchronized void setCharAt(int index, char ch)

Ejemplo:
StringBuffer s1 = new StringBuffer("l saw a Yeti in Yellowstone.");
char ¢1 = s1.charAt(9);
System.out.printin{c1);
s1.setCharAt(4, 'r');
System.out.printin(s1); N

Los métodos append() e insert()

synchronized StringBuffer append(Object obj)
synchronized StringBuffer append(String str)
synchronized StringBuffer append(char c)
synchronized StringBuffer append(char str[])
synchronized StringBuffer append(char str(], int offset, int len)
StringBuffer append(boolean b)

StringBuffer append(int I)

StringBuffer append(long 1)

StringBuffer append(float f)

StringBuffer append(double d)-

synchronized StringBuffer insert(int offset, Object obj)
synchronized StringBuffer insert(int offset, String str)
synchronized StringBuffer insert(int offset, char c}
synchronized StringBuffer insert(int offset, char sti]])
StringBuffer insert(int offset, boolean b)

StringBuffer insert(int offset, int I)

StringBuffer insert(int offset, iong |)

StringBuffer insert(int offset, float f)

StringBuffer insert(int offset, double d)

Ejemplos:
StringBuffer sb1 = new StringBuffer("2 + 2 =",
StringBuffer sb2 = new StringBuffer("The tires make contact ");
sb1.append(2 + 2);
sb2.append("with the road.");
sb2.insert(10, "are the things on the car that ");



El método toString()

String toString()
Flujos y archivos
Clases de flujo de entrada

El modelo de entrada de Java se basa en el concepto de flujo de entrada.

Las clases de flujo de entrada basicas de Java son:

InputStream
BufferedinputStream
DatalnputStream
FilelnputStream
StringBufferinputStream

La clase InputStream

InputStream es una clase abstracta que funge como la base de todas las otras clases -
de flujo de entrada. Define una interfase basica para leer flujos de bytes.

Tipicamente, un flujo de entrada se utiliza creando un objeto derivado de InputStream.

InputStream utiliza blogueo.

La clase InputStream define los siguientes métodos:

abstract int read()

int read(byte b[])

int read(byte b[], int off, int len)

long skip(long n)

int available()

synchronized void mark(int readlimit)
synchronized void reset()

boolean markSupported()

void close()
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El objeto System.in

System.in es un miembro de InputStream que contiene una asociacién légica con el

dispositivo de entrada default (teclado por lo general).

Ejemplos:

class ReadKeys1 {
public static void main (String args[]) {
StringBuffer s = new StringBuffer();

charc;
try {
while ((c = (char)System.in.read()) !="n") {
s.append(c);
}

catch (Exception e) {
System.out.printin("Error: " + e.toString());
) .
System.out.printin(s);
}
}

class ReadKeys2 {
public static void main (String args[]) {
byte buf{] = new byte[80];
try {
System.in.read(buf);
}
catch (Exception e) {
System.out.printin("Error: "' + e.toString()};
}
String s = new String(buf, 0);
System.out.printin(s);
}
}

class ReadKeys3 {
public static void main (String args]]) {
byte buf[] = new byte[10];
try {
System.in.read(buf, 0, 10);
}
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catch (Exception e) {
Systemn.out.printin("Error. " + e.toString());

}
String s = new String(buf, 0);

System.out.printin{s);

La clase BufferedlnputStream

BufferedinputStream provee un flujo de entrada con un buffer asociado of its own.

Constructores:

BufferedInputStream{lnputStream in)

BufferedInputStream(InputStream in, int size) —

Miembros protegidos:

byte buf]]

int count

int pos

int markpos
int marklirnit

import java.io.*;

class ReadKeys4 {
public static void main (String args[)) {
BufferedInputStream in = new BufferedinputStream(System.in);
byte buf[] = new byte[10];
try {
in.read{buf, G, 10);
}
catch (Exception e) {
System.out.printin("Error: " + e.toString());
}
String s = new String(buf, 0);
System.out.printin(s);
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La clase DatalnputStream

DatalnputStream es utilizado para leer tipos de datos primitivos.

Constructor:

DatalnputStream(InputStream in)

Métodos:

finat int skipBytes(int n)

final void readFully(byte bf])
final void readFully(byte b[], int off, int len)
final String readLine()

final boolean readBoolean()
final byte readByte()

final int readUnsignedByte()
final short readShort()

final int readUnsignedShort()
final char readChar(}

final int readint()

final long readLong()

final float readFloat()

final double readDouble()

import java.io.”;

class ReadFloat {
public static void main (String args(]) {

DatalnputStream in = new DatalnputStream(System.in);

String s = new String();

try {
s = in.readLine();
float f = Float.valueOf(s).floatValue();
System.out.printin{f);

}

catch (Exception e) {
System.out.printin("Error: " + e.toString());

}
}
}
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La clase FilelnputStream
FilelnputStream es utilizado para efectuar lectura simple de archivos.
Constructores:

FilelnputStream(String name)
FilelnputStream(File file)
FilelnputStream(FileDescriptor fdObj)

FilelnputStream funciona exactamente como InputStream excepto que eta orientado a
archivos

import java.io.”;

class ReadFile {
public static void main (String args{l) {
byte buf[] = new byte[64];
try {
FilelnputStream in = new FilelnputStream("Grocery.ixt");
in.read(buf, 0, 64);

catch (Exception e) {
System.out.printin("Error: " + e.toString());

}
String s = new String(buf, 0);
System.out.printin(s);

}
}

La clase StringBufferinputStream

StringBufferlnputStream permite utilizar una cadena alfanumérica en lugar de un
dispositivo de entrada. Utiliza los mismos métodos que InputStream.

Constructor:

StringBufferinputStream(String s)
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Miembros:

String buffer

int count
int pos

Ejemplo:

import java.io.*;

class ReadString {

public static void main (String args[]) {

/] Get a string of input from the user

byte buf1[] = new byte[64];

try {
System.in.read(buf1, 0, 64),

}

catch (Exception e) {
System.out.printin("Error: " + e.toString()),

}
String s1 = new String(buf1, 0);

{/ Read the string as a string buffer and output it

StringBufferinputStream in = new StringBufferinputStream(s1);

byte buf2[] = new byte[64];
try {
in.read(buf2, 0, 64),
}
catch (Exception e) {
System.out.printin("Error: " + e.toString());
}
String s2 = new String(buf2, 0);
System.out.printin(s2);
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Clases de flujos de Salida

Las principales clases de flujo de salida son:

OutputStream
PrintStream
BufferedOutputStream
DataOutputStream
FileOutputStream

La clase OutputStream

Meétodos:

abstract void write(int b)

void write(byte b[])

void write(byte b[], int off, int len)
void flush()

void close()

La clase PrintStream

PrintStream es utilizada principalmente para imprimir texto.

Constructores:

PrintStream(OutputStream out)
PrintStream({OutputStream out, boolean autoflush)

Meétodos:

boolean checkError()

void print(Object obj)
synchronized void print(String s)
synchronized void print(char s[])
void print{char ¢)

void print(int i)

void print{long 1)

void print(float f)
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void print{double d)

void print{boolean b)

void printin()

synchronized void printin(Object obj)
synchronized void printin(String s}
synchronized void printin(char s[})
synchronized void printin(char c)
synchronized void printin(int I)
synchronized void printin{long 1)
synchronized void printin(float f)
synchronized void printin{(double d)
synchronized void printin(boolean b)

El objeto System.out

Este objeto crea una asociacion légica con el dispositivo default de salida.
La clase BufferedOutputStream

Constructores:

BufferedOutputStream(OutputStream out)
BufferedOutputStream(OutputStream out, int size)

Miembros:

byte buf[]
int count

Ejempio:

import java.io.”;

class Write Stuff {
public static void main (String args[]) {
{// Copy the string into a byte array
String s = new String("Dance, spider\n");
byte[] buf = new byte[64];
s.getBytes(0, s.length(), buf, 0},
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// Output the byte array (buffered)
BufferedOutputStream out = new BufferedOutputStream(System.out);
try {

out.write(buf, 0, 64);

out.flush();

catch (Exception e) {
System.out.printin{"Error: " + e.toString());

}
}
}

La clase DataOutputStream

DataOutputStream es utilizada para escribir tipos de datos primitivos.

Constructor:‘

DataOutputStream(OutputStream out)

Métodos:

final int size()

final void writeBoolean(boolean v)
final void writeByte(int v)

final void writeShort(int v)

final void writeChar(int v}

final void writelnt(int v)

final void writeLong(long v)
final void writeFloat(float v)
final void writeDouble(double v)
final void writeBytes(String s)
final void writeChars(String s)

La clase FileOutputStream

FileQutputStream se utiliza para efectuar escrituras simples a archivos.
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Constructores:

FileOutputStream(String name)
FileOutputStream(File file)
FileOutputStream(FileDescriptor fdObj)

import java.io.*,

class WriteFile {
public static void main (String args(]) {

}

}

/f Read the user input
byte buf]] = new byte[64];

try {
System.in.read(buf, 0, 64);

catch (Exception e) {
System.out.printin("Error. " + e.toString());

}

/! Output the data to a file

try {
FileOutputStream out = new FileOutputStream("Output.txt");
out.write(buf);

}

catch (Exception e} {
System.out.printin("Error: " + e.toString());

}

Clases para archivos

Ademas de las clases FilelnputStream and FileOutputStream, Java define otras dos

clases para acceso a archivos: File y RandomAccessFile.

File modela una estructura de directorios de un sistema operativo para proveer
informacion sobre un archivo.

RandomAccessFile provee multiples métodos para accesar el contenido de un archivo.
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La clase File

Constructores:

File(String path)
File(String path, String name)
File(File dir, String name)

Los métodos mas importantes son:

String getName()

String getPath()

String getAbsolutePath()
String getParent()

boolean exists()

boolean canWrite()

boolean canRead()

boolean isFile()

boolean isDirectory()
boolean isAbsolute()

long lastModified()

long length()

boolean mkdir()

boolean mkdirs()

boolean renameTo(File dest)’
boolean delete()

String[] list()

String(] list(FilenamekFilter filter)

Ejemplo:

import java.io.*;

class Filelnfo {

public static void main (String args|]) {

- System.out.printin("Enter file name: ");
charc; '
StringBuffer buf = new StringBuffer(); -
try {

while ((c = (char)System.in.read()) = \n')
buf.append(c);

59



catch (Exception e) {
System.out.printin("Error: " + e.toString());

}

File file = new File(buf.toString());

if (file.exists()) {
System.out.printin("File Name : " + file.getName());
System.out.printin(*  Path :" + file.getPath(});
System.out.printin("Abs. Path : " + file.getAbsolutePath());
System.out.printin("Writable : " + file.canWrite()),
System.out.printin("Readable :" + file.canRead());
System.out.printin("Length " + {file.length() / 1024) + "KB");

}

else
System.out.printin("Sorry, file not found.");

}
h

Salida:

File Name : Filelnfo java
Path : Filelnfo.java
Abs. Path : C:\Books\JavaUnleashedProRef\Source\Chap14\Filelnfo.java
Writable : true
Readable : true
Length : OKB

La clase RandomAccessFile

Constructores:

RandomAccessFile(String name, String mode)
RandomAccessFile(File file, String mode)

Metodos mas importantes:

int skipBytes(int n)

long getFilePointer()

void seek(long pos)

int read()

int read(byte b[])

int read(byte bl], int off, int len)
final boolean readBoolean()
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final byte readByte()

final int readUnsignedByte()
final short readShort()

final int readUnsignedShort()
final char readChar()

final int readInt()

final long readLong()

final float readFloat()

final double readDouble)

final String readl.ine(}

final void readFully(byte b[])
final void readFully(byte b[], int off, int len)
void write(byte b[])

void write(byte b[], int off, int len)
final void writeBoolean(boolean v}
final void writeByte(int v)

final void writeShort(int v)

final void writeChar(int v)

final void writelnt(int v)

final void writeLong(long v)

void writeFloat(float v)

void writeDouble(double v}

void writeBytes(String s)

void writeChars(String s)

long length()

void close()

Ejemplo:

import java.io.”;

class FilePrint {
public static void main (String args[]) {
System.out.printin("Enter file name: ");
char c;
StringBuffer buf = new StringBuffer();
try {
while ((c = (char)System.in.read()) I="\n"
buf.append(c);
RAU
while (file.getFilePointer() < file.length())
System.out.printin{file.readLine());

}

RandomAccessFile file = new RandomAccessFile(buf.toString(),
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catch (Exception e) {
System.out.printin("Error: " + e.toString(}));

}
}
}

Eventos y Excepciones

What Is an Exception?

As the name implies, an exception is an exceptional condition. An exception is
something that is

out of the ordinary. Most often, exceptions are used as a way to report error conditions.
Exceptions can be used as a means of indicating other situations as well. This chapter
concentrates primarily on exceptions as an error handling mechanism.

Exceptions provide notification of errors and a way to handile them. This new control
structure
allows you to specify exactly where to handle specific types of errors.

Note
Other lenguajes such as C++ and Ada provide exception
handiing. Java's exception handling is similar to the one used by
C++.

Tennyson Understood the Problem

In his poem, Charge of the Light Brigade, Alfred, Lord Tennyson describes an actual
battie. In

this battle, a cavalry brigade is ordered to attack a gun emplacement. It turns out that
the valley

the troops attack is a trap. There are big guns on three sides and the brave soldiers on
horseback

with their sabers are massacred. The poem describes an actual battle from the Crimean
War.

The battle as Tennyson describes it highlights a classic problem. Someone (probably
far from

the front) had given the order to attack. The men who led the charge very quickly
became aware
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that an error had been made. Unfortunately, they did not have the authority to do
anything about it.

In Tennyson's immortal words, "Theirs not to reason why, theirs but to do and die: into
the

valley of Death rode the 600."

Using exceptions in Java allows you to determine exactly who handles an error. In fact,
low-level functions can detect errors while higher-level functions decide what to do
about them.

Exceptions provide a means of communicating information about errors up through the
chain of _ :

methods until one of them can handle it.

If Exceptions Are the Answer, What Is the Question?

Most procedural lenguajes like C and Pascal do not use exception handling. In these
lenguajes,

a variety of techniques are used to determine whether an error has occurred. The most
common : .
means of error checking is the function's return value.

~ Consider the problem of calculating the retail cost of an item and displaying it. For this
example,
the retail cost is twice the wholesale cost:

int retailCost( int wholesale ) {

if ( wholesale <=0} {
return 0 ;

}

return (wholesale * 2 ) ;

}

The rétaiICost() method takes the wholesale price of an item and doubies it. If the
wholesale

price is negative or zero, the function returns zero to indicate that an error has occurred.
This
method can be used in an application as follows:

int wholesalePrice = 30 ;
int retailPrice =0

retailPrice = retailCost( wholesalePrice ) ;
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System.out.printin{ "Wholesale price = " + wholesalePrice ) ;
System.out.printin( “Retail price ="+ retailPrice ) ;

in this example, the retailCost() method calculates the correct retail cost and prints it.
The
problem is that the code segment never checks whether the wholesalePrice variable is
negative. Even though the method checks the value of wholesalePrice and reports an
error-there is nothing that forces the calling method to deal with the error. If this method
is
‘called with a negative wholesalePrice, the function blindly prints invaiid data. Therefore,
no
matter how diligent you are in ensuring that your methods return error values, the
callers of your
methods are free to ignore them.

You can prevent bad values from being printed by putting the whole operation in a
method. The ‘

showRetail() method takes the wholesale price, doubles it, and prints it. If the wholesale
price

is negative or zero, the method does not print anything and returns the boolean value
false:

boolean showRetail( int wholesale ) {

if ( wholesale <=0) {
return false ;
}

int retailPrice ;
retailPrice = wholesalePrice * 2 ;

System.out.printin( "Wholesale price = "+ wholesale ) ;
System.out.printin{ "Retail price =" + retailPrice ) ;
return true ;

}

Using this new and improved method guarantees that bad values are never printed.
However,

once again, the caller does not have to check to see whether the method returned true.

The fact that the caller can choose to ignore return values is not the only problem with
using

return values to report errors. What happens if your method returns a boolean and both
true
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.and false are valid return values? How does this method report an error?

Consider a method to determine whether a student passes a test. The pass()} method
takes the

number of correct answers and the number of questions. The method calculates the
percentage; if

it is greater than 70 percent, the student passes. Consider the pass_ingGrade() method:

boolean passingGrade( int correct, int total ) {
boolean returnCode = false ;

if ( (float)correct / (float)total > 0.70 ) {
returnCode = true ;

}

return returnCode ;

}

In this example, everything works fine as long as the method arguments are well
behaved. What

happens if the number correct is greater than the total? Or worse, if the total is zero
(because this

causes a division by zero in the method)? By relying on return values in this case, there
is no

way to report an error in this function.

Exceptions prevent you from making your return values do double duty. Exceptions
allow you to

use return values to return only useful information from your methods. Exceptions also
force the

caller to deal with errors-because exceptions cannot be ignored.

Some Terminology

Exception handiing can be viewed as a nonlocal control structure. When a method
throws an

exception, its caller must determine whether it can catch the exception. If the calling
method can

catch the exception, it takes over and execution continues in the caller. If the calling
method '

cannot catch the exception, the exception is passed on to its caller. This process
continues until

65

b4



either the exception is caught or the top (or bottom, depending on how you look at it) of
the call

stack is reached and the application terminates because the exception has not been
caught.

Java exceptions are class objects subclassed from java.lang. Throwable. Because -
exceptions

are class objects, they can contain both data and methods. In fact, the base class
Throwable

implements a method that returns a String describing the error that caused the
exception. This is

useful for debugging and for giving users a meaningful error message.

Don't Throw Up Your Hands-throw an Exception

The passingGrade() method presented in the preceding section was unable to report an
error

condition because all its possible return values were valid. Adding exception handling to
the

method makes it possible to uncouple the reporting of results from the reporting of
errors.

The first step is to modify the passingGrade() method definition to include the throws
clause.

The throws clause lists the types of exceptions that can be thrown by the method. In the
following revised code, the method throws only an exception of type Exception:

static boolean passingGrade({ int correct, int total )
throws Exception {

boolean returnCode = false ;

The rest of the method remains largely unchanged. This time, the method checks to see
whether

its arguments make sense. Because this method determines passing grades, it would
be

un-reasonable to have more correct responses than total responses. Therefore, if there
are more

correct responses than total responses, the method throws an exception.

The method instantiates an object of type Exception. The Exception constructor takes a
String parameter. The String contains a message that can be retrieved when the
exception is

caught. The throw statement terminates the method and gives its caller the opportunity
to catch
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if( correct > total ) {
throw new Exception( "Invalid values" ) ;

}

if ( (float)correct / (float)total > 0.70 ) {
returnCode = true ;

}

return returnCode ;

}

throw, try, and catch Blocks

To respond to an exception, the call to the method that produces it must be placed
within a try

block. A try block is a block of code beginning with the try keyword followed by a left and
a

right curly brace. Every try block is associated with one or more catch blocks. Here is-a
try

block:

try
{

// method calls go here

}

If a method is to catch exceptions thrown by the methods it calls, the calls must be
placed within

a try block. If an exception is thrown, it is handled in a catch block. Different catch
blocks

handle different types of exceptions. This is a try block and a catch block set up to
handie
exceptions of type Exception:

try
{

// method calls go here

}

catch({ Exception e )

{

/f handle exceptons here

}
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When any method in the try block throws any type of exception, execution of the try
block

ceases. Program control passes immediately to the associated catch biock. If the catch
block

can handle the given exception type, it takes over. If it cannot handle the exception, the
exception

is passed to the method's caller. In an application, this process goes on until a catch
block

catches the exception or the exception reaches the main() method uncaught and
causes the

application to terminate.

An Exceptional Example

Because all Java methods are class members, the passingGrade() method is
incorporated in

the gradeTest application class. Because main() calls passingGrade(), main() must be
able

to catch any exceptions passingGrade() might throw. To do this, main() places the call
to

passingGrade() in a try block. Because the throws clause lists type Exception, the catch
block catches the Exception class. Listing 10.1 shows the entire gradeTest application.

Listing 10.1. The gradeTest application.

import java.io.” ;
import java.lang.Exception ;

public class gradeTest {

public static void main( String[] args ) {

try
{
// the second call to passingGrade throws
/f an excption so the third call never
/I gets executed

System.out.printin( passingGrade( 60, 80));
System.out.printin( passingGrade(75, 0));
System.out.printin{ passingGrade( 90, 100)) ;
} .

catch( Exception e )

{
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System.out.printin( "Caught exception ~" +
e.getMessage() ) ;
}

}

static boolean passingGrade( int correct, int total )
throws Exception {

boolean returnCode = false ;

if( correct > total ) {
throw new Exception( "Invalid values" ) ;

}

if ( (float)correct / (float)total > 0.70 ) {
returnCode = true ;

} , .

return returnCode ;

The second call to passingGrade() fails in this case, because the method checks to see
mzerm?rrxber of correct responses is less than the total responses. When passingGrade()
mreécvev)?ception, control passes to the main() method. in this example, the catch block in
::naa:::nh%s the exception and prints Caught exception -- Invalid values.

Multiple catch Blocks

In some cases, a method may have to catch different types of exceptions. Java
supports multiple
catch blocks. Each catch block must specify a different type of exception:

try
{

/l method calls go here

}

catch( SomeExceptionClass e )
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// handle SomeExceptionClass exceptions here

catch( SomeOtherExceptionClass e )

{

// handle SomeOtherExceptionClass exceptions here

}

When an exception is thrown in the try block, it is caught by the first catch block of the
appropriate type. Only one catch block in a given set will be executed. Notice that the
catch

block looks a lot like a method declaration. The exception caught in a catch block is a
local

reference to the actual exception object. You can use this exception object to help
determine )

what caused the exception to be thrown in the first place.

Does Every Method Have to Catch Every Exception?

What happens if a method calls another method that throws an exception but chooses
not to catch

it? In the example in Listing 10.2, main() calls foo(), which in turn calis bar(). bar() lists
Exception in its throws clause; because foo() is not going to catch the exception, it must
also ‘

have Exception in its throws clause. The appilication in Listing 10.2 shows a method,
foo(), :

that ignores exceptions thrown by the called method.

Listing 10.2. A method that ignores exceptions thrown by the method it calls.

import java.io.* ;
import java.lang.Exception ;

public class MultiThrow {

public static void main( String[] args ) {

try
{
foo() ;

}

catch( Exception e )

{

System.out.printin( "Caught exception " +
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e.getMessage() ) ;

}

static void foo() throws Exception {
bar() ;
}

static void bar() throws Exception {

throw new Exception( "Who cares" ) ;

In the example in Listing 10.3, main() calls foo() which calls bar(). Because bar() throws
an exception and doesn't catch it, foo() has the opportunity to catch it. The foo() method
has no

catch block, so it cannot catch the exception. In this case, the exception propagates up
the call

stack to foo()'s caller, main().

Listing 10.3. A method that catches and rethrows an exception.

import java.io.* ;
import java.lang.Exception ;
public class MultiThrow {

public static void main( String[] args ) {

try
{
foo() ;
}
catch( Exception e )
{
System.out.printin{ "Caught exception " +
e.getMessage() ) ;
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}

static void foo() throws Exception {

try
{
bar() ;

catch( Exception e )
{
Systemn.out.printin{ "Re throw exception -- " +
e.getMessage() ) ;
throw e ;

b}

static void bar() throws Exception {

throw new Exception( "Who cares” ) ;

The foo() method calis bar(). The bar() method throws an exception and foo() catches it.
In

this example, foo() simply rethrows the exception, which is ultimately caught in the
application's main() method. In a real application, foo() could do some processing and
then »

rethrow the exception. This arrangement allows both foo() and main() to handle the
exception.

The finally Clause

Java introduces a new concept in exception handling: the finally clause. The finally
clause

sets apart a block of code that is always executed. Here's an example of a finally
clause:

import java.io.” ;
import java.lang.Exception ;
public class MultiThrow {
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public static void main( String[] args ) {

try
{
alpha() ;
}

catch( Exception e }

{

System.out.printin{ "Caught exception " ) ;
1

finally()
{

System.out.printin{ "Finally. " ) ;

}

}

In normal execution {(that is, when no exceptions are ihrown), the finally block is
executed
immediately after the try block. When an exception is thrown, the finally block is

executed
before control passes to the caller.

If alpha() throws an exception, it is caught in the catch block and then the finally block is
executed. If alpha() does not throw an exception, the finally block is executed after the

try
block. If any code in a try block is executed, the finally block is executed as well.

The Throwable Class

All exceptions in Java are subclassed from the class Throwable. If you want to create
your own

exception classes, you must subclass Throwable. Most Java programs do not have to
subclass '

their own exception classes.-

Following is the public portion of the class definition of Throwable:
public class Throwable {

public Throwable() ;

public Throwable(String message) ;
public String getMessage()

public String toString() ;
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public void printStackTrace() ;

public void printStackTrace(java.io.PrintStream s) ;

private native void printStackTraceO(java.io.PrintStream s);
public native Throwable fillinStackTrace();

}

The constructor takes a string that describes the exception. Later, when an exception is
thrown,
you can call the getMessage() method to get the error string that was reported.

Types of Excebtions

The methods of the Java API and the language itself also throw exceptions. These
exceptions can '
be broken into two classes: Exception and Error.

Both the Exception and Error classes are derived from Throwable. Exception and its
subclasses are used to indicate conditions that may be recoverable. Error and its
subclasses ‘
indicate conditions that are generally not recoverable and should cause your applet t
terminate.

The various packages included in the Java Developers Kit throw different kinds of
Exception
and Error exceptions, as described in the following sections.

java.lang Exceptions

The java.lang package contains much of the core Java language. The exceptions
subclassed

from RuntimeException do not have to be declared in a method's throws clause. These
exceptions are considered normal and nearly any method can throw them. Figure 10.1
and Table

10.1 show the recoverable exceptions from the java.lang package. Figure 10.2 and
Table 10.2

show the nonrecoverable errors in the java.lang package.

Figure 10.1: The Java.lang exception hierarchy.

Figure 10.2: The Java.lang error hierarchy.

Table 10.1. The java.lang exceptions.
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Exception
Cause
ArithmeticException
Arithmetic error condition (for
example, divide by zero).
ArraylndexOutOfBoundsException
Array index is less than zero or
greater than the actual size of the
array.
ArrayStoreException
Object type mismatch between the
array and the object to be stored in
the array.
ClassCastException
Cast of object to inappropriate type.
ClassNotFoundException
Unable to load the requested class.
CioneNotSupportedException
Object does not implement the
, cloneable interfase.
Exception .
Root class of the exception
hierarchy.
IllegalAccessException
Class is not accesibie.
lllegalArgumentException
Method receives an iliegal
argument.
lllegalMonitorStateException
Improper monitor state (thread
synchronization).
lIlegaIThreadStateExceptlon
The thread is in an improper state
for the requested operation.
IndexOutOfBoundsException
Index is out of bounds.
InstantiationException
Attempt to create an instance of the
abstract class.
InterruptedException
Thread interrupted.
NegatlveArrayS|zeExcept|on
Array size is less than zero.
NoSuchMethodException
Unable to resolve method.

1
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NullPointerException
_ Attempt to access a null object
member.
NumberFormatException :
Unable to convert the string to
number.
RuntimeException
Base class for many java.lang -
exceptions.
SecurityException
Security settings do not allow the
operation.
StringIndexOutOfBoundsException
Index is negative or greater than the
size of the string.

Table 10.2. The java.lang errors.

Error

Cause
AbstractMethodError

Attempt to call an abstract method.
ClassCircularityError

This error is no longer used.
ClassFormatError

Invalid binary class format.
Error

Root ciass of the error hierarchy.
lllegalAccessError

- Attempt to access an inaccesible

object.
IncompatibleClassChangeError

improper use of a class.
InstantiationError

Attempt to instantiate an abstract

class.
InternalError

Error in the interpreter.
LinkageError

Error in class dependencies.
NoClassDefFoundError

Unable to find the class definition.
NoSuchFieldError '

Unable to find the requested field.
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NoSuchMethodError
Unable to find the requested method.

OutOfMemoryError
' Out of memory.
StackOverflowError ,
Stack overflow. :
ThreadDeath
Indicates that the thread will
terminate. May be caught to perform
cleanup. (if caught, must be
_ rethrown.)
UnknownError

Unknown virtual machine error.
UnsatisfiedLinkError

Unresolved links in the loaded class.
VerifyError

Unable to verify bytecode.
VirtualMachineError

Root class for virtual machine errors.

java.io Exceptions

The classes in java.io throw a variety of exceptions, as shown in Table 10.3 and Figure
10.3. '

Any classes that work with I/O are good candidates to throw recoverable exceptions. -
For

example, activities such as opening files or writing to files are likely to fail from time to
time. :

The classes of the java.io package do not throw errors at all.

Figure 10.3: The Java.io exception hierarchy.

Table 10.3. The java.io exceptions.

Exception

Cause
IOException ,

Root class for I/0 exceptions.
EOFException

End of file.
FileNotFoundException

Unable to locate the file.
interruptedlOException

I/O operation was interrupted. Contains a
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bytesTransferred member that indicates

how many bytes were transferred before the

operation was interrupted.
UTFDataFormatException

Malformed UTF-8 string.

java.net Exceptions

The java.net package handles network communications. Its classes most often throw

exceptions to indicate connect failures and the like. Table 10.4 and Figure 10.4 show
the

recoverable exceptions from the java.net package. The classes of the java.net package
do '

not throw errors at all.
Figure 10.4: The Java.net exception hirearchy.

Table 10.4. The java.net exceptions.

Exception
Cause
MalformedURLException

Unable to interpret URL.
ProtocolException

Socket class protocol error.
SocketException

Socket class exception.
UnknownHostException

Unable to resolve the host name.
UnknownServiceException

Connection does not support the
service.

Java.awt Exceptions

The AWT classes have members that throw one error and one exception:

AWTEXxception (exception in AWT)
AWTETrTor (error in AWT)
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java.util Exceptions

The classes of java.util throw the following exceptions:

EmptyStackException (no objects on stack)

NoSuchElementException (no more objects in collection)

Built-In Exceptions

In the example in Listing 10.4, you see how the automatic exceptions in Java work. This
application creates a method and forces it to divide by zero. The method does not have

to

explicitly throw an exception because the division operator throws an exception when

required.

Listing 10.4. An example of a built-in exception.

import java.io.” ;
import java.lang.Exception ;

public class DivideByO0 {

public static void main( String[} args ) {

inta=2;

intb=3;

intc=5;

intd=0;

inte=1;

intf=3;

try
{
System.out.printin( a+"/"+b+" = "+div( a, b
System.out.printin( c+"/"+d+" = "+div( ¢, d
System.out.printin{ e+"/"+f+" = "+div{ e, f )
}

catch( Exception except )
{

System.out.printin( "Caught exception " +
except.getMessage() ) ;
}

79



}
static int div(inta, intb ) {

return (a/b) ;

}
b R
The output of this application is shown here:
2/3=0

Caught exception / by zero

The first call to div() works fine. The second call fails because of the divide-by-zero
error.

Even though the application did not specify it, an exception was thrown-and caught. So
you can

use arithmetic in your code without writing code that explicitly checks bounds.

Aplicaciones
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Redes

Telecomunicaciones y Redes
Sockets TCP

Sockets UDP

Controladores de Protocolos
Controladores de Contenido

EL API de Java
java.lang
java.awt
java.util

java.io

java.net

Java Avanzado

Depuracion

Contenido de los archivos class
La Maquina Virtual

Seguridad

Objetos en 2-D y 3-D
Compiladores JIT

JFC y AFC

Serializacion de Objetos y RMI
JNI

JMAPI

Bases de Datos

Introduccion a Bases de Datos
JDBC :

JDBC en Detalle

JavaScript
Comparacion entre Java y JavaScript

Introduccién a JavaScript

Java BEANS

Componentes

Manipulacién de las propiedades de un BEAN
Introspeccion

Eventos

Persistencia

Soporte para desarolladores

Desarrollo de BEANS

Boton elegante

Barra de Avance
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LED
Reproductor de Audito

Aspectos avanzados de BEANS

Clientes CORBA

interfase (DL

Creacion de un Applet cliente
Excepciones

DIl y Repositorio de Interfases
Filtros

IDL y Java
Que es CORBA

Mapeo IDL a Java

Modulos IDL

Constantes IDL

Tipos de datos IDL

Tipos enumerados

Estructuras, Uniones. Secuencias y Arreglos
Excepciones

Interfases

Atributos

Servidores CORBA

uUn servidor CORBA basico

Utilizacién de clases definidas por estructuras IDL
Eskeletos VisiBroker

La interfase TIE

JavalDL Skeletons

Creacion de Funciones de Referencia

Extensién de Objetos con CORBA '
Envolturas de Objetos Remotos
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-6 -
Standards

The Need for Standards

Most computer manufacturers would rather not participate in standards organizations or cndorse any standards
they did not develop. From the manufacturer's perspective. little is 1o be gained (and much lost) from producing
products conformung to external standards; especially when these products might destate from or conflict with
the manufacturer's own internal standards. However. if a manufacturer can set a de facto standard. there 1s much
to be gained. In other words. the issue is who is setling which standards for whom,

The psvchology behind the use of nonstandard interfaces is cerainly older than the computer industrv--11 1s
merely a different twist on the foot-in-the-door sales approach When used in the computer industry. however,
this taclic takes on epic proportions. First. vou buy the basic system and a few user terminals Then. vou add
some more terminals and a few printers. As you expand. you add network devices (modems. controllers. and so
forth) 10 accommodate even more terminals and printers. Eventually, vou realize vou have invesied so much
moncy in a single vendor that 1 might no longer be economically

feasible to consider any allernatives.

Fortunately. the economic impact of single-vendor sourcing has been diminished by third-party companies These
companies provide compatible but ofien more economical lerminals, PCs. printers, disk drives. tape drives, and
so forth At the same ume. however, the compatibility of these third party products must renain so high that they
are not. in a technological sense. much different from the manufacturer's versions of the same producis in other
words. a third-party. 3270 -type termumnal cannot be

dramaucallv different from an IBM 3270 1erminal. or else it won't work.

In contrast. vou can't buy a standard DEC VT220 terminal and plug it directly into a standard IBM 3174 terminal
controller. Thev simply weren't designed to be interchangeable.

In the world of data communications. however. this story has a slightly different twist. While it is understandable
that hardware and software products from different manufacturers cannot be interchanged like so many Lego
blocks. most of the major manufacturers eventually understood that they wonld have to be able to exchange
information. Because 1BM took an carly lead on the market. it became the focal point for the information
interchange Any scrious contender to the TBM throne has to exchange information with IBM svstems,

Bevond the realm of punched tape and punched cards. the first real means of data exchange was via magnetic
tape, On the negative side. this solution is inclegant. is usually not well integrated with the mainstrecam
applications. and requircs operator intervention. On the positive side. however. tape transport can accommodate a
sizable amount of data and does not require the permanent assigriment of a systems analvst (although thes svstems
analvst 1s invariably required during the first fow attempts 1o

define the required parameters on the tape load/unload commands).

Tape transport certainly has its limitations. For one thing. it is difficult to move a tape across the country in a
couple of hours For another. because tapes are a magnetic media. they are very susceptible o magnetic
mterference. Therefore. tapes and travel mix about as weil as oil and water,
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To address the need for reliable and more timely transfer of information. data communications-bascd alternatives
were developed. The most popular and well-known solution is Remote Job Entry (RJE) workstation cmulation.
Here. rather than relving on tape transport. one machine emulates an IBM input or output device (each being a
part of an RJE workstation). To send data 1o an IBM system. the non-IBM system emulates a remote card reader
to transmit the data. To receive the data. the non-IBM svsiem emulates either a remote printer or remote card
punch.

Of course. the core of this approach is the function of the RJE workstation. Without the inception of that
particular device {or set of devices), there would have been nothing to emulate.

When IBM developed the RJE workstation. il was. in fact. addressing a shortcoming in its own product line.
Given the strategic and physical positioning of its mainframes in central sites, IBM needed 10 accommodale large
batches of information coming

from and going to remote satellite operations. Te accommeodate these remote sites. IBM manufactured RJE
workstations These workstations were reallv a combination of devices (a card reader. a card punch. a printer and
a terminal. for example) but they were handled as a single logical unil over a single data communications link.

For non-1BM manufacturers. this presented an ideal way of interfacing their systems with IBM sysicms.
Certainly their systems could emulate the different components of an RJE work-station--a card reader when
transmitting a file. a card punch when receiving a file--and they could thus reliably exchange data n a real-time
method. This tvpe of RJE emulation became so widespread that it became an industrv-wide de facto standard.

Furthermore. the popularity of emulating RJE became a standard that. in a sense. transcended IBM  The most
popular implementation of RJE emulation involved emulating 2 2780. a 3780. or both workstations. Because both
workstauons could. in fact. exchange information with another workstation. 2780/3780 RJE emulation became an
ideal mechanism for exchanging information between any two systems—-cven if neither were an IBM system.

Standards Organizations

Although computer manufacturers would prefer that no standards be applied to them. they have indeed come to
realize that somic standards are necessary. For example. it is extremelv convenient that most terminals use the
same basic connector and that the winng within that connector uses specified voltages and tolerances, For one
thing. this agreement could prevent a possible explosion when a user plugs one 1ype of 1erminal o another tvpe
of connector. (For a real-life example of this. talk to someone who has plugged an Apple laser printer set on the
AppleTalk interface into an IBM PC senial port.)

After computer manufacturers realized that thev could not aveid standards. they did the next best thing:
Whencver possible. they staried submitting their own standards to the various standard organizations in hopes of
gaining & compentive edge. For example, IBM submitied its SDLC protoco! to various orgamzations--it was
subsequently ransformed and endorsed as HDLC (180 standard). LAP-B (CCITT standard). and ADCCP (ANSI
standard). This is also an example of winntng a battle but iosing the war. because SDLC, HDLC. LAP-B. and
ADCCP are similar--but incompatible.

Still. this level of participation remains extremely important to computer manufacturers. even when they do not
alwavs win a clear victory. By participating in the development of emerging standards. they can add their two
cents. look at what all their competitors suggest. and most important. get feedback from the general scientific.
and sometimes user. communities. For the manufacturers. these benefits justifv the price of admission (even
though they might secretly rather sec the show close).

Standards organizations are often concerned about matters outside the somewhat limited sphere of computers. In
the international world. standards regulate radio. telegraph. telcphone and data communications within and
between countries. In fact. many standards organizations predate the invention of the modern computers. The
International Telecommunications Union (ITU). the parent orgamization of the Consultative Committee for
International Tetegraph and Telephony (CCITT). for example. was founded by trcaty in 1863 Even within the
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more limited domain of the United States. some of the better-known standards organizations develop standards
that are far bevond the realm of data processing--for example. ANSI also develops standards for ladders. car
washes. and many other nondigital industries.

Standard-producing organizations can be government-sponsored or independent. Standards can be the by-product
of computer-related associations in which the membership actively defines and develops standards. or they ¢an be
the direct result of extensive and intensive scientific rescarch specifically aimed at developing a set of standards.
Then again. some organizalions do not participate in the development of standards at all but submit standards
proposed by other organizations for broad

approval.

There arc thousands of organizations worldwide that participate. directlv or indirectly. in establishing standards
for the computer and data communications industries. Six of these organizations can be considered heavy hitters.
capablc of shaping the future of data communications.

American National Standards Institute (ANSI)

Although ANSI sponsors some research activities. it is primarily a clearinghouse for other organizations that
develop and submit standards. These organizations include the Electronics Industries Association (ELA) and the
Institute of Electncal and Electronics Engineers (IEEE), ANSI was established in 1918 by a consortium of
engincering societics and government agencies. stowly evolving into its current structure. ANSI is a nonprofit.
independent organization that also serves as the U.S. representative in

the International Standards Organizatton (ISO), Like all of the larger standards organzations. ANSI is div ided.
into smaller subcommitiees to focus on and study various topics. One such commuitice of relative importance is.
the X 3 Standards Commitice

ANSI's X.3 Standards Commitiee is sponsored by the Computer and Business Equipment Manufaciurers
Association (CBEMA). The scope of this commitiee is computer technology. Technical Commitices within the
larger X.3 Standards Committee are appointed to focus on areas of public data networks. transmission formals
and other computer related topics,

International Telecommunications Union (I'TU)

ITU was cstablished by treaty in 1865 10 define standards in the emerging telecommunications (that 1s. telegraph)
industry ITU was realigned into an agency underneath the United Nations m 1947, Most technical topics within
ITU arc handled by two commifices: the Consultative Committee for Intemational Radio (CCIR) and the
Consultative Commutice for International Telegraph and Telephony (CCITT),

The CCITT's focus includes the areas of data communications. telematic services (teletex. videotex. and
facsimilc). and Integrated Services Digital Networks (1ISDN). The CCITT is further divided into study groups that
research standards within each of those three key areas. Each study group works on its assigned topic for four
vears. The CCITT has adopted and developed many standards. including the popular V.35 standard for high-
speed communications. but it is best known for the X.25 standard for public data networks. The U.S involvement
with the CCITT is coordinated through the State Department.

European Computer Manufacturers Association (ECMA)

Established in 1961. ECMA voting membership is composed of Europcan-based computer manufaciurers and has
a nonvoting membership open to other parties that have marketing or technical concerns abowt the Evropean
market. ECMA actively contributes to both CCITT and 1SO standards.
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Electronic Industries Association (EIA)

EIA is a trade organization founded in 1924, With respect to data communications. EIA's prime concern is the
interfacing of terminal. telecommunications and computer equipment. Undoubtedly EIA's best known
contribution to standards is the famous RS-232C interface (although the group also enpinecred its replacement.
the RS-449 interface). EIA works closely with ANSI toward the development of standards: therefore. ANSI
quickly adopts many of the EIA recommendations as its own standards.

Institute of Electrical and Electronics Engineers (IEEE)

The IEEE is an extremely large professional society in which members participate in the development of
standards that are forwarded 1o ANSI for approval. Like EIA. the IEEE's relationship with ANSI 1s a direct path
for standards to become adopted. Specifically. the IEEE 802 series of standards (802.2. 802.3. 802.4 and 802.5)
have been adopted by many manuvfacturers, including HP (802 .3) and IBM (802.5).

International Standards Organization (ISO)

The ISO is a volunlary, independent organization founded in 1947 to find and define international standards that
couid be agreed upon by a large number of countries. The IS0's most significant contribution was the
developatent of the Reference Model for Open Systems Interconnect (OSI) The work for the OSI Reference
Meodel began in the late 1970s with the first drafts of the work appearing in the carly 1980s. The purposc of the
model 1s to define a lavered architecture for the development of future standards

The OSI Reference Model The OS! Reference Model is often seen as a monolith much greater and far more
awesome than intended by 11s creator. the ISQ. The OSI model is not a mandate for computer manufacturers to
produce systems that are of uniform design and use the same networking architecture. Instead. it is a lavered
architecture for the design and implementation of standards that relate to the interconnection of computer
SvStems.

When the OS] model was introduced. compliance by the manufactuning community was purely voluntary. The
promuses of OSI. however. were very attractive to the imemational user community. so the private scctor became
a strong supporter of the OSI model. Following suzt. both the U.S. and United Kingdom governments have also
backed the OSI model through their respective Government OS] Profile (GOSIP) programs. With both private
and government sectors lined up behind the OS! Reference Model. the computer manufacturers quickly stepped
up to support OSI and its emerging standards.

Computer manufacturers generally have little direct experience or interest in networks composed of svsiems from
multiple vendors It 1s of no great concern 10 [BM engingers that IBM svstems mterface with those of Unisys
Nor do Dignal executives stay awake all night worrving about linking their systems to HP,

The user community. however. neither enjovs nor appreciates these constraints. Their realitv involves interfacing
IBM systems with Digital systems. with HP systems, with Sun systems. and so forth. The fact that most vendors
offer interfaces to IBM and UNIX-based svsicms as multivendor networking solutions is of Intle valuc or solace
to them

So the promisc of OSI is to bring forth standards that provide points of connectivity among diverse systems. The
OSI Reference Modetl should not. however. be thought of as the ingredients for multivendor soup. Instead. it is
the cookbook from which many recipes can be selected. aitered and (asted. Like most cookbooks. OSI represents
a blend of the old with the new, Many existing products and standards have been included in the OSI
architecture.

[
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When the ISO began its work on the OSI model. it intended to define a layered architecture to facilitaie the
development or definition of standards that relate to the interfacing of open systems. An open syvstem was defined
as a sysiem that elected to participate in the standards. This work was carved inwe layers 1o first definc the
working boundanes for the model and then enable separate small groups to work on the issues specific 10 each
layer.

Logistics notwithstanding. the lavered approach of the OSI Reference Model also relates to the histonc view of
data communications and networking and therr relationships to applications. terminals and users. For example.
IBM's Systems Network Architecture (SNA) is highly structured and layvered in many aspects (consider the
lavered functions of SNA's physical units. for example). Digital's network involves lavering networking scrvices
(DECnet) on top of transport services (Ethernet) to provide informatiorn flow between applications and users So
in the most general of terms. the world of networking lends itself 10

a lavered dissection.,

The OSI Reference Model is divided into seven lavers. Each laver contains similar functions and is as localized

as possible. This localization enables lavers to change and evolve as new concepts and tcchnology become
available. without forcing changes in its neighboring lavers. In brief. these seven layers are (from bottom to top):

s  Phvsical. The physical transmission media.

» Data Link Low level data packaging and iransmission.
¢ Network. Management of the routes available for data.
s Transport. Dehivery and delivery acknowledgment.

» Session. Link management between applications.

»  Presentation. Data conversions and transformations,

s  Application. End-user and programming services.
Information flows from one svstem down the OSI lavers. across the physical media. and then back up the lavers
on the other system (sce Figure 6.1). As 1t moves information from one system 10 another. cach OSI layer
commumcates with the corresponding OSI laver on the other svsicm Please note. however. that although this
peer-to-peer communication between layers 1s often shown as direct links. the actual path for the communications

flows through the same lavers. Each laver of the OSI model depends on the lower lavers Lo prepare or transport
information from one open svstem 1o another (see Figure 6.2).

Appliceion Layer Aguhcaton Layer
Presentalon Lave- Presarrianan Layer
Sessien Laver Sestitn Layer
- Transport _ayer Transpsrt Layer
Metwors Layer Ne*werk Layer
Datz Link Laye- Data Link Layer
Prysical Laye- Prysica: Laver P
A

J

FIG. 6.1 Information Flow Through OSI Lavers

163



Managing Multivendor Networks

Apptication Layer .J

Presentation Layer
Session Layer
Transport Layer \l

Nelwork Layer

Data Link Layer

Physical Layer ': I

Physscal Layer /‘
Data Link Layer v I
Network Layer

Transpor Layer /l

Session Layer i 1

Presentation Layer

Apphcation Layer (]

FIG. 6.2 Actual Communications Path

Another way to view the OS] Refercnce Model is to divide the seven lavers into the following three logical
functions:

» Physical network. Both the Data Link Laver and the Physical Layer are concerned with the movement of
data between two points within the known network. Data integrity at these lavers ensures that no errors are
mtroduced during the transmission process--the concern is data content. not context.

e  Svstem to system. The Network Transport. and Session Layers focus on moving information from one open
system to another. These lavers ensure that the correct data is delivered to the proper destination.

* End-user services. Both the Presentation and Application Lavers provide a range of services for the end user,
These lavers ensure that data is in the proper format for the context (for example. making surc that an
application screen is correct for that user's actual terminal).

GOSIP Not wilhing or able to be left out of the standards match. the U.S. government has thrown several hats in
the ring. From an organizational perspective, the government has two significant agencies that define the
standards used in networking and data processing.

The Federal Telecommunications Standard Commuttee (F T SC) develops or adopts standards for the
government's telecommunications needs in advisement to the National Communications Syvstem (NCS). In
defining these federal standards. the F T SC works with CCITT. ISO. ANSI and EIA. In some cascs existing
standards from these standards organizations are implemented directly, while in other cases the standards are
altered to meet the specific needs of the government.

The U.S. Depaniment of Commerce. in the form of the National Bureau of Standards (NBS). was given legal

responsibility for the development of Federal Information Processing Standards (FIPS) relating to the
government's data processing activities. Whereas the scope of the FTSC 1s confined to telecommunications, the
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scope of FIPS is much broader. As with the FTSC. the NBS tries to work with exisung standards. cspecially the
federal standards published by the FTSC.

The federal standards put forth by the FTSC are not mandates for all government agencies. Federal agencies must
conform to FIPS by virtue of the same law that brought FIPS into creation. However. compliance necd not be
instantancous: governmental entilics have timc to plan and adapt.

Another major offspring from the U.S. Department of Commerce is the Government Open Sysicms
Interconnection Profile (GOSIP). In 1988, the National Institute of Scicnce and Technology (NIST) developed
GOSIP as a subset of the OSI Reference Model for the government. Once published. GOSIP then became a FIPS.
thereby representing a major commitment from the U.S. government to cmbrace parts of the OSI Reference
Modei.

GOSIP was planned for implementation in two phases. the first phase taking effect in 1990. the sccond scheduled
for 1992 {sce Table 6.1).

Table 6.1 GOSIP Phases

Laver Name GOSIP Phase

—

Phvsical Phase [: 802.3. 802.4. 802.5

Data Link | Phase I: CSMA/CD. Token Ring. Token Bus

Network Phase I: X 25, [SO 8473 (connectionless) Phase [I' ISDN

Transport Phase I ISO 8073 (connection oriented)

LRI RV | I o8 )

Session Phase I: ISO session (8327 and 9348)

N

Presentation | Phase I: ISO presentation (8823 and 9576)

7 Application | Phase I: X.400. FTAM Phase 11: X.500. ODA. CMIP/CMIS. VT, RDB Access

Provisions within GOSIP enable the government 10 continue to use and enhance TCP/IP-based products that
nught not be OSI compliant in the strictest sense. Furthermore. exceptions are granied to small expansions of
exisung networks as well as to situations in which total compliance represents an cconomic hardship (or
impossibility).

The U.S. Government is not alone in its GOSIP approach. The United Kingdom has impiemented a similar
program and other governments are considenng following suil. These tactics. coupled with the growing maturity
of the OSI Reference Model, arc laying the groundwork for practical and functional international OSI networks.

Since the implementation of GOSIP. however. U.S. government agencies have continucd to usc other networking,
protocols besides OSI. most notably TCP/IP The government incorrectly expected GOSIP standards to displace
proprietary protocols because of OSI's status as an international standard. Although OS] was expected to be
universally implemented. GOSIP products have becn slow to come 1o market. and have not been widelv accepted
or deployed.

The Internet Protocoi (IP) suite. on the other hand. has been widely accepted. and products built on this standard
have become widely used commodity products. In addition. the Internet. which supports IP. has developed
substantially since the imposition of GOSIP: while there has been no such infrastructure developed for GOSIP
itsclf. Those OS! products that have become available are more expensive, and less well integraied than
comparable IP-based products.

In 1994, the Federal Intcmetworking Requirements Panel (FIRP) was cstablished by NIST to reassess the
government's requirement for open svstems networks and compliance with the GOSIP standard. At that time.
FIRP decided that no one protocol suite should be imposed to meet all government requirements for
imemetworking. and that it would be better to adopt the most effective solution in each of the different areas of
information technology: rather than requinng absolute compliance (o one st of standards. Although the
reevaluation applies only 1o the federal government. it will ulumately have an impact on

Amencan industry as weil
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NOTE: The reevaluation of open systems networks applies only (o the United States: other countries’
OSI requiremenits still stand at this time.

Exchange of Standards

As you can sec. organizations often adopt each other's standards. For example. the EIA RS-232C standard was
adopted by the CCITT as V.24 and V.28. and by 1SO as 2110, and the IEEE 8023 standard was adopted by
ECMA as ECMA-80. 81 and 82, and by 150 as 8802/3.

Good news and bad news intertwine in this exchange of standards. The good news 15 that many different
orgamzations with different origins and orientations can communicate with one another and share information in
an open. honest format. The bad news 1s that. in many cases. a standard gets subtle changes by each organization
that adopts it: or one organization might subsequently update an adopied standard while another organization
might not. Thus. for example, an E1A standard might not be 100 percent comipatible with whal appears 10 be the
equivaient CCITT standard.

Table 6.2 shows which standards are being exchanged among organizations: Table 6.3 lists the names of these
and other popular standards.

Table 6.2 Examples of Standards Exchange

1ISO [CCITT _ TECMA [ANSI EIA FTSC [FIP
646 | V.3 X34 1-1. 7. 15
1155 [V.4, X4 X3.15. X3.16 1010, |6-1,17-1
1011
1177 | V.4 X4 X3.15, X3 16 1010, {16-1.17-1
1011
1743 X3.28
2022 X3 41 35
2110 RS-232C
2111 X3.28
2628 X3.28
2629 X3.28
3309 | X.25. 40 X3.66 1003 |71
X.75
4335 | X.25. 39 X3.66 1003 |71
X.75
4902 RS-149
X.20bis RS-232C
X.2lbis RS$-232C. RS-H9
6159 [X25 60.71 1 X3.66 1003 |71
6236 | X.25. 60,71 [ X3.66 1003 |71
X.75
8802/ (IEEE 802 2)
2
8802/ (IEEE 802 3)
3
8802/ , (IEEE 802 4)
4
8802/ | (IEEE 802 3)
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A

1002 | X.400
0-21

9394 | X.500

9394 | V.22 1008
V.24 RS-232C. RS344Y
V.26bis 1003
V.27bis 1006
V.27ter 1006
V.29 1007

Table 6.3 Standards Descriptions
ISO
646 Seven-bit character set
1155 Use of longitudinal paritv for error detection
1177 Structure for start/stop and svnchronous transmission
1745 Basic mode conirol procedures
2022 Code extension lechnigues based on ISQ 646
2110 25-pin DTE/DCE connector and pin assignments
2111 Basic mode control procedures-code independent
2628 Basic mode control procedures-complements
2629 Basic mode control proccdures—conversaiional
3309 HDLC frame structure
4335 HDLC elements of procedures
4902 37-pin and Y-pin DTE/DCE conncclors and pin assignmenis
6159 HDLC unbalanced class of procedures
6256 HDLC balanced class of procedures
7498 O8I basic reference model
7776 HDLC-X.25 LAPB-compatuble DTE data link procedures
7808 HDLC comnectionless class of procedurcs
7809 HDLC consolidation of classes of procedures
8072 Transport Laver definitions
3073 Transport Laver connection-onented services
8208 X.25 packet-level protocol
8326/27 Session Laver connection-oriented services
3348 Network Laver definitions
8473 Network Laver connectioniess services
8571 File Transfcr. Access and Management {(FTAM)
3602 Transport Laver connectionless services
8613 Officc Document Architecture (ODA)
8632 Computer Graphics Mectafile (CGM)
3048 Network Laver intemal organization
8802/2 Class | Iogical link control
8802/3 CSMA/CD
8802/4 Token Bus
8802/5 Token Ring,
8822/23 Presentation Laver connection-oricnted services
8832/33 Job transfer and manipulation
8878 Use of X.25 as a connection-onenied service

8879

Standard Generalized Markup Language (SGML)

167

-



Managing Multivendor Networks

8886 Data Link Laver definitions

9040 Virtual terminal services

9314 Fiber Distributed Data Interface (FDDD)

9548 Session Layer connectionless services

9576 Presentation Laver connectionless services

9594 Directory services

9595196 Network management (CMIS and CMIP)

10020721 Message-handling services

10026 Distributed transaction processing

CCITT

V.3 International alphabet #5

V.4 Structure for V.3 transnussion over phone network

V.5 Standard synchronous signaling rates for dial-up lines
V.6 Standard svnchronous signaling rates for [eased lines
V.14 Asvnchronous to svnchronous conversion

V.21 300-bps modem for switched phong lines

V.22 1200-bps modem for switched and leased phone lines
V.22bis 24060-bps modem for switched and iecased phone lings
V.24 List of exchanges between DTE and DCE devices

V.25 Automatic calling/aulomatc answering equipment
V.26bis 1200/2400-bps modem for switched phone lines

V.27bis 2400/4300-bps modem for leased phone lines

V.27ter 2400/4800-bps modem for switched phone lines

V.28 Electrical characteristics for unbalanced circuits -
V.29 9600-bps modem for +-wire leased phone lines

V.32 9600-bps modem for 2-wire switched phone lines

V.33 12.200- and 14.400-bps medem for leased phone hines
V.35 Device interface supporting rates up to 48 Kbps (no longer recommended)
V.42 Error detection and correction scheme for modems
V.42bis Data compresston method for use with V.42

V.00 Interconnection between public data networks and public switched telephone networks
V110 ISDN terminal adaption

V120 ISDN terminal adaption with statistical multiplexing
V.230 General data communications interface (laver 1)

X1 Class of service in public data netw orks

X.2 Services and facihitics in public data networks

X3 Packet assemblyv/disassembly (PAD) facilitics

X3 Structure of V.3 transmission over public network

X.20 Interfacing devices using asvnchronons transmussion
X.20bis Use of DTE devices on pubtic network via asvnchronous modems
X2} Interfacing devices using syachronous transmission
X.21bis Use of DTE devices on public network via svnchronous modems
X235 Interfacing DTE and DCE devices over packet networks
X.28 Interface for start/stop device accessing a PAD

X.29 Exchange procedures for a PAD and a packet-mode DTE
X.73 Control und transfer betw een packe! networks

X400 Message handling services

X500 Dircctory services

X.509 Authenucation framework for X.5300

ECMA

40 HDLC frame structure

49 HDLC elements of procedures

60 HDLC unbalanced class of procedures

61

HDLC balanced class of procedures
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71 Transpon protocol (for 1ISO/QS! laver )

80-82 Physical and logical Link control for CSMA/CD

84 Data presentation protocol

85 Virtual File Protocol (File transfer)

ANSI

X343 Information interchange code

X3.15 Bit sequencing for X3 4 1n scrial data streams

X3.16 Character and parity structure for X.34 transmissions

X3.28 Standard for the use of communication control characters

X341 Codc extensions for the 7-bit V3 4 interchange code

X3.66 Advanced Data Communication Control Procedures (ADCCP)

X3.92 Data Encrvption Algorithm

IEEE

8022 Data Link Layer

802.3 CSMA/CD

8024 Token Bus

802.5 Token Ring

8026 Metropolitan arca networks

802.7 Broadband Iocal arca networks

802.9/802.10 | Integrated LAN/MAN networks

802 11 Wircless LAN Medivm Access Control and Phvsical Laver specification
802.12 100 Mbps (Fast Ethernet)

1003 Portable operating systems (POSIX)

1394 High Performance Serial Bus ("Firewire")

ElA

RS-232C Interfacing DTE and DCE devices via serial exchange

RS5-449 37- and Y-pin DTE interfaces for senal exchange

FTSC

1003 Svnchronous data link control procedures (ADCCP)

1005 Coding and modulation requirements for 2400-bps modems

1006 Coding and modulation requircments for $800-bps modems

1007 Coding and modulation requirements for 9600-bps modeims

1008 Coding and modulation for 6(t)/ 1 200-bps modems

1010 Bit sequencing of ANSI X3.4 for serial transmissions

1011 Character/parity structure for ANSI X3 4 transmissions

1015 Analog to digital conversion of voice by 2400 bps lincar predictive coding
1016 Analog to digital conversion of radio voice by 4800bps code excited linear prediction (CELP)
1026 Interoperability and security requirements for usc of the Data Encvrption Standard in the

hysical laver of data communications
1027 Security requircments for equipment using the data encrvpuion standard
1028 Interoperability and security requirements for use of the Data Encryption Standard with CCITT
Group 3 facsimilc equipment

1045 High frequency radio swtomatic link establisliment

1046 Radio Automatic Networking

1047 Radio automatic message delivery

1048 Radio automatic networking to multiple-media

1049 Radio automauc operation in stressed environment

LO52 Radio modems

1101-1108 Land mobile radio

FIPS

1-] Code for information interchange

7 Implementation of FIPS -1 and related standards

15 | Subscts of the 1-1 code for information interchange

16-1 1 Bit sequencing of the 1-1 code for sertal transmissions
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17-1 Character and parity structure for FIPS 1-1{ransmissions ]
35 Code extension techniques using 7 or 8 bits

71 Advanced Data Communication Control Procedures (ADCCP)

81 Data Encryvption Standard (DES) Modes of Operation

Dramatic difterences in standards were much more prevalent in the davs before the OSI Reference Model. In
today's world each organization dances around the same OS] mavpole. hoping to creaie a universal set of
multifaceted standards. The fact that a given standard at a given layver was created by one organization or another
becomes. for the most part. irrglevant—the 1SO stamp of approval is the great equalizer,

Emerging Standards

New standards. and indeed. even new standards organizations are being created at an accelerated pace In
addition. there is a growing trend among companies to make informat alliances to create a dc facto standard.
Formalized or not. however. a new standard must prove its vitality in an ever-changing marketplace before being
accepled by (he user conumunity.

Salutation Architecture

The Salutation Consortium. Inc.—whose members include IBM. Novell. and HP--is planning to releasc a
specification that will let devices identify and communicate with each other. The consortium's niddleware.
Salutation Archutecture. creates a handshake between several differcnt tvpes of devices. such as faxes. printers,
and PCs. The consortium will release the specification to the developer community without rovalty or fees The
middleware fits within the operating svstem and defines a set of APIs that applications are able to understand. It
has discovery capability. so it can identifv devices. determine their

capabilities. and communicate. The middleware is similar m nature to Microsoft's Microsoft At Work. a project
designed 1o connect office equipment to PCs. Salutation Architecture 1s more network-oricnted. however. and At
Work never took off.

SONET_(synchronous optical network)

SONET 1s a high-speed transmussion standard inutially developed for fiber-opuc systems. It has since been
adapted for microwave radio systems. for use in arcas where physical cabling is difficult.

Plug and Play Standard (Microsoft)

The Plug and Play standard is Microsoft's approach to multivendor compatibility. Although it enabics users to
casily integrate peripherals from many vendors. it is limited by its proprietary nature. However. the standard is
supported by many vendors. and is likely to become a de facto standard. Phug and Play has been buill into the
Windows 93 operating system and enables PCs and peripherals from different vendors to work together under the
Microsoft environment. Under this paradigm. if a PC user attaches a new peripheral. it can start working
immediatety A Plug and Playv hardware device automatically sends information 1o the host about its basic
services. what it requires to operate. and which drivers it needs The operating svstem software will then
aniomatically configure the device. The catch is. the peripheral must be specifically designed for the standard.
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Firewire (IEEE 1394)

This standard was designed 10 speed up LAN communications over high-specd serial ports. It can function as a
local device interface for ATM or Fast Ethernet. enabling ATM to be routed to individuat devices inexpensively.
The standard might ultimately provide the framework necessary for multimedia LAN applications. and is
designed 10 transport data at rates of up to 400 Mbps.

Common Desktop Environment (CDE)

There have been many attempts to unify a fractured U N T X market. but only the Common Desktop Environment
(CDE) has succeeded. Part of the Commeon Operating System Environment (COSE) agrecment. CDE e¢stablishes
several common features across all major U N [ X implementations. CDE does not actually implementt any new
technology: rather. it is a composite of bits and pieces of various U N 1 Xs from HP, Sun Microsystems. and
IBM.

=] - )
LANs and WANSs

The Many Faces of Nétworking

before the great LAN explosion. networking. for the most part. addressed the connection of distributed devices to
a central location. Although some pioneenng companies, such as Digital Equipment, offered LAN technology in
these early davs. the bulk of the market was accustomed 1o a centralized computing environment.

In this centralized approach, the primary concern was to find the most practical and economical way to connect
terminals. printers. and other data collection/reception devices to the primary location. When connectivity was
required between svsiems. the link was approached typically as a special-case. point-to-point operation, rather
than part of a peer-oriented. distributed processing network However, as requests mounted to link computer
svstems over wide arcas. multiple. point-10-point operations became very cost ineffective. and the door opened to
such alternative wide-area connections as X235 and ISDN, Wide-area technologics have continued to evolve. and
now include Frame Relay. Asvnchronous Transfer Mode (ATM). and Switched Mulumegabit Data Scrvice
(SMDS).

All things considered. this system-to-svstem connectivity hardly concerned the end user--afier all. thus was the
Job of the communications analyst. But when the LAN wave finally reached the PC on the end user's desk. that
user suddeniv encountered and became concerned about connectivily issucs. At first it was just local (LAN)
connectivity and terminal emulation. Then. as networks grew and costs increased. products such as gaieways.
bridges and routers snaked their way into the LAN. Today. the end user has an unprecedented amount of power at
his or her disposal Consolidated. enterprise-wide data is no longer in the hands of a few technical ehie: off-the-
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shelf desktop sofiware now gives the end user the ability to access data anvwhere in the enterprise-—-whether it is
on the PC. server. minicomputer. or mainframe.

This progression of connectivity changed the role of the LAN. Whereas the LAN began as a local computing
environment (usually an island unio itself) it grew into an area of computing, normally linked to other computing
areas. The fact that one computing area might be a LAN. another a mainframe, and vet another a combined
midrange computer and PC LAN has become almost irrelevant.

From this high-level perspective. the world of distributed networks can be broken down into two large categorics:
locai-area links and wide-area links. A local arca network (LAN) tvpically is limited to one geographic arca and
allows individual workslations to access data or applications on a server. In smaller LANs. a peer-to-pcer
arrangement can be deploved to allow each station to function as both server and client. A wide area network
{(WAN). on the other hand. tvpically covers a large geographic area and often links together multiple LANSs
Within each category. however. are a wide vanety of implementations and strategics.

LAN:Ss often playv a pivotal role in modemn networks. This chapter will address the following LAN issucs:

¢ Topology. LANS can be implemented in a variety of topologies (or structures). such as star. bus. ring. hub.
and so forth.

v

e Protocols. LANs can run token-passing or collision sensing protocols.

e LAN implementations This section will examine IEEE standards and how they compare to cach other (and
to Ethcmet).

WANSs can be used in both centralized and distributed processing environments 1o ti¢ all of the necessan devices
together This chapier will discuss the following WAN issues:

*  Point-to-point links. In the most basic of cases. creating a WAN might simply mvolve tving together two
LANs or two systems These connections are most often implemented using standard telephone links.

= Integrated Services Data Network (ISDN) This scrvice is offered by the telephone industry as a modem.
high-speed. multi-point connectivity solution.

¢ X.25 This chapter witl examine X.25 as a wide-area. packet-switching network. The use of such networks
has become a low-cost sotution for low-volume networking on a worldwide basis.

e  Asvnchronous Transfer Mode {ATM). ATM is a high-speed protocol that offers every client on the network
the capability 10 scnd data at speeds of up 1o 155 Mbps. or nearly 15 times the speed of a standard Ethernet
LAN. ATM 1s espectally useful for those applicauons with high bandwidth requirements. such as
videoconferencing.

¢ Frame Relay. Frame Relay can carry multipie types of traffic. including voice and Svstems Network
Architecture (SNA). It is extremely fast. and less costly than a dedicated line solution.

*  Switched Multimegabit Data Service (SMDS) SMDS is a connectionless service and is simpler to
implement than Frame Relay or ATM. SMDS is used to establish any-to-anv connectivity and is a highly
scalable solution. Technologics such as frame relay require permanent vintual circuits (PVCs) to be
established between each and every location: SMDS. on the other hand. takes a much simpler approach.
Each workstation on the nctwork is given an address. and any site can communicate with any other site. The
admunistrator does not have to set up individual connections ahead of time.

*  Fiber Distnibuted Data Interface (FDDI. This token-passing technology uses optical fiber cabling, and can
transmut data at 100 Mbps. Because of its superior speed. FDDI 1s especially useful for sending large files
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such as graphics or digital video. [t is a useful method of adding bandwidth without having 1o make a costiy,
long-icrm commitment.

e FDDI switching can also have a big impact on a backbone network. Digital Equpment has led the way in
FDDI switching with its GigaSwiich product: other vendors are also now starting to offer FDDI swiiching
products. FDDI switching. like other tvpes of LAN switching architectures. can sigmficantly increase
bandwidth and exiend the lifctime of the network.

e  Fiber Channel, Fiber Channel is a high-speed architecture for connecting nctwork devices and high-speed
hardware. This ANSI standard supports speeds of up to 1.06 Gbps.

e Tools of the trade. implementing wide-area solutions requires some special-purpose devices or software that
smooth out the differences between the local and wide-area connections. Thesc 1ools include bridges. rouiers.
and gatewavs. They enable the different LAN and WAN strategies to be mixed and matched in a single.
unifted network.

Local Area Networks

L ANs became significant in the world of networking in the late 1980s. following on the heels of the PC to
become the preferred method for connecting multiple PCs in a self-contained arca.

Unfortunately. the networking sofiware and operating systems used with the PC LANs were quite different from
the networking software used on nudrange and mainframe computers and office avtomation equipment ({or
example. dedicated word processing machines and intelligent copiers). This. of course. set up the incvitable  «
conflict between PCs. office antomation equipmient. and the larger midrange and mainframe computers. Although
many compuler-savvy corporations saw the conflict

coming and took steps to address it head on. other companies first became aware of the conflict when the requests
1o run cable hit the maintenance department.

Afier all. from a simple and fundamental perspective. the laving of the cable represents a major comnutment .
Instaliing the cable requires the unpleasant work of snaking cable through ceilings and down walls. It requires
that the cable be arranged in such a way that it is manageable and casy to expand (from a networking
perspective). And even worse. the placing of cable is often regulated by local ordinances that require special
casings or materials {Teflon enclosures. for example) if the cable runs near

pipes. electrical work or people. in shorl, putting the cable i 1s almost as much fun as simultancously remodcling
the kitchen and bathroom of vour house.

LAN Topologies

Whether the purpose of the LAN is to interconnect PCs. minicomputiers. or both is almost wrrelevant--the first
1ssuc is often choosing the topology of the LAN Thus choice dictates the cable. cabling methodology and the
networking software that can operate on the LAN. The three basic topologies arc the ring. siar. and bus (sce
Figure 7.1).

3



Managing Multivendor Networks

FIG. 7.1 LAN Topologies

* Ring Asits name suggests. a ring LAN joins a set of attachment units together via a series of poini-to-point
connections between each unit. Each attachment unit. in turn. interfaces to one or more computers or
computing devices. Information flows from attachment unit to attachment unit in a single direction. thus
forming a ring network. Because each PC n a nng network acts as a repeater. performance degrades with
cach additional PC. Consequently. this is tvpicalily appropriate only in small networks.

s  Star. In a star LAN, each computer or computer-related device is connected on a point-to-point link to a
central device called a hub. The hub acts as the LAN traffic manager. setting up commurucation paths
between two devices seeking to exchange information. This configuration makes it very casy to isolate
problem nodes. and is onc of the most common LAN models.

¢ Bus. The simplest form of bus LAN is a set of computers or devices connected 10 a common. hinear
connection. Under the bus iopology. information is transmitied over the distance of the network. so each
compuler can pick up its intended information. Links from the main bus line might break off into additional
hinear hinks with multiple attachments: this tvpe of bus structure is also referred to as a tree because muitiple
branches reach out from the main trunk. This model is used in high-speed PBXs.

Star and ring network topologies are sometimes combined into one network (o provide a higher degree of fault
tolcrance. Becausc a star nctwork is susceptible to a farlure in the hub. and a ring network is sensitive 10 a break
in the ring. combining both forms into one offers an aliernate route in case onc topology fails.

LAN Protocols

While the LAN topology defines the cabling methodology and the way that information flows through the
network. the LAN discipline deternuncs how the computers interact with each other on the LAN The two most
used protocols are token passing and collision sensing,

In a token passing network. a special token is passed from computer to computer. Possession of the token enables
a computer 1o transmit on the network When the original transmission returns to the computer that sent it. that
transmission is regarded as complete (whether or not it was actually recerved) and a new token is generated 1o
flow 1o the next station (based on the LAN topology). When a message is successfully received. the recenving
stauon confirms receipt by changing a flag in the original -

1i?



Managing Multivendor Networks

transmission. Therefore. by examining the original message when it returns. the sending station can delermine
what happened at another end of the ring. Token passing dates back to 1969 and is one of the earliest multiple-
unit. peer-to-peer control procedures. Token ring networks. although not as widely used as a CSMA/CD network
offer robust performance because thev furnish only a single channel: thercby avoiding any possibility of collision.

The proper name for collision sensing is Carrier Sense Muiltiple Access with Collision Detection (CSMA/CD).
With this discipline. cach computer listens to the LAN to sense if another computer is transmitting. [f someone
else is active on the LAN, the computer wishing to transmit waits for a preset amount of time before tryving again.
When the computer perceives that the LAN is inactive. it transmits. In the event thal iwo compulers transmit at
the same time (and their data collides and is hopelessly

corrupted}). both sides wait for different lengths of time before attempting to retransmit. CSMA/CD dates back to
the mid-1970s (when Ethemnet was in #ts infancy) and has grown to be the most common discipline for PC LANs.

The biggest differcnce between the two disciplines is that token passing is termed a determumstic discipline while
collision sensing 1s not. A token passing network is deterministic because each computer is given the opportunity
to transmit. but only at preset time intervals. and only if it is 1n possession of the token. On a collision sensing
network. however. cach computer must in effect. compete for the opporturuty to transmit.

A third tvpe of discipline. time division. is sometimes used in laboratory environments for specialized controllers.
technical equipment or wireless communications networks. With this discipline. each unit is given specific
amounts of time at specific intervals to exchange data, Using time division in a conventional data processing
LAN. however. is extremely unusuai. not to mention impractical.

LAN Implementations

Both the discipline and topology define a LAN implementation. Thus. a LAN might be a token passing nng. a
token passing bus. or a collision sensing bus.

The standards for LAN implementations can be roughly broken into two groups: those that pre-date the work
performed by the [EEE in this area. and those that were developed by the IEEE. Of the LAN implemeniations
that pre-date [EEE's involvement. Ethernet and token ring implementations have stood the test of time and remain

popular.

Ethernet was onginally developed by Xerox Corporation in the 1970s as a 3 Mbps bus LAN using the CSMA/CD
discipline. Following the initial release of Ethernet. both Digital Equipment and Intel joined the development
effort and the threec companies released the specification for Ethemet version 1.0 in 1980 The most notable
improvement in Version 1.0 was the increase in the LAN speed from 3 Mbps 1o 10 Mbps. The Ethernet
specification was then revised again several vears later as Ethernet 11 to provide a higher degree of compatibility
with the [EEE 802.3 standard. The 802.3 standard has since grown to include a newer specification. known as
Fast Ethernet. which boosts the speed tenfold to 100 Mbps.

In addution. the [EEE 902.9a 1sochronous Ethernet standard provides a way for two networks to run over 10Base-
T winng, 1soEthemet permits the integration of LAN and WAN services. and can extend a company's cxisting
invesiment 1n standard Ethernet. IsoEthemet can deliver voice and video as well. In the past. multimedia over
Ethernet has been imited because of Ethernet's connectionless nature. Traditional Ethernet generates bursty
raffic, which 1s excellent for sending data. not suitable for

ume-sensitive information such as video Ths tvpe of time-sensitive traffic is highly dependent on all packets
arriving, in the correct order. 1soEthernet 1s capable of multiplexing 56 Kbps/64 Kbps ISDN B channels and
running both packet and wideband circuit-switched multimedia services over Category 3 UTP cable. Its encoding
scheme also increases the available bandwidih from 10 Mbps to 16 Mbps. The extra 6 Mbps of bandwidth is used
to create a multimedia pipe. IsoEthernet can be integrated into an existing 10Base-T Ethernet with the addition of
an isoEtheret hub. which pernuts WAN and LAN services to be svnchronized. Workstations must be cquipped
with isoEthemet adapter cards. which are connecied to the hub. An attachment unit interface (AUI then connects
the isoEthernet and Ethernet hubs.
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Token ring networks have been implemented on a variety of media at a variety of speeds. Therefore. unlike
Ethemnet. token ring technology was not successfully introduced into a generalized data processing network. 1BM
implemented token nng in its early PC LANSs. as did Apollo for its engineering workstations. But somehow.
token ring did not catch on as Ethernet did There were several reasons for this. including the fact that token ring
is more expensive 1o deploy than Ethernet, requires more planning. and is more difficult to instal}. More recently.
however. token ring networks have enjoved a rebirth in popularity for several reasons.

The 1EEE organizauon adopted token ring as a sanctioned network in its IEEE 802.5 specifications.

The market for token ring switches is enjoying tremendous growth as corporate networks continue 1o grow at an
unprecedemied pace. These switches provide users on overcrowded LANs with their own personai 4 Mbps to 16
Mbps piece of bandwidth The switch can also be used (o divide a large ring into smatier segments,

Until recently. equipment for switched token ring networks was largely unavailable However. token ning
networks can suffer from the same geographic limitations as Ethernet, and vendors are now stepping in to provide
the switching equipment users require to expand their token ring networks. Traditionally, two-port bridges are
used in token ring networks. which impose a significant limitation on its expandability. Token ring switches can
connect the separate rings to each other and 1o servers, without the performance limitations of the pasi. Some
products include both token ring and Ethernet switching facilities in the

same box. Most switches also accommodate high-speed networking. such as ATM or FDDi: many also support
RMON management,

Both token ring and Ethernet networks have bandwidth limitations. Many corporate networks are beginning to
rcach those limitations, as they bring in more and larger applications and experience a greater demand for data.
Switching technology can help overcome these limitations by extending an overcrowded network. Whether the
switch is used to divide the ring into smaller segments or to give cach user a personal slice of bandwidih.
switches can greatly enhance network performance. thereby extending the useful life of the existing network

IBM has madc a significant commitment 10 supporling token ring as the preferred SNA LAN and has. in fact.
provided connections for its broad range of computers and communications controllers to token ring.

The architecture of the Fiber Distributed Data Interface (FDDI) is modeled after token ring. FDDI is a high-specd
WAN technology that runs at 100 Mbps. Therefore, if vou love FDDI. vou must also at least have a passing
respect for 1oken ring,

Token ring technology was patented by a2 European engineer who forced those who adopted it to pav a rovalty.
However. this patent has been successfully challenged. so the economics of token ring networks has taken a tum
for the better.

LAN Implementation Standards

Although both Ethernel and token ring networks function weil. they were not recognized as official standards
because they were developed 1n the private. commercial sector. To address this need for standardization. the
IEEE studicd these and other implementations and developed a series of standards to properly define a series of
LAN specifications

In developing its standards. the IEEE had 10 walk the line between the OSI Reference Model and the exisling.
well-known and widely accepted LAN implementations. In terms of the OSI Refercnce Model. for example.
IEEE carved the Data Link Laver (laver 2) into two parts. The upper half of the laver that interfaces with the
Network Layer (laver 3) was termed the Logical Link Control (LLC). The LLC provides a common. low level
point of access. independent from the actual phyvsical media.
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The lower half of the laver that interfaces with the Physical Laver (laver 1) was termed the Medium Access
Control (MAC). The MAC addresses the specifics of the physical network interface: therefore. separate MAC
standards are defined for CSMA/CD, token passing bus and token passing ring. However. note that a single LLC
specification addresses afl three MACs.

A message passed from the Network Layer is processed by the LLC protocol. and an LLC header is added to the
data (see Figure 7.2). This new data structure is then passed on to the MAC where another header and a trailer arc
added before the data enters the physical network. The resulting structure that includes the MAC header. the LL.C
header. the data and the MAC trailer is termed a frame.

IEEE 802.2

It IEEE terms. the 802.2 specification defines the LLC (see Figure 7.3). The 802 2 header consists of the
following:

o Destination Service Access Point (DSAP). The DSAP is a seven-bit address with an eighth bit to indicate if it
is a specific address (0) or a group (broadcast) address (1). The DSAP is not a stauon or device address:
rather it designales the service control point where the message should be routed.

e  Source Service Access Pomnt (SSAP), The SSAP is also a seven-bit address. but in thus case the eighth it is
uscd to indicate if the message is a command (0) or a response (1). Like the DSAP. the SSAP designates a
control point and not a station address. In the case of the SSAP. this is the control point from which the
message originated. .

e Control. The control ficld is either 8 or 16 bits long. with the length indicated by the first two bits The 16-bit
ficlds arc used to exchange sequence numbers. while the 8-bit variation is used for unsequenced information.

Below the 802.2 LLC are the MACs for the various physical LAN implementations. These standards arc lmo“ n
as 802.3 for CSMA/CD. 802 4 for 10ken passing bus. and 802.5 for token passing ring
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FIG 7.2 [EEE LLC and MAC Lavers
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IEEE 802.3

The IEEE 802.3 standard specifies a CSMA /CD bus network that supports 10-Mbps transmission over baseband.
broadband. and twisted pair cable. This networking standard closely rescmbies Ethernet. Both HP and IBM (and
others) suppont the [EEE 802.3 networking standards (HP for their native NS networking product. and IBM for
their TCP/IP producls).

The 802.3 header (see Figure 7. 4) includes the following:

* Prcamble. An 8-byic pattern of binarv 1s and 0s used to establish synchronization. The last bit of the
preamble is always 0.

s  Start Frame Delimiter. An 8-bit pattern indicating the formal start of the frame.
¢ Destination Address. An address specifving a specific destination statton. a group of stations, or all stations
in the LAN This address can be 16 bits or 48 bits in length. but all stations in the LAN must adhere 10 one

format or the other.

e  Source Address. The address of the originating station. This address has the same length requirements as the
Destination Address.

¢ Length. The length. measured in bvies, of the actual data. including the 802.2 header. This 1s a 16-bit field.

Destnation Sennie
Actass Point
(8 tis)

Source Service

Access Pomt
{8 nitsl
Contral
(8 or 16 bits)
~
~H =

Data

FIG. 7.3 IEEE 802 2 LLC Header

Following the header is the 802 .2 header and the actual data. At the end of the data is the 802.3 trailer. which
includes:
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Padding. Extra. nondata bvtes can be inserted imo the frame to make the overall frame length more palatable
to the physical network.

Frame Check Sequence. At the end of the frame is a 32-bit Cyclic Redundancy Check (CRC) on the data
starting with the destination address and terminating at the end of the data (not including any padding).

1IEEE 802.4

The [EEE 802 .4 specification defines a token passing bus that can operate at speeds of 1. 5. or 10 Mbps. The
802 4 standard is. in many wavs. a mamage of Ethernet and token ring technologies. The physical topology for
802 4 is a bus. much like in Ethernet. but the MAC-level discipline is 2 token-passing logical ring {as epposed to
a 1oken-passing phvsical ring), Although the 802.4 specification does not have as many active supporters as the
802.3 and 802.5 standards. its popularity is rapidly growing, The format for 802.4 transnussions (sec Figure 7.5)
is as follows: '

Preamble. One or more bytes used for synchronization patterns.

Start Frame Delimuter. An 8-bit pattern signaling the start of the frame.

Frame Control. A 1-bvie field used to indicate if the frame contans actueal data or if it is 2 control message.
Destination Address. An address specifving a specific destination station, a group of stations, or all stations
in the LAN. This address can be 16 bits or 48 bits in length. but all stations in the LAN must adhere to one

format or the other.

Source Address. The address of the originating station. This address has the same length requircments as the
destination address

Preamble
{8 bytes)

Stant Frame Delimiter
{1 byte)

Destination Address
(2 or § bytes)

Source Address
{? or § bytes)

Length
(2 bytes)

2}

802 2 Keader ya~
and Cata

(¢

Frame Check Seguence
{4 bytes)
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FIG. 7.4 [EEE 802.3 CSMA/CD Frame

Following this header is the 802.2 header and the actual data. At the end of the data is the 802 4 trailer. which
includes the following-

¢ Frame Check Sequence. At the end of the frame is a 32-bit Cyvclic Redundancy Check (CRC) on the data
starting with the Frame Control field and terminating at the end of the data.

* End Declimiter. The 8-bit pattern signaling the end of the frame. The last two bits of this ficld signal if the
frame is the last frame 1o be transmitted and whether anv station has detected an error in the frame,

IEEE 802.5 ‘

The [EEE 802.5 standard specifies a token passing ring operating over shielded twisted pair cables at speeds of 1.
4. or 16 Mbps. This standard is supported by IBM 1in its Token Ring implementation. The 802 5 construction {see
Figure 7.6) is defined as follows:

+  Start Frame Delimiter. An 8 bit-pattern signaling the start of the frame.

e  Access Control. An 8-bit field used for priority and maintenance control. Most important, onc it of this field
is the token bit. If set 10 1. the frame contains data. If set to 0. the frame is actually a token that can be seized
bv a slation waiting to transmit. Also note that when the token bit is set to 0. the entire frame consists only of
the start frame delimiter. the access control byvite and the end delimiter bvte,

¢  Frame Control. A 1-bvie ficld used to indicate if the frame contains actual data or a control message.

¢  Destination Address. An address speaifving a specific destination station. a group of stations. or all stations
in the LAN This address can be 16 bits or 48 bits in length. but all stations in the LAN must adhere to one
format or the other.
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s Source Address. The address of the originating station. This address has the same length requirements as the
destination address.

Preamble ;—-_‘:

— b
{1 or mose byles) N~

Pt
d

Start Frame Delimiter

(1 byte)

Framc Control
{1 byle}

Destnation Address
(2 or & bytes)

Seurce Address
(2 or G bytes)

802_2 Header
anc Data

))
((
)i
«(

Frame Check Sequence
{4 byles)

End Delimiter
{1 byte)

FIG. 75 IEEE 802.4 Token Bus Frame
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Start Frame Delimiter
[1 byte)

Access Conirol
{1 byte)

Frame Control
(1 byte)

Destination Address
(2 or 6 byles)

Source Addrass
{2 or 6 bytes)

802.2 Header
and Data

2]
«
)
{

Frame Check Sequence
{4 bytes)

End Delimiter
(1 byte]

Frame Status
{1 byte!

FIG. 7.6 IEEE 802.5 Token-Ring Frame

Following this header is the 802.2 header and the actual data. At the end of the data is the 802, 5 railer that
includes the [ollowing.

e Frame Check Sequence. At the end of the frame isa 32-bit Cyclic Redundancy Check (CRC) on the data
starting with the Frame Control field and icrminating 21 the end of the data.

+  End delimiter. The 8-bit pattern signaling the end of the frame. The last two bits of this field signal if the
frame 15 the iast frame 1o be transmitied and whether any station has detected an error in the frame.

«  Frame Status. An 8-bit pattern indicating whether a station has recognized the frame and aiso if the frame has
becn copied (received).

802.3 Versus Ethernet

The implementations of Ethernet and [EEE 802.3 are so compatible that computer svstems using each can coexist
on the same network. The most significant difference between the two is the way information is formatted into
frames. Although both specifications define the destination and origin of the information. the 802.3 frame
includes significantly more detail.

The Ethernet frame begins in the same fashion as the 8023 frame with a preambile. start delimiter. and then the
desunation and source addresses (sce Figure 7.7 ). The similarity stops here. because in Ethemnet these addresses

e
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are followed by a tvpe field. which identifies which Ethernet service the frame applies to. However. because the
headers arc so similar. these frames can coexist on the same LAN without interfering with one another (
providing that the 802.3 frame uses 48-bit addresses as does Ethernet).
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FIG. 7.7 Comparison of Ethernet and 802.2/802.3 Frame Formats

NOTE: Ethernet Version 1.0 does not have the same level of compatibility with IEEE 802 3 as Ethernet
II. Specifically, the primary difference is that Ethernet 11 and TEEE 802.3 both include a "heartbeat”
function performed by the transceivers (units that attach computer and compuler equipment to the
physical LAN) to signal their ongoing operation (the absence of a heartbeat signals a failed or failing
transceiver).

Wide Area Networks

At a basic level. a WAN can be created by tyving a scries of simple. point-to-point links together. On the other end
of the spectrum. a WAN might compnse many different svsterns and LANSs, all mierconnecied using a variety of
techniques. including standard telephone lines. packet-switching networks and ISDN links. Betwveen the two
extremes are networks that are superficially simple but technically complex, and those that are superficially
complcx but icchnically simple

Unlike LANSs. which all accomplish the same purposc. WANSs offer a unique variety of technology and

approaches. This discussion will focus on some of the better known approaches--standard phone links. ISDN
networking, and X.25 packet-switching--as well as emerging methods such as ATM, Frame Relay, and SMDS.
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Like LANs. WAN links arc simply a wav of transferring information from point A 10 point B. Running on top of
both types of links arc networking protocols and services that bring additional functions to the network. For
example. IBM's SNA. Digital's DECnet. TCP/IP. and many other networking protocols all include scnvices that
operate over the physical links. Some protocols are specific to the LAN environment (such as Dignial's LAT or
Novell's [PX). whilc other protocols are better suited for wide area links (like IBM's SDLC or HP's
implementation of HDLC).

The point is. in all cases. no network (wide or local) provides any value without upper layvers of protocols.
senaices and apphcations.

Point-to-Point Links

In most cases. long-distance point-lo-point links are routed through a telephone carrier. From a practical point of
view. the long-distance telephone carriers have alreadv done the work of establishing a wide area of phvsical
links. so it makes scnse in some circumstances to use these existing connections.

Before the advent of high-speed digital lines. this world of long distance teleprocessing was composed of dial
lines and icased lines. Dial-up POTS (Plain Old Telephone Service) lines are one of the few aspects of data
communications that has not changed much over the vears. although ligher-speed modems have enabled data to
be sent over them much faster. As the name implies. a dial line uses standard voice-grade lines 1o create a
lemporary connection between two computing devices. POTS lines can operate at speeds of up to 36.60( bps if a
noise-frec connection can be made.

A leased linc is a permanent circuit installed between point A and point B Because they are permancnt. leased
lines can be conditioned to provide less noise and therefore support high-speed operation (such as 2¥.800 bps) on
a more rcliable basis. Leased lines have been greatly affected by the advent of digital phone ¢ircuits.

Before the advent of digial lines. point-to-point links used the same basic approach to carrv data as they did to
carrv voice. Although. as noted. leased lines could be purchased with various levels of conditioning. they stilt
used the same analog approach for transmitting, Modems were developed 1o bridge the difference between the
analog nature of the phone system and the digital nature of computers. Modems that translate between the digital
and analog formais are described in greater detail at the end of

this chapter

NOTE: The analog /digital translation process. MOdulaung and DEModulating. forms the etvmology of
- the word "modem.”

As technotogy and phone systems matured. the nature of the phone network became much more sophisticated.
Satellites were deploved 10 provide grealer coverage without costly phvsical connections, and digital circuits
were added into many phone svstems 1o offer high transmission speeds with lower noise (and therefore fewer
crrors)

In particular. Digital Data Service (DDS) brought increased performance to leased lines. When compared to
digital networking, the analog phone system 1s slow and error-prone. Furthermore. because the existing phone
system was developed to address voice transmissions. the way it handles data communications is less than ideal.
Digital service brought increased reliabilitv and performance 1o leased hine networks

Higher raies are provided through the use of T1 hnks. T1 links are multiple. high-speed links packaged into a

single unit. Specifically. a T1 line has an aggregate throughput of 1.544 Mbps bu is. in reality. composed of 24
O4-Kbps digital lines.
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A T1 user can dedicate these 24 lines to scparate functions—for example. some might carry voice, some video and
some data. Ora T1 user can use multiplexing equipment to run data across all {or a subset) of the separate lines
concurrentiv. to effectively achieve the full throughput. If a company does not necd the full T1 bandwidih. it
might also choose fractional T1 service, Inthis case, onty some of the T1 lines arc connected 1o the customer's
premises. The availability of fractional TI Iines is dependent on the local phone company's ability 1o find enough
fractional uscrs to use up an entire T1 link.

Through bridges and routers. geographucally distant LANSs can be interconnected over a T1 link, However. since
T1 is strictly a North American standard. it cannot be used to establish an intercontinenial WAN.

NOTE: Because of the wide and diverse geography of the U.S.. digital and T1 services are not available
in all areas of the country

ISDN

ISDN is the planrned replacement for the analog circuits used to provide voice and data communications services
worldwide. Development on ISDN was begun in the 1970s bv AT&T and formalized in the carly t980s under the
mantle of the Consultative Committee for International Telegraph and Telephony (CCITT). Under the direction
of CCITT. ISDN became worldwide in scope. offering for the first time a fixed set of interfaces and interface
devices that were applicable globally, Thus, the compuier interface used in Germany for ISDN attachment would
be the same interface used 1n the U.S

The customer’s interface to ISDN is through a service node (sce Figurc 7 8). The purpose of the service node is to
provide an interface from ISDN 10 the customer phone svsiem or PBX, a data communications device that
interfaces 1¢ the focal computer equipment (analogous 1o a modem or CSU/DSU), or a hvbrid device that
performs both functions. This service node imerface enables the customer to access ( given proper security and
compatible equipment) any other svstem also connected to ISDN, .
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FIG. 7.8 ISDN Service Node Concept Interface

For data communications. this approach is more flexible than the traditional point-to-point leased line or dial-up
connections previously discussed. Voice service. on the other hand. will not be dramaticallv improved because 1t
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also operates at the equivalent of 6+ Kbps over the analog svstem. The digital nature of the network should.
however. remove some of the static often heard over phones. (Also remember that while stauc is annoving to
humans. it is devastating to data. and that's why data is not transmitted across analog lines at thesc ¢xtremely fast

speeds.)
From a point of entry perspective. ISDN offers two tvpes of user interfaces:

+ The Basic Rate Interface (BRI). This interface offers two 64-Kbps data and/or voice circuits. known as the B
channels. combined with a 16-Kbps management and service circuit. or D channel.

¢  The Primary Rate Interface (PRI). This interface features 23 64-Kbps data and/or voice circuits with an
additional 64-Kbps circuit for management and ancillarv services.

Because the costs for a PRI far exceed the cost for a BRI, most business needs are addressed by onc or more
BRIs. Still. given the higher speeds offered by the PRI (a total of 1.544 Mbps for the PRI versus a total of 144
Kbps for the BRI). the PRI 1s a viable contender to extending L ANs using bridges and routers.

Also note that the PRI closely resembles a T1 link. The primary difference lies in their use and network
architecture. T1 is most often used to facilitate high-speed point-to-point links. whereas ISDN is intended 1o
mterface a large number of svsiems on a global basis. 1SDN also differs from the T1-stvie link in that it features a
management Circuit separate from the data circuits. This additional circuit is present in both the Basic Rate and
Primary Rate Interfaces and delivers some benefits that are important 1o [SDN and its marketability. This circuit
is separate from the data/voice channels (see Figure 7.9). In fact. it is termed a D Channel. as opposed to the B
channels that carry the data and voice traffic.

Ras
Hale
-terace

FIG. 79 1SDN B and D Channels

This type D circuit can be used for a number of functions:

¢ Network management. If network monitoning and management functions are separated from the network
itsell (which would be running over the D channels). then 1wo benefits accrue Firsl. the monitoring and
management function does not adversely affect network performance because it does not occur from within
the neiwork. Second. if a failure occurs within the network. the monnoring and management structure js still
available 1o signal and alert operators to take corrective action,
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«  Faster call servicing. By using the D Channel 1o perform call set-up operations. 1SDN dramatically reduces
the amount of time necessary to initiailv establish a call. After the sct-up occurs via the D Channel. the B
Channel is instantly available for the actual voice transmission.

e Automatic Number Identification (ANT) Although the introduction of this feature has provoked political
controversy in many states, ANI technology has many reasonable applications. especially in the customer
service arca. Specifically. it enables a phone call recipient to view (on a special display device) the phone
number of the person who 1s calling. In addiuon call center applications arc available that will produce the
caller's database record, order information, credit Fimits or other pertinent data instantly on a computer
screen, before the call is even answered.

e Advanced information forwarding. As customers leam to use ISDN. they will invariably use the D Channel
10 send advanced information that relates to the call going over the B Channel. For example. customers
might direct their PBX to send account information on the D Channcl when they are making a voice call to a
vendor, Because the account information armives before the voice call. it can often be processed before the
two parties converse. Thus. the vendor's representatrve might have the customer's file on his or her
workstation when the phone rings

Bevond establishing a digital international data network, ISDN is a key picce of the standards pic for several
reasons:

o The U.S. government has developed federal standards based on ISDN and will soon require federal dgencies
to comply with these standards. __

¢ The phone companies are comnutted to ISDN. Like it or not. vou will be using ISDN at vour home and
office

» ISDN has not overtooked fiber optic technology. Broadband ISDN (BISDNY. which uses higher speed and
more reliable fiber optic communcations. is being analvzed as a transport within ISDN as well as a scrvice
in itself.

Laptop PC uscrs now also have the ability to access a network with 1ISDN services through new ISDN Basic Rate
Interface PCMCIA cards

The various Regional Bell Operating Companics (RBOCs) are now providing ISDN service 1o most major cities.
and the number of ISDN lines has increased dramaticallv over the past few vears. Additionally. all of the major
commcreial on-line services offer ISDN access. and manv Intermel service providers arc also offering [SDN
Internet access. The advantages are obvious: file downloads are lighining fast, and there is less possibtlity of
interruption duc to line noisc. PC vendors are accommodating the increasing demand for ISDN by releasing
ISDN modems. also known as [SDN terminal adapiers

Although the cost of an ISDN connection is bound to decrease. costs vary tremendously from region 1o region.

Asymmetric Digital Subscriber Line (ADSL)

Although [SDN has been getung most of the press. a similar 1echnology called asvmmetric digital subscriber ling
(ADSL) promises cven more throughpuat over an ordinary, narrow copper telephone tine ADSL. accomphishes
this remarkable feat through a senies of complex compression and digital signal processing algorithms. and
dvnamic switching techmiques The ADSL transport technology boosts the capacity of the existing phone line
significantiy more than ISDN Duplex ADSL offers a downstream data rate of up 10 6 Mbps and an upsircam
channcl running at 640 Kbps. ISDN. on the other hand. ranges from

04 Kbps 1o 128 Kbps--faster than a standard modem. but siili oo slow 10 handle that interactive TV and other
services they keep telling us we'll all have one of these days.
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Most of the regional Bell operating companies are testing ADSL and making plans to offer it to customers
secking high-bandwidth Internet access. Also. because it offers two-way communications. some entertainment
companics are considering it a realistic possibility for interactive cable television.

ADSL gives the RBOCs an alternative to costly optical cables because it can transform their existing copper-wire
network into a high-performance system. Here's how it works: The regular phone wire is configured for ADSL.
and then connects to an ADSL modem on onc end and an ADSL circuit switch on the other. The connection then
creales:

¢ A high-speed. unidirectional data channel capable of running between 1.5 Mbps to 6.1 Mbps.
* A medium-speed duplex channel running between 16 Kbps and 640 Kbps.
e A standard anaiog connection.

Cable companies. set-top box makers. and TV couch potatoes drool over the possibilities. Look for this
technology to be making big news in the near future.

X.28

The CCITT developed the X.25 standard to define a reliable. relatively low cost means of routing data through a
shared network. An extremely important aspect of X.25 is that the information being transmitted has been
comverted nto packets.

Packets can be thought of as small fragments of information. Specifically. a block of information is broken into
smailer parts { packets) before being transmitted on the physical network. The packet methodology provides
faster and more reliable error delection and correction. it also prevents a system with a huge volume of
information to ship from tving up the network,

In addition to the raw information. cach packet also contains information specifving ils origin. its destination. and
a number indicating the "piece” of the information to which it corresponds. This enables cach packet 10 be treated
as an independent entity, so that packets from many different svstems can be intermixed on the network without
concern about the order in which thev are transmitted or even the order in which they arrive. Each packet might
take the best possible route available at the time it

is rcady for transpor.

The application end points of the information (that is. the terminal user and the application program) rarely see
the information in its packetized form. As part of its imerface with the network. the computer svstem converts the
information into packets. and then subsequently reassembles the packets into the original information (scc Figure
7.10).
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F1G. 7,10 Conceptual Packetiving
This packel approach to transmitting data is extremely pervasive in the networking world. In addition to being
used by X.25. this approach is also used bv most LANs and many other daia communications protocols (although
they arc usually referred to as frames. as discussed in the LAN section of this chapter) Specific to X.25
networks, however, is the concept of a packet switching network (PSN)

A PSN 1s a WAN through which packets are sent. The precisc route that packets take from point A to point B is
not fixed and 1s immatcrial to the equipment at point A or point B. which checks only to see whether the packets
arrive iniact (again. order is not a major concern).

Becausce they don't have prescribed data routes, PSNs are often shown as clouds in many networking diagrams

(see Figure 7.11). When depicted i this manner, information gocs into the cloud at some point and comes out at
another. What goes on within the cloud is not the concem of mere humans
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FIG. 7.11 Typical X.25 Representation

The inside of the cloud. however. is composed of packet-switching nodes (also called PSNs. just to make life
confusing). The switching nodes can take routes to other switching nodes. and thus can route or reroute data as
necessary. For example. 1f a switching node has a packet to forward and the best possible switching node to
recerve it is busy. the node holding the packet will reroute it to another node for subsequent rerouting (sec Figure
7.12).

Compiter Comouer

™

X 23 NoTwo

S _E;'J'"_ SN

[N FSN

FIG. 7.12 Inside of the X.25 "Cloud"
Packet-switching networks often are associated with public data networks (PDNs). but this relationship is

certainly casual. A PDN is normally a telephone svstem (or telephone company in the U.S.) that offers data
services to the public. It does not have 10 use packet-switching 10 move information from point to point. If a PDN
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does offer the services of a packet-switching network, it might be referred 1o as a packel-switching data neiwork
(PSDN) or even a packet-swiiching public data network
(PSPDN). Clearly, the abbreviations are almost endless.

Furthermore. implementation of packet-switching networks is not limited to telcphonc companies. In fact. PSNs
can be constructed of telephone links, fiber eptic links, microwave links, satellite links, and other forms of
communications. Many large corporations have used these diverse communication techniques to construct their
own private PSN. Because. in the finat analysis. a packet switching network is a cost-cffecuive WAN.
organizations with widely dispersed equipment find this approach most effective in terms of both cost and
funcuion.

The traditional packet-switching cloud s shown in Figure 7.13.
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FIG, 7,13 X.25 Interfaces

Moving outside of this cloud, the interfaces between the computer equipment and the cloud generaliy fall into
onc of two tvpes of devices:

= PAD. The packet assemblv/disassembly device is a piece of hardware that interfaces between the network
and computer equipment incapable of sending or receiving packets. This function is defined in CCITT
standard X.3 The pumpose of the PAD, then, is to handle the conversion of the raw data into packels for
transmission into the packet-switching cloud and. conversely. handle the reassembly of information from
packets received from the cloud. PADs most ofien are used to interface terminals into the packet- switching
nciwork. but thev are also used to interface computer svstems that cannot handle packet transformations on
their own.

s A communications controller running (normallyv) the LAP-B protocol Rather than use an external device,
such as a PAD. most computers use an internal interface to directly connect to the packet-switching network,
Thesc interfaces and their corresponding software drivers provide much of the same function provided by a
PAD, The advantage o putting these interfaces into a computer is that computer software can directly access
the link (whereas in the PAD the link was external and. for the most part. invisible to the software) For
example. an office automation package can communicate with a counterparn package operating on the other
"side” of the cloud.

For terminal traffic over packet-swilching networks, two additional standards come o play, First, the CCITT

X.28 standard defines the interface between an asvnchronous terminal and a PAD. Second. the CCITT X 2Y
standard defines the control procedures for information exchanges between a PAD and another PAD (or an
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integrated controticr). Just as X.25 has become synonymous with packet-switching neiworks. X 29 has become
svnonvmous with interfacing terminals over packet-swiching networks.

LAN Switches

Switches are used to extend overcrowded networks by providing each end user with his own picce of 4 Mbps or
16 Mbps bandwidth. In many cases. this might be more than each end user needs. In this event. the tohen ring
switch can be used to break one big token ring into ntultiple. smaller rings. This approach will also significantly
increase performance.

Switch Technology--Token Ring and FDDI

Many vendors are bringing token ring LAN switches to the market A number of alhiances illustrate the
strength of this market, such as a recent noteworthy alliance between Bay Networks (Santa Clara.
California) and IBM. Other network vendors. such as Cisco Systems and Cabletron Svstems. have made
similar deals with third panties. As more vendors go into this market and volume increases. token ning
switch products arc expecied to come down in price and enjoy higher demand.

FDDI switching is another promising technology for extending network life and bandwidth. Digital's
GigaSwilch is the leading FDDI switching product although several other vendors are preparing (o
release FDDI switches as well.

Token ning networks. like Ethemet networks. have bandwidth limitations. and many are starting to rcach those
limitations because of the bigger applications and greater demands for data that companics are expeniencing The
lower pricing structures of Ethernet and token ring LAN switching devices mught encourage individual business
units to make their own purchases. In terms of the overall enterprise. however. this can be disastrous. 1t is
essential for individual departments to consider the overall corporate direction when making such purchases. and
to make sure that the technology thev are purchasing is compatible with the exasting infrastructure and corporate
data needs assessments. If not. they might wind up spending much more money because they now have 1o buy
additional equipment to connect with the corporate switches and to address data tvpe and volume transmission
requircments decided on by corporate information communication needs.

Tools of the Trade

Ncedless to say. computers and networks do not connect to each other as easy as phones plug o wall jacks. In
neiworks. the tools of connectivity handle conversion between analog and digital formats. between onc tyvpe of
physical imerface and another. or between one transmission media and another. In short, these 1ools are the nuts
and bolts of the erector set called networking -

For LANSs. onc set of tools is required to make the physical attachment between the wnterface in the computer (for
example. an Ethemet adapier in a VAX or a token ring adapter in an AS/460) and the physical network. The tools
include:

¢ The Anachment Unit Interface (AUI). This 1s the cable that attaches the interface in the computer to the
MAU described below.

¢  The Medium Attachment Unit (MAU) Also known as a Multistation Access Unit when used with a token
ning network This device attaches one or more Alls 1o the phyvsical LAN. A MAU can provide onc-to-onc
connection with a computer or 11 ¢can be a hub 1o several sy stems.

When two LANSs are joined 10gether. a bridge or router is normaily used. When a bridge links two or more LANSs,

those LANSs form a single. logical LAN. In this casc. all information routed through onc LAN goes over the
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bridge and through the attached network. Because of this traffic, high speed links are normally required to keep
the bridge from slowing the performance of the network. And finally. because bndges arc implemented at such a
low level. all protocols can operate over a bridge.

A router also connects two or more LANS. but routers are much more selective about the information that they
allow to cross over. Specifically, routers arg aware (through self-leaming or manual configuration) of which
computer addresses appiv to which LANs. Therefore. rather than pass all information across. routers transmit
only information pertinent to the other LAN. Because only selected traffic travels across the link. lower speed
links can be used without affecting overall LAN performance. The router can also act as a firewall to prevent
unwanted access to the network from outside.

Routers cannot be used in all tvpes of networks. though. Because routers depend on the network to supplv an
internetwork address (an address that is globally unique), those network protocols that do not support this 1ype of
addressing cannot be used with routers. Digital's LAT protocol. for example. has no facilities for internetwork
addressing, and therefore will not travel over a router (but it will travel over a bridge). And because routers and
bridges have their advantages and disadvantages. the two are ofien combined into one piece of equipment (in this
case some protocols are bridged and others are routed). These devices are often called brouters.

When a computer. bridge. or router must interface (o the telephone svstem (analog. digital or T1), more special
devices are needed. They arc as follows:

e  Modem. For traditional (analog) phone lines. modems (MOdulator/DEModulators) provide the conversion
between the digital computer output and the analog phone transmissions. The interface between the compuiter
(or router or bridge) and the modem is normally a well<defined standard such as ETA RS-232 or CCITT
V.32,

 (CSU and DSU. For digital links (DDS or fractional T1 lines). two devices are required. A channel service
unit (CSU) interfaces with the telephone-side of the link and with a dma service unit (DSU) that. 1n turn.
interfaces with the computer system (or router or bridge). The attachment to the DSU is a well-defined )
standard like E1A RS-232 or CCTTT V.35, In most cases, the CSU and DSU are combined into a singlle, "
physical unit. :

s  Gateway. A gateway attaches seemingly incompattble networks, such as IBM's SNA and Digital's DECnet,
In a nutshell. 3 gateway is a complicated form of protocol converter—it converts multiple proiocols and
emulates multiple devices 1o provide a wide variety of services. Gateways can be used to link electronic mail
svslems. 1o enable one type or terminal 1o access another tvpe of host. to provide file transfer between
networks. or to perform all of these functions,

_8-

Services

The Scope of Services

Services are a very etusive aspect of networking, Because thev cannot be seen or held in the palm of vour hand. it
is difficult to envision connecting them together. Yet services are the make-or-break component of a network
implementation If the underlving services cannot suppart the demands of the applications and the users, then the
network will collapse.
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And while networks depend greatly on services. the reverse is not true. In most cascs. services are independeni
from the (vpe of network on which thev run. For example. multivendor office automation services have similar
applicability and functions in both LANs and WANSs. The same is truc of manufacturer-specific services. such as
[BM's Systems Network Architeciure (SNA) and Digital's DECnet.

Sometimes. however, services are married 10 networks for a reason. For example. PC (MS-DOS) virtual disk
services could techmically be implemented on a midrange host over a WAN or LAN. but the nced for
transmission speed dictates a close marmiage to the LAN environment.

In fact. the very nature of a LAN poses certain requirements for services. After all. if a LAN presented no
benefits, no one would consent 1o attach to it. For minicomputers and mainframes. the purposc of a LAN 15 to
share termunals. printers. and disk space. For PCs. however. the pnme requirement is to share files and
applications. and to promote communication. Furthermore. not only do PC LANs and minicomputer/mmnframe
L ANs have separate service needs. but when both types of sysiems need to be inegrated as a whole. vet another
set of services is necessary. in this arena, then the choices become

broader. the plavers grow in number, and the mind begins to boggle

Rising 1o meet this need for better integration among ali types of computers is the concept of client/server
computing. This concept provides a distributed environment for all application programs. while still giving the
uscr a consistent and understandable appearance,

The LAN environment contrasts sharply with that of a WAN. For one thing, transmission speed ina LAN 1s
virtually free (in other words. there are no ongoing costs for daily operation of the network). In a WAN. however.
vou get what vou payv for when it comes to speed. Sure, vou can get breathuaking speed with T1 links. satellite
links. and even microwave links. but these technologies don't come cheap. -

Al the other extreme of cost/performance is low-speed networking. Where high speed WANSs engendered
concern about optimum use. slower networks tend to be used for lower volume and less criticai information. In
this category fall the traditional phone-dial and packet switching networks. They are excellent. cost-cffective
solutions for occasional terminal access. iniermittent and non-critical file transfers. or electronic mail.

In particular, electronic mail services have enjoved explosive growth in WANs of all varieties. Electronic mail
products have become much more sophisticated and have begun to offer real value to companies implementing
them. And with this increase in use has come an increase in the need to expand the communications sphere of the
product. Ofien. electromic mail starts m one department on one type of computer but grows into a corporalewide
network encompassing many different departments and

many different tvpes of computers.

LAN Services

Despite the physical and logical connectivity provided by a LAN. a network has no functional capabilities until
network services are added to the mix. These services facilitate shared files. shared printers. program-to-program
communications. dircctory services. and other morc specific functions The implementation details for network
services. however. differ from vendor 1o vendor and from svsiem 10 svsiem.

Perhaps the biggest difference 1s how PCs interact on LANs compared to how midrange and larger computers
interact on them. Thus difference results panly from the fact that the needs of PCs on a network differ from the
needs of traditional computers. and partly from the fact that much of the LAN networking sofiwarc for PCs was
developed from scratch (without respect to existing standards).

The requirements of a PC LAN are rapidly changing. In a larger environment. the network is used as a

collaborative lool that enables individuals in different geographical locations 10 work 10gether on individual
documents. In a smaller environment. users may have more modest needs from their networks. and may use them
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only for sharing files. peripherals or applications. and for e-mail. The network interface to handle files isataven
low (sector) level 10 maximize speed.

In minicompuwter/mainframe computer LANs. however. the requirements generally focus more on the movement
of files and the optimization of terminal resources. File access must be performed in a highly structured. secure
manner. and files have specific places of residence and ownership. When an end user wants to alter a file in this
environment, the file will probably be copied (transferred) to the user's computer and then modified there.
Terminals are the user's way of accessing applications and information: therefore. this tvpe of LAN maximizes
the way a terminal accesses the various systems in the LAN. As in PC LANs_ though. it is common 1o share
pnnting and program-to-program communications between svstems.

The heart of the contrast between the two operating environments ltes in the operating svstems. Operating
svstems written for midrange and mainframe systems (for example. VMS. MPE. OS/400. and Windows NT) are
designed with networking in mind File svstems are designed to accommodate residence on different physical
hosts. physical printers are isolated from the print generation process by print queues and spoolers. and program
compilers are developed to accommodate all of these network-oriented operations. Thus. a program developed in
this cnvironment can immediately take advantage of the network architecture.

Originally, personal computers were largely stand-alone devices. One of the first PC operating systems was
Microsoft's Disk Operating System (MS-DOS) with its IBM derivative (PC-DOS) and other OEM versions. DOS
in its various incarnations was designed to control all resources directlv. Files were on local disks. printers were
tocally attached. and every program was an island incapable of communicating with other programs--and that
was that. Thus, when networking was introduced to the PC. it had to be crowbarred in between the operating
systemn (DOS) and the hardware. In other words, a program operating on a networked PC had to think it was
operating using its own local resources. Faster PCs eventually led to the development of more sophisticated PC
operating svstems. such as Microsoft's Windows 95 and Windows NT. which have networking features buill in.

The presence or absence of tight integration between network services and the operating svstem makes a dramatic
difference in how the network appears to the end user, In tightly integrated systems like DECnet. the network is a
widely accepted and embraced part of the svsiem. In looscly integrated svstems. such as most implementations of
TCP/IP. the network is a separate entity. accessed through a separate set of utilities and routines. And in between
thesc two examples are networks that make a variety of compromises between tight and loose integration.

Minicomputer/Mainframe LAN Implementations

Given that networks and operating systems have a sigmificant impact on one another, a brief recap of the
networking architectures and philosophies of Digital. HP. IBM. and Sun is in order,

Digital Equipment Digital Equipment's networking architecture is based on the IEEE 802 family of standards. In
terms of networking software. Digital offers a range of utilitics and services under the umbrella of DECnet.
DECnret protocols and services allow remote file operattons. pnnt sharing. remote logon, program-to-program
communications. and other functions. Because DECnet is tightlv iniegrated with Digital's operating svstems
{(VMS and ULTRIX). DECnet is part of the user and file-raming conventions and structures used by the
operating systems. Another Digital LAN protocol thai has gained wide populanity is the Local Area Transport
(LAT). LAT is a protocol used by terminal servers (devices that attach terminals directly to the LAN} to route
terminal traffic to and from one or more hosts on that LAN. LAT is not a formal part of the DECnet service suite
and has gained some usage and acceptance in non-DEC networks and hosts.

All things considered. Digital Equipment has onc of the most well-integrated network architectures--it was one of
the first companies to integrate networking into their standard computing environment.

Hewlet1-Packard HP's primary LAN architecture relies on the IEEE 802.3 standard. it. however. does have some

periphcral products that also use Ethernet. HP's networkang software is called NS and is similar to both TCP/IP
and DECnet m its architecture and implementation. Because HP added networking to its core products much later
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wn life than Digital. networking routines and utilities have been implemented as extenstons (o its cxisting
products

HP's most significant contribution to LAN computing has been its use and endorsement of the client/server
computing architecture. which is discussed later in this chapter

IBM IBM's LAN strategy is primarilv focused on its token-ring network. compatible with the [EEE 802.5
specification. For networking services. [BM has implemented those defined in its SNA, Specifically. in a
mainframe environment. token-ring networks can be used to tic workstations to controllers. and controllers 1o
communcations processors (front ends). Token-nng networks provide high-speed communication links for these
traditionally distributed and hierarchical SNA connections.

Token-ring LANS can also connect AS/400 computers With these implementations. 1BM offers a set of services
to cnable file sharing between systems (the Distributed Data Manager) or the logging on to one system from
another (Display Station Passthrough).

Again. because the token ring is part of the bigger SNA picture. standard SNA transports such as LU 6 2 can run
across 4 loken ring LAN just like they run across SDLC links.

In addition to its token ring implementations. [BM also offers a number of products to provide connectivity to
both Ethernet and IEEE 802.3 networks. These connectivity products tvpicaliv use IBM's yimplementation of
TCP/IP for network scrvices to non-IBM computers.

IBM has further reinforced its commitment 1o establishing connections between SNA and the LAN by purchasing
Novell's NetWare for SAA (Svstem Application Architecture) gateway business. NetWare for SAA is a leading,
LAN-to-SNA gateway. and connects NetWare LANs to IBM SNA applications. However. the deal now piaces
IBM in the position of having two competing products. IBM's Communications Manager/2 accomplishes the
same funcuions as the former Novell product. Both of these products in wurn compeie with Microsoft's PC LAN-
to-SNA integration product. SNA Server.

Sun Microsystems Sun Microsystems provides Ethernet connections with most of its equipment. Its networking
scrvices arc lavered on top of TCF/IP and are focused on Sun's Network File Svstem (NFS) product. which
provides transparent file access between svstems participating on the same network. In fact. Sun's approach to
networking is an mteresting hyvbrid between Digital's distributed processing techniques and the shared file server
technology now commonly used in PC LANs To a certain extent. Sun enjovs the best of both worlds

Such functions as program-to-program conimumnications. print services. and remoic logon are handled through
services integrated into the operating svstem These services arc based on the TCP/IP model.

For filc services. however. Sun has introduced the concept of NFS servers 1o 1ts LANs. in this approach. one or
more syvstems contains the physical disk and the logical files used by other svstems throughout the svstems. As in
PC neiworks. a user wanting to access a file on a server must 1ssuc special network requests (such as a mount
command) to make the files available.

This use of NFS servers is quite different from Digital's approach of giving each svsiem 1ts own local disk 1o
share. If nothing elsc. Sun’s networking approach puts a new spin on traditional TCP/IP implementations.

And finally. note that standard implementations of TCP/IP ar¢ avadable for all of these vendors systems,
although 1n some cases TCP/IP must be obtained through third-party sources. Unlike the manufacturer’s
proprictary networkang services, TCP/IP has no particular ties to any one manulacturer or operating system. Sce
Chapter 9. "PC LAN Netunork Operating Svstems.” for TCP/IP dewails
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PC LAN Implementations

Because most of the companies that developed LAN software for PCs have no vested interest in any particular
LAN. their products can typicaily be configured for anv tvpe of network. This brings tremendous flexibility to the
desk of the haggard network administrator who desperately wants only one network for the corporatc equipment
conneclions.

While achieving this distance from the manufacturers offers benefits (in the form of LAN independence). it also
contributes complications because the network vendor and the operating svsiem are not closely related Again.
thes situation sharply contrasts with the implementation of networking services in the larger computers In that
environment. networking functions can ofien be incorporated into the operating svstem itsell. offering a scamless.
or nearly seamless, interface between the two.

In the land of the PCs. however. Microsoft dominates the market with its Windows family of operating svstems.
The buik of network services have been designed around the Microsoft operating system structure. Windows 3.1
and previous releases are not truc operatng svsiems: rather. they are operating environments that run on top of
MS-DOS. Windows 95 and Wimdows NT. howcver, are true operating svslems that incorporate the functionality
of MS-DOS within the overall operating system.

In order to understand how LAN services came to the PC environment. vou need to look at the original MS-DOS
architecture. As shown in Figure 8.1. the MS-DOS operating svstem uses two sets of low-level services for
interface with the physical hardware. Onc set of services is provided through a ROM-based BIOS (Basic
Input/Output Sysiem) program. and the other set is provided through a set of MS-DOS BIOS routines.

r—-» Application Program 4—\
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M5-DOS BIOS
ROM BIOS
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FIG. 8.1 Basic Input/Quiput Svstem

The two scts of BIOS services are not independent of one another Specifically. the MS-DOS BIOS services
provide generalized services that are requested by application programs (such as read a record in a file or send
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print to a printer). while the ROM BIOS provides extremely low-level services such as read a specific sector en a
disk or write this information to a machine-level 1/0 port.

In practice. many MS-DOS BIOS services actuaily end up calling the lower-level ROM BIOS service For
example. when an application requests MS-DOS 1o read a record from a file. the MS-DOS BIOS service
translates the request (o a specific sector on the physical disk drive and then requests the ROM BIOS to read that
sector. Similar relationships are in place for printer and communications services.

This channeling of basic input/oulput services through a common point gives networking software the
opportunity to impose itself between the operating svstem and the hardware. withoul forcing any changes in the
application program. This insertion can be done in several ways: by adding a device driver to the standard MS-
DOS environments to redirect services on to the network: by replacing the MS-DOS BIOS routines with
network-oriented routines compatible with the MS-DOS services: or by combinations of the two techniques.

When network services are put in place of or added to the MS-DOS BIOS services. requests for disk information
and printed output can then be routed from one machine to another through the physical network (see Figure 8 2).
Obviously, practical use of this technique also involves specifyving which machines are servers for which
services. But. when properiyv configured. a request (o print a file on computer A can be routed 10 print on
computer B. Furthermore. the disk resources of computer C can

also be made available on computers A and B
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FIG 8.2 Network Redirection

As mentioned carlier. disk sharing 1s a common function of most PC LANs A network disk to be shared is
normally mounted on the local workstation and accessed as if 1t were a normal. local drive. For example. a
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workstation might have two floppy drives. a local hard disk. and two neiwork drives. The operating svstem and
the application programs should not be able to distinguish the mounted network drives from local drives. This
makes for relatively smooth integration.

Integration notwithstanding. the speed of performing network disk access is an issuc. The issuc is not the rawn
access speed of the physical disk drive (although it certaindy is a factor). but how quickly and efficiently an
access can be serviced over the network.

A PC can serve as both a4 workstation and as a network file server. However., PCs were originally designed as
single-task machines. so only one operation could occur at a time. When the CPU is busy (doing a spreadsheet
recalculation. for example). a network request would have to wait to be serviced. Newer PC operating svstems
are now based on multithreaded. multitasking architectures., and arc able to accommodate several tasks at once
(given powerful enough hardware). Still. larger LANSs require a system to solely function as a file server. These
file servers do not need to run the PC operating system. Thus. special operating svstems were developed for
network file servers 1o maximize performance and mintmize the potential for disk errors.

PC LAN Players

Both Microsoft and IBM offer networking solutions to go along with thetr PC operating svstems Other
networking, products are available from Novell. Banvan Sysiems, and other companies. which provide high-
performance networks thal are compatible with an operating system over which thev have no control.

Thus far. Novell has gained the greatest degree of acceptance and use in the corporate market. In a traditional
Novell environment. one or more high performance computers are dedicated as the fiie servers. In terms of
network-level communications. Novell has implemented its own protocols. named the Internetwork Packet
Exchange (IPX) and the Scequenced Packet Exchange (SPX). that run on top of IPX. Novell's softwarc offering is
referred to as NetWare. Scveral different implementations are available to accommodate different networking
scenarios. Because the file server is central to the network. it must offer high performance,

The greatest changes in the PC networking arena are driven by the need to integraie PC information with
minicomputer/mainframe information. As more and more devices reside on the same physical LAN. it becomes
more difficuit to overlook their inability 10 communicate with one another. Some of the most widelv-used PC
LAN opcrating svstems include

¢ Banvan VINES. Banvan Systems provides manv of the same functions as NetWarc. but Banvan's VINES
(Virtual NEtwork Software) products run with existing network standards Thus. unlike Novell, which
implements tts own transport-laver protocol. VINES can run with TCP/IP. SNA. and other networking
protocols VINES is similar to Novell's NetWare in its use of servers. but Banvan claims that it is more
unstructurcd and open. and therefore easier to use.

e  Novell NetWare. For many vears. Novell NetWare was the dominant file and print server in the PC LAN
arcna. NctWare runs in a designated server system and communicales with a variety of client systems (PC,
Mac. UNIX} using cither the IPX or TCP/IP protocol suite. Novell NetWare is the scasoned veteran of the
industry. and has established a strong. loval following in the corporate market. One of the key technological
advantages of the current 4.x line of NetWare products is NetWare Directory Services (NDS). NDS isa
global directory service designed 1o manage L AN-based resources in large. enterprise-class environments.
Although Novell went through a serics of corporate twists and tums in the nud-1990s. the company has since
refocused itself on its core NetWare technology.,

o  Windows NT For vears. Microsoft stas ed out of the networking business. However. when Microsoft
acquired 3Com's nciworking PC LAN technology. it began to integrate networking services into its operating
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system producls The first attempt at this integration was Windows for Workgroups. which was a difficult
product because of the underlyving DOS component. When Microsoft designed Windows 935 and Windows
NT. however. it seized the opportunity 10 integrate core nciworking scrvices right into the operating sy stem.
Microsoft took two tracks here. pushing peer-to-peer (workgroup) resource sharng via Windows 95 and
Windows NT Workstatton. and enterprise-scale file. print. and application serving via Windows NT Senver.

Refer to Chapter 9. "PC LAN Network Operating Systems." for more information on these three key PC LAN
operating svsiems.

Server Alternatives

Although Windows dominates the corporate desktop. UNIX is still widely used as a server platform due to its
strong performance and robust features. Business-critical servers must be able to deliver high-end features and
run the company’s transaction-based apphcations. They also must be scalable enough to become part of a
distributed network. which replaces mainframe and mimicomputer-based networks. Additionally. as a mainframe
replacement. a business-critical server needs to support securily and svstems management. and must be able to
mteroperate with other dissimilar resources throughout the enterprise. Specifically. it must be able to integrate
with Windows PCs to make these critical resources available to PC users.

The Common Degskiop Environment (CDE) is part of the Common Operating System Environment (COSE.
pronounced "cozy") agreement. one of many atiempts at unifving the UNIX market. Although COSE itself never
took off. CDE has achicved some success--most notably. all the major UNIX vendors agreeing on the Motifl
interface as the basis for the Common Desktop Environment as well as cstablishing several other commonalties.
Long overdue, this simple agreement will help make UNIX easier to run in a multivendor environment

64-bit API

Another unification aticmpt involves an initiative 1o develop a common 64-bit UNIX API Several
UNIX vendors. mcluding Intel. HP, SGI. DEC. Compaq. IBM. Novell. Oracle. and Sun. arc hoping that
the common specification will reduce more of the problems developers encounter in having to wrile for
different implementations of UNIX The alliance will build the 64-bit specification from cxisting 32-bit
APIs. and will comply with existing standards. including CDE.

Despite its fractured nature. UNIX has a number of strengths Many tools are available for free. and there are
plenty of UNIX experts out there looking for something Lo do. UNIX is a strong platform for use as an
application server. UNIX also offers the advantage of easy remote access--ncarly anyv PC or Macintosh running
any opcrating system can be made to work as an X Window terminal

Frnailv. note that if you're on a tight budget (or have no budget at ally, a UNIX-like 32-bit operating sy stem called
Linux (based on Berkeley Software Distribunion. or BSD. UNIX code. which was developed at the Unin ersety of
California at Berkeleyv) is frecly available. Linux is a noncommercial operating svstem. although implementations
of Linux are available from commercial vendors complete with technical support [t mught require some long
hours and customization. because like most {reeware

products. it has a few rough edges However. Linux has a number of fans. and a large informal support network
offers technical help and advice. freeware products. and other services

PC/Minicomputer/Mainframe LAN Integration

Although practicality might dictate that PC LANs and minicomputer/mainframe LANs sharc a common topology
and discipline. no law dictates that they must commumcale with one another on that same LAN. In fact. multiple
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sets of computers can implement different networking services. and each set might lead its life of quict
desperation independently of the other sets

But when cross-communications are mandated by some foolish need or frantic demand. the broad scope of
choices normally available in the data processing market narrows rapidlyv. In looking to integrate PC functions
with the larger systems capabilities, vou have to make some basic choices. Which architccture will be promoted
over the others? Will the larger svstems become servers for the PCs? Will the PCs become terminals 1o the larger
systems? Or will a third LAN structure be implemented in

which both the PCs and large systems conform 10 2 common standard?

Most approaches provide similar results (shared disk space and shared printers). but each approach has its pros
and cons:

+  Svstem Servers. If the larger svstems become servers for the PC LANs. the PC file structure is imposed upon
the larger svstem. [n most cases. an area of the svstem disk is then unavailable to native svstem users. On the
plus side. the PC LAN server information can be backed up along with all of the other system information
(one procedure can address both needs). Manufacturers that support this approach include Digital Equipment
and Novell. Digital markets a product that enables VMS svstems to store MS-DOS files. and Novell has
released NetWare for SAA. NetWare for DEC Access. and NetWare Connect. NetWare Connect provides a
number of connectivity options: it permits remote Windows and Macintosh computers 1o access any resource
available to the NetWare network, including files. databases. applications. and mainframe senvices: and it
permits users on the network to connect to remote control computers. bulletin boards, X.25. and ISDN
services.

o  Terminal Emulation. When PCs emulate native devices to the larger svstem. thev lose some of their
intelligence by emulating unintelligent terminals. File sharing in this environment is normally supported via
file transfers between PCs and the larger system. This architecture is very centralized and favors the larger
svstem by keeping PC access to a minimum. Digital. HP. IBM. and Sun all have sets of products that provide
this tvpe of centralized integration,

* A number of third-party products are on the market to connect TCP/IP-based networks 1o mainframe and
midrange hosts, potentially giving PC users access 10 CICS applications and facilitating file transfer between
the LAN and the mainframe svsiem.

s Peer Connections, Introducing a new set of services to accommeodate both small and large svstems
establishes an environment in which all computing nodes are peers. This approach. however. consumes
additional resources (memory. CPU. disk) on each computer that participates in the shared cavironment, In
such a system. TCP/IP might be implemented to allow file transfer between any 1wo sysiems. 10 provide
electronic mail services to all svstems. and to enable the PCs to access the larger svstems as if they were
terminals.

All of these approaches share one fundamental concept: The application the user must be accessed at its native
locauon. Therefore. to run a minicompater program. vou must log onto the minicomputer and have proper
authority 10 run it. Stmilarly. to run a microcomputer program. vou must mount and access the physical or logical
disk wherc it resides In both cases. the user must find a path 1o the remote application. This concept is changing.
however. with the advent of distributed clicni/server computing architectures.

The Client/Server Model

To create more meaningful integration between PC LANs and L ANs built on larger systems. a few manufacturers
have developed some new approaches. They noted that the intelligence of the desktop device was rising
increasingly. whiie the rule of dedicated (dumb) terminals was slowly crumbling. Emerging was a new breed of
intelligent. low-cost. general-purpose computers that were quite capable of handling some of the applications-
processing load. In short. the PCs had arrived
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To take these microcomputers and dedicate them to the task of terminal emulation was an obvious step in the
evolution of the PC explosion, but was also. in manyv respects. a mismatch of power to purpose. To make a PC
emulate a terminal sacrificed the ability of the PC 1o interact with data. and clearly a PC can perform data entry.
do mathematical calculations and store information for subscquent retrieval. But when a PC is emulating a
terminal. it performs none of those functions. Instead. it uses all of its own intelligence and resources lo emuiate a
dumb device. Therefore, it would seem reasonable to let the PC take a more meaningful role in the processing off
the data. But how?

Certainly the idea of distributed processing was nothing new. In fact. most operating svstems and networks have
basic task-to-task communication facilities. But in this case. the conununications would not necessarihv occur
between simifar computers, A PC might need to initiate a conversation with a midrange. or a mainframe might
need to communicate with a PC. This was the interesting twist--how to implement a distributed processing
environment that took advantage of computing power wherever it was in the network. without requiring all of the
computers to use the same operating svstem or even the same

primary nciworking services.

What formed as a possible solution to this puzzle was the concept of client/server computing. In the client/server
scenario. the local computer (PC or a user's session on a larger computer) acts as the processing client
Associated with the client 1s software that provides a umversal appearance to the user (be it a graplucal. icon-
oricnied displav. or a character, menu-oriented displav). From that display, vou can select the applications vou
want Lo use

When a user selects an application. the client initiates a conversation with the server for that application (sce
Figure 8.3). This might involve communications across LANs and WANSs or simply a call to a local program
Regardiess of where the server resides. the clicnt acts as the front end for the server and handles the uscr
interface. Thus. the user is not aware of where the application actually resides.
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FIG. 8.3 Clieny/Server Processing
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Furthermore. the clien/server approach is dramatically enhanced when used with a windowing client platform If.
for example, the user is at a PC that 1s running a multitasking svstem. multiple windows can be used to inttiate
multiple client sessions, thereby enabling the user Lo hot-key between applications. with cach application
potentially running on a different computer system. Ths is a vastly superior method to having multiple terminals.
each with a separate terminal emulation session logged into a specific host and running a specific application
with specific kevboard demands. The client/scrver approach offers onc consistent user interface for all screcn and
kevboard activities

CAUTION: Hot-keving between applications can be a remendous boon to end users. but if the network
hardware is inadequatc. this can cause performance problems. Some administrators nuight choose 10
limit the amount of active applications a user can have running at one time. Many network management
svstems give administrators the ability 1o enforce a "clcan desk” approach by cstablishing a maximum
number of simultaneous scssions.

When it was first described. client/server computing was intended as an enterprise sotution. where users at all

levels could work cooperatively across platforms. Client/server technology has gone a long way in enhancing

departmental productivity, although further advances must be made before it can live up to its expectations on an

enterprise level. One of the biggest chalienges of implementing a clicni/server cnvironment is establishing

bridges between all of the various heterogeneous elements. Typically.

client/server solutions offer only limited access to critical data. Also. because the environment is by s very

nature decentralized. managing the environment is extremely difficult. In order for client/server 1o be uscful as an

enterprise solution. it must be able 10 access large amounts of data distributed over a heterogeneous environment

and integrate it mto a common report. This service is in fact being provided by exccutive tnformation system *
(EIS) software and data warchouse technology,

There are many factors involved in designing a server system in a distributed computing environment.
Application partitioning can foliow one of three different paradigms,

¢ Clicnt-centric model. Also called a "fat client™ svstem. this model places all of the application logic on the
client side. It requires higher-powered desktop machincs. and requires substantially morc admunistrative
chores. Multiple copics of the applications. which have to reside on cach and every client. must be
syvnchronized Additionally. this can cause the )

+ network to bog down. and the fat client svstem is vulnerable to secunty problems because of the unprotected
client OS,

e Server-centric model. This model is easier to implement and less expensive than the clicnt-centric model. It
does not put critical data at risk. However. this mode] does not take full advantage of the Windows desktop.
The client usuzally consists of only a terminal. or a2 PC running a terminal cmulator with 2 mirumal GUI front
end :

e  Distributed transaction modei. This hvbrid mode! places certain operations at the client. where the end user
needs to lake advantage of muliimedia. or other features more common to the PC. and runs less intensive
applications on the server. Multiticred distributed systems can be used in larger situations. This model
divides the server logic across multiple servers. enabling functions to be divided between branches or
divisions. UNIX is best-suited for distributed computing. and many companies put their critical operations
on UNIX servers

A newer model for client/server takes a three-ticred approach in order to avoid both fat-client and fat-senver
situations. A three-tier client/scrver model separates logic and compute-intensive calculations from the rest of the
application. The first tier includes the GUI. the middle ucr covers the logic and calculation components, and the
third contains data management services. In some situations. the application logic can even be replicated over
multiple servers. so the server with the most resources at a given time can handle a specific request for services.,

e



Managing Multivendor Networks

Application development sofiware vendors are starting to offer three-ticred development products in additon 10
therr traditional environments.

ClienVserver producis are relatvely new. although cach major manufacturer has its own applications architecture
1o implement client/scrver functions. Unfortunately. cach manufacturer’s implementation is very much geared
toward its own product offering If vou're looking for an outside approach. X (Windows) marks the spot.

X Window Interface

By way of introduction. X Window strives 1o provide a common. GUI across svstems. Under X Window., each
terminal or workstation is. m fact. an intelligent graphics device that has multiple windows in it. each of which
sponsors a different application. Consistent with the client/server model. the full scope of X Window cnables
each of these applications 1o reside on different svstems

Furthermore. becausc X Window is a third-party architecture. 1t is explicitly targeted to provide conneclivity
among different manufacturers. Because the user sees only one consistent interface. he or she 1s unaware of
where the application program actuativ resides.

X Window is also a contender in the battle for presentation standards for graphical data Specificallv. X Window
allows graphical data composed or stored on different systems io be displaved on a common terminal. This
arrangement is significantly better than cach manufacturer using its own format for graphics that will only displav
on its own graphics terminal. Under most implementations of X Window. a manufacturer's graphics format is
convericed o and from X Window's, As the popularity of X

Window nses. however. more manufacturers will begin to include options for storing the data in the X Window's
graphic format on disk. thercby eliminating any need for conversion.

The negative sade of X Window is the relativelv high cost for the workstations. Because X Window requires
graphics processing capabilities. the X Window workstations are really specialized graphics computers that are
far more expensive than the traditional. character-mode (nongraphic) terminals. However. an X workstation is
still often more economical than a fully outfitted multimedia PC.

As PCs become less expensive and more widely deploved in the enterprise. X terminals will continue to fall out
of favor. There arc still a significant number of X 1erminals in use. but the market has reached its pcak. Many
companics are instead opting to purchase mexpensive PCs and run X termial software on them PC X servers,
on the other hand. are gaining in popularity. X terminals are assoctated with UNIX. but many X deskiop users
wanl to be able to access Windows applications. Fortunately. X terminals can become Windows displavs by
deploving Windows NT-based software products that permit an X device to function as a networked PC nunning
Windows.

WAN Services

Although WANs are used for terminat access and file ransfer. implementing these services in a wide-area
environment is not all that difTerent from implementing them in a local or metropolitan arca Thercfore. viewing
these services from the WAN perspective does not shed much new light on the subyect

The area of office automation and electronic mail. however. is a different matter. Here. a WAN is the best
solution for tving together computer systems and LANs from differcnt manufacturers for the purpose of
enhancing human-lo-human communications Certamly. the fact that the communications links might not have
speeds measured in millions of buts per second does not deter the effectiveness of electronic mail. Even the case
where clectronic matl goes through packet-switching networks and expenences delays at the packet level does
not have an adverse cffect
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But implementing office automation and electronic mail between systems is not a trivial task. For office
automation. complex documents must be exchanged between svstems that do not recognize cach other's native
file formats Similarly. a mechanism is needed to enable one sysiem to look across the network and see which
files are where (this is also useful when performing general-purpose file transfers).

For electronic mail. the requirements ar¢ even more complex. Mail must be distributed to users who are often
unknown to the system where the mail originates. The formal for messages and documents might be different
from svstem 10 svstem. And finally, the each tvpe of svstem might use a totally different distribution technique.

This section will look at the following standards and services in this emerging arca:

o DCA/DIA. Developed by IBM. the Document Content Architecture and Document Inmierchange Architecture
have become de facto standards for exchanging documents between different manufacturers' systems.

»  X.400. X400 is a standard for interfacing diverse office automation systems. The numbcer of products
supporting this standard is increasing dramatically.

e X.500. X.500 is a standard for multivendor directory and file resources. Increasing acceptance of this
standard has given birth {0 a number of X, 500-compliant products. The directory services features of some
network operating svstems, including NetWare 4.x. Windows NT 5.0, and VINES. is based on this
technology.

Document Content and Interchange Architectures

Even though from an application perspective the format of data is normally kept at a respeclable distance from o
data commumcations and networking issucs. the explosion of word processing and office automation 1ools has

led to some key developments in the area of interoperability. The concemn is not how the data gets from one

svsiem 10 another. but what format the data is in when it arrives. :

For example. document interoperability is needed when two users are working on the same document. but each is’
based on a different computer svstem. Even in the simplest case where ¢ach user can work on his or her own
scparate section of the document. the final integration of cach user's work still poses 2 problem What if the two
users needed to trade the document back and forth. each person adding his or her own cdits and comments”
Moreover. imagine how much more complicated the situation would be if more than two users were concurrently
working on the same document,

IBM sought to address this dilemma with DCA/DIA. While the DIA addresses a much broader scope
(specifically. the movement of documents among and betwecen systems), the DCA has become a modern standard
for document exchange. Specifically. the DCA defines two types of documents:

» Rewisable-form documents. Contains the original document and its history of edits. This trucking of revisions
not only allows changes 10 be removed. but more important. provides details on all changes made to the
document. This tvpe of histoncal tracking 1s often critical for maintaining contracts. specifications. and other
documents of simular importance. Most modern word processors support the ability to convert to and from
the DCA revisable-form document format.

e  Final-form documents. The result of all edits: it is no longer truly revisable because the history of edits has
been removed. The final-form document forman is. however. supporied by more hardware and software

nwanufacturers. mostly because it is the casier of the two formats to tmplement,

Thus. DCA provides a common format that documents originating on different svsiems can convert 10 and from.
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X.400

The X.400 standard specifies how to exchange electronic mail among diverse svstems. In the coniext of X 400,
electronic mail includes message exchanges. fully functional file transfers. and the transport of video images.
Like X.23, X400 is a standard. not a product. but X 400 products have taken (o using the X 400 banner as an

noun ("this product supports X.400") as opposed to a statement of compliance. And as with IBM's DCA/DIA
approach. X 404 includes a set of formats for the mail it carries.

Witlun the structure of X 400, each user interacts with a User Agent (UA). The UA is normally a software
package that interfaces between the user and the XX electronic mail network In the minicomputer/mainfrime
world. the UA could be. for example. Digital's ALL-IN-1. IBM's OfficeVision. or HP's Open DeskManager.

UAs never communicate directiv with other UAs: instead. they forward their mail to a Message Transfer Agent
(MTA). The MTA then forwards the message to a UA or to another MTA if the final locatton for the electronic
nutl 1s not n the network domain of the first MTA (see Figure 8 4).
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FIG. 8.4 X.400 User Agents and Message Transfer Agents

MT As reroute mail until 1t reaches its final destination These MTA routes are collectively referred (o as the
Message Transfer Systems (MTS), Helping the MTAs move the data withemn the MTS is an additional utility
catied the Reliable Transfer Server (RTS). which assists the MTA in determining the best route.

The X400 standard has 1aken on a new life outside the dominion of the OSI Reference Model. Given the
popularity of X.400 in the private seclor. many computer manufacturers have adopted X_404 as a means of
interfacing their office automation package with other vendors' office automation packages (providing they also

support X.4000), Thus. the X.400 standard is quickly giving birth to a large number of wide-area electronic mail
neiworks

The X 400 Application Program Interface Association (XAPIA) has released a new version of the Common
Messaging Call (CMC) APL. CMC 2.0 provides for greater interoperability between coliaborative applications
from different vendors. It supports features such as workflow. document management. and electronic data

mterchange: Version 1 0 of CMC only provided the capability to send and read messages. and to translate names
mto messagimg, addresses.
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X.500

Whereas X.400 tackles electronic mail. X_300 focuses on user and resource directory services in large
heterogencous networks. While each computer manufacturer provides these services within its own proprietary
network. the same services are. for the most part. unavailable when the network is composed of incompatibie
systems from different manufacturers. The X.500 standard is intended to provide this type of senvice within a
global. multivendor network. Unlike the X 400 standard. X.500 has a relatively low profile because it is deeply
integrated within other products and services that require multivendor

access. For example. the X 400 electronic mail standard relies on the X300 standard for its directory services,

The main potnt here is that a large company is likelv to want a single. global directory for all users throughout the
enterprise. This single directory might encompass multiple LAN sysiems. There are some difficulties involved in
managing a global directory. including svnchronization. Directory synchronization makes sure that ¢cach LAN
directory is aware of any change in the enterprise.

There are a number of solutions for establishing a global directory:

e  StreetTalk. One of the carliest directories. StreetTalk is part of the Banyan Svstems VINES network
operating svstem. The Universal StrectTalk dircctory service is being incorporated in equipment from a
number of hardware and software vendors. including Cisco Systems. Oracle Corp.. and SAP AG. However,
until recently. Universal StreetTalk required a Vines server: but in order 1o compete in an increasingly tough
market. Banyan has decided to unbundle its network services from Vines and offer them separately

s NDS. Novell has now added the same facility for NetWare networks. in the NetWare Directory Scrvice
(NDS) product.

e  Windows NT 5.0. Microsoft joined the fray late in the game. but plans to add global directory services in the
newest release of Windows NT

e  NIS+. Sun's Network Information Services Plus (NIS+). bundled with several different UNIX operating
svstems. aiso compeles in the global directory market. NI1S+ is based on Sun's older NiS product. which was
known as Yellow Pages. NIS+ uses a tree-based hierarchical directory. and keeps directortes sy nchronized
by transmitiing only changes. The older version sent the entire directory map in the process of
svnchronization.

Although each of these vendor solutions has pfopn‘etar_v components. they are all moving toward supporting
X.500 as a means of exchanging directory information between them.

X.500 Lite X.500 Lite. also known as Lightweight Dircctory Access Protocol (LDAP). presents uscrs with a
faster wav to get data out of an X500 directory. The full X.500 Directory Access Protocol (DAP) is much oo
processor-intensive to run on a standard deskiop PC. Like DAP. LDAP takes information out of the X.500
directory service in response 1o queries. However. there are a fow differences between DAP and LD AP that make
LDAP much more bandwidth-conscious. With LDAP, there is a limit on the number of replics that can be
returncd in responsc to a query. LDAP also differs from DAP in that no referrals are altowed. Under DAP. if a
server is unable to fulfill a query. a referral technigue enables the search to continue on other servers. LDAP is
easicr to implement and use. and several vendors have announced plans to support the new standard. including
Novell. Banyvan Systems. Lotus Development and Netscape Communications.

LDAP supports these operations: search. add delete. modify, modify RDN. bind. unbind. and abandon. It does
not include the list and read functions found n the full X.500 implementation:; rather, list and read are
approximated with the LDAP scarch function.

An LDAP databasc record includes basic information. such as name and e-mail address. but can also include
additional fields. such as address. phone. and public encryvption kev. LDAP was created at the Umiversity of
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Michigan under an NSF grant. A consortium of 40 companies have announced support for LDAP. if this type of
support continues. the dream of an Internet-wide directory might eventually become a reality.

ON THE WEB: http://www umich edu/~rsug/ldap/ LDAP clients for several platforms are rcadily
available from the University of Michigan Wcb site.

Emulation

Emulation is a software laver that enables one type of system to run applications meant for another type of
svstem. Emulation sofiware can display a PC window on a UNIX workstation screen. enabling the UNIX user 1o
work as if she was working on a standard PC. Software that does the reverse (that is. it enables a PC to emutate
UNIX) is also available. However. most ¢mulation solutions suffer from sluggish performance and hmited
compatibility. There are several commergial emulation packages available, Some of the popular ones are the
Macintosh Application Environment, which is a Motorota 68K emulator; Wabi {Windows application binary
interface) from SunSoft (Chelmsford. Massachusetts): and Insignia Solutions Inc.'s (Inglewood. California)
ScftWindows, Wabi and Soft Windows are x86 emulators that run on UNIX worksiations

Middleware

Application-to-application communications in 2 multivendor network can often be achieved through a new type
of software. termed middleware. that sits between the application and the operating svstem. Developers can use 1t
to accommodate multiple protocols. plaiforms. and languages. and exchange messages between applications. The
goal of middleware 1s 10 give users seamlbess access 1o applications and data, regardless of platform or operating
svstem. There are several tvpes of middleware. inctuding network gatewavs. Message-Oriented Middleware
(MOM). remote procedure ¢alls (RPCs). object request brokers (ORBs). and transaction processing (TP)
moniuors.

With RPCs. a client process calls a function on a remote server. waits for the result. then continues processing,
after the result is received. This synchronous model contrasts with the asyvnchronous techniques used with MOM
and TP products, which queuc messages Synchronous muddieware products are used in situations where bi-
directional. real-time communications is essenual: asynchronous communications are used where ncar-rcal-time
is acceptable and high volume and speed are umponant.

MOM products handle message queuing in one of three ways,

s Nonpersistent queing stores queuc data in volatile memory., which increases performance. but 1s at risk of
being lost in the event of network failure.

»  Persistent queuing is slower than nonpersistent. but more secure. This tvpe of queuc data is stored on disk.

s Transactional queuing is also disk-based. but includes a mechanism for verifving that messages have been
recened

TP monitors can mamntain transactions over multiple servers. and are used in high-volume. critical environments.
Middleware is a vague term. and can have different meanings depending on the sitnation. Generatly. middleware

sits between the client and server. but it can also sit between the application and the database, Some middleware
is based on messaging. while others are replicatton-onented or transaction-oriented.
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Object request brokers (ORBs) are not stricily middleware, but they might have a significant impact on the
middleware market as the Common Object Request Broker (CORBA) architecture matures. One limitation of the
ORB model is its limitations in connecting legacy systems to new architectures. Middleware is largely a cusiom
business. with little available in terms of off-the-shelf. readv-to-run products. For more about CORBA and object
technology. refer to Chapter 13. "Software Considerations.”

Advances in middleware technology are permitting more end users to share information. regardless of the
underlving network and operating system platform. For example, Teknekron Software Systems. Inc's
Rendezvous Software Bus works as a communications software laver. which is able to translate data from
different applications into a common format. Applications wanting to access data from a different application
merely plug into the bus to access data from any source. With tools such as Rendezvous. it is no longer necessary
to establish individual point-to-point links between many applications.

IBM's MQSeries middiewarc. a messaging and queuing technology. lets users establish links between
client/server applications and legacy data. IBM has added object-oriented technology and asvachronous
commumnications {eatures to the middleware, which offers direct links to legacy TSQ, IMS. and CICS packages. It
is used o simplify the process of establishing application-to-application communications hinks. and permits
applications 1o communicate asvnchronousiv,

Novell's Tuxedo transaction processing monitor s being positioned as a key middieware tool for connecting
Windows NT. UNIX. and mainframe svstems into NetWare networks. With Tuxedo. developers can create
distributed applications that arc operating system-independent.

Fitting NetWare for a Tuxedo

Novell has established a partnership with BEA Systems (Sunnyvale. Califormia) for future development off
Tuxedo. The partnership will focus on integrating Tuxedo with NetWare. Tuxedo's namespace will be
replaced with NetWare Directory Services (NDS). which will give NetWare users casy access (o dozens of
applications and processes running on multtple platforms Under this scenario. a NetWare uscr could merely
click an object in the NDS tree that represents a process or application running on any server. Consequently.
users would no tonger have to run live sessions in UNIX. NT. and NetWare simultaneously. Tuxedo would
instead monitor calls to specific applications.

SNA-LAN Internetworking

As intemetworks grow in size and complextity. manv corporations are recognizing the need to integrate legacy
data and applications with their LANs. Simply eliminating mainframes completely in favor of a distributed.
client/server environment might initially sound attractive at first. but can be an enormously complex and costly
procedure. especially if several mission-critical programs and datasets reside on a mainframe or midrange
platform.

IBM has embraced the necessity for integration by enabling NetWare to be integrated with the AS/H00. A new
board-level file server for the AS/400 adds NetWare support to the platform. Previousty. the AS/400 could only
run IBM's own OS/2 LAN Server network operating system. Although LAN Server is faster than NetWare,
NetWare integration is an important step because of NetWare's large presence. The addition of NetWare support
will lct the AS/400 run business applicauons perform file and pnnt sharmg and elimunate costs by cutting out the
need for additional PC servers.

There are a number of software options for connecting 32-bit Windows desktops to mainframe and midrange
platforms. Vendors such as Wall Data. NetSoft. and Walker Richer & Quinn arc offering connectivity software
for this purpose. Wall Data is planning Windows 95 and Windows NT versions of the Rumba Office product:
IBM 1is also geiting into the game with the Personal Communications product family. available for Windows 95
Others include Auachmate’s Extra Personal Client 6.0. NetSofi's NS/Elite and NS/Router. and WR(Q's Reflection
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3270 and Reflection AS/400. Many of these products offer much more than plain icrmuna! emulatnon. Many
suppori OLE 2.0 technology. and offer Windows users direct access to legacy databases.

IBM's 3172 Interconnect Controller Model 390 for the Network Control Program-Multinetwork Server (3172-
390) attaches to a 3745 front-end processor. and is used 10 off-load SNA and TCP/IP session establishment
routines from the mainframe. This can significantly decrease WAN maffic. because administrative wraffic no
lenger has to be sent across the WAN. The 3172-390 can be used as a 1ool to migrate to APPN. It supports
TCP/IP routing as well as APPN. although this support can also be achieved with IBM's 3746-950.

IBM's front-end processor family. the 3746 Nways Multinetwork Controllers. can help vou with the task of
runmng SNA. APPN. and LAN traffic to the mainframe. Two models are available: the 900 and 930. The 3746-
950 supports APPN. dependent LU Requestor (dLUR). and Enterprise Systems Connection manframe links
dLUR is used 1o permit SNA devices 1o communicate over an APPN network. A later release of the 3746-950
will include support for TCP/IP routing protocels. IBM is also expected to add ATM and ISDN suppont.

The larger 3746-900 is used primarily in scenanos where vou are migraung to APPN and deploving a
multiprotocoi backbone. The 3746-900. an expansion unit for the 3745 front-end processor. lets you retain your
onginal investment in 3745s while participating in an APPN network.

One of the liggest factors in SNA/LAN integration is the availability of network management. Cisco Systems
Inc. And Cabletron Systems 1nc. have both released new products for managing routed networks carrving both
SNA and LAN traffic. Cisco's CiscoWorks Blue and Cabletron's BlueVision 2.0 can consolidate management of
an SNA/LAN internetwork.

One problem in integrating SNA with other systems is storage management. Storage Technology Corp. (Denver.
Colorado) has a product called Enterprise Volume Manager. which unifies UNIX and mainframe siorage
management by allowing combined MVS/UNIX svstems to share a single tapc transport and library. The
company has plans for multiplatform storage management products that accompany lape. disk. and solid state
media. The Expert Voiume Manager software 1s deploved by MVS users as a supplement to their tape
management svsiem and hierarchical storage management software. and brings many of the benefits of UNIX 10
the MVS environment.

Optrons for connecting Windows 93 to SNA environments emerged almost as soon as Windows 93 hit the streets.
Microsoft's Windows 95 client for Microsoft SNA Scrver is an SNA gateway that lets Windows NT seners work
as a bridge between Windows clients. IBM mainframes, and AS/400s. The Windows 93 client software sernves as
a platform for SNA apphcations running on Windows 935 and connecting 10 1BM hosts. Windows 93 Client for
SNA Server provides Windows 93 users with access to the IBM mainframe for AS/400 applications and data.
Those sites with large mvesiments in IBM host systems can provide a Windows 95 desktop to their users. while
still retaining their legacy systems. The client includes an ODBC driver that permits users (o access att IBM DB2
databascs. Windows Y35 clients can also download large host files.

Third-party preducts are also widehy available for connecting Windows %5 to host platforms.

_9.
PC LAN Network Operating Systems

As discussed in Chapier 8. "Services.” PC LANs relyv on a robust set of services delivered 10 PC clienis by
designated senver svstems. Originallv. PC LAN servers only provided simpie file and print sernvices. but over time
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the role of a PC LAN server has expanded to include application serving,. database support. transaction
processing. and a variety of other client/server-related functions. In many ways. the growing and expanding role
of the PC LAN server is challenging the traditional services offered by commercial midrange and mainframe
compulters.

Although a variety of vendors competed for the fledgling PC LAN market in the 1980s, one company managed to
obtain the lion's share of the market—that company was Novell. Novell's product. NetWare. ran on a dedicated
PC and provided simple file and print services to other PCs in the network. NetWare became widely popular
largelv because it was one of the few products on the market that enabled vou 1o use whatever type of LAN vou
preferred--vou could implement NetWare over ARCnet. Ethernct. or Token Ring. Most of the other
contemporary PC LAN products were tied to specific LAN nypes or

specific LAN adapters.

NetWare sct the stage for the emerging PC LAN market by defining the capabilities consumers expected out of a
file and print server. Of course. no leading product can stay unchallenged for long. and Novell's NetWare soon
faced serious competttion from products offered by Banvan Systiems (VINES), IBM (LAN Server and then
0S/2). and Microsoft (LAN Manager. Windows for Workgroups. Windows 95. and Windows NT).

The following is a quick overview of these four companies and their PC LAN products.

e Novell. As the market leader. Novell set the stage for a long line of PC LAN innovations that extend well
bevond simple file and print services. Novell designed the NetWare Load Module (NLM) to cnable third-
party companies to write server-side NetWare applications and enterprisc-oriented features. such as fauit
tolerance and data recovery. In terms of scalabihity, Novell extended the power and performance of NetWare
by allowing other companies to port NetWare from its Intel-onlv origin to high-end RISC svsiems. such as
the HP9000. At the network level. the routing capabilitics and simple client configuration of Novell's IPX
protocol suite enables NetWare customers 1o easilv construct networks of anv sizc. Novell has further
reinforced the case-of-installation and ease-of-maintenance of NetWarc with the release of NetWare
Directorv Services (NDS). a global directory structure for all NetWare resources

+ Banvan Systems. Banvan Systems' VINES (Vlrtual NEtwork Softwarc)provides file and print serving
services similar to NetWare, but VINES runs with existing network protocols. such as TCP/IP. SNA. and
others. More sigmficantly. VINES was the first PC LAN product to support a nctwork directory service,
which Banvan named StreetTalk, StrectTaik presents a single directory that encompasses multipic servers
and allows users 10 login only once to access multiple servers. Of course. Novell later added its own network
directory service in version 4.1 of NetWare. and other network operating systems vendors are lollowing suit,
Banvan is. however. unbundling StreetTalk, and offering it for other platforms, such as Windows NT.

o [IBM. IBM's origmal PC LAN product was the LAN Server. a dedicated server product that shares the same
protocol suite (NetBIOS/NetBEUI) and same overall architecture as Microsoft's LAN Manager product. This
should not be a big surprise becausc IBM was onc of the core developers of the NetBIOS/NetBEUI protocol
suite and the Server Message Block (SMB) architecture used by IBM. Microsoft. and others. IBM's DOS -
based LAN Server tcchnology was then iniegrated into it's OS/2 server product. OS/2-based file and print
servers have achieved a reputation for stability and reliability; however. OS/2 servers tend (o be implemented
in sites that have other IBM cquipment--AS/400 and mainframes in particular.

e  Microsofi. Microsoft acquired most of its networking technology from 3Com Corporation. Microsoft
incorporated the 3Com technology in its main product lines. starting with LAN Manager. a dedicated file and
print server simifar 10 IBM's LAN Server offering. Microsofi then went on to extend its networking
technology into workgroup environments with the release of Windows for Workgroups and Windows 95.
None of these Microsoft products offered the stability or performance of a dedicated Novell NetWare server-
-but this changed with the advent of Windows NT Server. Windows NT Server is an enterprisc-oricnted
product that can compete head-to-head with NetWare, Windows NT Server also offers additional features
and valuc--most notably. the capability 1o run on a wide range of platforms. fully inicgrated support for
TCP/IP. and support for a range of software products that enable an NT Server to lunction as a full-blown
application senver.
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The PC LAN products offered by all four of these vendors (Novell. Banvan. IBM. and Microsoft) remam in use
today. but two specific products are now competing to dominate the modern market: Novell's NetWare and
Microsoft's Windows NT Server. With this in mind. the remainder of this chapter will focus on NetWare and
Windows NT Server.

Novell NetWare

As discussed previously. Novell pioneered the PC LAN network operating system in the PC market. From a
technology perspective. however. Novell offered few true innovations in the area of file and pnnt sharing--most
of the concepts Novell implemented were borrowed from other computer markets. For example. if vou look
closely vou can sce thai the original NetWare implementation bears a striking resemblance to Sun's NFS
implementation

Although vou can find fault with Noveli's lack of technical innovation in its early davs, vou certainly cannot fault
Novell's marketmg expertise. In the early days of PC LANs. a number of companics--some big. some small--
rushed products to market to claim space in the exploding market. in all fairness. many of these products offered
technical features and functions superior to NetWare: however. none of the companies behind those products
could match Novell's marketing effort. Novell took a solid. but hardly best-of-breed product. and leveraged it into
a leadership position through salesmanship and marketing savvy.

Of course. after Novell gained control of the market. they made major develop investments in NetWare to shore
up some of the technical inadequacies and insure 1's longevity in the market. One of the key carly developments
was the relcase of a Svstem Fault Tolerance (SFT) version of NetWare that addressed the data protection/data
recovery demands of large businesses

Another carly criticism of NetWare was that it was a closed operating system--vou had to run NetWare ina
dedicated Intcl-based svstem Novell addressed this complaint two ways First. Novell licensed other companies
to port NetWare to non-Intel svstems. such as high-performance UNIX systems. These svstems were quile
capable of running both NetWare and other business applicaitons concurrently. Second. Novell developed an
application environment inside the NetWare server that permitted third-party companics 10 write senver-side
programs Thesc programs are referred to as NetWare Load Modules

(NLM) and can handic svstem-oricnied functions. such as tape backup or application-oricnted functions When
used m an application capacity. the server-side component is tyvpically part of a larger. clienv/server application.

Like any large. prosperous, and fast-growing company. some of Novell's new products and new ideas were less
than successful For example. back in the early davs of PCs. when PC hardware was sul} quite cxpensive.
customers demanded a non-dedicated version of NetWare so thev could also use the server svsiem as a desktop
system. Although Nove!! did. in fact. come out with a non-dedicated version of NetWare. the implementation was
very awkward and deskiop performance was so unpredictable that the product was impractical to use m most
cnvironments

Novell also proved itself capable of making mistakes on an cven grander scale. At one point Novell went through
a phasc of acquisition-mania. purchasing a broad set of companies and products that had nothing to do with
NetWare. The intent of these acquisitions was for Novell 10 broaden its basc bevond NetWare and 1o enter the
highty competitive (and lucrative) application suite market. During this phase. Novell purchased high-profile
products such as WordPerfect and Quattro Pro,

In addition to acquiring application-oricnied products. Novell also acquired a full-blown impiementation of
UNIX that it renamed UnixWare, At the time. Novell's plan was (o create a "SuperNOS" by merging NetWare
and UnixWare. This SuperNOS would enable Novell to better compete with the emerging Windows N'T product
as well as with the ever-poputar UNIX operating system
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Unfortunately for Novell. neither the application suite nor the SuperNOS strategy panned out—-Novell succeeded
only in wasting millions of dollars and vears of research. Worse. Novell's lack of focus during this phase enabled
Windows NT to penetrate deep into Novell's file and print server market.

Since that time. Novell has divested itsclf of both the applicatton and UNIX products and has recommitied itsetf
to enhancing NetWare on several fronts. On one front. Novell has launched a Smart Global Network initiative.
Under this initiative NetWare services will be extended to the Intemet and to other tvpes of networks so NetWare
can become the cenirat focus of networking in a heterogeneous environment. Additionally. Novell's Net2000
initiative is largeted to establish an open set of APIs that will permit users 1o access network services from non-
NetWare platforms and help ease the task of building distributed applications.

NoveH has clearly realized that it is becoming rare for an enterprise 0 use a single server operating s stemn. With
this in mind. Novell plans to integrate Microsoft. HP. IBM, Sun. and SCO server platforms by making them all
manageable via Novell's NetWare Directory Services (NDS). NDS, introduced in NetWare 4.1. is a global
directory service that provides an orgamzed. hierarchical structure for the administration and managentent of
network resources (in other words. users. file servers. shared printers. and so on).

NDS offers a significant advantage over the older NetWare bindery. Under NDS, the entire network appears 10
the end user as a single entity. and permits a single log on to access all servers and shared network resources.
Because the NDS structure is replicated across servers. there is no single point of failure. The NDS naming
higrarchy can contain up to 15 levels of names (StreetTalk offers only a three-level naming hierarchy) This
allows for a great deal of flexability, but also raises the potential of

creating overly complex or difficult-to-use names for network resources. In a very real sense. NDS has become
Novell's kev competitive advantage in the PC LAN market.

Integrating NDS

Rather than limiting NDS to a NetWare-only environment, Novell is extending NDS 1o other
environments, For example. Novell is working with HP 10 join DCE software with NDS in a future 64-
bit UNILX release. Novell is also collaborating with SCO so that it can merge NDS with the 32-bit SCO
UNIX systems. Similar plans are underway for intcgrating NDS with other vendor operating svsiems. as
well as for releasing NDS client softwarc for a varicty of desktop operating svstems,

Finalkv. Novell is also improving NetWare's position in large enterprise environments. In large environmenis.
NetWare worked well as file and print servers, but did not farc well as database or messaging servers. To address
this limitation. Novell has introduced NetWare Symmetrical Multi-Processing (SMP) 4. 1. which enables
NetWare to take advantage of multiple processor hardware platforms. Under this release. an SMP NLM replaces
the NetWare OS kemel that comes with 4.x. SMP's

multiprocessor performance is comparable to that of NT. and scales well with additional CPUs. NeiWare 4.1
SMP is currently available only from server hardware vendors. but Novell is also planning to itroduce a shrink-
wrapped version.

Basic Architecture

The server aspect of NetWare was designed (o operate in a dedicated. Intel-based system. Although NetWare has
been ported 1o non-Intel svstems wherc it can run alongside other applications, the majority of NetWare
installations are. in fact, dedicated. Intcl-based servers. In this environment. the core NetWare system 1s launched
from DOS--vou boot up the server under DOS and then min NetWare. At that point. NetWare takes over the
svstem and DOS is no longer the domunale operating svstem.

The configuration and management of a NetWare svstem can be performied at the sysiem console. which is the

kevboard and the monitor attached to the system. The svstem console provides a simple. character-mode interface
for configuration and administration asks. Altiernauvely. NetWare contains a remote console utility that enables
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vou to perform most console functions from a client workstation. In contrast the configuration and management
of the NetWare user environment 1s fvpically performed from a client workstation using an administration tool.

Originally. NetWare used scrver-based security that required each user to log on to everv server on which he or
she necded resources. With the advent of NDS. howcever. user permissions can be set up on a network-wide basis.
and each user simply has 10 log on to the network once. After a user logs on. NetWare can activate a user-specific
batch program (a log on script) that allocates the resources the user accesses on a regular basis. For example. the
log on script can mount NetWare directories as network disk drives so the user can access specific applications or
business data.

The configuration of the client-side software that handles the commumication between the client system and the
NetWare server(s) has changed dramaticaliv as NetWare has evolved. For NetWare releases prior to 3.12. the
client-side software that handles traffic to/from the network adapter has 10 be "generated” using the NetWare
utility WSGEN

WSGEN is an interactive program that combines software that handles the physical network adapier in a client
PC with software that implements the NetWare IPX protocol. WSGEN ouiputs a program file called 1PX.COM
that must be loaded in each PC prior to accessing the NetWare network. You need a version of IPX.COM for
everv unique tvpe of network adapter in vour PC network. and vou must make sure each version of IPX.COM
pairs with the network adapier it was generated to use.

In a pure NetWare environment. vou load IPX.COM in the AUTOEXEC.BAT file. Because IPX.COM handles
all the network adapter functions. NetWare requires no CONFIG.SYS device drivers. After IPX.COM loads. a
second NetWare program. NETX.COM. is launched to integrate the NetWare functions into the DOS
environment. After NETX.COM loads. vou can log on to a NetWare server and start accessing Net Ware scrvices
(for example. drivers. printers. NetWare Loadable Modules)

By most standards. intcractively generating an executable file (in other words. IPX.COM) to handie cach type of
LAN adapter is less than 1deal. especially if vou have more than one tvpe of adapter in vour network. For
example. if vou're installing a workstation n a remote depariment and vou bring the wrong IPX.COM file. vou're
basicaliv out of luck. You also have an issue of version control--if vou generate multiple IPX.COM files. vou
have to figurc out how to identify which file applies to which adapter.

Given the awkward nature of WSGEN. nertwork vendors looked at the problem of marrving proprictary protocols
to a wide range of network adapters and tried to find a better approach. One of the key outcomes of this
invesugation came in 1988 when IBM. Microsolt. and 3Com introduced the Network Driver Interface
Specification (NDIS) as part of the OS/2 LAN Server. NDIS addresses the problem of marrving adapier boards to
prolocols by dividing the functions into two logical lavers:

»  Adapter interface taver. Manages and communicates with the physical adapter. The adapter interface
presents a "generic” interface to the network interface laver (described below). so every adapter cssentially
looks the same

« Network mnterface laver. Implements the desired network protocols (for example. NetBIOS/NetBEUI or
TCP/IP) and communicates with the physical adapter via the "generic” interface the adapter interface faver
provides

Novell was not blind 10 NDIS's development, But instead of embracing NDIS. Novcll created its own solution--
the Open Data-link Interface (ODI). Like NDIS. ODI separates the physical network adapter's functions from
those of the network protocol. Despite the apparent similarities. however. ODI is not compatible with NDIS
(although NetWare does include an ODI "shim" module--ODINSUP--that enables NDIS and ODI trafTic to
coexist on the same physical adapter).

Novell's ODI standard requires certain files and programs to intcgrate network protocols with a wide varicty of
neiwork adapters Unlike Microselt's Network Dniver Interface Specification (NDIS). ODI does not requirc any
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device drivers in the CONFIG.SYS filc. [nstead. ODi operates from a batch file (normally the AUTOEXEC . BAT
startup file) or directly from a command prompt. The ODI programs include:

LSL.COM. The Link Suppon Laver (LSL) program is NetWare's ODI baseline program. It interfaces with
vendor-supplied adapicr programs and provides a consistent interface to the higher-level ODI modules.

XXOOOOXX.COM. Each network adapter manufacturer provides a software driver that operates with the
LSL program. For example. the SMC&000.COM program provides an interface to the Western Digital and
SMC line of Ethemnet Plus adapters.

Specific programs are then lavered on top of the previous two files 10 implement network-specific features and
functions. These files are:

[PXODI.COM. This program implements NetWare's core IPX protocol suite over the underlying ODI
drivers. 1t is analogous to the IPX.COM program used in pre-ODI environmenis

VLM.EXE, The Virtual Load Module (VLM) program slarts specific NetWare work- station services based
on the configuration file (described in the following paragraph). This program is the analogous to the
NETX COM program used in pre-ODI environments.

All the programs obtain configuration information from the NET.CFG file. a text file that defines the hardware’s
operational characteristics (for example, IRQ setting. port value, and DMA address). the operating parameters for
the vartous ODI programs. and the interrelationships between the programs.

NetWare also includes client software for other. non-PC clients. Although the implementation details for these
.other environments are obviously different then for a PC environment. they all accomplish the same net result--a
conncction to a NetWare server,

Network Support

As previously noted. NetWare tvpically relies on the Internet Packet Exchange (IPX) protocol as the network
transport between the client and server svstems. Although Nowvell is aggressively moving toward supporting
TCP/IP instead of IPX. the majority of NetWare installations still use IPX as the primary transport.

In reality. 1PX is not really a single protocol. but actually a suite of protocols (much like TCP/IP). IPX can carnyv a
number of service protocols. including the Sequenced Packet eXchange (SPX) protocol. By ftself. [PX isa
connectionless protocol that does not guaraniee delivery of messages. SPX. on the other hand. is a connection-
ornented protocol that runs as an extension to [PX and provides confirmation (or denial) of the end-10-¢nd
delivery of messages.

NetWare service protocols can run under just IPX. or the IPX/SPX combination. These services include:

NetWare Core Protocol (NCP). This protocel handles the mainstream NetWare services. including accessing
files and pninters on NetWare servers

Burst Mode Protocol. This is a varianon of the NetWare Core Protocol. Designed for high-volume
applications. Burst Mode enables a cliem to request and receive more data in a single message than under
NCP

Service Advertising Protocol (SAP). File. print. communication, and other types of servers announce
themselves at regular mitervals using this protocol Client PC's "listen” for this protocol to determine what
resources are avaifable within the network. Clients can also usc this protocol to inquire about the capabilities
of specific servers.
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e Routing Information Protocol (RIP). This protocol is used to help a message move from onc NetWare
network 1o a second NetWare network  Routing protocols like RIP 15 an important factor in how widc-arca
nctworks arc constructed.

The [PX protocol suile is cleatly one of the factors contributing to NetWare's success because IPX has a number
of advamages over the (wo other protocol suites commonly used in PC LANSs (i other words.
NetBIOS/NctBEUT and TCP/IP). These advantages include:

e Unilike TCP/IP. IPX does not require an extensive addressing scheme for clients and servers [PX. like
NetBIOS/NetBEULL relies on the hardware addresses burned into network adapters.

e Although IPX does not implement its own svstem-level addressing scheme. it is a fullv routable protocol
(that 1s. it supports network address assignments). Because IPX is fully routable. you can interconnect
muluple NetWare LANs 1n a relativelv simple fashion. In contrast. TCP/IP is also fully routable but
NetBIOS/NetBEUT is not.

+ iPX isa relatively efficient protocol because it docs not rely on client-initiated broadcast messages to
establish client/server connections (as is the case in NetBIOS/NetBEUD and it uscs bit-based Mags in 1ts
headers (unlike TCP/IP. which uses byte-based flags)

Microsoft Windows NT Server

Windows NT Server is the result of the successes and failures Microsoft has experienced with its carlier products
and projects. Windows NT Server was clearly affecied by the success of LAN Manager and Window s for
Workgroups. as well as the failure of Microsoft's involvement with O8/2. If nothing else. Windows NT Scerver
{and Windows NT Workstauon) 15 a genuine commercial-class operating svsiem--Microsoft's first entry into the
marketplace of enterprise-oniented data processing

Windows NT Server has not always been the darling of the industry In fact. the early releases of the product
weren't exactly welcomed with enthustasm. The first change that steered Windows NT towards its current
success came with the 3 51 release of Windows NT--a release that introduced support for nauve Microsofi file
and print services over TCP/IP. IPX. and NetBEUI This scemingiyv subtle change in networking support enabled
Windows NT to be casily deploved 1n existing networks

Although version 3.51 enabled Windows NT to enter into new corporations and gain new respect and
appreciation 1n the industry. that change was nothing in comparison to the changes that occurred in version 4.0 of
Windows NT. Version 4.0 featured the same uscr interface as Windows 93, which positioned Microsoft as a
provider of a complete client/server solution with a consislent. easyv-1o-use and easy-to-manage user imerface and
uscr cmvironment,

Of coursc. verston 4.0 also conained significant tmprovements over 3.31. For example. all of the NetWare
coexistence/migration tools (further discussed 1n the "NetWare/Windows NT Server [ntegration” scction at the
end of this chapter) were included on the distribution CD (they had previously been sold separately). Windows
NT Server 4 0 also featured betier TCP/IP integration. mcluding the capability to operate as a DNS server and as
a Web server (via the Internet Information Senvcr included on the distribution CD). Support for TCP/IP
ntegration 1s proving to be a crittcal component for Windows NT

Window NT 5,0 and the Internet

In the futare (3.0) release of Windows NT. the desktop environment will be Internet aware--cnabling
you to open up @ Web page just as eastly as vou can open a document on yvour hard disk, Furthermore,
many of the enhancements 1o 3.0. including Microsofi's new direclory services. are only targeted 10 run
under TCP/IP Microsoft is clearly betiing that TCP/IP will be the protocol suite of choice i most public
and private networks.
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Another subtle change that occurred afier the 4.0 release of Windows NT was Microsofi's approach to new
preducts, Prior 1o 4.0, the details of new products and features were kept under wraps. Afier 4 0. however.
Microsoft began a massive program of announcing and relcasing beta versions of most of its new products via the
Internet. Although Microsoft originally began this effort to better position its free Internet Explorer Web browser
against Netscape's Navigator web browser. the program has since grown to epic proportions.

One final key point that separates Windows NT Server from NetWare is that Windows NT Server is clearly more
than just a file and print server--Windows NT Server is an application server. Unlike NetWare. which requires
vendors 10 write NLMs. Windows NT Server can host conventional. Windows-based apphications. Client/server
connections can be accommodated 1o these applications using direct program-to-program communication. ODBC
(a distributed data base connection). and more recently ActiveX (a network-based Object Linking and
Embedding solution).

Microsoft's commitment to delivening an application server can be seen in its investment in the BackOffice suite
of programs. BackOffice contains a powerful database component (SQL Server). a mail/messaging componeni
(Exchange). a legacy connectivity component (SNA Server), a system management component (SMS). and a
fast-growing varicty of Web-based applications built around Microsoft's Internet Information Server.

In fact. for several vears Microsoft was willing not to challenge NetWare for traditional file and print busincss.
concentrating instead on the application server focus. Microsoft's reasoning was that if it could get a Windows
NT Server into a corporation as a mussion-critical application server, the file and print business would eventually
migrate to them anyvway. This has proven to be a successful strategy, although recently Microsoft has become
more willing to compete head-to-head with NetWare for conventional file and print server business.

Basic Architecture

Windows NT Server can be hosted by svstems using Intel or DEC Alpha processors. Earlier in its history,
Windows NT Server also supported MIPS processor systems: however. MIPS will no ionger be supported as of
the 3.0 releasc of Windows NT. Suppor for NT on the PowerPC has also been phased out by both Motorola and
IBM. and it is unlikely that Microsoft will continue to support the PowerPC architecture i subsequent releases.

The basic functions of Windows NT Server are consistent across all thesc tvpes of systems. but additional
application programs rght not be avatlable for all processor tvpes. For this reason. Intel-based machines are
deploved in the majority of Windows NT Server installations,

In addition to supporting different types of svsiems. Windows NT supports Symmetrical Multi-Processing
(SMP): therefore. Windows NT can immediatelv take advantage of svstems with multiple CPUs. You can deploy
a2 Windows NT Scrver in a one- or two-processor configuration and then upgrade it to a three- or four-processor
configuration when vou need additional performance improvemcnts. Obviously. the base hardware svstem vou're
using to host Windows NT Server must support multiple processor configurations for vou to perform this kind of
upgrade.

Processor configuration aside. Windows NT Server runs as a non-dedicated operating svstem--vou can use the
same svstem for deskiop applications if vou so destre (however. most corporations prefer to run Windows NT
Server as a dedcated system). In fact. Windows NT Senver is very similar (o its desktop counterpart. Windows
NT Workstation. Detailed analysis has shown that the operating system kemel is the same for both products.
Windows NT Server has. however. been fine tuned for server performance and includes additional software not
available for Windows NT Workstation.

The fact that Windows NT Server has a full GUI appearance makes it relatively simple to configure and
adminisier all aspects of the server environment. You can manage a Windows NT Server from the local kevboard
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and monitor and. as in the case of NetWare. vou can manage it from other workstations in the network. However.
many of the configuration and testing utilities are still command-line based.

In terms of security, Windows NT offers two tvpes of sccurity models: workgroups and domains. In a workgroup
model. the user authentication process occurs on each system in the work-group. Qther workgroup systems
"trust" that each svstem has performed the authentication. In a domain model. however, all users arc
authenticated by a central server (termed the domain controller). Using a centralized server provides greater
control and security.

From a broader perspective. workgroups are informal groupings of systems that elect 1o share resources with one
another. Domains. on the other hand. are formal collections of svstems that can be centrally controlled and
admunistered. The informal nature of workgroups makes it difficult to implement them as large. enterprisc-wide
solutions.

Unlike workgroups. domains can be interconnected. When vou tnterconnect domains. vou can ¢stablish trust
relationships between them so a user logged on 10 one domain can access resources in another domain without
being forced to log on to the second domain. Although this approach works well in simple organizations. trust
relationships can grow verv complex in large organizations. (For that reason. Microsoft is moving toward global.
NDS-like directory services. These new directory services are planned for availability in the 5.0 relcase of
Windows NT.)

One of the most unique aspects of Windows NT networking is how Windows NT separates client/server and
peer-to-peer services from the underlyving network protocol. Under Windows NT. vou can choose the protocol
vou want 1o use in your network--NetBEUIL IPX. or TCP/IP--without worrving how it will affect Windows NT
services for file shanng. printer sharing. and program-to-program communications, This flexibility cnables vou 1o
construct and admunister powerful networks that can address the needs of vour company without being
compremised by the demands of vour existing client or server computers.

Microsoft's model for integrating network protocols with network adapters is. of course. the NDIS model
previously discussed in this chapter. Microsoft's implementation of NDIS has. however. gone through dramatic
changes to keep pace with Microsoft's relentless march of new operating svstems.

For example. when NDIS originally started out in the DOS environment. it was a completely static model where
all protocols had to be bound 1o the network adapters at boot time via the CONFIG.SYS file and then activated
via a "NETBIND" command in the AUTOEXEC.BAT file. The detailed information about adapter settings (IRQ.
DMA. pont address. and so on) and about the protocols was placed in a separate PROTOCOL.INI file

After all of the protocols were locked and loaded. vou could not add new protocols nor could vou unload any
running protocols without reconfiguring vour svstem and rebooting it. This structure worked fairly well for DOS
but it proved to be difTicult to operate under Windows Therefore, Microsoft made some subtle changes 1o its
NDIS support when it introduced Windows for Workgroups.

Under Windows for Workgroups. Microsoft moved the PROTOCOL.INI file into the Windows dircclory and
moved some of the information that had been contained mn the file into some of the standard Windows
configurations files (for example. SYSTEM.INI and WIN.INI). Microsoft also introduced the NDIS Demand
Protocol Architecture (DPA). Under DPA. network interface drivers can be loaded as terminate-and-stav-resident
(TSR routines from the DOS command line (or AUTOEXNEC BAT file) instcad of as device drivers from the
CONFIG.5YS file.

Despite the mtegration into Windows for Workgroups. NDIS support remained mainly under the control of DOS.
The network protocols were set up and activated before Windows was even launched. This same strategy could
not work under Windows 95 and Windows NT because neither of those operating svstems feature an underlying
DOS laver to handie NDIS functions. As a result, NDIES had o be completely integrated into Windows 95 and
Windows NT. Of course. vou still need to reboot your sysicm to activale any changes vou make to vour protocol
environment
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windows NT Server contains client sofiware for all PC environments (DOS. Windows. Windows for
Workgroups. and Windows 95). Windows NT Server has the capacity 10 emulate a Macintosh file and print
server; therefore. some ievel of integration is available with Macs without requiring any changes or new software
in Mac clients. Support for UNIX clients and other clients must be obtained from third-party companies.

Network Support

In order to appreciate the advantages of the Windows NT multi-protocol network support. vou nced to look back
at the original networking model used by IBM. Microsofi. and others. This model was created in 1984 when IBM
and Sytek released a LAN-based message interface system named the Network Basic Input/Output System. better
known todav as NetBIOS. NetBIOS is a generalized program-to-program communication facility that enables
peer-to-peer and client/server communications between PCs operating in a LAN environment.

NetBIOS facilitates communication through three key services:

» Name service. Each PC using NetBIOS is assigned a logical name (for example. MKT1. SALES, KELLY.
and so on). and other PCs use that name 1o communicate with that PC PCs learn about one each others
names by listening to announcements PCs make when they join the LAN (for example. "MKT] now
available for service"} or by broadcasting a discovery request for a name (for example. "KELLY . ar¢ you
there?"). Each PC keeps track of the names of other PCs in a local, dvnamic table. No centralized name
servers arc required {or supported).

» Session service. A PC can establish a session with another PC by "calling” it by name. After the target PC
agrees 10 communicate with the requesting PC. the two PCs can exchange messages with one another until
one of them "hangs up.” Session service is a connection-oriented service. so while the two PCs arc
communicating with one another, Ne(BIOS provides message sequencing and message acknowicdgments (o
insure that all messages scnt arc properly received.

s  Dalagram service. Datagram scrvice is a connectionless service that does not require a PC to establish a
session with another PC in order to send messages and does not guarantee the receipt of anv messages sent.
Datagram services can be used to deliver broadcast or informational messages. Application-level session
controls and acknowledgments can also be placed on top of datagram services to make them more reliable.

In addition to these three core services. NetBIOS provides a limited number of status and control functions. For
example. these functions can be used to cancel a NetBIOS request, discover the current status of the NeitBIOS
interface. or start a NetBIOS-level trace.

When NetBIOS was first released. the term NetBIOS encompassed both protocol-level and service-level
functions As the industry moved toward using well-defined computing models that separate protocols from
services (among other things). the NetBIOS protocol and service aspects were formally separated and the term
NetBIOS Exicnded User Interface (NetBEUI) was adopted to define the protocol-level functions,

Microsoft pioneered the usage of the term NetBEUI and included support for the NetBIOS/NetBEUI combination
in its DOS-based LAN Manager product. i its Windows for Workgroups (WFW) offering. and. of course. in its
Windows NT Workstation and Server products. Unfortunately, while Microsoft clearly distinguishes between the
NetBIOS and NetBEUI functions. many other vendors continue to use the term NetBIOS {o refer to both protocol
and service functions.

As noted. NetBIOS provides a gencralized interface for program-to-program communications. NetBIOS does

not. however. provide specific services to facilstate file. print. and other user-related services in a peer-to-peer or
client/server LAN. That task falls on the shoulders of Server Message Blocks (SMB).
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Like NciBIOS. SMB is an interface system. But where NetBIOS is a generalized interface svstem. SMB isa
specific interface svstem that cnables file sharing. print sharing. and uscr-based messaging. Some of the specific
services supported by SMB include:

Connection Related Scrvices
Start/end connection

File Related Services

Get disk attributes

Create/delete directon

Scarch for filec name(s)
Creae/delete/rename file

Recad/wrile fike

Lock/unlock file arca
Open/commit/ctose file Get/set file attributes
Print Related Services

Open/close spool file

Write to spool ll';]e Query pnnt queuc
User Related Services

Disc-évcr home syvstem for user name
Send message to user

Broadcast messagc to all users

Receive user message(s)

In the Windows NT environment. SMB functions are integrated into the operating svstent. For example. when
vou use File Manager 1o connect to a network drive (or vou issue a "NET USE" command). vou arc invoking
SMB functions. Also note that NetBIOS and SMB often work together. For example. when vou go 1o connect (o
a network drive. vou rely on NetBIOS services to find the name of the sysiem sponsoring the directory vou need.
but vou actually connect to and access that network drive using SMB services,

As successful as the SMB/NetB1IOS/NetBEUI architecture has been. it is not without its limitations:

As discussed earlier. NetBIOS uscs svstem names 10 ¢nable and manage end-to-end connections. Under
NetBIOS. names are resolved using broadcast-orienied techmques. For example. when a svstem joins the
LAN it broadcasts its name and when a svstem wants (o ¢stablish a connection to a svstem it has not
previousiy heard from. it broadcasts a name discovery message. Unfortunately. broadcasts create overhead in
a LAN and can negatively affect overall performance.
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« NelBEUI does not use any addresses other than the physical LAN adapter address (also known as the
Medium Access Control. or MAC. address). In contrast, protocols like IPX and TCP/IP add a sccond level of
addressing that defines a network address. This second level address enables IPX and TCP/IP to quickly
determinc if a transmitted message needs to be routed to another physical network (because it has a different
network address) or if it can be serviced on the local network. Because NetBEUI does not use a second level
address. NetBEUI cannot distinguish between local and non-local messages. and is thercfore considered a
non-routable protocol.

When you combine the NetBIOS limitation with the NetBEUT limitation. vou end up with network traffic that is
difficult to manage over multiple. interconnected LANs or in a complex LAN/WAN environment. Specifically.
vou have NetBIOS generating lots of broadcast messages to resolve names. and because NetBEUL does not
support network addressing. these broadcasts must be sent to all of the attached LANSs. In effect. NetBIOS and
NetBEUI aggravate cach other's limitations.

Fortunately, Microsoft recognized the limitations of NetBIOS and NetBEUI and included alternate approaches in
the network architecture for Windows NT. Under Windows NT. vou are not forced to run NetBIOS and SMB
over NetBELil--you can. in fact, choose the network protocol that makes the most sense for your orgamzation's
overall network composition. Because vou are no longer forced 1o use NetBEUI for native Microsofl networking
traffic. vou are no longer constrained by the NetBEUI

limitation.

What LAN-level protocols can vou choose from? Microsoft provides three protocols that can be used 1o carry
NetBIOS and SMB traffic:

s  NctBEUI Frames (NBF), This is an enhanced version of NetBEUI that supports a larger number of sysiems
than the original NetBEUIT protocol. Unfortunately. the enhanced version does not include any network
addresscs and therefore stiil suffers from the same intemetworking limitation as the original protocol.

e Intermetwork Packet eXchange/Sequenced Packet eXchange (IPX/SPX). As noted. IPX and SPX are the
main protocols used in Novell NetWare networks. IPX is a connectionless protocol with no guaranieed
delivery and SPX is a connection-oniented protocol with guaranteed delivery.

e Transmission Control Protocol/Intemnct Protocol (TCP/IP). TCP/IP is actually a suite of protocols that
inctude TCP, IP. the User Datagram Protocol (UDP). and several other service protocols TCP is a
connection-oricnied proiocol with guaranteed delivery and UDP is a connectionless protocol with no
guarantces. Both TCP and UDP relv on IP to resolve network addresses and facilitate the end-to-end delivery
of messages.

As previously noted. TCP/IP and IPX implement network addresses: therefore. they are both considered routable
protocols that can easily be imegrated into multi-LAN environments and large wide area networks. This makes
either protocol a superior choice to NetBEU! for most applications.

Unfortunatcly. the standard implementanons of TCP/IP and IPX do not address the broadcast-inicnsive nature of
NetBIOS. Because NetBIOS operates above the LAN-laver protocol. it is isolated from the techmical details of
the underlving protocol. and by the some token. the underlving protocol is isolated from the technical details of
NetBIOS. That means that NetBIOS name resolutton will. by defaull. be handled using broadcast techniques,
regardless of which LAN-layer protocol is in use.

Microsoft did. however. address this problem by creating optional enhancements for the TCP/IP implementation
in Windows NT--and onlv for the TCP/IP impiementation. Specificallv. Microsoft borrowed an idea (or two)
from the way TCP/IP is implemented in a UNIX environment and implcmented three ways of resolving NetBIOS
name requesls withow gencrating broadcasts

+ LMHOSTS. You ¢an configure 2 LMHOSTS file in each Windows NT svstem. LMHOSTS is a simple text

file that contains a list of Ne1tBIOS names and the corresponding TCP/IP address for each name. This is
similar to the way that UNTX hosts usc a HOSTS file to resolve native TCP/IP name-to-address translations.
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(You should note that Windows NT also supports a HOSTS file for TCP/IP traffic that does not invoive
NetBIOS.) '

o  WINS. You can implement a Windows Internet Name Service server. A WINS server provides a centralized
database that maps NetBIOS names to TCP/IP addresses. When a WINS client wants 1o know the address for
a NetBIOS name. it simply asks a WINS server. This 1s simular to the way that UNIX hosts usc Domain
Name Syvstem (DNS) or Network Information Service (NIS) name servers

¢ DNS You can also use a DNS server (UNIX or Windows NT Server) 1o resolve NetBIOS names into
TCP/IP addresses. Microsofi is currently moving away from WINS and toward DNS as its preferred method
of NetBIOS name resolution )

A given Windows NT svstem can use any one or a combination of any of these approaches. In the event none of
the above approaches are used. the NT system will resort to using broadcasts for name resolution. Assuming.
however. that onc of these approaches is in place. the TCP/IP software in a Windows NT svstem will look for
NetBIOS name discovery requests. When it sees such a request. it will send an inquin request to a WINS scrver
or look for the name in its local LMHOSTS file.

Finailv. please note that the Windows NT implementation of TCP/IP also supports a dvnamic 1P address
assignment protocol--the Dvnamic Host Cenfiguration Protocel (DHCP). DHCP greatly simpliies the
configuration of client svstems in a TCP/IP network. Instcad of assigning and configuring unique 1P addresses in
each chient PC. you simplv configure them to use DHCP and they will automatically receive an IP address
assignment from a DHCP server svstem (tvpicaliv a Windows NT Server svstem).

The real beauty (from a networking perspective) of the Windows NT environment is that 1t enables vou to deplov
multiple protocols on a concurrent basis. With Windows NT vou can run native Windows NT networking
services over IPX and run native TCP/IP services (in other words. Telnet. and fip) over TCP/IP. Alternatively,
vou can run native NetWare services over IPX and run natrve Windows NT networking services over TCP/IP
You can even deploy all three protocol suites—-NetBEUL

IPX. and TCP/IP--and enable native and non-native scrvices over all of thenw

Microsoft and TCP/IP

As Microsoft continues 1o enhance Windows NT. the multi-protocot scenario will begin to change
because Microsofl is making a greater investment in TCP/IP-based services. For example. in the 3.0
releasc of Windows NT. all of the new directory services will only be available if vou are using TCP/IP
as your primary transport Microsoft clearly believes that TCP/IP will be the de facto network protocol
for the majority of the industry. You will. of course. still be able to run the other protocols. but if vou do
not run TCP/IP as weil. vou will find vourself feaure-limited.

NetWare/Windows NT Server Integration

The reality is that many organizations choose to deploy both NetWare and Windows NT Server. For example. a
company might usc NetWare for file and print serving. but use Windows NT Scrver as a data basc server for
client applications. This kind of cocxistence results ina requirement for a client systems to be able (o access both
Ivpes of servers

Because Microsofi operating systems control the majority of desktop environments. it should be no big surprise
1o discover that Microsoft is the primary provider of NetWare/Windows NT Scrver coexistence solutions
NetWare/Windows NT Server coexislence selutions take on three forms:

¢  Concurremt access. Running two sets of client software in cach deskiop svsiem so each client sysiem can
access both servers concurrently
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e  Emulation, Using a Windows NT Server to emulate a Novell server so clients can use exisung NetWare
client sofiware to access NT resources.

e  Gateway. Using a Windows NT Server as a gateway so that clients see the NetWare server as part of the
Windows NT Server svstem.

The first solution—running two sets of client software in each desktop sysiem--is really only practical if the
desktops are running Windows for Workgroups, Windows 95, or Windows NT Workstation. These three
operating svstems can easily supporn concurrent access to two different types of servers, You can use Novell-
provided client software in all of these three cases. or vou can use the Microsofi-provided NetWare client
sofiware in the Windows 95 and Windows NT Workstation environment.

Although concurrent access to both tvpes of servers is technically possible in DOS and Windows environments. 1t
is very difficult to implement and manage. If you are operating in either of these environments, yvou are better off
looking at the other two approaches.

The second solutton--having a Windows NT Server emulate a NetWarc server--1s accomplished via the NetWare
file and print services included in the 4.0 release of Windows NT Server. After this software is instailed. the
Windows NT Server emulates a NetWare server and clients can connect 10 it to access file and print resources
using standard. client-side NetWare software. In most cases. this solution is implemented as a migration strategy-
~clients are given access to both servers as information is moved

from the NetWare server to the Windows NT Server svstems. Afier evervihing is moved. the clients are then
switched 1o native Microsoft client sofiware, -

The final solution--using Windows NT Server as a gateway to a NetWare server--is implemented by using the
NetWare gateway software included in the 4.0 release of Windows NT Server. This sofiware establishes a
connection to a NetWare server and remaps all of the files and printers into native Windows NT Scrver format--
chient svstems see the NetWare resources through standard Microsofi client software, This approach is somewhat
limited in that access to the NeiWare server is performed via a single-user id--all of the client systems sharc the
access rights of the gateway user-id.

Finally. vou should note that 2 wide variety of third-panty sofiware is availabic 10 integrate both NetWare and
Windows NT Server into UNIX and other operating system envirormenis, The bottom line is that neither of these
products suffer from a lack of connectivity options--either to one another or to the rest of the world.

- 10 -
TCP/IP

An Overview of TCP/IP

he TCF/IP network architecture distinctly influences how multiple vendor networks are constructed and operated.
The mpornanice of TCP/IP in 1oday's market is paticularly amazing when vou consider that TCP/P 15 a public
domain architecture Unlike most private. commercially developed network architectures (for example. IBM's
Systems Network Architecture (SNA) or Digital's DECnet). TCP/P was developed under the auspices of the
U.S. government. This development environment made TCP/IP an open network because the TCP/IP architecture
was not aligned with any particular vendor or machine architecture,
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A Brief History of TCP/IP

Just how did TCP/IP rise to such a level of importance? To fully understand this vou must go back to 1957--the
vear the Soviet Union launched Sputnik. the world's first artificial satcllitc. When Sputnik went into orbil.
President Eisenhower decided that the United States needed to focus its efforts on meeting and cxceeding Sovict
technology. so he created the Advanced Research Projects Agency (ARPA). The purpose of ARPA was to
conduct long-term research and development projects on behalf of the U.S. government.

As the number of research projects handled bv ARPA grew. so did the number of researchers and sub-
contractors. and the need to share resources. When computers and computing devices became important rescarch
tools in the late 1960s. ARPA decided 1o create a network that would enable ARPA researchers and sub-
contractors to share the growing number of computer systems. Ths network came to be known as ARPANET.

Originally. ARPANET used packet-switching technology that was the precursor to the X.25 standard for packet-
switching networks. Simple tools were created and deploved to allow terminal access. file transfer. and simple
mail--these tools exist today under TCP/IP as Telnet. File Transfer Protoco! (FTP). and the Simple Mail Transfer
Protocol (SMTP).

ARPANET use continued to grow steadily through the 1960s and into the 1970s. In the 70s, howcever. the
fledgling networking industry was going through significant technology and design changes. On the technology
front. the Ethernet LAN hit the market. offering new levels of performance for local connections. In the same
tumeframe. the X.23 standard was approved by the CCITT. creating a universal standard for packet-switching
networks.

On the design front. Xerox released its Xerox Networking Scrvices (XNS) architecture. Although XNS was not a
commercial success, it was a major influence on the design and implementation of Novell NetWare and
IBM/Microsoft's LAN Manager. However. Xerox was not alone in developing and offering formal network
architectures--IBM released its Svstem Network Archilecture. and Digital Equipment Corporation introduced its
Digital Network Architecture (DNA), better known as DECnet.

Given this backdrop of new network links and architectures. ARPA decided to adopt TCP/IP as the standard
network architecture for the ARPANET. ARPA saw TCP/IP as a tool that would enable them to quickly embrace
new technology (like Ethernet and X.23) as it became available. As a result of ARPA's interest and investment.
most of the major TCF/IP protocols were developed and deployved by the end of the 1970s.

The use of TCPF/IP in ARPANET proved so successful that ARPA issued a directive for all ARPANET hosts to
usc TCP/IP by the mud-1980s. This directive is a milestone in the history of TCP/IP, because it insurcd that any
computer manufacturer who wanted to sell equipment to ARPA had to support TCP/IP. regardless of what their
"native” network architecture happened to be. So. thanks to the U.S. government. some level of TCP/IP has been
implemented in virtuallv every mamnstrcam computer system,

As the use of ARPANET continued to grow and prosper. the network underwent dramatic changes in the 1980s,
President Reagan renamed ARPA to Defense Advanced Rescarch Projects Agency (DARPA) and thus
ARPANET became DARPANET. Military agencies became uncomfortable with the amount of non-nulitary
activity occurring over DARPANET and so thev split off and formed their own network. named MILNET.

The beginning of the end of DARPANET occurred when the National Science Foundation (NSF) formed a
separate network for science and academic rescarch in 1983, The network. NSFnet. was modcled after
DARPANET. and in the sprrit of sharing. the two nctworks were interconnected. Over the course of the late
1980s. NSFnet absorbed DARPANET and became what we now know as the Internet (but that's another story).

More importantly. although ARPANET never made it into the 1990s. the network architecturc it gave birth to--
TCP/IP--lived on and prospered. For vears, TCP/IP was the protocot suile of choice for UNIX nciworks. Then. in
the 1990s. almost all of the major compuicr and network manufacturers followed suit and incorporated support
for TCP/IP imo therr products
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For example, Microsoft now looks at TCP/IP as its protocol of choice for NT networks. and IBM has migrated a
number of connectivity services from SNA to TCP/IP. In short. TCP/IP has established itsclf as the premicr
protocol suite for many corporate networks.

Core TCP/IP Protocols and Services

The TCP/IP network architecture is named after its two core protocols--the Transmission Controf Protocot (TCP)
and the Internet Protoco! (IP). In truth. these two protocols are only the up of the iccberg—when vou start digging
into a TCP/IP network. vou typically encounter dozens of lower-level service and mulity protocols. In tins
chapter, vou will review a number of these protocols, starting with the following core TCF/IP protocols:

s The Internet Protocol (IP). This protocol is responsible for the delivery of messages between systems
operating within the same network or operating in different (but interconnccted) networks. As part of this
function. the Internet Protocol handles all network-level addresses--for example. the Internet Protocol is
ultimatelv responsible for moving a message from a svstem at address "192.0.0.101" to a system ai address
"192.0.0.102". (And that's also why these addresses are referred to as Internct addresses or 1P addresses.) The
Internet Protocol is a network-level protocol that acts as a carrier for transport-level protocols. The two main
protocols that operate at the transport level are TCP/IP and UDP.

e  The Transmission Control Protocol (TCP/IP). This is a connection-oriented protocol that guarantees end-to-
end delivery. TCP is used as the primary transport for the majority of the TCP/IP uiilities.

e  The User Datagram Protocol (UDP). This is a connectionless protocol that docs not guarantec cnd-toend’
delivery. Because it 1s connectionless. UDP is faster than TCP. UDP is typically used for real-time
(client/server) program-to-program applications or networking services that require the fastest possible
response lime

s TCPand UDP. in turn. carrv application-oriented services (sometimes referred to as application protocols).
Although there are literaliv hundreds of services that can run under the umbrella of TCP or UDP. the four
major services are;

e Telnet. This service provides a means for a TCP/AP workstation or a terminal attached to a TCF/IP host to
access a second host svstem. Telnet will be discussed in more detail later in this chapter.

e The File Transfer Protocol (FTP). This service cnables the movement of text and binary files between
svstemns. FTP is a bulk file transfer service that is unaware of ficld-level contents. although most FTP
implementations have provisions for ASCIVEBCDIC conversion. FTP can be used on an intcractive or
programmatc basis.

¢ The Simple Mail Transfer Protocol (SMTP). This service handles the routimg of mail in a TCP/IP network.
Note that SMTP is a delivery service that does nol communicate directly with end users. The end-user side of
muail is handled by a front-end program that deats with the user-oriented mail issues (that is. composing.
reading. forward. filing. and so on).

e  The Simple Network Management Protocol (SNMP), SNMP provides the framework for svstems to repon
problems. configuration information. and performance data 1o a central network management location. Like
SMTP. SNMP is not an end-uscr service--SNMP reports its information to a central programs that analvzes
the data and interacts with an operator.

Figure 10.1 illustrates how these core protocols and services relate to one another. And remember. these

protocols and services are really just a sample of the entire set of TCP/IP protocols and services. Later in this
chapier we will look a1 additional protocols and services commonly used in many TCP/IP networks.
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FIG. 10.1 Relationship of Core Protocols and Services in a TCP/IP Architecture

The TCP/IP Client/Server Model

Services such as Telnet. FTP. and SMTP follow the client/server model. This means that 3 user initiating 2
service request uses client software and the request 1s received by scrver software operating in the background of
the target svstem. The client/server model is certainly not new to the TCP/IP environment--in fact. the entire
architecture for TCP/IP is client/server oricnted.

Under the TCP/IP client/server model. services are assigned sockets. Sockets are logical ports associated with the
TCP and UDP transport protocols. Programs can attach to sockets 1n order to communicate with other partner
programs. All of the major TCP/IP protocols and applications services have defined socket numbers. For
example. Telnet uses TCP socket 23. FTP relies on TCP sockets 20 and 21. and SMTP is assigned TCP socket
25,

When a client wants to ¢stablish a connection 1o its server counterpart. it initiates either a TCP or UDP
connection 1o the corresponding socket number on the target system. For example, when vou run the Telnet chent
and initiate a connection 1o a host. the Telnet client requests 2 TCP connection to socket 23 on the 1arget svstem.
Figure 10.2 shows this basic connection architecture.
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TELNET Client/Server Architecture
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FIG. 10.2 Basic Connection Architecture in a TCP/IP Client/Server Model

On the other side of the equation. when the server sysiem receives a socket connection. it normally starts a new
copy of the server program to handle the new client connection. The client and server then establish a new socket
assignment thev can use for the duratton of the connection This approach cnabies multiple client/server
conversations 1o use the same socket number to initiate connections.

After the client and server programs have established a link 1o one another. they can start interacting. In many -
cases. the initial interaction often nvolves negotiation a process where the client and server module agree on
what special functions or capabilities will be available during the session. After ncgotiation is complele. the end-
user can begin vsing the service.

How exactly does a client system initiate a link to a server svstem? Under the TCP/IP archuiecture. connections
can be initiated using the [P name of the server svsiem or IP address of the server system. As explained in the
following sections of this chapter. the IP name and IP address define the network path that leads from the client
sysiem 1o the server svsiem

TCP/IP Host Name Resolution

Everv svstem in a TCP/IP network normally has both an [P name and an IP address. These two variables work
together to cnable end-to-cnd connections between TCP/IP hosts. Unfortunately. all TCP/IP hosts do not support
the same micthods and protocols for assigning [P numbers and translating IP names into [P addresscs. In this
section vou will see the common methods used to resolve [P names into addresses--in the next section vou will
take a closer look at [P addresscs

Before vou get tnto the details of IP names. be aware of a little secret--vou don't really necd 1o use [P names at all
in a TCP/IP network. If vou know the IP address for cvery svstem vou want lo contacl. vou're all sct [P host
names are merely tools that assist vour personal analog-based memory, For example. IP namies free vou from
having to remember that vour production system is " 192.0,0.1" and vour test svstem 15 "192.0.0.2". instcad yvou
can assign them descriptive names like "prod” and "test" (or cute names like "kirk" and "spock”).
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informal and Formal Names

If vou are operating in the confines of a seH-contained network (termed a domain). vou can refcrence another
system using just its system name. On the other hand. if vou funcuon in a large network where muluple domains
are interconnected. a systecm name must be expanded into an fully qualified IP name that follows the format.

<hosl name>.<domain name> <tvpe>

In this format. <host name> refers to the name of a speaific system (for example. kirk or spock) and <domam
name> idenufics the name of the organization. institution. or enterpnise network that the svstem belongs to*(for
example. 1eee. ibm. or netcom). Domain names can contain multiple components, For example, as400 ibm and

Jjava sun are both legitimate domain names

The final component. <tvpe> classifies the tvpe of business or organization serviced by the domain. Some of the
more common <tpe> values include:

+ gov government body (for example. whiichouse gov)

s .edu educational institutton (for example. msu.edu)

¢ _com anyv commercial institution (for examptle, ibm.com)

+ org organizations/standards bodies (for example, icce org)

For intemational access. <tvpc> can be further broken down into multiple components. For example. co,uk and
co.nz refer to institations in the United Kingdom and New Zealand respectivels

Again. you oficn need 10 use the full IP name when vou leave vour domain: othenwisc. vou can just usc the
system name. For example. if vou want 10 send sometiung from kirk.trek.com to spock irek.com. you can simply
usc the address spock. If. however. vou want to send from kirk trek.com to xena.warrior.com. vou tvpically have
1o use the fully qualified name (in other words. xena warrior com). In a network environment where vou
frequently work with multiple local domains vou can. in fact. set up a domain scarch list to look for a host name
in a series of domains.

Making the Address Translation

You can mvoke all TCP/IP services using cither the [P address or IP name of the target svstem. For example. yvou
can niuate a File Transfer Protocol (FTP) session using euther of the following two commands:

+ FTP SPOCK
e FTPI92002

Assuming that the svstem named spock has an [P address of 192 0.0.2. both of these commands accomplish
exactly the same thing. but the first vanation 1s centainh easier to remember

Because the underlyving TCP/IP protocols can't do much with the svsicm name. TCP/IP services such as Telnet.
FTP, SMTP. and others invoke a translation process that converts the host name inlo its corresponding IP
address. This translation occurs "under the covers.” s0 you never sece it happemng--vou onlv sce the results,

The first siep in the translation process is to look up the host name in a host wable file stored on the originating

(tocal) system. This file--normally nanted hosts--1s manually maintained and it contans a list of sy stem names
and the corresponding, 1P addresses for those svstems. If the specified host name is present in the local host table.
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the process is complete. and the P address is returned to the requesting service. That service then initiates
activity over the network using the IP address If. however. the specified host is not present in the local host table.
the translation process will turn 10 one or more systems in the network that have been designated as a name
scrver.

A name server is a svstem on the network that maintains a database of host names and their corresponding IP
addresses. In a nutshell. a name server provides a way of centralizing the information contained in various
svstems’ host tables--name servers

were developed to eliminate the need for each system to download a single master hosts file whenever a network
change was made. Any given host name can appear in both a name server database and in z local host table.
However. using both host tables and name servers creales a reasonable balance between speed and manageability,

On one hand. it is difficult and oficn unreasonable 1o try to maintain a current list of all host names and IP
addresses on every system in the network. On the other hand. retrieving an IP address from a name scrver takes
more time than retreeving it from a local host table file. Bv using both approaches. individual system
adminisirators or users can maintain a short list of frequently accessed host names in the local host wablc file so
access o those hosts can proceed at best possible speed. The IP address for less frequently accessed hosts can be
retrieved over the network from a name server.

Finally. note that whenever a system resolves a name into an [P address. it stores the results in a memony cache.
The memory cache is alwavs consulted first for name-to-address resolution. If an entry isn't in the cache. then the
svstern uses the hosts file and/or the name server to resolve the name. Memory cache speeds up the process of
accessing the same host over and over again. but the cache is tost whenever a system reboots

Name Servers

TCP/IP often provides several different ways of performing the same task. Names servers are no differcnt. In
today's TCP/IP market. vou will run into three common name server implementattons:

¢ Domain Name Server (DNS) DNS is the most wide-spread implementation of a name server—-for exampic.
DNS is the prefcrred name server implementation on the Internet. DNS is a sophisticated implementation
that even allows name scrvers Lo contact one another in the event they cannot resolve a name in their own
databascs. When most people say name server. they are referring to the DNS implementation,

e  Network Information Service (N1S) (formerly called vellow pages or vp). NIS was developed by Sun
Microsvstems as part of its TCP/IP network architecture. Although there are plenty of technical differences
between DNS and NIS. they can be viewed as functionally identical (but not interoperable) solutions for the
purposc of this discussion.

e  Windows Internet Naming Service (WINS). This is a relatively new service that. despite the name. is not
really used for native TCP/IP traffic. WINS is a facility that allows NetBIQS-based host names 10 be
resolved over TCP/IP. It is an important component in Microsofl's implementation of native Windows
networking services over TCP/1P.

Interestingly enough. these name server implementations arc not exclusive of onc another--a system can engage
them as needed. For example. if an HP svstem can't resolve a name via NIS. it may invoke DNS. Similarly. a
Windows 935 or Windows NT svsiem can use both WINS and DNS 10 resotve names,

As vou can sce. [P names play an importamt role in TCP/IP networking because they add structure to the network

and they allow users 10 reference systems by casy-1o-remember names. Just remember. all IP names eventually
get translated into 1P addresses before action can be taken.
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IP Address Construction

Under the TCP/IP architecture. each svstem in a network is assigned a four byvte (32 bit) address. termed the IP
address. Instead of representing these bytes as hexadecimal values. however. theyv are normaliv represented using
the format w.x.v.z. where w. X, v. and z are replaced with a decimal number between 0 (hex 00) and 2355 ¢hex
FF). For example. 192.0.0.12 is a valid [P address.

This four-byvte address is then further broken down into a network address and a system address. For example. the
[P address 192.0.0.12 identifies svsiem "12" within network "192 0.0". Similarly. IP address 128 10.20 12
identifics svstem “20.12" within network "128. 10", The breakdown of how many bytes are used for the network
portion of the address and how many bytes apply 10 the svstem is predetermined based on the class of the IP
address. There are three real address classes. and they are as follows:

e (Class A This class follows the format "network host.host.host."” with the network byte falling in the range
between ) and 127 (exclusive of 0 and 127), and the host bvies being greater than (). For example. in the
address "64.0.1.12". "64" identifies the network and "0 1.12" identifies the host system. In case vou're
wondering, "0" is not a legal network address and "127" is used to define a "loopback™ address within an IP
host syvstem.

+  Class B This class follows the format "network. network host host.™ with the first (left-most) network bvig
falling in the range from 128 to 191 (including 128 and 191). and the host byvtes being greater than 0, For
example. in the address "130.101.0.68". "130. 101" identifies the network. and "0.68" identifies the host
svsiem.

¢ (Class C This class follows the format "network network nctwork host.” with the first network bvic falling in
the range from 192 10 223 {including 192 and 223). and the host byies being greater than 0, For examiple. in
the address "200.1.1.37", "200.1.1" identifies the network. and "37" identifics the host svstem. Ciass C is the
most common implementation because it provides the greatest flexability for creating multiple networks.

NOTE. There is a fourth tvpe of address--Class D. This virtual address class is used for multi-cast addresses.
which are intended for muluple syvstems that possibly reside 1n different networks. Class D addresses have no
network or host components and addresses begin with a byte that falls in the range of 224 to 239 (including
224 and 239y n

Note that n all classes. vou cannot assign "0" or "2353" as host humbers. Thesc numbers are reserved lfor TCP/IP
broadcast messages. As g general rale. vou can sclect whatever address class makes sense for the composition of
vour enterprise-wide network. [f you're gowng 1o hook up into the Intemet. however. vou need to obtain approval
for vour class assignment and address range through vour local Intemet access provider.

Assigning IP Addresses

Once vou've determined and possibly registered the class and range of addresses vou are going to use. vou can go
about the business of configuring vour systcms All svstems can be mamually configured to use a specific 1P
address. Altermatively. some svstems (for example. PCs. Macintoshes. and UNIX systems) can dyvnamically set
their 1P addresses using the services of an address server.

NOTE: You must take Internct access into consideration when vou develop vour IP address plan. If vou
are never going 10 connect vour network to the Internet or if vou are only going to connect through a
proxy server (which hides vour micmal IP addresses). then vou can use whatever addresses vou desire.
If. howevcr. yvou are going 1o connect to the Internet using a cons entional gateway or router. then vou
must only use the 1P addresses vou registered n
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Belore you set up an IP address server. you must decide on which dynamic address protocol you can (and want
10) use. The three popular choices are the Reverse Address Resolution Protocol (RARP). the boot protocol
(bootp). or the Dyvnamic Host Configuration Protocol (DHCP).

e RARP and boot. These two protocols were developed to handle diskless UNIX workstations When a system
boots up using RARP or bootp, the sysiem broadcasts its LAN adapter address. and the address server
returns an assigned IP address. In order 10 use RARP or bootp. a network administrator must manually create
and maintain a file on an address server that maps specific LAN adapter addresses to specific 1P addresses.
Bootp has the added capability of downloading additional configuration information. such as the addresses of
the name servers and gateways.

e DHCP . This protocol was developed as an alternative to bootp. Unlike RARP and bootp. 2 DHCP address—
server does not need 1o be configured with the hardware address of cach and every svstem it will service.
Instead. the DHCP server assigns IP address from a pool of addresses. Therefore. when a svstem makes a
DHCP request. it will receive an [P address from the pool that mav or mayv not be the same IP address it used
the last time. Like bootp. DHCP can also download additional configuration information to the requesting
svsiem.

Although DHCP was developed as a general purpose TCP/IP protocol. its popularity and use have soared because
Microsoft has adopted DHCP as its preferred methodology for [P address assignment in Windows 935 and
Windows NT TCP/IP networks. Microsoft's decision has, in turn. convinced a number of PC and Mac network
software vendors 10 introduce support for DHCP in their client software packages. And with Service Pack 2 of
NT Server 4.0. Microsoft broadened the scope of DHCP by enabling an NT-based DHCP server 1o handle
address assignment requests from bootp clients.

You can mix and match vour [P assignment methodologies. Some systems. such as AS/400s and dedicated
servers. can have manually conligured IP address Other svstems can use bootp. and still other svstems can use
DHCP. The flexibility (and related administrative complexities) are vours to choose.

IP and MAC Addresses

As important as IP addresses are (and they are very important). thev are not the only requirement for delivering a
message 1o a svstem in a TCP/IP LAN environment. IP addresses arc ogical addresses that operate above the
level of the phyvsical LAN adapter address (the MAC address). In order for a svstem to have thc opportunity to
cxamine the [P address in a message. that message must gel past the AN adapier.

Specifically, when a LAN adapter card sees a message on the LAN. it will onlv look at the contents of the
message under 1wo circumstances:

¢ The message is a broadcast message for all systems in the LAN.
s  The message contains the LAN adapter's address,

In both of these cases. the LAN adapter passes the message on to the operating system so the operating system
can determine what protocol the message applies o (for exampte. TCP/IP. APPC. IPX. and so on) In the case of
a TCP/IP message. the receiving system will then verifv the IP address contained in the message. 1f the [P
address doesn't maich. it will, in most cases. be ignored.

TCP/IP networks could function by broadcasting every single message and forcing all the systems to look at cach
message. As you can probably imagine. this would create extra overhecad on the svsicms because they all must
examine every single TCP/IP message. Thankfullv. however. TCP/IP provides a protocol to discover the LAN
adapter address that corresponds to an [P address. That protocol is the Address Resolution Protocol (ARP).
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Here's how ARP works. The first time Svstem A wants lo send a message to System B. it sends out a broadcast
message using ARP. Because it is a broadcast message. each system in the local LAN sces it. When System B
sees the message. it finds its own IP address in it. recognizes that 11 is a ARP request. and returns a message 10
Svstem A containing its LAN adapter address. From that point on. System A can directly address System B using
both its LAN adapier address and [P address.

Combining Name and Address Resolution

The I[P name. [P address. and LAN adapter address come into play whenever yvou begin communicating with a
TCP/IP svstem For example. when vou initiate a Telnet connection to a host. the fellowing steps occur

1. The IP name is translated into an IP address using a hosts file or a DNS/NIS/WINS lookup.

2. The IP address indicates if the Larget svstem in the same LAN (in other words. it has the same network
address as the source system) or if the message needs to be fornwarded through onc or more gateways (as
explained in the next section of this chapter).

Once the message reaches the LAN where the target system resides. the target svstem's LAN adapter
address is discovered via ARP This discovery will be performed by the source system if it is on the same
LAN as the target system. or by the gateway servicing the target system.

(%)

The beauty of TCP/IP is that these steps happen behind the scene You simply enter telnet <host name> or fip
<host name> and alt of the underlving services and protocols kick in to take vou 1o vour destination. wherever it
happens 1o be.

IP Routing

The network portion of an IP address determines which computers a svstem can connect to without requiring the
services of a router or gateway (TCP/IP networks generally use the term gatewayv even though a TCP/IP gateway
15 really a router). Under the TCP/IP architecture. two svstems with different network assignments can only
communicate with one another through a gmewav--cven if they are located immedtately next to each other and
connected to the same physical network.

A TCP/IP gateway can be a dedicated router or it can be a computer system that also acts as a router. For
example. vou can configure an NT Server svstem 10 be a gateway by adding the Mulii-Protocol Routing (MPR)
network service. MPR can run concurrently with other network services (for example. file sharing, printer
sharing. or Web serving), Most UNIX svstems can also provide galeway service (either routed or gated) in
addition to their normal application loads

Regardless of what tvpe of device it 1s. a gateway svstem maintains a table of network addresscs and a record of
the physical connections associated with those addresses. Therefore. when a gateway reccives a request to
forward a message. it simply looks at the nelwork address of the target svstem. finds the physical interface
associated with that network address. and forwards the message over that interface.

How does a svstem know when it nceds to forward a message to a gateway? Whenever a system goes to send a
message to another system. it compares the network address of the target svstem with its own network address. If
the two are dilTerent. the onginating svstem must forward the message to a galcway.

Neediess to sav. each svstem must know what gateways are available for use. In the casiesl scenano. cach system
1s configured with the address of a single default gateway. and all cross-network messages are delivered to that
gateway. That gateway can. in turn. forward the message on to other gateways. but this additional routing is not
visible to the onginal system
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In more complex networks. multiple gateways might be available to service different networks For example. one
gateway might be available for traffic to and from a business partner's private TCP/IP network. and a second
gateway might service general Internet traffic. Although. vou can configure all of the traffic to go 1o the default
gatewav and let the default gateway handle re-routing the messages through another gateway. this approach
creates addutional overhead. and it introduces a single point of

failure.

Alternatively. you can configure routing information in each system that tells it which gateway to use 1o reach
what network. In this example. vou tell the svstems to usc the first traffic for messages explicitly addressed 1o the
partner's network and use the second gateway for all other traffic (the second gateway is the default gaieway).

As discussed previously 1t the "IP Address Construction” section of this chapter. IP addresses fall into different
classes that determine which portion of the address is used for network identification and which portion is used
for system identification. The way that these classes are interpreted on ¢ach system is actually handled through
somcthing called a sub-nct mask,

A sub-nect mask is a series of | and 0 bits that are logicallv "ANDed" to the IP address of the target system in
order 1o determine which address bits are used for network identification. For example. the three common IP
classes use the following default sub-net masks:

Class A: network host.host.host Mask: 253.0.0.0

Class C: network network. network host Mask, 255.255.255.0

You can. however. extend a subnet mask to create network divisions that deviate from the standard class
assignmenis. For example. vou could break a Class C network into two additional subnets by extending the mask
ofie more bil. Addresses with a 1 1n that bit location would belong to a different subnet than addresses with a O in
that bit location. The mask in this case would be: 255.255.255.128 (128 decimal = 10000000 binary)

Extending subnets is frequently done in private networks that have outgrown their original IP address
assignments. Some Internct access providers also use this technique to assign [P address ranges to their local
customers.

Once a system has determined the network address of the target system using a subnet mask. it can make the
decision if that message needs 1o be routed through a gateway and. 1f so. what gateway needs 1o handic the
message.

Additional TCP/IP Protocols and Services

As discussed carlier in this chapter. there are hundreds of protocols and services associated with TCP/IP. So far in
this chapter you have explored many of the most essential--and most common--of these protocols and scrvices.
Chances are better than average that sou will run into additional protocols and services in anv rcasonable size
TCP/IP network.

From a networking perspective. some of the additional TCP/IP and TCP/IP-related protocols and services vou
might encounter include the following

*  AnvNct and Data Link Switching (DLSw). These are tunneling protocols used to transport SNA (raffic
through a TCP/IP network. 1n effect. both protocols establish end-to-end SNA connections through a TCP/IP
network.
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The Internet Control Message Protocol (ICMP). ICMP is responsible for repornting link-level errors and
routing mformation to TCPE/IP systems.

NetBIOS over TCP/IP (NBT). Thus is a protocol used by Microsoft to enable NetBIOS/SMB services (for
example NT-based file and print serving) to opcrate over a TCP/IP network.

Routing Enformation Protocot (RIP) and Open Shortest Path First (OSPF). Both of these arc protocols used
by TCP/IP gateways and routers to share route information with one another, This is how gateways inform
other gateways of the routes thev are responsible for.

Serial Line Internet Protocol (SLIP) and Point-to-Point Protocol (PPP). These two protocols enable fuli-
function access to TCP/TP networks over leased line or dial-up connections. PPP was developed as a
rcplacement for SLIP and offers both performance and security advantages.

Point-to-Point Tunncling Protocol (PPTP). PPTP is the general tunneling service for virfually any LAN-
based protocol Microsoft's NT Server and NT Workstation use PPTP 10 transport IPX. NetBEUL and NBT
traffic over TCP/IP links. enabling vou, in cffect. to tunnel vour local LAN traffic through any TCP/IP
network (including the Internet). |

In addition to the network-related services. vou might also run mnto the following application and senvice-oriented
protocols.

Gopher. This is a service that lets vou list. scarch, and browse text files stored on a server

HyperText Transfer Protocol (HTTP). HT TP is the underlving protocol used by World Wide Web (WWW)
servers HTTP provides a means of transferring files and HyperText Markup ELanguage (HTML) documents
from a Web server 1o a Web browser

Internet Message Access Protocol 4 (IMAP4). IMAP4 for is a client/server protocol for mail retrieval and
management. Using IMAP4. a client-side mail program can view or retricve mail stored on an SMTP server
IMAP4 is more sophisticated than POP3. which is described later.

Internet Relay Chat (IRC). This service enables multiple clicnts to establish a common link on a server so
they can "chat” with one another in real-time by tyvping information and reading the responses

Line Print Daemon/Line Print Requestor (LPD/LPR). LPD/LPR provides a means to print a file from one
svstem on a pringer attached 1o another system. LLPR is the client-side of this service. and LPD is the server-
side.

Network File System: (NFS). The NFS service provides a means of sharing directories and files in a TCP/IP
nelwork Two NFS lollow-up services arc also used for this same purpose: the Andrew File Svstem (AFS)
and the Dhstnbuted File System (DFS).

Post Office Protocol 3 (POP3). POP3 is a mail-retrieval protocol that lets a client-side mail program retrieve
mail messages from a mail server and store them locally. POP3 is often used by PC/Mac-bascd mail
programs (for cxample. Eudora) to download mail from an SMTP server.

TCP/IP Drawbacks

Meost TCP/IP service protocols operate using English-like commands. HTTP employs commands such as GET.
SEARCH. and LINK. Similarlv. FTP uses basic directives such as DIR. GET. and PUT Even thosc protocols
that don't use English commands sull rely on simple. byvte-oriented command sequences and responses (for
example, under the Telnet protocel. option negotiation begins with the 255 230 command sequence and ends with
the 235 240 sequence).
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Consider the following Simple Mail Transfer Protocol (SMTP) conversation that scnds a message from
john@enck.com to mormison@lizard king com via the mail gateway gateway2. heaven.com:

Client

‘Server

220 gateway2.heaven.com Sendmail ready
HELO mail enck com

250 gateway2_heaven.com Hello mail.enck.com
MAIL From:encki@mail enck.com

2350 enck@mail.enck.com... Sender ok
RCPT To:morrison@lizard.kang.com

230 morrisoni@lizard king comn _. Recipient ok

DATA
354 Enter mail. end with "." alone
Dear Jim:
How are things in lizard land?
-- John
250 Mail accepted
QUIT

221 gateway2 heaven.com delivering mail

It's important to note that the preceding conversation is not pseudocode: this is how the SMTP protocol really
operates The SMTP client transmits the kevword HELO. and the server does. indeed. reply 250. in fact. the
entire SMTP protocol consists of English-like commands and numerical responses. (Note that the exact phrasing
that follows each kevword might vary slightlv from one machine to the next, but thev all {ollow the same general
format.)

Basing TCP/IP scrvice protocols on high-level commands and responses makes them extremely easy to learm.
easy 10 program. and easy to debug. Unfortunatelyv. while this approach makes life easier for programmers and
protoco} developers. 1t presents significant headaches for network managers. In particular. there arc three major
drawbacks:

e TCP/IP is not kind to network bandwidth. Since its inception, TCP/IP has assumed it will have sufficient
bandwidth at 1ts disposal. Other nctwork protocols (for example. IBM SNA. Digital DECnet. Novell IPX)
arc more sensitive to the fact that bandwidth is a valuable commodity that is hard to come by. These other
protocols usc bit-onented flags for commands and responses instcad of TCP/IP's muluple-character
sequences,

e TCP/IPis open to view Anvone with a network monitor can see evervone’s dirty laundry (so to speak). You
could certainly argue that anvone with a network momitor can see evervthing in the network anvway. But.
with TCP/IP. vou don't have to work very hard. all the information is laid out bare. You don't cven have to
decode bit-level flags as vou do with SNA. DECnet. or IPX

» TCP/IP makes it easy for humans to masquecrade as protocols Most of its application-level protocals usec
sockets as a means of communication. Using Telnet. for instance. vou can attach to a specific sockel and stan
manuzlly 1yping in the protocol. So a hacker can Telnet into an SMTP socket and tvpe HELQO. and so on.

Y ou'd be surprised (and homficd) 1o learn what vou can accomplish when vou disguise vourself as a
protocol

None of these drawbacks have slowed down the growth and acceptance of TCP/IP. Nonetheless. they all raise
issues that vou should address during the design and operation of any TCP/IP network. You need to watch vour
available bandwidth. control who has access to network monitor software. and most importantly. keep close tabs
on who is accessing vour TCP/IP servers and why,
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Telnet and IBM Systems

In most TCP/IP environments. Telnet functions as an interactive, character-level scrvice. That means that when
vou {vpe a character on the kevboard. the Telnet client sends that character over the network to the Teinet server,
which then passes the character on 1o the application. Furthermore. Telnet was designed with the ASCII character
code in mind--Telnet clients assume they will be communicating with the Telnet server using ASCII encoding

Unfortunatelv. character-level operation and the use of the ASCII character set are contrary to the way that 1BM
terminals function in mainframe. Svstem/3X. and AS/400 environments. In particutar. IBM 3270 (mainframe)
and 5250 {System/3X and AS/400) terminal types usc these alternate approaches:

s IBM terminals are oriented toward block-mode operation instead of character-mode operation. In the IBM
environment. information typed on the kevboard 15 stored locally until an Enter kev or function key is
pressed. At that point the input data is transmitted as a block of information. As shown in Figure 10.3. this is
a stark conirasl to character-mode operation, where each kev is transmitted over the network as it is being
pressed.

+ [BM termunals use the EBCIDC character code instead of the ASCII character code.

These two differences affect how [BM devices operate in the Telnet environment from both the chient and server

perspective. For example. if an IBM terminal initiates a Telnet client connection using VT 100 emulation. the

Telnet client must provide EBCDIC to ASCII translation and provide terminal emulation for the following
rcasons:

s To translate displav highlights.
e To translate function key operations.
s To compensate for the difference between block-mode and character-mode operations.

From a purcly techmical perspective. the EBCDIC/ASCII transiation is a minor issuc while the ierminal emulation
1ssue 1s significantiy more difficult (but certainly not impossiblc).

Using an 1BM mainframe. System/3X. or AS/400 as a Telnet sener for VT100-stvle wraffic causes similar
difficultics. As in the case of the client. the IBM Telnet server must provide EBCDIC/ASCII translation and
terminal emulation. but for the server. terminal emulation means:

e  Translating display highlights sequences into TBM highlight attributes.

o Translating keystrokes 1nto standard IBM function kevs (for example. PFi-PF24).

* Translating characier-mode operations into block-mode operations.
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F1G. 10.3 Character-Mode and Block-Mode Operations

The server side of IBM Telnet also has one other interesting consideration. Because the IBM terminal
environment isblock-oriented and Telnet is raditionally characier-oriented. a lot of unnecessary traffic is
generated on the network. As noted. the Telnet chient typically sends out charzciers as they are being typed. If
thesc characters are going to an IBM Telnet server. the server simply collects them until it receives a termination
key (for example. the Enter key) at which point it sends the block o the application. From a networking
perspective. the overhead of sending characlers out one a1 3 time is much higher than the overhead of sending
them out as a block (which is the traditional IBM approach).

TN3270

In order to alleviate many of these concerns. IBM developed an IBM 3270 tcrminal type for the Telnet
cnvironment, Released in 1988, the Telnel IBM 3270 terminal tvpe is a negotated option between the Telngt
server and client that addresses many of the difficulties associated with Telnet and the IBM cnvironment. These
difficultics are addressed by insulling greater awareness for the IBM environment into the Telnet 3270 client
program. Some of the bencfits of the IBM Telnet 3270 solution include.
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e  Support for biock-mode operations. The Telnet 3270 client collects kevstrokes and forwards them on to the
Telnet server as a block when a trigger key ¢for example, Enter or a function kev) is pressed

e  Flexible mapping for IBM 3270 kevs. Kevboard mapping files cnable terminal kevs to be mapped inte IBM
3270 kevs (including function keys) as desired.

» Translation of display attributes. The Telnet 3270 client translates IBM field atiributes into the appropriate
highlight sequences for the chent terminal.

« EBCDIC/ASCII translation. The Telnet 3270 client ¢an translate and switch between EBCDIC and ASCII
character codes as needed.

These features work together to create a Telnet client environment that has the took and feel of an IBM 3270
terminal. Thus. information can be entered into structured displav forms: the Tab key can be used 10 move from™—
field to field: and incorrect information entered into ficlds can be changed prior o transmission.

The Telnet 3270 solution can be used by ASCII terminals accessing IBM systems. by IBM terminals accessing a
UNIX systems, and by [BM terminals accessing IBM svsiems over a TCP/IP network. Use of Telnet 3270 to
accommodate ASCII terminal access is by far the most popular scenario.

IBM 3270 support is typically included in a separate Telnet program--usuzlly called TN3270. This mcans it is not
uncommon to find Telnet client environments that feature multiple Telnet programs. For example. the [BM
RS/6000 includes both Telnet and TN3270 programs. The Telnet program negotiates for the current terminal type
while the TN3270 negotiates for the IBM 3270 termuinal tvpe.

NOTE: An cnhanced version of TN3270 1s also available. This version--termed TN3270E--cnables
some addrtion 3270 features in the Telnet environment. the most imporiant feature betng printer support.

TNS250

When TCP/IP connectivity was first introduced to the IBM AS/400 environment. the AS/400 supported Digital
VT100 and IBM 3270 Telnet terminal types. Telnet access using the VT 100 terminal tvpe posed exactly the same
difficulties found in the mainframe environment (for example, ASCII instead of EBCDIC and character-mode
instead of block-mode}). so Telnet 3270 access seemed a more logical choice, Unfortunately. 3270 access into the
AS/400 had its own set of problems.

Telnet 3270 traffic going into the AS/400 goes through the exact same handling routines applied to "real” IBM
3270 terminals attached o the AS/400. These routines translate the 3270 data streams arxd funciion keys mio
5250 data streams and function keys. so application programs only "sce” 5250 termunals. Because 3270 and 5250
tcrminats are not functionally identical. the translation process introduces new considerations regarding kevboard
support. data entry ficld handling. and screcn display attributcs.

To address these considerations. IBM developed a definition for a new Telnet terminal tvpe. the Telnet 5250
terminal. Imroduced in 1991. Telnct 32350 operation provides all of the benefits of Telnet 3270 operation (for
example, block-mode support. EBCDIC/ASCI translation. and so on). and also addresses the limitations of the
3270-10-5250 translation process by making the Telnet client program aware of the unique characteristics of the
3250 terminal. Thus. a Telnet 5250 client provides the following features not found in a Telnet 3270 client:

e  Support for 5250-specific kevs The Telnet 5250 client permits flexible kevboard mapping like Telnet 3270

and also provide citent-based emuiation of the "Roll Up". "Roll Down"_ "Field Exn”. "Field +". and "Field -
". and other umiquc 5250 keys,
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+ Enforcement of numeric-only ficlds. The Telnet 5250 client recognizes numeric data entry ficlds and restricts
data access on a local basis.

«  Support for the full range of highlight auributes. The Telnet 3250 client provides direct translation between
5250 highlight attributes and the actual terminal running the Telnet chent program

The enhancements available in the Telnet 5250 solution make it superior 1o Telnet 3270 for accessing an AS/400
via Telnet. As in the case of Telnet 3270 clients, IBM 5250 support is normally available as a separate client
program, often called TN5250.

~11 -
Network Management

In the past network management was primarily a centralized endeavor carried out by a virtual pricsthood of
technicians who stared at arcane command-line screens all day. The growth of the distributed. client/server
enterprise model has significantly changed the face of network management--simplifving it in some arcas, while
clouding it even further in others. Management tasks can now be distributed to the mosi appropriate machine. and
various lasks exccuting on different platforms can now, under some circumstances. be integrated.

The Problems of Problem Determination

Networks were once either centralized or covered a relatively small local area When data communications or
nciworking problems invohved leased or dialable lincs. the long distance carricr sicpped in and ran loopback tests
until the problem svas isolated (or uniil the data communication analyst resolved il out of boredom or
desperation)

Today's networking picture is much larger and more complicated. Stmple coaxial-based LANs now interface with
fiber-optic metropolitan area networks (MANs) that. in turmn. interface with one another 1o form WANs The
centralized pownt-to-point connections used in the past have been replaced with large. grav clouds of packet/cell
switching networks or dual-purpose voice/data ISDN connections Not all of these changes create problems. In
fact. the opening of voice circuits to the gencral (albeit ofien unsuspecting) public has enabled many companies
to implement combined voice/data networks, These have resulted in highly effeciive. multiple vendor networks
that also produce large cost savings—not a bad package.

These tvpes of combined networks are extremely frequent in large manufacturing operations. such as U.S. car
manufacturers. In this scale of operation. it is often tvpical to find a broadband network running through the local
plants to handle the combined veice/data traffic. The broadband networks within the plants can then be tied
together via direct satellite {effective. but a little pricey). more convenlional T1, X.25. or ISDN links, or high-
spced ATM or framc-relay connections.

Because such large opcrations typically involve many different computer systems that must exchange data having
a vuricty of networking protocols. using a common sct of transperts can be more cffective than implementing
multiple networks and attempting to bridge them together,

Problem Determination: Centralized Networks
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From a human perspective. fault isolation is normally a rudimentary. logical process of elimmauon The
application of this logsc is most readilv apparent in the case of centralized {or hicrarchical) networks. which
feature a rigid and well-defined structure. If. for example. a user's terminal fails. the problem can be pursued in
one of the following manners. depending on the network architecture (see Figure 11.1).
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FI1G. 11.1 Points of Failure in Point-to-Poim and Hicrarchical Networks

If the ternunal is on a point-to-point line to the computer. only three items need analysis: the terminal. the line,
and the linc interfacc in the computer. Running chagnostics on the termunal and ling interface 15 normally a
straightforward procedure. If devices on both ends pass. the problem is probably in the middie. Line-level
diagnostics can then be performed at the modem level through the use of loopback (ests.

The seemingiy more complicated case. in which a terminal is on a controlier that interfaces to the mamn computer
via a line. is actually casier to diagnose. In this scenane. the failure could be at the terminal. the ternunal
controller. the line. or the line interface in the main computer. However. because the terminal controller provides
a critical function between the (erminals and the computer., the failure can be more casily isolated For example. if
the terminal controller handles 16 terminals and only one of

the terminals has failed. the problem can be isolated to the terminal (or its connection to the terminal controller).
Diagnostics can then be run on the terminal to determine 1if it indeed is the point of failurc. If all terminals fail, the
problem should be pursued first at the terminai controller. Because most terminal controllers are intelligent
devices. diagnostic routines can be used to further determine whether it has a failure,

Most terminal controlicrs will repert the loss of a line (indicating problems at the line or line interface level),

Therefore. further 1solation can be performed by running the line interface diagnostics in the mamframe. or by
runmng loopback tests on the line. The key point n all of this is that the introduction of additional hardware (in

1Rt



Managing Multivendor Networks

other words. the termmal controller) in a hierarchical network does not complicate problem analvsis: instead. the
structure of the network and the well-defined relationship between network components actualiy assists in the
troubleshooting process.

Although both of the previous environments might seem refatively easy to troubleshoot. in actual cnvironments
the problem is usually compounded by the sheer number of devices involved. In a large SNA network. it is not
unusual to find thousands (or even tens of thousands) of terminals distributed across hundreds or thousands of
line controllers, lnes. and terminal controllers. So although a failure in a terminal mught not be very difficult to
diagnosc. determining which terminal controller. line, and fine

interface is associated with that terminal can be an awesome task.

Problem Determination: LANs

The degree of difficulty of problem detcrmination in a LAN depends on both the topology and the discipline of
the LAN. The three basic topologics (ring. star. and bus) all require different types and amounts of cables and
connection devices. As with virtually every manufactured product. when the component count increases. so do
the possible points of failures. The three general L.AN types (sce Figure 11.2) have specific pecularitics. as
described in the fotlowing paragraphs.

L. L.

Ring
Network

Star

Bus
Network

FIG. 11.2 Examples of Ring,. Star. and Bus Networks

In a token-passing ring network (for example. IEEE 802.5), the frame being passed from onc computer to the
next is on the ring. Therefore. anv break 1n the ring is critical to the operation of a token-ring network. To prevent
this tragedy. the cabling and connection svstems of most ring networks are self-healing—-specifically, circuits
automatically close when cables are detached from computers on the ring, In fact. most 1oken-nng neiworks are
cabled using central hubs. resulting 1n a phvsical lavout that

looks very much like star networks (described next),

In a star network. individual computers are attached 10 one another via hub units. Star networks can be operated

on either a contention basis. where each computer competes with the other computers for access to the network.
or can be token-passing. it ¢ither case. the hubs arec common points through which all data flows.
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Bus networks are widely used in contention networks {as in Ethemet and IEEE 802.3 networks). although they
arc occasionally used with token passing networks (as in [EEE 802.4). In the most basic case. abus LAN isa
single main cable to which computers attach. As in the case of the ring, the integrity of the main path must be
kept intact and all connectrons must be properly terminated--if an "open” connection is present in the network (in
other words. a cable run with no lermunation at the end). the nctwork will be unusable.

Despite these differences. any malfunction in anv of these networks transkates 1nto one common problem- finding
the point of failure. And regardless of the LAN of choice. discovery is no cake walk. One reason for this
difftculty is that LANs do not have the direct user-to-node relationships that centralized networks have. For
example. a terminal failure i a centralized network is normally reported by the user who wants to usc that
terminal. Therefore. if a terminal is broken and no one wants to access it. it might go unreported for a long time.
On the other end of the spectrum. if the central computer fails. all users will notice it and the source of the
problem will become quickly evident.

In a LAN. however, each node is a potential resource for other nodes. Even though no one nught be directly
attending a PC. it might be in use by the network at large because it contains files or controls a printer used by
other PCs in the network. Because of these interdependencies. the absence of a resource is normally ¢vident more
quickly and is usually more critical to the overall operation.

Although the discussion to this point has focused on hard failures in a node. more serious problems arc a node
that intermittently fails or a malfunction that corrupts the informauon (and therefore degrades performance).
These tvpes of problems are much more difficult to diagnose than hard failures. because there is rarely a point
from which 10 start. The use of monitoring equipment or software is instrumerntal in isolating these tyvpes of
problems. because the condition is rarely reproducible or trackable by mere mortals.

And finallv. some problems cannot be diagnosed--no matter how much diagnostic equipment and sofiwarc is
used. If. for example. a network goes into an extremely degraded condition every Thursday between 2 and 3 p.m.
it might take months or vecars to lcarn that an overhead Air Force plane 1s performing advanced radar testing on
that same schedule, Sometimes the big picture of network troubleshooting gets pretty large.

Problem Determination: WANs

Whereas LANs arc more complex to troubleshoot than centralized nerworks. MANs and WANSs arc more
difficult to manage than LANs For onc thing. both MANs and WANSs typically interconnect other networks. so a
MAN or WAN is a collection of nctworks. each of which is difficult to manage in itself.

Consider the neiwork pictured in Figure 11.3. A LAN of PCs performs manufacturing functions. while a LAN of
PCs with an attached midrange computer handles shipping functions Two central syslems servicing traditional
terminal networks are then responsible for the accounting and admynistrative/sales functions. respectively. And
all four of these networks arc tied together through high-speed. digatal (T1) links.
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FIG 11.3 Sample WAN

In this example environment, the flow of information between Manufacturing, Shipping. and Accounting is
critical. It cnables the company to track and coordinate pans received. final goods in inventory. shipments. and
billings. The Sales/Adminisiration svstem relies on information maintained by the other systems for tracking the
status of customer orders or finding the availability of inventoried goods.

Each of the self-contained networks within the larger WAN has critical dependencies on one or more of the other
small networks. If. in the example. the manufacturing LAN fails to communicate with the accounting system.
important information is no longer being reported--parts received can no longer be tied to accounts pavable. and
ncw inventory cannot be added into assets. Thercfore. any problem within any of the networks is critical to the
entire network.

But the network analyst (who is probably not located where the failurc is) must determing if the problem is in the
manufacturing LAN or in the link between the LAN and the accounting svstem. Fortunately. the approach taken
here 1s similar to the approach used for centralized networks. A quick call to the manufactunng operation should
determine if the problem is the LAN itself or the link between the LAN and the accounting svstem. I the
problem is in the link. the troubleshooter needs to pursue the bridge between the LAN and the link. the line
interface on the manufacturing sysicm. and. of course. the line iisclf

Again, the problem is not insurmountable when analvzed in its own right. But when the network grows to
worldwide size and inerconnects many different centralized svstems. LANs. and MANS, the problem becomes
much more intensc because of the scale and number of variables. A link between Kansas and Ohio might use T1
transmission. but a link between New York and Denmark might use a third-party. worldwide packct-switching
neiwork (PSN).
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A WAN-wide failure can be simultancously evasive and disastrous. Let's go back to the example of the large
manufacturer using a broadband network. Broadband is a high-bandwidth data communications scheme capable
of transmiuing voice. video. and data simultancously. Therefore if a forklifi runs over the broadband cable and
severs it. all kinds of systems will be affected (for example, computers, telephones. and teleconferencing
equipment) If. on the other hand. a minor electnical component fails in a computer or interface device causing
distortion or degradation on the broadband network. only s¢lected opertions will be affected. and sorting through
the confusion will be a chore.

Given these large networks and the complex problems they pose. the need for network diagnostic equipment and
software should be obvious. '

Approaches to Network Management

Network management is best facilitated when the lowest lavers of the networking and data communications
sofiwarc are sensitive to failures and capable of reporting them. Furthermore. the best possible network
management solution uses intelligent cquipment at all levels— equipment that is capable of detecting errors in
1self and in the equipment with which it interfaces. automatically notifving personnel of the situation. and
executing the repair of some comnton problems. Ideally, terminal controllers report workstation failures. modems
report line problems. and LAN interfaces in compulters report any irregularities they experience.

Many vendors and data communication providers have started to provide this level of intelligence in their
products However. becausc networking solutions often involve mature (or old) data communication solutions.
the data communications protocols often cannot carrv (let alone detect) this special information to a common
networking management point

This lack of integrated network diagnostic products has long fostered the use of independent. nonintrusive
diagnostic products These products grant visibility 1o low-level data communications activities without
mterfering with the activities. These tyvpes of products mclude breakout boxes. line monitors. and LAN monitors

Breakout boxes serve 1o isolate and display the electrical signals within an imerface. For example, an R$-232
breakout box shows when data is transmitted. when data is received. and the various electrical interface
handshakes that accompany the transfer of data (that is. Request-to-Send. Clear-10-Send. and so on). Although
these devices do not actually display the data being carried over the interface. they show all of the other
characieristics of the interface Breakout boxes are available for a wide variety of interfaces. including LAN
interfaces

In contrast. data communications {ine monitors can be used to view the electrical signals and digital information
being passed on a standard data communications line. These monitors perform no detection or isolation on their
own: they just provide a viewport from which the data communications analvst can diagnose the problem. The
cvolution of the line monitor was an important step in the development of data communications management.
Before this type of equipment. traditional electronic instruments like oscitloscopes had to be applicd to the
individual signal lines. and data was viewed as analog electrical patlerns (square waves. sine waves. and so
forth). With linc monitors, the same information appears as digital data that can be viewed in binary or character
format. Line momtors are speciahized clectronic devices produced. for the most part. by third-pany companices
such as Digilog Inc. and Tektronix Inc.

LAN monitors are similar 1o line monitors, except that they momtor the traffic and electrical signals operating on
a LAN. This equipment tends 10 be more sophisticated (and expensive) than line monitors becausc 11 must
actually interpret and present the frames (for example, 802.3, 802.5. and Ethemnet) for analysis. By viewing the
daia at thes low level. one momitor can track multiple LAN disciphines (for example. DECnet. TCP/IP. and Novell
IPX) operating on the same physical LAN. Some LAN morutors can be further keved into monitoring one or
more specific disciplines, HP 15 a leading manufacturer of this tvpe of LAN monitor
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Becausc any compuater in any LAN looks at every frame that passes by. software has been developed for PCs and
workslations to perform the function of a LAN monitor While operating in this mode, the PC does not typically
participate in the nerwork (although it technically can). Rather. i1 displays and breaks out frame ievel and
protocol-level traffic. The popularity of this approach has risen to the point that many manufacturers {lecad by HP
and Digital) promote the dedication of PCs or workstations 10 this task. In effect. that computer becomes the full-
time network monitor. All major manufacturers and many third-party companies produce sefiware that performs
this function.

NOTE: Microsoft now includes a basic Network Monitor application in its Windows NT 4.0 opcrating
svstem. Although it is has only limited functionality. 1t has the advantage of being free with Windows
NT. and can be very useful in basic troubleshooting and for viewing network traffic.

Most of the intelligent devices used in networking have special internal diagnostic routines that perform some
confidence testing of the raw hardware and interfaces. For example. termunals, terminai controllers. modems. and
computer interface cards normally have these diagnostics available. Unfortunately. operating the diagnostics
often involves removing the unit from the network. in many highiv distributed WANSs. this might not be a
practical approach because the technical personnel might not be near the equipment in question.

Emulation and exercise equipment is often used to diagnose these remote problems. This tvpe of equipment
emulates the controlling equipment. but instead of running the live environment it sends and receives test
messages to exercise the remote equipment and then records and reports any failures. Exercise routines can also
be run by computers instead of specialized instruments. When used in this fashion. the diagnostics might run
concurrently with other network operations (although the devices being tested will not participate in the normal
network activitics)

In TCP/IP networks. vou do have one other important diagnostic tool: the ping command. The ping command is a
simple TCP/IP utilitv that sends a test message out to a svstem in the network and waits for a response back If
vou receive a response. vou then at least know that the system vou are testing is properly connected 1o the
network. and vou can then move vour tests up to the next level and look at configuration issues instead of
network attachment issues

It must be noted that the primary purpose of monitoring these diagnostic products is 1o aid the network or data
communications analyvst in detcrmining the problem. These producis do nothing on their own and have hitle
value to non-technical personnel, In fact. there is a risk associated by altowing non-technical personnet to usc
monitoring products. because they will gain visibility to all kinds of information traveling through the network--
for example. passwords. personnel information. and financial details

normally flow through neiworks unencrvpted. This is clearly a good reason to control who has access 10 network
monitonng products.

Monitoring and diagnostic products arc. in reality. just simple tools that pale m companson to full-blown network
management products. There are a vanety of network management products on the market that range 1n price
from hundreds to millions of dollars. Originally these products were implemented using proprictary interfaces.
but the industry is know moving toward standards-based network management.

The Desktop Management Interface {DMI). a standard promaoted by the Desktop Management Task Force
(DMTF). provides a common management framework for products and management protocols from different
vendors. DM cstablishes a standard mnterface for communications between management apphications and system
components. More products are starting to comply with the specification. which revolves around a Management
[nformation Format (MIF) databasc. a language used to specify the manageable attributes of DMI-compliant
devices MIFs have been releascd for several basic components. such as the CPU. operating svstem. and disk
dnves. Further MIFs are under development for network interface cards (NICs). printers. and other devices,
Openview for Windows (HP). LANDesk Manager (Intcl). and Svstems Management Server (Microsoft) ali use
the DM,
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The DMTI's Service Laver runs locally. and collects information from devices by accessing the MIF databasc.
Compliant devices communicate with the Service Layer through a Component Interface. and pass information to
the management applications. There are some similarities between DMI and SNMP. SNMP. insiead of a MIF.
stores data in 2 management information base (MIB}).

In the past. DMI has been limited in scope. The DMI itsclf. although it specifies a definition for collecting
management information. has no guidelines for passing data across the network, Without the ability o get
information from a remote machine. DMI is verv limited in its usefulness and requires proprictary means (o move
the information. The DMTF's Remote Desktop Management Interface (RDMI) siandard remedies that deficiency.
enabling management products to share information across multiple platforms and operating systems.

Apple Computer Inc.. IBM Corporation. Ki NETWORKS Inc.. and Sun Microsvsiems have formed an alliance to
implement a common agent technology. which facilitates collection of network management information from
hardware and sofiware components from multiple vendors, The common agent technology consolidates and
svnthesizes this information. using existing management protocols including both SNMP and DMI. Common
agent technology permits DMI-enabled network components to be managed in an integrated fashion. and
provides existing management consoles with immediate access to DMI informaton. The commen agent
technology is actually an SNMP implementation that supports integrated management of DMl-compliant
components and SNMP subagents. It is also capable of converting DMI data into SNMP format. Consequently.
network managers can support both SNMP and DMI resources.

Network Management Products

Network management products operate on at least two levels. At the lower level. a network management protocol
must be 1n place 1o ferret out problems in the network. These problems are then presented to the upper level.
which collects and correlates the information so it is understandable bv humans (or application programs writicn
by humans}. Generally speaking. the functions provided by network management products include:

» Network status. Network management products enable the current state of the network to bc monitored. This
inctudes showing which devices are online and which are not. as weil as the following information

»  Error reporting, [f information is being corrupted in the network or devices are not performing properly.
these events will (or should) be reported with the status information. Often. you can use this imformauon to
solve problems before they become more serious.

¢ Performance. In the context of network managemeni. performance normally refers to line use. By showing
the amount (percent) of usage on a line-byv-line (or controtler-byv-controller) basis. performance information
enabies vou 1o review the cffccliveness of the network lavout.

¢  Hard fault alarms. One of the pnmary purposcs of nctwork management products is 1o provide an immediate
aler( in the ¢vent of a senous failure in the network To accomplish this. the product must detect and isolate
the failure.

s Network modificanons. Network management products provided by a vendor for use on a specific type of
computer often integrate the procedures for implementing changes in the network under the large umbrella of
nctwork management. The theory is that modifications to the network are important and directly affect the
statc of the network. so the change procedures should be part of the network management product. However.
if the product is from a third party or is intended for use on many different computer systems, this level of
functionahtv wil} probably be abscnt’

In terms of the OS] Reference Meodel. network management functions arc defined by the Common Management

Information Service (CMIS) and Common Management Information Protocol (CMIP) standards CMIS and
CMIP were developed by the 1SO as part of the application-laver Network Management standards. In the context
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of network management products. CMIP performs the lower-laver data collections functions and reports its
finding to CMIS.

Network management is one area where the demand has exceeded 1SO's ability to define standards. Witness the
increasing popularity of Simple Network Management Protocol {SNMP). The SNMP definition facilitates the
reporting and collection of network errors. Originaliy targeted to bring network management tools to the TCP/IP
environment. SNMP provides functions similar to those in CMIP.

As a result of the decline in popularity of the OS] Reference Model (following its de-emphasis by the U.S.
government). the popularity of SNMP has increased 1n the ¢ves of most vendors. From the manufacturer's
perspective. SNMP represents a relatvely simple network management tool. Implementing SNMP involves
having computers and mtelligent network devices report errors 1o SNMP and designating one or more computers
to recerve the report of the errers collected from SNMP. Therefore. in a multivendor network where some (or all)
of the computers report 1o SNMP. a single SNMP monitor station can track the network opcrations of several
computer tvpes. End users appreciate that SNMP can be used in a multivendor environment

There are many vendors in the world of network management. with cach offering its own sophisticated network
management archrtecture. Note, however. that the architectures are not mutually exclusive, and therc are some
advantages to running all three architectures together. While the low end of the market is quite open and includes
numerous products such as ManageWise. a joint venture of Novell and Intel. the high end of the market is largely
dominated by HP, IBM. Cabletron Systems. and Sun Microsystems. The various company approaches are
explored in the following sections.

IBM SystemView/NetView

NetView is the nerwork managetment element of IBM's systems management software. SvstemView. IBM has
improved performance over older offerings by enabling CPU-intensive GUI processes to be offloaded 1o client
workstations

In 1990, IBM's System View Serics was never widely accepted. largely because it depended on the OSI CMIP
protocol at a time when SNMP was beginning to be more widely used. Current versions of SvstemView are
unrecognizable when compared to the 1990 CMIP versions. IBM has now embraced SNMP as the de facto
management standard of the dav. and has even embraced object technology in an attempt to make svstems and
network management a little casier. While the carlier versions focused mainky on the mamframe and SNA
architecture. SystemView today is offered on four platforms: MVS, OS/400, AIX. and Q8/2. SvstemView
consolidates many systems and network management applications into a smgle product; previously. IBM
customers had to purchase management applications separateiy.

In releasing the SystemView Series. IBM has acknowledged the growing trend toward muldti-vendor, chient/server
svsiems. and has given the product the ability to manage resources from many different vendors. SystemView
provides utilities for change and configuration management. scheduling. workload balancing. storage and print
management. software distribution. svstems administration. and many additional funclions. Addinonally. its
point-and-click interface and use of a process-oniented model

marks a move towards simplified and more incgrated management

Featurcs of SvstemView All four implementations of SystemView support all of the sysiems management
functions defined by the SystemView architecture. which include business management. change management.
configuration management. operations management (including network management). performance management.
and problem management. Features include

[ ]
=  Client Support. SystemView is able to manage clients including IBM OS/2. HP-UX. Macintosh. NetWare.
SCO UNIX. Sun Selans. SunOS. Windows NT. and Windows 3.x.
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e Siorage Management. SvstemView's Hierarchical Storage Management (HSM) facility, part of the ADSTAR
Distributed Storage Manager ( ADSM) feature. automates the process of moving infrequently used files to
lower-cosl storage media. HSM retains files that are more frequently accessed on local file systemns. which
results in a faster response time. With the HSM system. users access all files, regardless of location. as if
they were local.

« Data Management. The DataHub for UNIX Operating Systems data management facility permits the
administrator to manage multiple databases from a single control point. and without having to know the
different SQL svntaxes of the different databascs.

» Change Management. Increasingly. mobile workers can cause the network manager more than a few
headaches. Change management is not a simple task. although SvstemView's Software Distribution for AIX
facility offers significantly more avtomation than previously available for this task.

s  Performance Monitoring. The Performance Reporter facility tracks svstem resources. such as disk utilization,
and checks them against pre-set parameters

* Remote Monitoring, The Nways Campus Manager Remote Monitor provides real-time performance
monitoring across a multivendor network

SvsiecmView for MVS System View for MVS, running on a System/390 MVS platform. permits the management
of a distributed enterprise from a single control point. SvstemView for MVS is able 10 manage MVS. VM and
VSE hosts. SNA and IP resources. AIX and OS/400 systems, NetWare and other LANs. and several other
network resources. It combines more than 36 systems and network management applications. providing access
from a single. graphical windosw,

SvstemView for OS/400 SvstemView for O8/400 is a modutar solution. also controllable from a single point. s
Automation Center/400 application automates the runbook. enabling the administrator to define important svstem
conditions and definc actions to take automatically should those conditions occur. For managing and analyzing
performance data. the Performance Tools/400 application is included. The System Manager/4(X} application is
used to centrally manage dastribution, operations. software. and problems from a single AS/400 system.

SvsiemView for O$/2 The newest addition to the SysiemView family, SvsiemView for OS$/2 is best used in
small to medium-sized networks. It is based on IBM's NetFinity product. and integrates NetFinity's features for
hardware management. inventory. file transfer. and more. Some of the features included in SysicmView for G5/2
include rcal-time monitoring. software process monitoring. performance monitoring metrics. and a software
inventory dictionary for automatically finding alrcadv-installed applications. Also featured is support for DB2/2
and Lotus Notes. which can be used to store and reuse

configuration and performance data.

SvstemView for AIX SystemView for AIX can manage an enterprisewide. heterogencous environment of mujti-
vendor devices and operating systems. Like the other SystemView products. it manages the network from a
single console. However. the administrator can choose (o share management functions and distribute some
processes from the server to client workstations, Operational tools include: the LAN Management Utilities, for
managing and monitoring IP. IPX_ and NetBIOS devices: LAN Network Manager for ALX. for viewing status
informauon about the LAN. LoadLeveler. for job management

and balancing; and NetView for AIX. for managing multivendor TCP/IP nctworks

NetView for AIX, the network management element of SvstemView for AIX, supports up to 30 operators who
can share access to management functions. Sysiem access 1s controlled through the distributed sccurity features,
and a sequenuial logon function is included for seamlcss transfer of control from one operator to the next.

IBM's SystemView Advance Tcam program might ultimately result in even more intcgration and features. This

program iaviles thurd-party vendors 10 mtegrate their products into the SvstemView framework. The plan makes
alliances with vendors offering network and sy stems managememnt products that support System View platforms,
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Members of this team include Bay Networks. Boole and Babbage Inc. (San Jose. California). and Cisco Systems
Inc. (San Jose. California).

IBM and Tivoli

IBM has entered inte an arrangement to acquire Tivoli Systems. a provider of systems management
software The deal will bring Tivoli's innovative management technology into IBM's family of svstems
management products, and will ultimately provide for an even more comprehensive solution.

Cabletron Systems' SPECTRUM

Cabletron is positioning its SPECTRUM product as an alternative to products like HP Open-View or IBM
SyvstemView. SPECTRUM 3.1 runs on several operating systems. including HP-UX (i1 is the onlv other neitwork
management sysiem other than OpenView to run on that platform). OpenView docs not have a distnbuted
architecture. which might make SPECTRUM a better alternative for some sites. Cabletron is attemptig 10 cxtend
SPECTRUM into the enterprisc client/server arena with new svstems management applications that facilitate
policy-based management Besides Cabletron. several third-party companies offer products that enhance the
functionality of SPECTRUM with extra features such as performance and capacity measurement and
configuration management.

SPECTRUM is protocol-independent and uses an artificial intelligence technology Cabletron calls Inductive
Modeling Technology (IMT). Through IMT. SPECTRUM can find solutions and solve problems on its own. with
no human intervention. SPECTRUM creates a model that pictures every single entity in the nemworle including
cabling. devices. topologies. and applications. The objects not only have intelligence about themseives. but also
about their relationships to other objects Version 4.0 of SPECTRUM gives the administrator the ability 10
manage not only the local domain. but anv network that has been configured by SPECTRUM--giving
SPECTRUM enterprisewide capabilitics

HP OpenView

HP OpenView. like SystemView. 1s an integrated network and svstems management environment consisting of
several relaled products. It 1s capable of managing NetWare and Windows NT servers and PCs. and a large
variety of server platforms There are a wide varicty of third-party management solutions written for OpenView
available on several platforms. including HP, 9000 svsiems. Sun Solaris workstations. and Windows NT-based
SYStems.

The HP OpenView Network Node Manager s at the center of OpenView. Network Node Manager. a network
management platform. provides a full view of the nctwork through TCP/IP and SNMP managentent. The utility
runs the OpenView OSF/Motifl intcrface. and permits many tasks to be carried out with little or no programming,
The Network Node Manager includes the following subsysiems:

» Event Browser. This subsvstem permiits event filtering and prioritization. and cnables the adnunistrator to set
and customize alarms and configure events on a per-node basis

e Discovery This subsysiem will automatically gencrate a map of a TCP/IP network. monitor the status of
network nodes. and discover devices across WANs

+ MiB Application Builder This enables the admunistrator to create MIB applications for MIB objects with no
programming,
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For larger networks. tasks can be distributed among several operators to reduce the processing load on the
management station. This is accomplished with the OperationsCenter application. which offers manager-1o-
manager commumecations and hot-backup facihtics. two important steps towards increasing OpenView's overall
scalability. By distributing these tasks to up to 15 other operators. it becomes possible 10 manage a much larger
network through cooperative management of multiple domains. This application will also offload much of the
GUI processing from the server to operator consoles. thereby frecing up the server for more management 1asks.

The AdminCenter portion of OpenView provides configuration change management functions for the enterprise.
AdminCenter graplucally displavs the entire administration domain. All network objects are discovered
automatically. and their status is represented with a color-coded schema.

HP entered into an alliance with Novell in 1996 to integraie its HP OpenView svstems management platform
with Novell ManageWise. The alliance further opens up OpenView, giving users of OpenView the ability 10
manage NetWare environments from the OpenView framework. —

HP is also making available its ong-awaited Windows NT-based agents. extending its rcach further to the
Windows world. The combination of NT and NetWare support significantly expands the reach of OpenView and
provides for a much more comprehensive view of a multi-vendor enterprise. The Windows NT agent will also
facilitate mntegration between OpenView and Microsoft Svstems Management Server.

HP is planning a number of enhancemenits to the OpenView for Windows platform to enhance its PC
management capabilities and bring the Windows version closer to the UNIX implementation in terms of
functionality. HP plans to add suppon for the DMTF's Desktop Management interface (DMI). thus cnabling users
to monitor the configuration and inventory of desktop workstations. The DMI Browscr facility will also permit
users to perform remote locking and booting, However. users will need

two browsers: one for monitoring SNMP MIBs and another for DMI MIFs.

Sun Microsystems Solstice SunNet Manager

Sun Microsystems is following the same path as HP and IBM. and merging svstems and network management, In
the past. a major complaint about Sun's management platform was that it could not scale 1o very large networks,
Sun has sigmficantly expanded its SunNet Manager over the past yvear with new implementations. including the
Soistice Site Manager for smaller networks and the Solstice Domain Manager for large or muluple sitcs

Solstice Enterprise Manager

The high-end version. Solstice Enterprise Manager. 1s still in the works--but will be capable of managing
in excess of 10.000 nodes. Sun Microsyvstems' recent alliance with Computer Associates will ultimately
produce a single product. meant to control an entire enterprise network, The new product will combine
CA’s Unicenter systems management and Openlngres database. with Sun's Solsuice SunNet manager
network management platform,

Sitec Manager can support 2 LAN of up to 100 nodes. and can report to Domain Manager, which can handle up to
3.001) nodes. Site Manager and Domain Manager offer a consisient interface and feature set. which makes it
much easier (o run both systems. Domain Manager can be configured 1o receive information from muliiple Site
Managers. and can also send and reccive information to other Domain Managers Site Manager can access
Novell's NetWare Management Agent (NMA) agent, which permits Site Manager to access the NetWare server's
file svstem and print qucues. and other key atinbutes  Domain Manager is available in one of three
configurations: a standalone platform. as a central manager where multiple Site Managers are connected Lo one or
more¢ Domain Managers. and where multiple Domain Managers are interconnected as a cooperative management
platform. The ability 1o enable multiple Domain Managers to share information gives the system a great deal of
power and scalability: the Domain consoles can be connected in a peer-to-peer fashion. thus permiting multiple
administrators to share the administration of the network.
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By distributing the management processing ioad throughout the network. Solstice Domain Manager 1s capable of
handling a very large network. This 1s done through one of two different types of agent technologies. The first
agent directly accesses managed objects. and the second is a proxy agent. which works as a middlc manager. The
proxy agents communicate with the management platform through ONC/RPC. translating the RPC protocol into
a protocol that the managed element can understand. This mechanism permits Domain Manager to conirol a large
range of resources.

Three application program interfaces (APIs) are provided for building tools to complement Domain Manager's
functronality. These include the following:
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and scale well to large networks This API also provides iccess to Solaris' access control and authentication
mechamsms,

s Agent Services APL This API is used to manage multiprotocol environmemts through an intermediary
protocol. A proxy agent can be written to this API. effectively extending Domain Manager's reach cven
more.

s Database/Topology Map Services APL This API gives managers the means to modify the management
database and customize the topology display. ’

LAN Alternatives

While IBM's NetView is very cffective in centralized networks and WANS, its applicability to a LAN
environment is less than ideal, In a LAN cnvironment, all network activity flows through the common LAN, and
this LAN can be wapped and monitored. whereas in central and WAN environments. there is ro single common
thread for communications

In this LAN environmeni. multivendor equipment can operate multiple protocols in the same physical network.
At the lowest possible level. they all share the same (or very similar) data link and physical interfaces. Thus. i a
single network. the Digital LAT protocol might run alongside HP's NS protocol. Digital's DECnet protocol.
TCP/IP. and Novell IPX. but they all use cither the 802.2/802 .3 frame definition or the Ethernet frame definition.
By focusing in on this lowest common denominator. a

LAN monitor can track all of these protocols and more.

This is the approach taken by Digital. HP, and Sun. All three provide products to monilor the LAN operation at
this iow level. Thus. nonresponding addresses can be detected. along with excessive retrics or rejections. In
addition to these low-level functions. they also provide products 1o morlor their own specific protocols—so
Digral products monitor DECret and LAT. HP products monitor NS. and Sun products monttor TCP/1P.

Unfortunately. when 2 LAN cxtends into a WAN. these momtoring tools do not also reach out 1nto the wide area.
Thus. 1n 2 WAN composed of multivendor cquipment, multiple products from multiple companies must be
cmploved 1o track the network bevond the [LAN. Fortunately. as the use of WANSs has begun to spread. so has the
development of comprehensive network management tools like SvstemView. This remains a fast-paced area of
grounth.

Centralized consoles. such as HP's OpenView and IBM's SystemView. are used 1n the management of complex
nciworks. However. these central consoles have not been as useful as they could be for enterprise networks. The
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root of their problem is scalability: the console gets bogged down when 1t reaches a centain number of devices.
Tvpically. after this threshold has been reached. an additional management ¢console must be added.
Unfortunatelv. information is not shared between consoles. Intelligent management agents (IMAs) and mid-level
managers (MLMSs) address this problem. The IMA is able 1o act as an intelligent manager. diagnosing and
repaining problems as they occur. The MLM 1s similar. but is able to manage other agents. The IMA nvpically
resides in a managed device. while the MLM resides in the workstation and oversees a cenain domain within the
network. The enterpnise console then manages a group of MLMs. The MLM sends summary reports to the
enterprise console, so the console is less likely 1o become overloaded. Cabletron Systems' SPECTRUM network
manager offers a good ¢xample of MLM feawres.

There arc many obstacles to efficiently managing a network. particularly in a multuvendor environment. Hubs.
routers. NICs. workstations. and servers might all come from different compames,

Traditionally. network managemeni products have come to run on UNIX platforms. However. Microsoft's
Windows NT is gaining recognition as an acceptable platform for these critical applications. Scveral products.
including SPECTRUM and Digital's PolyCenter NetView. now support Windows NT.

Cabletron Focuses on Integration

Cabletron is also planning integration with Microsofi's Syvstem Management Server (SMS). This
integration will enable a SPECTRUM console to issue SMS commands: in a future rclease of
SPECTRUM. data sharing between the two will be permitied. Cabletron has focused on case of access in
SPECTRUM 4.0. which will be able to send network management reports to a Web server. This feature
will enable anvone with a Web browser and proper access o view management reports from any
location.

The trend towards integration is being seen throughout the network management industry, Novell Inc. (Provo.
Utah) and Intel Corp {Santa Clara. California) have a new version of the ManageWise network management
suite that better integraies the two companics' management applications. ManageWise 2.0 combines separale
consoles for Intel's LANDesk and Novell's .
NetWare Management System. It integrates the NetWare Directory Services (NDS) and unifics network
management and administration for the two management platforms. NDS mantains a central dircctory of
authorized users. and provides for a single point of administration for enterprises with multiple servers.
ManageWise 2.0 will also offer better SNMP support. Through ManageWise, an SNMP console will be able 1o
nmuanage a NetWare scrver

Products like SvstemView and OpenView often work with thurd-party products to expand their reach into other
arcas--such as a NetWare network. Novell's netw ork management products are supported by both 1BM and HP:
users of SystemView and OpenView can gain immediale access to NetWare statistics through Novell's products.

Novell offers two network management products: LANalyzer for Windows and ManageWise LANalvzeris an
inexpensive. softwarc-only network analvzer meant for smaller networks or for portable use. Running on an IBM
80386 processor. LANalyvzer will continuousty monitor traffic on an Ethernet or token-ring scgment. capture and
decode NetWare packets. and derive a vanicty of statistics such as bandwidth usage. traffic patierns, and packet
counts. However. because it ¢can only monitor a single scgment at a time, it is usable only on smaller networks

For managing multiple scgments simultancously. Novell offers therr Manage Wise network management
software ManageWise is a more full-featured. integrated sct of management services that is used for controlling
the network on an end-to-cnd basis. Like LANalyzer. it manages Ethernet and token-ring nctworks running
NetWare 3 or 4. Tt offers extensive standards support. including SNMP. IP. IPX. and RMON: and several
enhancements are available {rom third partics IBM. SunSoft. and Hewlett-Packard have all agreed to support
ManageWise 2.0 in their own sy stems management offenings.

Novell takes the approach of offering network management as a network service, mtegrated into the network
itself. as opposed 10 presenting it as a centralized svstem. ManageWise is installed on each NetWare server. and
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enables an administrator 10 manage all NetWare servers from a single site. Because it is a disiributed service. it
can take advantage of the processing power that exists on the network. and minimize network traffic. Because
ManageWise enables for shared access 1o the management information it collects. multiple consoles can
cooperatively manage a heterogeneous environment. Users of [BM's SystemView can take advantage of the
ManageWise network agent to get a dvnamic view of the NetWare topology directly from SystemView.
Similarly, users of HP's OpenView gain immediate access to NetWare statistics from the OpenView cnterprise
console

Verston 2.0 of ManageWise permits managers to move easily between SNMP management and NDS network
administration. It uses NDS as a security measure for SNMP management by enabling staff 1o authenucate
managers on the network and strict access to managemeni functions. ManageWise's SNMP agent technology
permits NetWare servers 10 be managed from any SNMP management console. and also makes its network
mapping services available to other consoles. Because it distributes its intelligent management agents throughout
the network. the need for continuous polling is kept to a minimum.

Remote Monitoring (RMON)

RMON technology makes management 1asks that were previously available only in the SNA cmvironment
possible for a distributed. intemetworking environment. These features include network secunty. network design.
and simutation. An embedded RMON agent can be beneficial to the corporate network. as the number of
interconnected LANs and desktops continue 1o increase. RMON lends stability 1o the network. and cnables
nctwork managers to support more uscrs and scgments without incurnng bandwidth usage penaliics. Most major
internet-working vendors support embedded RMON. including 3Com (Santa Clara. California). Bay Networks
{Santa Clara. California). and Cisco Svstems {(San Jose. California),

The RMON and RMON 2 standards were created to permit troubleshooting and diagnosis of problems in an
cnterprise network. and to provide the means to proactiveiv monitor and diagnose a distributed LLAN. in the
RMON model. a monitoring device. known as an agemt or probe. monitors a network segment. gathers statistics.
and monitors for uscr-defined thresholds that. when exceeded. trigger an alarm. These probes communicate via
SNMP with a central management station. As networks get more complex and far-rcaching. standards such as
RMON are becoming essential, The original RMON 1 standard supported the monitoring of traffic only through
the MAC (Data Link) Laver of the OS] model. and was limited in its usefulness.

RMON 1-based probes only viewed traffic on the local LAN segment. and did not identify hosts bevond the
rouler level.

The RMON 2 standard supports the Network Laver and Application Layer as well. making it usable for
managing an enterprise network The RMON 2 standard. however. does not support high-speed LAN/WAN
topologies. switched LANs. or monitonng of network devices (the as-vet-undefined RMON 3 standard might
accommodate these technologies) RMON 2 still goes far bevond the previous specification in providing a more
complete view of network traffic. because the RMON groups map to the magor Network Laver protocols. such as
IP. IPX. DECnet. Appictalk. Vines. and OS!

The importance of Network Laver support ts evident when looking at a distributed environment. where resources
might be on different physical LAN segments. These multiple LAN scgments might be connected by routers or
switches Any user. given the right authonzation by the administrator. can access any remaote resource in the
distributed network, RMON 2-based products are available for deployment in switched internctworking
chvironments.

RMON can be used by managers to go bevond those functions afforded by SNMP for network management, and
can accommodalte a much larger enterprise. SNMP is used to configure and monitor network devices. but there
ar¢ some limitations SNMP management software usually polis the software agents on a continual basis. As a
result. there 1s a finite amount of devices that can be monitored before the amount of 1raffic reaches an
unacceplable level The IETF (Intemet Engineering Task Force) Remote Network Monitoring Management
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Information Base (RMON MIB} specification adds an extra MIB that defines managed objects. using standard
SNMP mechamsms The RMON MIB is maintyv used 10 support

monitors or probes that are not constantly connecied to the management software The RMON MIB also
diagnoses and logs events on network segments. detects and reports crror conditions. and expands SNMP's two-
level hierarchy to provide the network manager with more flexibility. A RMON monitor can send data 10 more
than one management apphcation. and the alerts can be sent to the most appropnate station.

There are 10 basic RMON MIB groups. nine of which support Ethernet topologics and the tenth reserved for
parameiers that are specific to token ring The 10 groups are:

s  Statistics. This group shows data conceming network uses. traffic levels. and other information for
‘troubleshooting. It counts Ethernet or token-ring frames. octets. broadcasts. multicasts. and collistons.

» History. Provides trend analysis of the data in the above Staustics group.

e Alarms Permits thresholds to be configured. such that events can be triggered when those thresholds have
been exceeded.

o Hosts Permits SNMP managers to receive information on network nodes that lack SNMP agents.

s Host TopN Permits reports to be defined. such that the top "n” ranking hosts are listed for different
variables. For example. a report can be gencrated that shews the top "n” number of nodes that generated 4
specific number of errors over a time period.

s  Traffic Matrix. Permits a matrix that cross-references destination addresses against source addresscs. and
plots values for frames. octets. and errors for cach traffic pattern. This permits the manager 10 discover which
comversations generate the most traffic or errors.

» Filters. Enables the manager to define packet match conditions to capture relevant data for analvsis.

s  Packet Caplure. This group provides capture buffers to hold information derived from actions taken by the
Filters group. Captured packets are used by several network analvsis software tools. such as Novell's
LANalyvzer

« Events Generates an cvents log

e Token Ring. Actually several groups rolled into one. the Foken Rung group inciudes token-ring-specific
functions. such as ring station order and source rouling,

Large token-ring internctworks oficn must be managed with minimal management and monitoring tools. simply
because of linuted availability. Token-ring RMON represents a standards-based approach 10 managing a token-
nng LAN. However. many of the existing token-ring probes lack support for token-ring-specific features. such as
autosensing ring speed or the ability to stop beaconing after a number of unsuccessful insertion attempts. There
are also. of course. bandwidth issues to consider. The RMON management application aceesses the RMON
probes through in-bund SNMP functions. which means that the bandwidth consumpuon of information requests
can be a major constderation.

Major vendors of RMON products include Ammon Networking (Santa Barbara. Califoria). Frontier Software
(Tewksbury, Massachusctis). and Hewlett-Packard (Palo Alto. Califormia). In terms of the OS] model. RMON 2
supports Laver | (Physical). Laver 2 (Data Link). Layer 3 (Network). and Laver 7 (Application) Most RMON
products. however. do accommodate all seven lavers. although suppon for the Transport. Session. and
Prescntation lavers are not yel standardized and are mmplemented through proprietary cxtensions.

RMON Agents
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Both 3Com Corp. and Cisco Systems Inc. have plans for offering RMON agents that pass data to
RMON management applications. The agents will be built into the companies’ switches as a standard
feature. RMON agents send data from each port on a switch to a management application, The agents
perform the same 1ask as RMON probes. which are attached to the links between swilches. although the
stand-alone probes are a more costly solution.

Frontier Software has created a superset of RMON 2. known as EnterpriseRMON. that overcomes the limitations
of RMON 2 and supports all seven lavers of the OSI model. Frontier's NETscout further exiends RMON by
supporting switched LANSs and high-speed LAN/WAN topologics. (In the future. Frontier is also planning on
adding support for Fast Ethernct and ATM.) The abilitv {o monitor LAN switch and interswitch traffic permits
NETscout to manage a virtual LAN (VLAN) environment. A

NETscout probe device can be managed from anv RMON-compliant management software product: similarly.
the NETscout Manager application can manage anv RMON probe.

VLAN (Virtual LAN) Technology

VLANSs represcnt software-defined groups of endstations that communicate as though they were physically
connccted. The end stanions can, however. be located on different segments throughout the greater network.
VLANS also carry the advantage of allowing for policy-based management. which permits the network manager
10 assign proritics to different tvpes of traffic. This model permits the network manager to manage the network
from a business perspective. instcad of a purelv technical one. The network manager would. under this paradigm.
be able to establish policies that would limut the amount of time a user could be on the net-work. the amount of
bandwidth each user would have access to. and which applications are accessible.

The logrcal grouping of VLANs make it casier to do moves and changes. and provides for better usc of
bandwidth. Onc of the biggest problems of VLAN technology has been lack of interoperability. Cisco Syvstems is
addressing this problem by spearheading a standard that could be used to create multivendor VLANs. The lack of
interoperability has. until now. meant that in order to deploy VLAN technology. a company must stay with a
single vendor. Several other networking vendors are supporting the standard (the IEEE 802,10 Interoperable
LAN/MAN Security standard) as a way to build muluvendor VL ANs.

IEEE 802.10, Cisco. and VLANs

[EEE 802.10 was originally created to address security within a shared LAN environment. Under Cisco's
plan. the spec does not have 1o be modified to apply 10 VLANs Cisco proposes that 802,10 be used in
routcrs and switches for identifving network traffic that belongs to spectfic VLANs Cisco supports
802.10 in i1s own routers, The IEEE 802,10 Interoperablc LAN/MAN Secunty standard would be used
as a way to identifiy VILANs by tagging frames for delivery to different VLAN segments. However. a
method for sharmg address data still must be defined. Cisco proposes that a 4-bate field in the 802,10
frame be used to hold VLAN ID data: that ficld was originally intended 1o carry security information.
Network hard-ware from multiple vendors would then be interoperable because they would all be able 10
send frames to different VLAN segments.

VLAN technology could potentially add a great deal of flexibility and securiey to a network. and save a
tremendous amount of 1ime and money (not to mention headaches). In a large. increasingly mobile
enterprise. managers must spend an increasingly high percentage of their time accommodating moves.
additions. and changes. The VLAN model would significantly reduce the time spent on these tasks. and
cnabl¢ uscrs to move more frecly between logical LANs.

Switches must also be able to sharc address wable data. and there are no proposals for how switches could
exchange frame information. Management 1s another issue of VLAN inier-operability that needs to be addressed.
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There have been no definitions laid out for VLAN management objects. and all switches have diffcrent
proprictary MIBs.

Most VLAN systems require users to define the VLAN based on LAN segments or Media Access Control
(MAC) addresses. Although VI.ANs simplify management one major limitation that existed uniil recently is that
the manager had to issue new [P addresses manually whenever a new VLAN is established. More recent
developments permit a single station running multiple protocols te belong to multiple VILANs. This technology
creates virtual workgroups based on protocol type or subnetwork

address. and requires less configuration on the part of the network manager. The enterprise-wide VLAN is
destined to become a reality. due in part to IBM's Switched Virtual Network architecture. This

architecture provides a definition for grouping users over an ATM backbone using software, on its Nways
swilches and hubs. For more information about virtual LANs. see the "LAN Emutation” section in Chapter 12.
"High-Speed Networking.”

Managing Mobile Computers

Businesspeople carrying lapiops to their homes and with them on business trips have become a commaon sight
These travelmyg road warriors often have the ability to dial into the corporate network 10 access applications. dat.
and cnitical corporate information. However, for the network manager. this increased mobility brings new
challenges.

The MMTF

How do vou manage something that is only occasionally connected and has no fixed gecographic
location? The Mobile Management Task Force (MMTF) might have the answer. The MMTF was
orgamzed to create extensions to SNMP 2. which would permit network managers to troubleshoot and
control mobile clients using low-bandwidth remoie or wircless links.

A proposed SNMP agent will provide for better network administration over mobile users. The MMTF
has proposed a specification for a mobile Management Information Basc (MIB) extenston for TCP/IP
nctworks Thas MIB will permit SNMP consoles gather configuration and location data from dial-in
devices.

Wireless Commaunications

Wireless is not likely to ever replace traditional wired networks. but there are areas where it can be uscful.
Wireless is not suitable for a data-intensive corporaic environment. but might make sense for temporary
connections. shop-floor applications. or in other situations where wiring might not be practical. Most wircless
LANs send data much slower than standard 10 Mbps Ethernet--usually at about | or 2 Mbps. although frequency-
hopping can speed up the throughput somewhat. The three tvpes of wirciess svstems are: Wireless LANs. which
establish a link within a limited arca. such as a building. wireless remotc bridges. which connect buildings within
a 25-mile rangc: and nationwide WANSs. which can maintain a connection between a large mobile workforce.

Commecrcial IP software products arc starting, to appear that enable mobile PC users 1o keep a wircless network
connection over multiple segments m a large TCP/IP network. With such a system. proprietary protocols are no
longer requured for targe wireless networks. Typically. if a user moves between segments. the wircless connection
gets dropped. Users on multi-campus networks often are required to restart their hardware because of this
hinutauon

Mobile IP
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1P6. cwrrently under development by the [E T F. includes specifications for mobile IP that will enable
mobtle users 10 maintain these (ypes of connections more efficiently. Under this draft. 2 mobiic node
will always be identified by a fixed home address. regardless of where it is physically plugged into the
Internet. The remote node will have a "care of™ address that specifies the current location. Packets
addressed 1o the fixed home address will be transparently routed to the "care of" address.

Of the many tvpes of wireless technologies. Cellular Digital Packet Data (CDPD) technology holds perhaps the
grcalest potential, although it has not been widely deploved. CDPD technology sends data over a cellular network
that is already being used for voice transmission: as such. it does not require establishing an entirely new
infrastructure It sends data packets between voice transmissions on an existing celluiar channel without having
any negative impact on the voice communication. The packets merely fill up unused voice spaces in a cellular
transmission. The CDPD standard is non-proprietary. and allow s existing applications to be adapied to the
wireless environment. It supports multiple protocols. including IP. and uses cellular telephony standards already—
in use by cellular telephone users

CDMA

Code Division Multiple Access (CDMA) s another emerging digital wireless technology that promiscs
improved call quatity and new wireless features. (The key word here. as in all wircless technologies. is
"emerging.") Like CDPD., CDMA holds great potential in promoting open wireless standards. and
ultimalely more widespread commercial acceptance of wireless services. A new industry group. the
CDMA Development Group (CDG). plans to address intemational development of CDMA siandards.
which will eventually permit wireless systems in all countries to interoperate.

Security and Firewalls

The move to open computing and chent/server architectures has brought a great many advantages. but
administering secunity has become a greater problem than ever before--especially in situations where the
corporaie network is connccted to the public Internet. For example. by itsclf. TCP/IP has no inhercnt scourity.
Many a worried administrator has spent more than 2 fow sleepless nights wondering when the next hacker will
wandcr into his doman.

Firewali products enforce strict control over access to the network. usually taking the approach of denving any
tvpe of access that is not expressly permitted. However. although these tools might keep hackers at bay. they
might atso keep lcgitimate users from taking full advantage of technologics that nught otherwise be at their
disposal--such as strcaming video

Proxy servers. on the other hand. will pernut access to all Internet resources while still maintaining secunty.
Under this type of svstem. a comnund is exccuted 4o an HTTP proxy sen er running on a scparate fircwall
machinc. The proxy takes requests and exceuies them. requesting whatever information is required from outstde
remote servers. and then delivers the response to the protected machine. A proxy server ¢an also retain a cache of
data. which returns requesicd documents more quickly. Because the data is then stored locally. it is available
immediately. and the proxy does not have 1o go out and look for it cach time it is requested Caching is done
usually on the proxy server. rather than the local chiemt Although proxy software is widely availabie. cach
protocol requires 11s own proxy server. which means a lot of admunistrative overhead.

IPSec

As previously mentioned. TCP/IP has no inherent security of 1ts own A proposed [ETF security
standard. IPSec (interet Protocol/Sccurity). will be appcaring in firewall and TCPAP stacks soon. [PSec
is not specifically mandated for the next version of TCP/IP. version 6. although it will work with both
version 6 and the current teration.
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The other type of firewall 1s a simple packet-filtering router. which decides whether to forward a packet based on
the IP address and TCP port number 1n the packet header. These are much less secure than proxy server solutions.
but are more transparent to the end user.

The Security Administrator Tool for Analvzing Networks (SATANY). a security 100l designed by Dan Farmer.
stirred up some controversy when Farmer decided to make it freelv available on the Iniernet. SATAN detects
vulnerabtlities in networks, and can be a valuable tool that helps administrators find their networks' weak spots
However. it can also be used by a hacker to find the network's weak spots.

The application can be valuable to the administrator who runs it. reads the report of vulnerabilities. and fixes all
the holes. If the administrator docs so first. any hacker that subsequently applies SATAN 1o the network will
come up empiv-handed. SATAN is easy 10 use. although its intuitiveness is a double-edged sword. First-time
hackers with little experience can easily break into a system. and the report clearly describes any vulnerabiliies
and tells how to fix them.

If vou're worried about an outside SATAN attack. get a copy of Gabricl. a free SATAN detector that warns
adrministrators of network intrusion

-12 -
High-Speed Networking

Asynchronous Transfer Mode (ATM) Networking

Asvnchronous transfer mode {ATM) technology fends uself to applications with high bandwidth requirements.
such as video and multimedia. ATM not only enables the network to ship huge amounts of data. it can also
reduce use of the server With an ATM configuration. a NetWare server., for example. no longer has to wait for an
Ethernet transmission that would otherwise cause data to get backed up in the cache.

ATM networks are built on a star topology. with a centrally located ATM switch and each desktop wired directly
to the swiich. ATM is a high-bandwidth packet-switching and multiplexing mechanism. Network capacity is
divided nto cells of a fixed size. which include header and information ficlds. These cells arc allocaled on
demand. This high-speed protocol will ulumately bring many advantages to wide-arca networking. However. the
technology can be costly and might require other parts of the network

to be upgraded to handle the load. A server opumized for a 10Base-T network will probably require upgrading 10
handie the increased amount of data flowing in from the clients. Besides the servers. the clients nught also need a
hardware upgrade

More than ever. computer nctworks are being pushed to their limits Huge applications. increased end-user
demand for data. and high-demand applications such as videoconferencing and multimedia are creating a need for
more bandwidth than is often available on a traditional 10 Mbps LAN, ATM. unlike Ethernet and token ning. is a
connection-orientied technology In an Ethemet LAN. the anrount of bandwidih available 10 each user decreases
as more people use the neiwork. However. in an ATM network. the amount of bandwidth available to cach
connection remains constant
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Earlier implementations of ATM used fiber optic cable and optical wranscervers. although commercial acceptance
of ATM depends on its effective deplovment on a varicty of media. ATM technology is rapidly moving towards
the desktop level. and is now available over Category 5 unshielded wisted pair (UTP) and Type 1 shiclded
twisted pair (STP) cabling. UTP and STP are¢ the most commonly used tvpes of media in the tvpical LAN
environment. Category 5 UTP and Tvpe ! STP both support ATM transnussions up to the full 155 Mbps Cable
lengths can reach 100 meters. and a maximum of two connections per 100 meters is allowed.

Support for Category 3 UTP copper wiring means that ATM can now be brought to the desktop in a manncr that
is transparent to end users. FORE Svstem's (Warrendale. Pennsylvania) PC ATM product line recognizes the
need to bring ATM 1o the desktop. and inclodes driver suppont for NetWare. Windows NT. and the Maciniosh
OS. In addition. LAN Emulation techniques will permit existing applications running over NetWare. Windows.
DECnet. TCP/IP. MacTCP. and AppicTalk to run unchanged over an ATM network LAN Emulation also
provides the means o establish internetworking between the ATM

and Ethernet or token ring LAN,

A recent LAN emulation specification. suggested by the ATM Forum. enubles ATM to be deploved ina LAN
environment without having to change the system software. In addition. the price is gradually decrcasing on all
fronts as competition increases and new vendors enter the market. However. before ATM is widely accepted.
more 1elephone service providers must establish their ATM services. and ATM interfaces must be built into
nctwork operating systems.

If ATM is brought to every desktop. every client gains the ability to send daa at speeds of 25 Mbps-1535 Mbps. or
morc than 13 times the exisung data rate of a standard Ethernet LAN. The ATM architecture ttsclf. however. has
no upper speed limut.

ATM technology is stifl voung. expensive. and lacking in standards. and an end-to-end ATM network is still not
a realistic possibility. It 15 used primarily to support more specific. highly demanding applications that a
traditional network would not be able to support. A network with only ordinary. run-of-the-mill needs and
productivity applications runmng, for cxample, some database programs. productivity apps such as word
processing,. spreadsheets. and ¢-mail. can run on a standard 10Basc-T network for quite some time without
slowing down. Implementing an ATM network for these ordinary tasks is like driving to the corner supermarket
in an Indv 500 racecar,

ATM takes all types of traffic. including data. voice. and video. and transforms 1t inio 33-bvie packets. which can
then travel directly over a network via switching. This small packet size lends niself to real-ume applicauons.
such as video. In order to increasc speed. the switches can route traffic through multiple paths. The link, however.
will appear as a poim-to-point connection. or virtual circuit. Bandwidth is available on demand. and users do not
nced to bear the expense of a dedicated line

Because of the lack of standards. various ATM switches are often incompatible, The ATM Forum has done 2
considerable amouni of groundwork for defining ATM standards, however. and more vendors are starling (o
comply and offer corplete ATM product lines. An ATM solution can be costly by the time the switchmg
equipment is paid for. workstations arc upgraded. and training has been planned. (In the near future. however. it
is likely that ATM will come to be accepted as a robust and complete backbone technology.)

The ATM Forum is a consortium of over 300 organizations. One of the first companies 1o release ATM products
was Fore Syvsiems. one of the ATM Forum's principal members, Fore released the first ATM adapier cards in
1991, the first ATM LAN switches in 1992 and remains the leader in this market. Fore approaches ATM with a
four-tiered architeciure. as tollows:

= Laver 1: ATM Transpon Services. These services comert non-ATM traffic to ATM cells. allowing all tvpes
of traffic to makc use of ATM fcatures.

s Laver 2. VLAN (Virual LAN) Scrvices. A VLAN is a logical association of uscrs with a common broadcast

domain. VLAN technology permits a network to be designed based on logical relationships, instead of
phvsical connections
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¢ Laver 3: Distributed Routing Scrvices. Although VLANSs eliminate a substantial amount of routing. some
routing might still be required. such as establishing communications between different VLANS. or
conversion between different MAC tvpes (Ethernct to token ring).

e Laver 4: Application Services. This laver makes the services in the above three lavers available to
existing applications.

An ATM network can carry three tvpes of traffic: constant bit rate (CBR). variable bil rate (VBR). and available
bit rate (ABR). CBR accommodates voice and video, and requires the ATM network to act like a dedicated
circuit and provide sustained bandwidth. VBR traffic is similar. except that the bandwidth requircment is not
constant. ABR 1trafTic does not require a specified amount of bandwidih or delay parameters. and is uscful for
most common applications such as e-mail or file transfer.

The ATM network uses three techniques to manage traffic. They are as follows:

o  Traffic shaping. This 1s performed at the user-network interface level and ensures lhat the traffic matches the
negotiated connection between the user and the network.

» Traffic policing. This is performed by the ATM network and ensures that traffic on each connection is within
the parameters negotiated at the establishment of the connection. An ATM swilch uses a buffering technique
called a "leaky bucket" in order to police traffic In the leaky bucket svsterm. traffic flows (lcaks) out of a
buffer ( bucket) at a constant rate. regardless of how fast the iraffic flows into the buffer

» (Congestion control. This is sull being defined by the ATM Forum.

More on Congestion Control

The ATM Forum is still defining the congestion control technique of traffic management. although two
schemes have been proposed to control traffic flow. based on either an end-to-end. or link-bv-link basis.
End-to-end schemes control the transmission rate where the LAN meets the ATM device. The drawbacks of
this method are that some cells can be lost and it requires a considerable amount of buffer space. A link-by-
link flow control mechanism can support more users and uses less buffer space. This too. has its drawbacks:
it 15 more expensive and equipment to implement link-by-link control is not commercialiv available. An
mtegrated proposal. being considered by the ATM Forum. would establish a default end-to-end mechanism
with an optional link-bv-link scheme,

For ATM to be widely accepted. however. switching svstems must be capabie of intcroperating. The ATM
Forum's Private Network-to-Network Interface (PNNI) is a dvnamuc routing protocol that can be used 1o build a
multivendor ATM switching network. PNNI permits different vendors” switching hardware to intcroperate and
cstablish a switched wvirtual circuit (SVC) routing svstem. Under this modet. several switches can work together
and act like a single switch, PNNI distributes information about network topology between switches. so that paths
can be calculated. It also provides for alternate routing in the event of a linkage failure.

ATM Management

ATM networks. like traditional nctworks. need tools for analvzing and managing switches and connections,
However. these tyvpes of tools are in short supply for ATM networks, As more software vendors respond to the
demand. the avatlabitity of ATM analysis tools will be another contributing factor 1o the widespread acceplance
of ATM (A consortium led by Fore Systems has created a solution to the lack of management 100ls for ATM
nctworks. Fore proposes to extend Remote Monitoring, or Rmon. to ATM networks. providing fault and
performance monitonng services on ATM networks.)
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Slow ATM

You might not need ATM if vou don't have demanding applications like videoconferencing. but yvou might sull
want more speed AT&T Corp. 15 offering a new option. referred 10 as "slow ATM." The service runs at 1.5
Mbps. instead of standard ATM's minimum of 43 Mbps. The ATM Forum is. however. working on a standard for
25 Mbps ATM. Either service would add extra speed over a standard network configuration. while being less
cosily than standard ATM service. Manyv more low-end users could be expected to move from 50 Kbps frame
relay to the 1.3 Mbps service. rather than moving immediately to

high-spced ATM. The low-speed ATM network technology Icts vou move gradually to high-speed ATM. as the
need ariscs: this is an ideal solutien for easing into ATM technology without having to make a big comnutment

ATM and Frame Relay Internetworking

The ATM Forum and the Frame Relay Forum have jointly established a new standard--the Frame relay to ATM
PVC (Permanent Virtual Circuit) Service Internetworking Implementation Agreement--10 let users mix frame
relay and ATM traffic on the same high-speed network. This will permit frame-relay sites to move 10 higher-
bandwidth ATM without having to make an absolute choice between the two technologies. As a result. protocol
conversion software is unnecessary, The ability (o use a mixed model permiis a company to use ATM at high-
volume sites, while retaining frame relav at loncr-volume sites such as branch offices. and cnabling the two to
commurnicate.

If vou usc frame relay. but want 1o upgrade to ATM as a central hub, a hybrid frame-relay/ATM internctworking
service might do the trick. Protocols adopted by the Frame Relay Forum and ATM Forum facilitate the
establishment of such a hvbrid network. Under the service. the carrier provides protocol translations that enable
the ATM switch to talk to the frame-relay switch. The svstem lets vou bring ATM into an exisiing frame-relay
network. instead of having to decide on deploving one or

the other.

FUNI
Frame relay 10 ATM intemetworking provides for transparent linking of frame relay sites 1o ATM sites,
One way to achicve this 1s through a new standard known as the Frame User Network Interface (FUNTD,
a service that performs a prolocol conversion between frame relay and ATM. This service permits a
network manager 10 use existing frame relav equipment. while gradually scaiing up to ATM without

" having to make changes to the existing frame relay network. FUNI is actually a low-speed. frame-based
ATM solution The FUNI standard 1s still under development. while framie relav s widelv available and
fairly stable. The differcnce between FUNI and frame relay is that FUNI allows signaling and flow
control to be extended to equipment on the customer premises. and it might be an auracuve solution for
sites with many different applications needing low-speed connections into an ATM network.

SNA Access to ATM

IBM is also working to support ATM in LAN/WAN environments. Pnice is one major barrier to wide arca ATM.
but another is the amount of work required 10 mnterface ATM with legacy networks. IBM's solution for joimng
ATM with its SNA/APPN mstalled basc uses the High Performance Routing (HPR) feature to provide native
access o wide-arca ATM networks Forma/APPN, SNA is well suned for interfacing with ATM because of its
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service features. However. SNA routing is less suited 10 high-speed networking. HPR overcomes these
limitations. IBM's proposal is that the native interface to ATM take place through the HPR feature. Under this
model. mainframe SNA and APPN would connect dircetly to ATM using either LAN emulation or Frame Relay
emulation.

The APPN/ATM Internetworking specification. submitted by IBM to the APPN Implemeniers Workshop. defines
a method for SNA users to migrate existing applications 1o ATM. The AIW is a consortium of vendors that
includes IBM. Cisco Systems. and 3Com. The specification maps IBM HPR class-of-service routing to ATM's
Quality-of-Service specification The specification will permit APPN/HPR users to make usc of App 's class of
service across an ATM net. without having to change existing APPC applications. The APPN class of service
defines route security. transmission priority and bandwidth

between session partners. HPR is an APPN extension that provides the ability to bypass failures and eliminate
network congestion. The specification would permit users (o deploy SNA class-of-service routings over an ATM
net. without having 1o change existing applications. IBM's HPR/ATM proposal is part of its strategy of helping
users migrate to switched network environments.

ATM Inverse Multiplexing

The ATM Forum is working on another way to ease the migration to [BM environments Their Asynchronous
Transfer Mode inverse multipiexing (AIM) technique provides for a more cost-effective deplovment of
broadband ATM over a WAN., by allowing a manager to stay with their less expensive T-1 links as opposed to
moving 1o a more costly T-3 connection. T-3 runs at 45 Mbps. whereas a T-1 link runs at 1.544 Mbps. AIM
establishes a high-speed connection using multipie. point-to-point T1 links that are managed collectively, The
AIM specification permits ATM devices 10 be linked with a single T-1 hnk: as the network requirements grow,
additional links can be added. until volume justifies the use of a T-3 link. AIM sends parallel streams across
muluple T-1 lines and dvnamically balances the cells over all available links.

Quantum Flow Control

A consortium of vendors known as the Flow Control Consortium are proposing an alternative to ATM. making it
even morc confusing for potential ATM users. The group. which includes Digital Equipment and ten other
companies. says that their Quantum Flow Control (QFC) specification complements the ATM Forum's Traffic
Management Working Group's work on the Available Bit Rate (ABR) specification. QFC is designed 1o
interoperate with the ATM and Forum's Explicit Rate specification for ABR services.

LAN Emulation

LAN Emulation (LANE) defines how existing applications can run unaltcred on the ATM internetwork. and how
the ATM imernetwork itself can communicate with Ethernet. oken nng. and FDDI LANs. LANE. a specification
of the ATM Forum. is an internetworking strategy that permits an ATM node to establish connections 10 the
Media Access Control (MAC) protocol scction on the Data Link Laver. This capability permits most major LAN
protocols to run over an ATM network. without having to modify the LAN applications. LANE does this through
three distinct techniques: data encapsulaton. address resolution. and multicast group management.

Each ¢nd station in the ATM netweork possesses a LANE driver. which establishes the IEEE 802 MAC Layver
interface The dniver will translate the MAC-laver addresses to ATM addresses through the LANE Server's
Address Resolution Service. Furthermore. the MAC laver interface is transparent to high-level protocols. such as
1P and IPX. It is through this mechanism that a point-to-point ATM switched virtual circuit (SVC) connection is
established and data can then be transmitied to other LANE end nodes.
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Muliiple LANs can be emulated on a single ATM network. aliowing for the creation of virtual LANs (VLANSs).
A LANE dnver located on an access device. such as a router or hub. functions as a proxy for multiple end
stations connected to the device

LANE ofters advantages over a traditional LAN bridge environment. which is not scalable enough 1o support a
large internetwork. In addnion, the LANE model supports dynamic configuration, making it unnecessary 10
define physical connections and allowing a host to be physically relocated. while remaining with the same
VLAN.

Because existing 802 frame tyvpes arc used in the LANE environment, an ATM adapier can appear to an end
station as an Ethernet or Token Ring card. Consequently. any protocol that runs on Ethernet or token ring can
also run on the ATM network.

The ATM Forum's LAN Emulation Over ATM 1.0 specification describes how an end station communicates
with the ATM network. The specification consists of two parts: thc LAN Emulation Client (LEC) and LAN
Emulauion Services. The latter includes the LAN Emulation Server (LES). Broadcast and Unknown Server
(BUS). and LAN Emulation Configuration Server (LECS). The ATM Forum has gone out of its way to
demonstrate the computer industry's affinity for bizarre acronvms. by collectively referring to this mechanism as
the LAN Emulation User-to-Network Interface (LUNI)

Despite the strange name. LUNI (pronounced "loonv"} goes a long way toward providing multivendor
compatibility. Through the LUNI specification. vendors can easily establish interoperability between therr
vanous end stations.

Each ATM LAN cnd station has a unique MAC-laver address, as do standard 802 LAN end stations. When one
ATM end station is transmitting data 10 another ATM end statton. the first station will look for the second
stauon's MAC address. Afier the first station has discovered the second station's ATM address. any existing
LANE connection between the nwo can be used. If there is no existing connection. the first station will initiate a
conncction using ATM signaling

Il an end station on an ATM LAN wishcs 1o connect with an end station on an Ethernet LAN. a few more steps
are involved. Suppose John sits in front of a workstation on an ATM LAN and wants to send the results of the
World Series to Dan. whose machine is connected to an Ethernet LAN. Thus is where the LAN Emulation
Services (LES) come into play John's machine will send an address request message to the LES which sends the
request to a router on the Ethernet LAN. The router acts as a proxy LEC for the end stations on the Ethemet
L.AN. and stores all the addresses of all the Ethernct stations. including that of Dan's machine. When the address
rcquest 1s sent to the Ethernet router. it is then broadcast to all of the end stations on the Ethernet LAN. Dan's
machine will eventually recerve the request and respond to the router. which then uses its own ATM address 10
make the connection,

Typrcally. connectionless LANSs usc bridges or routers to add additional end stations 1o the intcrnetwork ATM,
on the other hand. is connection-oriented. and data sent between devices on an ATM network is seen only by the
destinatton station, An ATM network can use two tvpes of connections: a permanent virtual circuit (PVC) or a
switched virtaat circuit (SVC). The PVC is manually configured. where the SVC 1s dvnamically created by the
ATM swiich.

Also. the ATM network uses a different address structure from the connectionless LAN. LANE takes care of the
PVC and SVC connections transparently. using an address resolution procedure to bridge the different

addressing schemes and cnable the two 1o be connected. Products such as Fore Systems’ forethought 4 0 include
ATM Forum LANE 1.0 software. which cstablishes a seamless connection between the ATM and Ethernet LAN

ATM LAN emulation mitigates much of the complexity of the ATM network. but is onlyv an interim approach on
the road to full-scale ATM. Through emulauon technology. a shared-media LAN. such as Ethernet and Token
Ring. can co-exist with ATM. This permits a company 1o retain their original investmenis, while implementing a
gradual nugration ioc ATM

208



Managing Multivendor Networks

Multiple Protocols Over ATM (MPOA)

MPQOA. an extension of the LAN emulation concept. is used 1o map network laver addresses--such as IP or 1PX--
to ATM. Under an MPOA scenario. routing protocols such as IP can usc the ATM Quality of Service {dos)
features. with the uitimate geal of allowing a LAN to work over ATM without having 10 migrate the LAN 1o
native ATM. As with LAN emutation. MPOA creates an ATM SVC (switched virtuat circuit) whenever a data
relationship is established. creating a virtual router of sorts. This permils network managers 10 create virtual
subnetwork that go bevond routed boundaries regardless of physical

locations. The MPOA archilecture is compatible with all routing protocols capable of carrving addresses used by
ATM. and is compatible with ATM's P-NNI specfication.

There are three componenis 10 the MPOA architeciure:

» Edge devices. These intelligent switches forward packets between legacy LAN segments and the ATM
infrastructure

» ATM-auached hosts. Adapter cards that implement MPOA and enable the ATM-attached hosts to
communicale with each other and with legacy L. ANs connected by an edge device.

¢  Route server. This ts actually a virtual server, not a physical device. It permits the network-laver subnctwork
to be mapped to ATM.

Frame Relay

Frame relay switching is a type of packet switching that uses small packets. It also requires less error checking
than other packet swiiching mechanisms: instcad. it relics more on end user devices. such as routers or front-end
processors. to provide error correction. Frame relav 1s similar to X.23 in that it is a bandwidth-on-demand
technology. It csiablishes a pool of bandwidth which is made available 1o multiple data sessions sharing a
common virtual circunt

The Frame Relay Implementers Forum. a consortium that includes Cisco Systems, Digital Equipment. Northern
Telecom. and StrataCom. has established a common specification for frame relay connections. The specification
is based on the ANSI frame relay standard and includes an extension that ¢stablishes a local management
interface. )

_ In the past. frame relav networking technology was used only in large WAN cnvironments. although it is coming
to be used as a tool 1o carmy multple tvpes of traffic. including dala, fax and even SNA traffic. It is less costly
than a dedicated privaic line solution. and extremely fast. Frame relay offers a number of benefits, SNA over
frame relay adds savings by enabling users to eliminate private lines rvpically used to suppont critical
apphcations. A high-speed frame relay network will let users transmit data at a rate of 1,544 Mbps

Voice Support and NNI

Although it does not currently support voice transmission, the potential of voice support is tantalizing,
Frame relay voice support would let vou make voice calls on the frame relav net. potenually saving big
mioncy on mtcrnational calls

Howcver. Network-to-Network Interfaces (NNI) have not vet been sufficiently developed. NNIs are

used to let carriers interconnect their separate nctworks. and are an cssential part of international frame
relay.

Frame relav technology 15 becoming much more attracive economically. and carriers are getting intensely
competitive. In many circumstances. frame relay s superier to a private line for data networking scenarios. The
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carriers’ pricing medels should be taken into account when considering a frame relav solunon. Pricing schemes
are complex. and include port charges for physically connecting to the network. charges per PVC (permunent
virtual circuit). and charges for local access. Other charges include COC (central-office connection) tariffs. which
cover the cost of the connection between local access service and the interexchange carmier

The lack of switched virtual crreuit (SVC) services has delaved the widespread implememation of frame relay in
the past. However. manufacturers and service providers are starting to implement these services in carnest. The
lack of SVC services caused customers to mstead retv on frame-relay PVCs, SVCs would permit a nctwork
manager to establish a frame relayv connection on demand. and replace the need for PVCs between sites.

Software is starting o become available to integrate voice. fax. and data networks over frame-relay. Products arc
available to enable a frame relay network to handle all three types of traffic. This tyvpe of software would

- naturally give priority to voice traffic. sending it at a Committed Information Rate-—-which reduces delavs
tvpically associated with sending voice over frame relav,

Switched Multimegabit Data Service (SMDS)

Switched Multimegabit Data Service (SMDS). a connectionless service. can be advantageous in some
multivendor networks over ATM or frame relay technologies. Network design under an SMDS archilecture is
actually quite simple. With frame relay. an the other hand. vou have to assign and configure PVCs (permanent
virtual circuits) between locations, ATM has similar complex design requircments. SMDS. on the other hand.
establishes any-to-any connectivity. Each location has its own E. 164 address. so all you have to do is assign ii a
port connection speed. After a site is hooked up. it can communicate with any other sitc on the SMDS net.

SMDS is a scalable solution. and is capable of keeping pace with an increased number of sites at a low
incremental cost. SMDS port speeds are also scalable. In addition. the ATM Forum and SMDS Inicrest Group
have established a speaification for intemetworking SMDS and ATM senvices. SMDS networks have a group
addressing feature. which can be used to create multiple virtual private networks that can be easily modified as
needed. However, it is limited 10 data only, and is not suited for real-ime multimedia as is ATM.

Fiber Channel

* The ANSI Fiber Channet standard offers higher available bandwidth than ATM. and more products supporting
Fiber Channel are available i the marketplace. Sun and HP both have workstations that support Fiber Channel
networks. ATM was designed as a cell-based. high-speed network architecture for data and voice traffic. Fiber
Channel. on the other hand. 1s a high-speed architecture for connecting neiwork devices. such as PCs and
workstations. and high-speed hardware (such as hard drives) that

arc usually connected directly to a svstem bus. The bus (¢channel) offers the combination of high transmission
speed with low overhead. The standard supports four speeds: 135 Mbps. 266 Mbps. 530 Mbps. and .06 Gbps.
Fiber Channet NiCs supporting these speeds arc currently available. ANSI has approved 2.134 Gbps and 4.25
Gbps Fiber Channel specifications (although the technology for these rates have not yet been made commercially
avanlable). Commercially available ATM products. on the other hand, usually support only the middle of the
ATM transmission rate range.

Switching in Fiber Channel networks is done by ports logging dircctly onto cach other, or 10 connecting devices
(the "labric™). Fiber Channel architecture consists of five lavers:

*  FC-0. This 1s the phyvsical layer. and includes the Open Fiber Control svstem. If a connection 1s broken. Open
Fiber Control permits the recetving device 1o change over to a fower-level laser pulse.

e FC-1. This 1s the transmussion protocol laser.
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« FC-2. This is the Signaling Protocol laver. FC-2 defines three service classes: Class | is a dedicated
connection, class 2 provides for shared bandwidth. and class 3 is the same as 2 except that it does not
confirm frame delivery,

s  FC-3. This laver defines common services.

e  FC-4 This laver includes the Upper Layer Protocols (network and channel protocols)

High-Performance Parallel Interface (HIPPI)

Fiber channel is meant 1o be the successor to HIPPI (high performance parallel interface). which was developed
10 connect heterogeneous supercomputers with IBM mainframes. Like HIPPL. the pimary application for {iber
channel has been clustering. or joining processors together in a point-to-point iink for parallel processing. It can
also be used to link the processor to a storage array. The advantage of frame relay over HIPPI 1s thar processors
can be located several kilometers apart. whercas HIPPI had a much shorier maximum distance (at lcast during us
earlicr incarnation). Fiber channel is not currently used as a

LAN backbone technology (although it is being proposed for that purpose).

Is Fast Ethernet sull not fast cnough? Although 100Base-T. ATM. and other fast networking technologies are
probably more than most people need. Some arcas. such as scientific visualization. fluid dvnamics. structural
analysis. and even cinematic special effects. require a gigabit-per-second throughput. HIPPI. a connection-
oricnted. circutti-swatched transport mechanism. offers an incredible data rate of up to 1.6 Gbps. Originally
designed in the late 1980s as a supercomputer technology. the latest incamation of this ANS? standard 1s now
applicd to workstation clusters and intemetworks. Although it is limited 1o a distance of 50 meters in a point-to-
point conneclion over copper wire, it can reach 300 meters over mulumode fiber. and up to 10 kilomelers over
single-mode fiber. In addition. the original specification has been extended to allow the 50 meter copper wire
connection 1o be extended to 200 meters by cascading muluple switches.

Much has been done to extend the capabilities of HIPPI below the supercomputer level: it can now be applied to
an Ethernet internetwork ot workstation cluster HIPPI works well with most LAN and WAN technologices.
including all varieties of Ethernet. FDDI. ATM. Fiber Channel. and standard TCP/1P protocols It is capable of
linking workstations and other hosis. and connecting workstations 1o slorage svstems at very high speeds. While
HIPPI offers gremer potential than other high-speed technologies such as ATM. HIPPE can coexist well with an
ATM network. combining ATM's widc-area possibilities with the super high speed throughput of HIPPI over the
local area. (HIPPI-ATM interfaces are still under development by the ANS! committee and HIPPI Networking
Forum. Such a connection would encapsutate HIPPI data. send it over the ATM network. and then rcbuild it at
the other end.)

Fast Ethernet

The Fast Ethernet specification provides ten times as much bandwidth as a traditional 10Base-T network Some
consider the technology to be overkill. espectally for smaller networks running standard productiviny
applications. Very few corporatc users ¢ven use more than a few Mbps of bandwidth. and do well with their
existing Ethernets, However, there are cases tn which 100Basc-T and other fast networking scenarios arc
practical and economical Fast Ethcrnet networks nught prove invaluable to

professionals in the ficlds of engincenng. CAD. and multimedia. Using Fast Ethernet as a backbone tn a
clicnUscrver network might make sense. espectably if a wgh number of clients want to access the backbone
network.

10UBaseT 1s an extension of the IEEE's official 82,3 Ethernet standard The 100Base-T nctwork interface cards
are fairly easy to install and widely available. and use standard two-pair UTP winng (calegory 3, 4 or 5). Chances
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are. vou alreadv have calegory 3 or 4 winng in the walls, which makes upgrading to 100BascT fairiv cconomical
Thete are actually three physical layers to the 100Base-T specification:

e 100Base-TX. The most common laver. 100Base-TX is full-duplex capable but supports only category 5.
Most Fast Ethernet products target category 3 installations only,

e 100Base-T4. This is a four-pair svstem for category 3. 4. or 5 UTP cabling. 100Base-T+4 can be more
difficult to install and maintain because it requires four pairs of winng. and there are fewer products
available.

e 100Basc-FX. This is a multi-mode. two-strand fiber system. Use of fiber optic cable viclds a maximum
distance of 2 kilometers

All three types of systems can be interconnected through a hub.

Hxbrid 10/100 Mbps network interface cards (NICs) can run $100 more than straight 10 Mbps cards. (although
prices are likely to come down when the market for Fast Ethernet matures). These hyvbrid cards arc usually
software-configurable and capable of running at either speed. They can also include an auto-negotiation feature.
which is a techmque used by the card to communicate with the hub to automatically determine the environment.
It will amomatically sense¢ whether i11s 10 Mbps. 100 Mbps. half-duplex. or full-duplex. Some Fast Ethernet
products might permut cables for both 10BaseT and 100BaseT networks o be directed to a single hub.

Despite advancements in 100Base-T. 10Base-T is still the most widely used network infrastructure. tvpically
implemented in a star configuration with a central hub. However. as demand for data increascs and applications
grow in size. high-speed LANS arc gradually becoming more important. Technology such as Fast Ethemet can
provide the faster response nmes that impatient end users need. as well as the addittonal bandwidth that is
requured by high-cnd applicauons,

The Fast Ethernet standard has become the predominant standard for high-performance networking Like 10Base-
T. 100Base-T is based on the Media Access Control (MAC) protocol scction of the Daia Link (Laver 2) section
of the OSI model. Asa result. 100Base-T can be easily integrated into an existing 10Base-T network and run
over exasling cabling. Because many vendors now support 100Base-T with new products. including hubs. routers.
bridges and interface cards. Fast Ethernet networks enjov a high level of multivendor support. Adding 100Base-T
to an existing 10Base-T network can be a gradual process and is ofien largely determined by existing cabling, As
new stations arc added to the network. dual-speed 10/100 adapters can be installed in anticipation of full
migration

Data can move between 10Base-T and 100Base-T stations without protocol translation because Fast Ethernet
retains the same protocol as plain Ethernet--Carnier Sense Multiple Access Colliston Detection (CSMA/CD). A
simple bndge will carry out this movement between 10Base-T and 100base-T, Migration from 10Basc-T o
100Base-T 1s quite simple. becausc of the high level of compatibility and because 1t is based on the same
technology and protocols. Most 100Base-T NICs arc actually 10/166 cards and can run at either 10 or 100 Mbps.
Many cards arc auto-sensing and will automancally detect whether i 1s connected 1o a 10Base-T or 100Base-T
hub

An alternative to 100Base-T is 100VG-AnvLAN. This 100VG technology eliminates packet collisions and
provides for more cfTicient use of nctwork bandwidth, The 100VG also provides some facilitics for prioriuzing .
nme-sensitive traffic. Despite these technical advantages. many network professionals still prefer 1(40Base-T
simply because it is more familiar--it uses many of the same access mechanisms found on standard 10Base-T
nets, However. being based on the same mechamsms means that 100Base-T is not sutable for time-sensitive or
real-time applications. such as vidcoconferencing,

Gigabit Ethernet -
Gigabit Ethemet 1s the next step mn the evolution of Ethernet. Tlus wondrously fast gigabit-per-second
Ethernet technology is still a long way off. and is currently hittle more than vaporous talk coming out of
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standards committees. However. this promising technology is likely to be less expensive than ATM and
more scalable, not 10 mention less expensive 1o deplov because the costs normally associated with frame
converston are absent. The IEEE 802.3 working group studving Gigabit Ethernet might. if ali goes well.
have a specification by 1998. Under the group's initial design. Gigabn Ethernct would retain 100Base-
T's frame size and CSMA/CD scheme. but

would use the physical laver of the Fiber Channel architecture as underlving transport mechanism.

13
Software Considerations

The advent of multivendor networks and client/server architectures has resulied in more sofiware being cross-
platform m nature. Cross-platform software development is simple for programs without a GUI: a simple
recompile of a C program will do the job. It 1s more complicated for programs with a graphical front-end. but end
users now expect this front-end from dC\ clopers. Fortunately, there arc several development tools available for
this purposc. These include:

o  Uniface 6 (Uniface Corp.). Uniface can be used to create a generic interface. which 1s defined in an object
repository instead of in code.

s  Zapp Developer's Suite (Inmark Development Corp.). This suite is actually an application framework, which
includes a sct of C++ class libraries with prebuilt services. Screens can be designed by dragging and
dropping interface objects. and the resulting C++ code that is automatically generated can be compiled for
either UNIX or Windows

s  UIM/X (Bluestone Communications. [nc.) UIM/X is an object-oriented development tool. It uses native
librarigs (o create a more compliant look and feel, and has an interactive GUI builder, The UIM/X Cross
Platform Toolsct provides developers with a set of cross-platform interface components.

+  WinSock

WinSock (Windows Sockets) 1s an open API designed by Microsoft that provides the means of using TCP/IP
with Windows The newest version. WinSock 2. will add support for IPX/SPX. DECnet. and OSIl. WinSock 2 is
transport independent. and includes a complete set of APIs for programming to multiple network transports
concurrently . (In addition. WinSeck 2 will permit applications to take advantage of high-speed ATM switching
tcchnology. The API will permit existing applications to be

adapted to ATM with only a mmimal amount of reprogramming.)

The OAG and Multivendor Application Integration

The Open Applications Group (OAG) has demonstrated a specification for multivendor application
integration Two mcmbers of the consortium plan to dehiver svstems with snap-together functionality by
next yvear. The OAG specification will enable client/server applications to be integrated "out of the box."
without having to add on extra softwarc interfaces The applications will pass data directly between one
another tn a comumon format Compliant

applications will contain an APl writicn to the OAG message format specification. known as the
Business Document Exchange 1T widely accepted. applications written 10 this specification will be
capable of recogmizing cach other's data.
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Macintosh File Sharing

The Macintosh is not widely used in corporatc networks. although it does have its niche arcas. such as graphics
and muliimedia. Several utilities are availabie to enable PCs 10 recognize Macintosh files. TCP/IP ships with the
Macintosh hardware and is actually simple to configure on the Apple Macintosh ptatform. Any TCP/IP
application can work with the Macintosh TCP/IP drivers.

AppleTalk is the Macintosh's native network protocol. although TCP/IP might actually be simpler. Some network
managers prefer 1o avoid AppleTalk on the corporate net. despite the fact that there is actually little justification
for this. Although ApplcTalk uses a small packet size. this does not necessarily mean it will generate more traffic.
AppleTalk does gencrate. however. some additional wraffic because of the automation inherent in the protocol.
Devices communicate with each other over the AppleTalk network in order to make AppleTalk a plug-and-play
network: it is not necessary 1o have to tvpe in addresses

and setup data for each device. TCP/IP is moving more toward this model with Dvnamic Host Configuration
Protocol (DHCP). which is verv similar to the AppleTalk Address Resolution Protocol (AARP).

Tools such as Wall Data Inc.'s RUMBA enable the Mac to participate in IBM-based networks. With this tool,
Mac users can communicate with IBM mainframes and minicompuiers. and with other platforms. Mac RUMBA
client software integrates Wall Data's (Kirkland. Washington) snaps mainframe gateway technology with the
company's RUMBA PC-to-mamframe client software

Component Technology

The concept of distributed objects holds great potential. A distributed object 1s a sofiware component that
performs functions for other objects. They can be distributed throughout the network and accessed by any
nctwork user with authorization, and the objects can be asscmbled into complete distributed applications

There are four separate. and somctumes conflicting, standards for distnibuted objects: OLE. CORBA, DCE. and
OpcnDoc. These standards offer a way for different objects to communicate. regardless of vendor origin. and
bring developers a higher level of abstraction. Instead of focusing on clients and servers. the developer works
with users. objects. and methods. It is no longer necessary to track which server process is executing cach
function because this information is encapsulated withun cach object. When a message is sent 10 an object
requesting action. the object will then exccute the appropriate methods. The object encapsulates data. functions.
and logic. which is then shiclded from the receiving application,

Object technology can also simplify maimenance and network management tasks. For example. changes and adds
can be abstracted to the point of plugging or unplugging visual objects in a graphucal interface.

OLE

Component technology's goal is to permut development, management. and other tasks through intcroperable,
cross-platform. off-the-shelf components. Window s developers have at their disposal a large collection of Visual
Basic ActiveX custom controls. Based on Microsoft's OLE (object linking and embedding) technology. ActiveX
has evolved from the carlier VBX and OCXN models. OLE. however. carries a high learning curve and tacks
object-oricnied features such as inherttance, 1 technique whereby both data and functions are moved from one
object into a new object.

Network OLE

Microsoft is working on a version of Network OLE to provide this same functionatity. Network OLE
will use RPCs to distnibute components throughout the enterprise. Network OLE will be relcased with
the next version of Windows NT. 1t adds a third tier 10 a client/server network. with business rules and

Ti209



Managing Multivendor Networks

code encapsulated into components and distributed across the network. This third laver is transparent 1o
the end user. who will not have to know where the OLE objects are located.

OLE (Microsoft) is based on the Common Object Model (COM). an open spec for object technology. OLE
obyccts are interoperable. and can be created in any onc of several languages. OLE is onlv available on Windows
platforms Microsoft's Visual Basic 4.0 takes some steps towards a Distributed OLE model. which permits VB
functions 10 be declared remote.

Under pressure to at least marginallv embrace open syvstems and the World Wide Web, Microsoft has come up

" with an OLE enhancement technology it calls ActiveX. Besides Windows. ActiveX supports Macintosh and
UNIX. and supports a large set of tools and programming languages Microsoft's goal in releasing ActiveX s to
make 1t easier to create mteractive applications and World Wide Web pages. Already. there arc more than 1.000
reusable ActiveX controls--which mcans that when vou are

building a Web page. vou don't have to build every piece from scratch. Although it doesn't compcete directiv
against Sun Microsystem's enormously popular Java language. Microsoft certainly had Java's market in mind
when they created this little gem. Java programmers can access ActiveX conirols from Java applets. and ActiveX
also establishes a bridge 10 Java to let other programming languages usc Java applets as reusable components.
Microsoft's Visual J++ Java development tool integrates the Java language with ActiveX.

NeXT Computer is planning to beat Microsoft at its own game. bv offering distributed OLE technology before
Microsoft releases its own distributed OLE products. NeXT plans to ship an extension of its current OLE object
environment. called Distribuied OLE for Windows. With this tool. developers can create Windows applications
that send OpenStep objects across a distributed network

CORBA

Common Object Request Broken Architecture (CORBA). however, does support object-oriented development.
OpenDoc is a CORBA-based piatform developed by an industry alliance led by Apple Computer. Inc OpenDoc
is better suited to cross-platform development and works well or UNIX. Mac. and OS/2 environments. OpenDoc
does support OLE and an OLE 2.0 object can be embedded in an OpenDoc component. Because OpenDoc is a
derivative of CORBA. il is networkable CORBA 2.6} has a method for distributing objects throughout the
enterprise. CORBA's ORB (Object Request Broker) architecture affords developers more frecdom than OLE in
terms of programming languages and operating systems. OMG's (Object Management Group) CORBA 2.0 is
based on the ORB structure. ORBs facilutate interoperability and establish a single platform on which objects
request data and services on the client side or provide them from the server side. TCP/IP is used bv CORBA as a
standard communrtications protocol Compared with the other standards for distribuicd objects. CORBA is still
imumature and lacks some features for large-scale production,

Version 2.0 of the CORBA specification inciudes the Intemet Intcroperability Object Protocol (IIOP). which
provides for multivendor conncctivity. The previous implementation of CORBA., although it provided for
portability. did not include a specificauon for interoperability The availabilitv of 1MOP will significantly increase
CORBA's potential to become widely accepted.

The ORB model is rapidly maturing. and several vendors are bringing ORBs (o market. Some of these products
extend the CORBA specification 1o support mission-critical applicauons. by providing fault tolerance. support for
shared memory. and muitithreading, Microsoft OLE-based applications will communicate with CORBA
applicanions through a CORBA 2.0 ORB.

CORBA (Object Management Group) provides the specifications for the development of ORBs An ORB
instantiates objects. cstablishes communications between objects. and invokes methods on behalf of objects. The
CORBA Interface Definition Language (IDL) s used 1o define the object's interface. but the existing
specification. 1.2, docs not provide for a standard communicauons protocol. As a result. few ORBs are
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interoperable between vendors. (The next version. 2.0, will specify such a standard. ) CORBA docs not spectfy a
mechanism for locating or securing objects

ExperSoft's PowerBroker 4.0 is an extension to the XShell 3.5. It is the only product available that supports both
the Common Object Request Broker Architecture (CORBA) 2.0 and Microsoft's OLE. This i1s accomplished
through the product's Meta object request broker. which works as a translation laver that understands the two
object models. as well as the predominant object-oriented programming languages. CORBA 2 0 defines
mappings between object-oriented languages. ORBs are a tvpe of software that defines how a software object is
identified and used across the network. CORBA and QLE are integrated

through the PowerBroker OLE feature, which automates interactions between QLE automation clients and
PowerBroker objects.

OpenDoc

OpenDoc developers arc currently able to more easily nugrate a component between platforms, and OpenDoc is
much more interoperable than OLE. OpenDoc is promoted by Component Integration Laboralones (Sunnyvale.
California). an Apple-led consortium.

The OpenDoc (Component Integration Laboratories) consortium comprises several vendors. including Apple.
IBM. and Novell. Similar to OLE. OpenDoc is based on IBM's Svsiem Object Model (SOM) and presents a
visualization system for compound documents (Members of the consortium are planning to provide OpenDoc
support in their applications. and development Kits have become available.} However. OpenDoc is a latecomer.
into the distributed object market

OpenDoc introduces a component-based architecture suitable for cross-platform development. [t is inmiplemented
as a set of shared hbraries. which include the protocols for creating software components across a nixed
environment. The standard ts vendor-independent. and has a lavered architecture that offers five services:
Compound Document Services. Component Services. Object Management Services. Automation Services. and
Interoperation Services, Many of the features of OpenDoc can be accessed through API calks. OpenDoc 1s based
on the CORBA-compliant System Object Model (SOM). Developed

by IBM. SOM is a tool for creating coopcrauve objects, it's used in the OS/2 Workplace Shell. and has proven
iself o be a reliable and matre technology

The goal of OpenDoc is to enable users to call up compound documents that might include graphics. text. or
other elements. without having 10 invoke all the various applications involved in creating them Under the
OpenDoc view. vendors replace their traditional large applicauons with part cditors and part viewcrs, and

therefore represents a significant change n the way software 1s created and used. This differs from the wraditional,

application-centered model. where users call up specific applications to create platform-spectfic documents.
Despite large vendors' attempts 2t throwing evervthing imaginable into onc large

application. it is impossible to provide evers feature that every user could possibly want, OpenDoc instcad makes
features separately available as pans. so end users can customize their application environments to suit them.
Companics arc starting 1o dehver OpenDoc parts to the market.

DCE

Distributed Computing Environment (DCE) 1s one of the most mature standards. Microsoft's OLE. because it is
proprictary. is not a true standard. but has become a de facto standard for Microsoft environments OLE 1s widely
used. but specifications have not been provided to other vendors. OpenDoc 1s not widely accepted.

A product of the Open Software Foundation (OSF). DCE is fully vendor-independent and is widelv available

from scveral vendors and most operating svstems. It includes services for locating distributed objects, and secure
access facilitics, It also includes a protocol for communicaling in a heterogencous environment.
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The widespread availability of DCE objects makes it a good framework for building applications. The DCE
Remote Procedure Call (RPC) is not dependent on one protocol or network type The DCE RPC lets a server
communicate with multsple clicnts on different types of networks, and DCE's Giobal Directory Scrvice (GDS)
and Cell Directorv Service (CDS) is a useful technique for managing an interetwork. In this model. a local node
set is represented as a CDS on the bigger GDS hierarchy.

DCE has been commercially available only for a short time. and supporting commercial software products are
still not wideiy available or are in their early stages of development. When better tools become available.
managing the distributed environment will be easier.

OSF's Distributed Management Environment (DME) is DCE-cnabled management services. DCE's
administration is consolidated under DME. providing a programmable process for managing the distributed
environment. Implementing a successful DCE migration might take vears and it requires detailed planning and
strategies. Magration is hindered by DCE incompatibilitics. a slow emergence of standardization. and resistance
bv users and management. While major vendors have announced DCE support. there are not vet any application
development or management tools: although some products do offer DCE support. DCE decreases the
complexity of a migration to a distributed computing environment by reducing the amount of variables.
simplifving lr:msmon_ and lessemng dependence on multiple vendors.

The Motif GUI was one of the carliest successes of OSF. Motif has been accepted as a standard open systems
interface by most major UNIX verdors. DCE includes RPC technology. which provides application and file
sharing. enterprise sccurity. and directory services. These are all transparent to operating svstems. hardware. and
protocols.

More widespread availability has led to an increase in DCE's popularity: DCE is now available on Windows NT.
MVS. and AIX. DCE is a set of integrated directory. security. and transport services for building distributed
applications that can run over multiple operating svstems. It can support large-scale distributed environments in a
multiy endor environment. Other obrect technologies lack the same level of standardization and securiry to be
effective in an enterprise-wide multivendor environment. Morc toot vendors are bringing products to the market
that make DCE programming easicr, Several UNIX vendors have shipped DCE code with their operating
systems, including IBM (AIX) and HP (HP-UX). '

Although DCE was originally targeted strict!y at interoperabitity between UNIX svstems. there has been a
migration to accommaxdate many different operating svstems. Microsoft is planning to use the specification as a
way to move into the enterprise.

Data Warehouses and Repositories

The combination of larger networks. multiple databasc products, and a greater demand for business information
on all levels demands new tools and technology. In striving for an interconnected enterprise. made up of
heterogencous hardware and software. the data warehouse can provide an excellent solution. Imagine an
enterprise with a legacy mainframe system. a transaction processing environment, and several deparumental
LANSs. Imagine again. an executive coming 1o you and saving. "Give me a report on the Big Picture " You sweat
a hutle as vou imagine 1rving 1o gather all this information from these various svsiems and then integrate it ail into
a single report. You know vou will spend weeks on the report and then the excutive will look at it for ten seconds
and file it. having no idca the amount of trouble it took vou to prepare it

The data warehousc can be used to bring together a variety of information from legacy systems. transaction
processing environmenis. and other areas. Furthermore. an Executive Information Svstem (EIS) can be deploved
on top of the data warchouse. which will provide the executive or manager with direct access to this data, The
exccutive no longer has to wait for reports. and vou ne longer have to spend precious time prepanng cndless
managcment reports,
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Systemns within the enterprise are too often incompatible or just unconnected. Take. for example. the poor feliow
who has to generatc a series of monthly reports based on mainframe data. Every month. he has delivered to his
desk a familiar wide printoui. that after unfolding eventually drops down to the floor and across the hall. It isa
major accomplishment when the mamframe guys even convert the dataset into a delimited ASCII file! Of course,
thev have to deliver it by hand. on a floppy disk. and then this unfortunate soul has to massage and rekey the data
into a Lotus sprcadsheet.

However. if he had one of the many data mining applications that are currently available. not only could he have
directly accessed that data. but he could have "drilled down" 10 anv level of detail down to an indiv idual
transaction

Is this a familiar scenario? It is likely that most large companies have situations like this. where data has been
entered once but must be entered again because of a computer incompatibility. What makes it even more
frustrating is that it is no longer even necessary. Yet. the probiem continucs to increase as data gets more spread
out and deparimental LANs arc created as autonomous entities. A centralized management of thrs wealth of
information is absolutelv essential.

This cenlralization can be achieved through the repository--a "mela" data system that collects information about
the various daia that ¢xists through the enterprise. The repository provides information about data relationships,
regardless of format. It does not actuaily hold the databases. but rather provides a sort of central. overall view,

Running on top of this repository is the data warehouse. which is able to bring together and mampulate corporate
data. and make it more accessible for the end user. The warchouse puts data into a consisient format for
simplificd access. The repository/warchouse model provides an effective platform for connectivigy throughout a
heterogencous enterprise. By having access to all corporate data. end users are empowered and the company
maintains a compeltitive edge. '
The data warchousc does not necessarily take the form of a central physical data store, Although this is one
option. the distributed data man approach to data warchousing lets the end user sclect a subset of a larger scheme.
which is organized for a particular usage.

The data from the data warchouse appears to the end user as a single. logical database. In reality. the information
might come {from multiple databascs and heterogencous platforms. The differences between these DBMSs and’
platforms become transparent (o the end user,

End uscrs are able 1o access this information withont having 1o access lht. production applications that were used
1o create the data in the first place. One of the most effective approaches 1o data warehousing is a three-ticred
archilecture that uses a middiewure laver for data access and connectivity. The first tier is the host. where the
production applications operate. the second ticr is the departmental scrver: and the third tier is the desktop. Under
this model. the host CPU. or first layer. can be reserved for the operation of the production applications: the
departmental server handles queries and reponting: and the desktop manages personal computations and graphical
preseniations of the data The datz aceess middleware ts the key element of this model. Middleware 1s what
translates the user requests for information into a format to which the server can respond. Thes three-tiercd
archilecture can then establish connections with many different types ol data sources on different platforms,
inciuding lcgacy data.

Tasks involved in building a data warchouse include extracting the production data on a scheduled basis.
removing redundancics. and cawzloging the metadata. Afier extracting and restructuring operational data. the data
warchousc cnvironmennt then places il in a databasce that can be accessed by the end user. A traditional RDBMS
can be used. although mulidimensicnal databases offer special advantages for the warehouse environment.

With the increasing usc of data warchouses. companies nught need to extend the capabilities of the network to
provide access 1o the warchouse across the enterprise. The number of end users needing access to the data
warchousc 15 increasing. partiv due to the trend towards downsizing and climiration of middic management. One
solution 1s the establishment of the data mart, a smaller. departmental database that contains a relevant subsct of
the larger date warehouse. and is synchronuzed with the centrat data warchouse. The data man might contain

213

NP



Managing Multivendor Networks

information that is most frequently requesied. or relevant to only specific departments. This can keep the load on
the data warehouse down. and make it easier to retrieve information.

World Wide Web

The World Wide Web is emerging as a tool for mtemal corporate networking and communications. Some large
companies are deploving Web servers strictly for internal communications and applications (ofien referred 1o as
intranets). and a way for employces. regardless of location. to access databases and other information. Because
data written for posting on a Web site is created in a common format. using the HTML mark-up language. the
originating platform is irrelevant,

Through these types of internat intranets. users can access applhtcations through their Web browscr. instead of
having 1o log in through a remote access program.

The Internet and World Wide Web are also being widely used to offer publicly accessible data such as customer
contact svstems. where cusiomers can check bank balances, order status. or other information.

Networking vendors are using the Web 10 deliver network management informaton. Viewing this data over the
Web presents many obvious advantages. Network managers can access this critical information from any
location. from any computer equipped with a modem and a Web browser. With this capability. it is no tonger
necessary 1o logon to the internal network or be physically in front of a specific management console 10 view
network management data.

Web Plans—Cabletron, NeX T, and IBM

Cabletron Svsicms Inc. (Rochester. New Hampshire) is planning a Web reporting utility in the next
version of its enterprise network management software. Cabletron's Spectrum 4 0 cnterprise
management software will include a reporting option that will send updated information to a Web server.
NeXT Computer has a sofiware object library that will permit developers 1o wnite Web applications that
can link with a back-end. object-oriented. client/server system. The ool set will mclude a number of
objects for building electronic commerce-cnabled Web sites. including credit card authorization. objects.
catatog objects. and inventory objects

IBM 15 offering a solution for linking IBM PC Servers to the Internet that will enablc customers 10

. manage LANs through the Intemet. from any PC. or from a workstation equipped with a Web browser.
The solution will permit the management of remote locations around the wortd. while also permitting the
adnunistrator to perform management tasks from any desktop Tlus function 1s included in IBM's PC
SystemView 4.0 svstems management sofiware.

Thc Web is emerging rapidly as a tool to make networks more powerful. This attractive section of the Internet is
an effective way to make information readily available, both itematly and externally. IBM has made a
commitment to Web technology with its MVS Web Senver. which can enable a mainframe 10 be used as a Web
site. (IBM is also planning a similar access tool for the AS/40(.) Lotus Development Corp.. now sn IBM
subsidiary. also has a product to incorporaic the Web in internctworks. The InterNotes Web Publisher permits a
Lotus Noetes database to be published and accessed over the Web.

Standardizing on the Web for internal publishing addresses many network limitations and compatibility
problems. The Web 1s the easicst way available for enabling Macintoshes, UNIX workstations. and Intcl-based
PCs to share information. Anvone can create a page in HTML from any platform. which can then be made
available to anvone with a Web browser, regardless of operating system or hardware,
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Glossary of Terms
Numerics
10BASE2 A specification for thin coaxial cable often used with the [EEE 802.3 LAN standard.
10BASES A specification for thick backbone cable ofien used with the [EEE 802.3 LAN standard.
10BASET A specification for twisted-pair cable often used with the I[EEE 802.3 and 802.5 LAN standards
1BASET Also known as Fast Ethernet. An extension of the IEEE 802.3 LAN siandard that boosts the speed
of an Ethernet network from 10 Mbps 10 108 Mbps. The three favers of 100BASET include 100BASE-TX.
supporting Category 3 UTP and STP cabling: 100BASE-T4, supporting Category 3. 4 and 3 UTP cabling; and
100BASE-FX. supporting two-strand
fiber optic cable.

20420 A VAX-based spreadsheet package developed by Access Technology and often uscd in conjunction with
Digital Equipment's ALL-IN-1. Sce also ALL-IN-1

360 Sce System/360

370 See Svsten/370.

394 Sce Syvstom/3%).

802,2 See IEEE 802.2

802.3 Sce IEEE 8023,

802.4 Scc IEEE 802.4.

802.5 See I[EEE 802 5,

2780/3780 IBM Remoice Job Entry (RJE) stations. This s_vi-nmelrical protocol is often used in the context of the
IBM bisvnchronous contention proiocol that directs the flow of activity between these RIE sunions and the
mainframe Tt 1s also frequently used to implement RJE from one tvpe of computer to another. 2780/3780 stations
are non-SNA devices. Sec also RJE

3080 An IBM Svsteny/37(0 mainframe.

3090 An1BM Sysiem/370 mainframe

3151 An IBM ASCII workstation (for multivendor compatibility).

3164 An IBM ASCII workstation (for multivendor compatibilitv)

z control unit for the 3270 workstation family An SNA Physical Unit (PU) Tvpe 2. See atso 3270. 3274 and
3276.

3178 A 3270 workstation (LU 2). See 3270.
317% A 3270 color workstanon (LU 2). See 3270,

3180 A 5250 workstation (LU 7) See 3230.
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3196 A 3250 workstation (LU 7). Sec 5250.

3197 A 5230 color workstation (LU 7). See 53250.

3262 A 3270 printer (LU 3). Sec 3270.

3268 A 3270 printer (LU 3). Sec 3270.

3270 A family of IBM workstations and printers generally used with IBM mainframes (9370, 4300. and 3090).
Members of the 3270 famly include the 3178 display station. 3179 color display station, 3278 displav station.
3279 color display station. 3287 printer. and others, These units interface with the 3174, 3274, or 3276 control

unit. In SNA terms. they are defined as Logical Unit (LU) Types 2 {3270 workstations) and Tyvpe 3 (3270
printcrs).

3274 An IBM control unit for the 3270 workstation familv, The 3274 connects one or more 3270 devices with a
host computer via a conmununications control node (3705, 3720. 3725 or 3745) or Integrated Communications
Adapter. In SNA terms. the IBM control unit is defined as a Physical Unit (PU) Type 2. See also 3270, 3174, and
3276.

3276 IBM control unit for the 3270 workstation family. The 3276 is a 3274 with a built-in termunal. Like the
32741t 1s a Physical Unit (PU) Type 2 but alse includes a Logical Unit (LU) Type 2 Seec also 3270. 3174 and
3274,

3277 A 3270 workstation (LU 2). See 3270.

3278 A 3270 workstation (LU 2) See 3270.

3279 A 53270 color workstation (LU 2). See 3270, -

3287 A 3270 printer (LU 3). Sec 3270

3289 A 3270 printer (LU 3). Sec 3270.

3705 An iBM communication control node Interfaces the mainframe to 3274 control units, In SNA_ this is 2
Physical Unit (PU) Type 4. Sec also 3270. 3720, 3725, and 3745.

3720 IBM communication control node. In SNA. a Phyvsical Unit (PU) Tvpe 4 device. See also 3270. 3705,
3725 and 3743

3725 A later model of the IBM 3720 communications control node and an SNA Phvsical Unit (PU) Typc 4
device. Sec aiso 3270, 37053720, and 3745,

3745 An IBM communicauons control node. In SNA. a Physical Unit (PU) Type 4 device, Sce also 3270. 3705.

3720, and 3725

3770 An [BM RJE workstation that supports a console. printers. card readers. and card punches. The 3770 is
sirntlar to the 2780 and 3780 RIE workstauons in funcuon but interacts with the host (mainframe) n a shightly
different manner. The 3770 1s a Logical Unit (LU Type | SNA device. See also RJE.

3780 Scc 2780/3780).

3812 A 3250 printer (LU +4). See 3250

4216 A 5250 printer (LU 4). See 5250
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4214 A 3230 printer (LU 4. See 5230,
4224 A 3250 primier (LU 4). See 5250,
4225 A 53250 printer (LU 4). See 53230.
4234 A 5230 pninter (LU 4) Sge 5250,
4245 A 5250 printer (LU 4). See 5250.
4250 A 3270 printer (LU 3). See 3270. ‘ -
4306 An IBM Systeny/370 mainframe.
5210 A 3270 printer (LU 3). See 3270.
5219 A 5250 printer (LU 4). See 3250,
5224 A 5230 printer (LU 4). See 5250,

5225 A 5250 printer (LU 4. Sce 3250,

5250 A family of IBM workstations and printers used with [BM's mid-range computer line (AS/A00. Syslem/36,

and Svstem/38). Members of this familv include the 5251 display station. 53291 display station. 3197 color
display station. 5256 printer. and others. These units interface with the 5294 or 5394 control unit. The 5230
family is classified as an SNA Logical Unit {LU) Type 7 device for workstations and a Type 4 device for
prinicrs.

th

251 A 5250 workstatuon (LU 7). Sce 5250,

Ln

256 A 5250 printer (LU 4). See 52350,
5262 A 5250 printer (LU 4). See 5230

A 5250 workstation (LU 7). See 5250,
5292 A 5250 color workstation (LU 7). See 3250.

5294 An IBM control unit for the 3250 workstation fammly. The 3294 interfaces with a nud-range host. In SNA
terms. the 5294 1s an SNA Physical Unit (PU) Tyvpe 2. Sce also 5250 and 5394.

5360 An IBM Svstem/36 mid-range svstem

5380 An IBM System/38 mid-range svsiem

5394 Like the 3294, a control unit for the 3230 workstation family (and a PU 2 device) Sec also 3250 and 5294,

9402 The system unit designation for the low end of the AS/400 mid-range svstem line. The 9402 system unit
includes the D04 and D6 models.

9404 The sy stem unit designauon for thé middlc of the AS/400 mid-range svsiem line. The Y404 system unit
inciudes the D10 through D25 models,

9406 The svstem unit designation for the high end of the AS/400 mid-range sysiem linc The Y406 svstem unit
includes the D33 through D80 models.

217

3



Managing Multivendor Networks
9370 An IBM System/370 mainframe.

A

Accumaster Integrator An AT&T network management product that collects and repons network information
generated by AT&T's Network Management Protocol (NMP)

ACF Advanced Communications Functions An IBM prefix attached 1o producis that support SNA functions
For example. ACF/VTAM indicates that this version of VTAM supports SNA devices.

ACK Acknowledgment. A control character transmitted by a receiver as an affirmative response to the sender.

ACU Anomatic call unit. A device used with a standard modem to dial the telephone numbser for the originating,
cquipment. Dedicated ACU devices were popular (and necessary) before the advent of Hayves and Hayves-
compatible modems. ACUs work with asvnchronous or synchronous modems.

" ADCC Asynchronous Data Communication Controller. An HP asynchronous controller card for the CISC
models of the HP 3000 computer line. The ADCC is used 1o interface terminals with the computer via either the
RS-232C or RS422 standards. See also ATP and DTC

ADCCP Advanced Data Communications Control Protocol. The ANS! implementation of a bit-oriented.
svmmetrical protocol based on IBM SDLC. Because of the ANSI endorsement. support for ADCCP is oficn
specified in connectivity sttuations involving the U.S government.

address A set of biis (or byvtes) that uniquely identifies a device on a multidrepped (or multipoint) data
commurucations ling or n a network. ‘

ADSL Asvmmetric Digital Subscriber Linc. A transport technology capable of significantly increasing the
capacity of existing phone iines.

Aegis A proprictary operating system for Apollo's Domain engineering workstations.

AIX Advanced Interactive Executive, IBM's primary (but not onhyv)y implementation of UNIX. Versions of AIX
arc available for IBM engineering workstations. PS/2s and for the Svsten/370 mainframe svstemns. Sce also IX,

ALLBASE/SQL A HP product for the HP 3000 to tmplement networkwide databases
ALL-IN-1 DEC's electronic mail and office amtomation product for the VAX system.
analog transmission Transmissions in which the native data processing digital signals arc converted into

waveforms for tmnsnussion. This transmisston is used when sending information over voice-grade phone lines.
Sec also digital transnmussion

ANI Automatic number identification. A scrvice implemented by ISDN that enables the receiver of a phone call
to sce the phone number of the caller on a special display . Sec aiso ISDN.

ANSI Amenican Natronal Standards Institute. ANSI 15 2 nonprofit. non governmental body supported by more
than 1.00t trade organizations. professional socictics and companes. ANSI 1s the American representation at
1S0. ’

APl Application program interface Onginally an IBM term. AP has now taken on a much broader usage. API
refers to an interface available to an application for commurucating with other applications Sce also APPC. IPC.
and RPC
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Apollo An engineering workstation manufacturing company that was acquired by HP in 1989. Apollo's producis.

its Domain line. used both conventional (Motorota MC68000-serics processors) and parallel RISC technology
{which Apollo termed PRISM).

APPC Advanced Program-to-Program Communications. An [BM term used to refer 1o an interface that enables
two programs running on separate sysiems to communicate with one another. In most cases. APPC refers to the
LU 6.2 interface. See also API. [PC. and RPC.

AppleTalk Apple's CSMA/CD-based LAN technology

Application Layer The seventh (top) laver of the OSI Reference Model. The Application Laver defings services
available 1o the application and to the user. This laver includes utility functions such as file transfer and virtual
termunal services, See also OSI Reference Model.

APPN Advanced Peer-to-Pecr Networking. An 1BM term that refers to the capability of two intelligent
microcomputer systems in a network 0 communicate directly without involving any higher-level SNA devices.
In most cases. APPN refers to the capability of two PU 2.1 devices to communicale with one another.

Arcnet A LAN implementation developed by Datapoint that uscs a token-passing discipline operating over a 2.5
Mbps physical network. Arcnet became popular in implementing carlv PC networks because it offered g
rcasonable level of performance at a reasonable price. Arcnet can be implemented in many topologics, but 1l 1s
usually rmplemented as a star

ARPA Advanced Research Projects Agency. Now called DARPA, Sce DARPA.

AS/400 Introduced in 1988 as the flagship of IBM's mid-range product line. The AS/400 (Application
Syvstem/400}) was modeled aficr both the System/36 and Systcm/38--the two svsicms the AS/4HN) was targeted (o
replace

AS/400 Office IBM's clectronic mail and office automation product for the AS/400.

ASCII American Siandard Codc for Information Interchange. An ANSI-defined code that defines the bit
composition of characters and svmbols ASCII defines 128 difTerent svmbols using 7 binary bits (the cighth bit is
reserved for parity). DEC. HP. and Sun all use the ASCII encoding systen. although larger IBM platforms usc
EBCDIC--a similar but incompatible code. See also EBCDIC.

ASP Autached Support Processor. An IBM Job Entry Subsysiem for the OS/SVS operating svstem Sce also JES

Asynchronous A data iransmission methed m which each character (eight bits) transmitied is bounded by a stan
bit and onc or more stop bits. Under asynchronous communications. no timing or clocking informauon is
exchanged between partes. Sec also Svnchronous.

Asynchrononus Transfer Mode (ATM) A high-speed protocol that offers every client on the neiwork the
capability to send data at speeds up o 155 Mbps.

ATP Advanced Ternunal Processor. A HP asynchronous controller card for HP 3000 CISC computers. The ATP
mterfiaces terminals with the computer using either R$-232C or RS-422 standards. The ATP is similar to the
ADCC. but can perform more functions locally. Sce also ADCC and DTC

AUI Auachment unit interface. The interface on i LAN between a network device (for example. a workstation
or computer) and a medium attachment unir. Often used to describe a cable (in other words. the AUI cable
attaches the workstation to the MAU). See also MAU and transceiver.

Automounter Part of Sun's Open Network Computing (ONC} architecture. Antomounter works with Sun's
Network File Svsiem (NFS) to automatically mount and dismount files on denand. See also NFS and ONC,
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B

Backbone The main cable of a bus or tree LAN to which nodes or other LAN segments can attach.

Baseband A data communications medium (such as coaxial cabie) used to carry dala in many LANs. Sec also
Broadband.

Batch A self-contained task that requires little or no operator input to run. Baich jobs are normally run as
background tasks in most computers (in other words. no specific terminal or input devices are associated with it}

Baud A measurement of speed as sampled in seconds. Although baud is often interchanged with bits-per-second
(bps). the two units of measurement are not necessarily the same While bps atways refers (o bits. baud
cncompasses grealer dimensions If the sampling resolution is bits. then baud equals bps. If. however. the
sampling is based on two bits. then band and bps are not equal.

BCC Block check character The result of a transmission verification algorithm performed on the btock of data
being transmitied. The one- or two-character resuit is normally appended to the end of the transmission Sce also
CRC and LRC

Bell 103 AT&T modem that either originates or answers phone transmussions ustng asvnchronous
communications at speeds up io 300 bps.

Belt 113 Samec as Bell 103, ¢xcept the 113 modem can only originate or oaly answer (and not automatically
switch between answering and originating).

Bell 201 AT&T modem providing synchronous data transmission at speeds up to 2400 bps.

Bell 202 AT&T modem providing asvnchronous data transmisston at speeds up to 1800 bps. Requires a four-
wire line for full duplex operation

Bell 208 AT&T modem providing ssnchronous data transmission at speeds up to 4800 bps.
Bell 209 AT&T modem providing svnchronous data transmission at up to 9600 bps.

Bell 212 AT&T modem providing full duplex. asvachronous or synchronecus data transmission at speeds up to
1200 on a dial nctwork. '

BSD Berkeley Software Distribution. Pan of the University of Berkeley responsiblc for the on-gomng,
mamienance and distribution of Berkelev's version of UNIX

BIOS Basic Input/Cuiput System. In PCs. the BIOS is a central service loaded from ROM chaps that provides
the core services for accessing devices (for example, the monitor, kevboard. disketie, hard disk and so forth)

BISDN Broadband Integrated Senvices Data Network. An ISDN implementation that uses high-speed fiber-optic
{inks. Scec also ISDN

Bisync Binarv Syachronous Communication A byte-oriented protocol using svnchronous transmission. Bisyne
was wideh

uscd by IBM before 1ts transition 10 the bit-oriented SDLC protocol

BIU Basic information unit. The SNA data format that consists of the RH and RU information. Sce also BLU.
BLU Basic link unit The information contained in an SDLC frame thai is composed of SDLC control data plus

PIU plus SDLC contrel data The PIU. in tum. is composed of the TH and BIU. with the BIU being the
combination of RH and RU information.
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BPR Business Process Re-Engincering. A method of restructuring business processes to achieve a greater level
of automation. a more efficicnt flow of information throughout the busincss. and a better understanding of the
crilical business processes by ils participants.

BRI Basic Rate Interface. The low-end interface of the Integrated Services Data Network (ISDN) that offers two
6+-Kbps data/voice Iines and a third 16-Kbps management circuit. See aiso ISDN and PRI

bridge Normally a sct of devices used to connect two remote networks. with cach network unaware that the
other network is. in fact. remote. Bridges operate on Laver 2 (data link laver) of the OSt medel. Thev can be used
to form WANSs and differ from gatewayvs and routers in that they do not perform any emulation or translation
services. See also gateway and router.

Broadband A data communications medium (such as CATV cable) capable of transmitting v oice. vidco and
data simultaneously. Sec also baseband. —

BSC Binary Synchronous Communication. See Bisync.

BTAM Basic Telecommuncations Access Method. An IBM mainframe subsystem that handies application
access and routing within the network. Sce atso TCAM. RTAM and VTAM.

BTOS An UNIX-like operating svstem for the Unisvs microcomputer line that originated from its Convergent
Technology subsidiary. BTOS is a medified version of Convergent's own CTOS operating svstem. Scc also
CTOS,

Bus topology A LAN topology that features a linear backbone on to which nodes arc connected Sec also tree
topotogy . nng topology. and star topology.

C

CAD Computer aided design. Design and engincering processes aided by the use of computers, [n niost cases.
CAD contributes to the inntial design and test phases through the usc of sophisticated design and modeling
packages normally run engineering workstations .

CAM Computer aided manufacturing. Manufaciuring processes aided by compulers. With respect 1o
manufactunng. CAM contributes in the arca of process control and guality assurance.

CASE Computer aided sofiware engincering  An approach to the development of application programming that
uscs other programs to help generate parts of(or all of) the final product. At a minimum, CASE might be thought
of as a programmung tool

CBEMA Computcr and Business Equipment Manufacturers Association. An association of U.S. manufacturers
that, among other things. sponsors the X.3 standards commitice of ANSI. Sec also ANSI and X.3.

CBX Computerized branch exchange. A tclephone routing exchange driven by an intelligent device (in other
words. a computer).

CCIR Consultative Committee for Intemnational Radio, An international standards body that scts the rules and
requircnients for radio communications. CCIR is a commitice within the International Telecommunications
Union (ITW). See also ITU and CCITT.

CCITT Consultative Committee for International Telegraphy and Telephony An international standards body

which sets the nules and requirements for international communications. CCITT is a commitice within the larger
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Intemational Telecommunications Union (ITU) and is best known for the development of the X.23 siandard for
public data networks. See also CCIR and [TU.

CCN Cluster controller node, See cluster controller,

CD Carrier Delect. A Iead in the RS-232C interface that signals that information is being reccived over the data
link. CD is also sometimes called Data Carrier Detect (DCD). In the full 25-pin RS-232C standard. CD is pin 8.
In the abbreviated 9-pin PC interface. CD is pin 1. See also CTS. RS-232C and RTS

CDE Common Desktop Environment. Part of the COSE agreement between major UNEX vendors to present a
common interface to all UNLX implementations.

CGM Computer Graphics Metafile A device-independent format for the presentation of graphics. Defined as
ISO standard 8632,

CI Computer Interconnect. A high-speed. fault-tolerant connection between DEC VAX systems and a Star
Coupler in VAXclusters See also Star Coupier and VAXclusters.

CICS Customer Information Control Svstem. An IBM transaction-oriented. databasc/data communications
svstem for mainframes.

CIM Computer integrated manufacturing. A total solution to the computerization of manufacturing operations
that integrates as many related functions as possible (for example, administration. engineering. purchasing, and
manufactunng).

CISC Complex (or complete) instruction set computer. The traditional architecture for computers 1n which
uscful sofiware functions are supported by hardware. See also RISC.

CIXCD DEC's improved version of its basic CI link between VAX svstems and Star Couplers in VAXclusiers.
The CIXCD is used with the VAX 2000 svstems

Classic HP applied the term Classic to 1its HP 3000 CISC modeis after it released 1ts HP 3000 RISC models.

Cluster controller A device used to control the interface o multiple workstations. Cluster controllers arc
commeonly used in remote locations to interface muitiple workstations with a single data communications ling,
IBM cluster controllers (often referred 1o as CCNs) include the 3274 and 5294, Under SNA. a cluster controller is
a PU 2 device.

CMIP Central Management Information Protocol An OSI standard for the low-tevel functions required to
perform netvork management. Sce also CMIS.

CMIS Central Management Information Service. An OSI standard for the high-level functions required to
perform network management. Sce aiso CMIP.

CMS Comersational Monitor Svstem. In an IBM mainframe environment. CMS s the interface between the
uscr and the central Control Program (CP) of the VM operating svstern Multiple copies of CMS are used to
support multiple users (but sttll only one CPy, See also CP.

coaxial In general. a cabling svstem that uses a central conducting core that is surrounded by an insulaiing
medium that is. in turn, surrounded by a protective sheathing Coaxial cable is used by IBM to connect its 3270
family of workstations, See also twinaxial.

COMMAND.COM A program supplied with MS-DOS and PC-DOS that performs the built-in DOS

commands For example. DIR and TYPE are internal commands. while FORMAT and COPY arc exiernal
commands All internal commands are contained within COMMAND COM.
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common communications support One of three SAA interfaces. The common communications support
interface defines the data formats and protocols that can be used in an SAA environment. This includes. for
examplc. the SNA 3270 daa format. DIA/DCA and SNADS. See also common programming interface. common
user interface. DCA. DIA. SAA. and SNADS.

common programming interface Onc of three SAA interfaces. The common programming interface defines a sct
of routines for accessing files, programs and communications devices under SAA. See also common
communications support. common user interface. and SAA

common user interface One of three SAA miterfaces. The common uscr interface defines the characienstics of
text and graphics screens generated by SAA-compliant programs and how the user interacts with thosc displays.
See also common communications support. common programming interface. and SAA.

communications controller Inan IBM mainframe environment, a communications controller is channel-
attached to the host and serves 1o control the data communication network. [BM communication controllers
(ofien referred to as either CUCNs or FEPs) include the 3705, 3725, and 3745. Under SNA. a communications
controfler is a PU 4 device. Sec also FEP and ICA.

compound document A document that can include text. graphics, video and voice data.
conditioning A process applied to standard anatog phone lines to provide filtering in support of less crror-prone
data transmission. Vanous levels of conditioning are available at various costs and are implemented through

specialized equupment. :

connectionless A tvpe of networking senvice in which the sending side requires no direct or indirect access to
the receiving side(s).

connection-griented A tvpe of networking service in which the sending and recerving sides arce in direct or
indirect contact with one another.

CORBA Common Object Request Broker Architecture A specification for the development of ORBs. CORBA
cstablishes an environment for sofiware objects to communicate with each other.

CP Control Program. In an IBM mainframe environment. CP 1s the central management facility under the VM
operating svstem :

CPF Control Program Facility An IBM operating svstem used on the Svstem/38 computers

CP/M An operating svsiem for microcomputers created by Digital Rescarch. CP/M was king of the hilt among
microcompuler operating syvstems prior to IBM's adoption of MS-DOS (PC-DOS).

cps Characters per sccond A measurement of data communications speed and throughput.

CPU Central processing unit The corc processing unit of a computer svstem. in most cases contained in a single
chip

CRC Cyclic Redundancy Check. An error detection scheme in which the block check characier (BCC is
derived from dividing all the serialized bits ma block by a predetermined binary number. See also BCC and
LRC

CSMA/CD Carricr Sense Multiple Access with Collision Detection. The LAN discipline (protocol) used by both
Ethernet and the IEEE 8023 standard Under CSMA/CD, 2 device that wishes (¢ transmit on the network first
listens for other acuvity. If the network is quict. the device then attempts to transmit. Data collisions are detected
and result in both transmutters retrving therr transmissions after a random amount of time.

CSU Channel service umt The interface to a Digital Data Service line. The CSU takes data off the DDS line and
feeds it to a Data Service Unit (DSU) that. in wern. unterfaces with the terminal or computer equipment. in many
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cases. a CSU is combined with a DSU. into a single uni called an integrated service unit (ISU). See aiso DDS.
DSU. and ISU.

CTERM A DECnet protocol used by one DEC host 1o forward information from a terminal to another host. This
is the protocol used by the standard DECnet SET HOST command.

CTOS An operating svstem produced by Convergent Technology (Unisys) for its line of microcomputers. CTOS
is a multilasking. multiuser operaling sysiem that is sumilar in structure to UNIX.

CTS Clear 10 Send. A lead in the RS-232C interface. CTS is raised in response to receipt of the Request to Send
(RTS) signal. In brief. when one side of the link wishes to transmit. it raises the RTS line. If the other side is
ready to receive. it responds by raising the CTS line. Once transmission has begun., the Carricr Detect (CD) line is
also raised. In the full 25-pin RS-232C siandard. CT'S 1s pin 3. In the abbreviated 9-pin PC interface. CTS is pin
8. Sce also CD. RS-232C. and RTS.

CTS-300 DEC's commercial operating svstem for the PDP-11 family of computers. See atso DSM-11. RSTS.
and RSX.

CUCN Communications controller node. See communications controtler.

CUT Control unit terminal. Another term used bv IBM for its general-purposc workstations.

D

DAP Data Access Protocol. A low-level DECnet protocol responsible for the movement of information from
svslem 1o system.

DARPA Decfense Advanced Research Project Agency. formerly known as ARPA. An agency within the U.S.
Department of Defense that was instrumental in the development of TCP/IP. The agency's RPANET nctwork
was the precursor of the modem Internet. See also TCP/TP. '

DASD Darect access storage device. An IBM term that refers 1o IBM mass storage devices (disk drives).

Data Link Layer The second (from the bottom) laver of the OSI Reference Model. The Data Link laver defines
the protocols used to move data across the Physical Laver (for example. HDLC. LAP-B or [EEE 802.2). The
Data Link Layer is sometimes also called the Logical Link Laver See also OSI Reference Model

DB2 IBM's relational database for mainframes running the MVS or VM opcrating svstems,

DCA Documem Content Architecture. An IBM document specification that defines the structure and contents of
documents in both revisable and final forms, Under DCA. revisable documents in¢lude their editing history,
while finat form documents ar¢ the net resull of atl edits. -

DCD Data Carrier Detect. See CD

DCE Data communicalions equipment. A device such as a modem that facilitates a data communications link.
The DCE interfaces with the data terminal equipment (DTE). which is the origin or destinauion of the
information A complete link includes a DTE interfacing with a DCE that interfaces with another DCE that. in
turn. interfaces with another DTE. In direct connection environments. one side of the connection (normally the
computer) emulates a DCE interface. Sce also DTE,

DDCMP Digital Data Communications Message Prolocol. A DECnet byic-eriented protocol that ensurcs the
mtegnly and correct sequencing of messages between adjacent nodes. DIDCMP can be used for svnchronous or
asvnchronous transmissions and is most {requently used to implement DECnet wide-area connections over
conventional leased lines.
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DDM Distributed Data Management. An IBM product geared for 1ts mid-range machines DDM cnabies a
svslem 10 access remote files over a network at both the record and the file level See also DIA and SNADS.

DDN Defense Data Network, The multivendor WAN used by the U.S. Depantment of Defensc.

DDS Digital Data Senvice. A leased line using digital transmission that can provide data communications rates
up to 56 Kbps. When DDS is emploved. the modems used with analog lines are replaced by a Channel Service
Unit (CSU) and a Data Service Unit (DSU). Sce also CSU and DSU.

DEBNA Digital Ethernet VAXBI Network Adapter. Replaccd by the DEBNI. See DEBNI.

DEBNI Digital Ethernet VAXBI Network Interface. A DEC controller card for VAX computers that interfaces
the VAXBI bus with the Ethernet LAN. The DEBNI replaced the DEBNA. Sec DEBNA.

DEC Digilal Equipment Corporation.
DECmate An office automation (word processing) microcompuler,
DECnet Digital's line of products that allow communications between DEC systems.

DECnet-DOS A DEC software product for PCs and PS/2s nmning MS- DOS (er PC-DOS) DECnet-DOS
cnables the PC to participate in a DECnet network (normatly through a Ethemet adapter in the PC) The functions
provided by DECnet-DOS include task-to-task communications. remoic file access and VT 220 terminal
cmulation

DECnet/SNA Gatewayv A LAN-attached gateway between SNA and DECnet. The IBM side of the gateway
might attach via an SNA SDLC connection or via a direct channel attachment to a mainframe. Specific SNA
services are run in other DEC hosts to provide funclional services across the galeway (such as terminal access.
file transfer and document exchange). See gateway.

DECrouter LAN-attached bridges to factitate wide-area connections within DECnet networks. A router can be
used to connect (o Ethernet LANs using DDCMP or X.25. A router on one LAN can  communicate with -~
another router or with an integraicd commuuucations card within a DEC host system,

DECserver Digital's LAN terminal server Sec terminal senver.

DECstation Digital's linc of PCs based on Intel processors and their line of cngincering workstations based on
RISC technology The DECstation 3100 and 5000 use a RISC design while the DECstaton 200, 300, and 400
models use standard PC architectures. See also VAXstation.

DECwindows DEC's arclutecture for a graphical user interface that provides a common. multiwindowed
graplical environment fromn which the end user can access applications residing on other svstems, DECwindows
is part of DEC's Network Applicatuon Suppont (NAS). See also NAS.

DELNI Digntal Ethemnet Local Network Inierconnect. Provides connection to cight Ethernet segments with a
ninth connection that can be used 1o optionathy attach the DELNT 10 the LAN backbone. The DELNI can be used
as a stand-alone device to create a small DECnet network. or can be networked into a main LAN as described

DELQA Dignal Ethernet LAN-Q-bus Adapter A DEC controlier card for Q-bus computers that interfaces the
computer with the Ethemet LAN. The DELQA replaces the DEQNA.

DELUA Digital Ethemmet LAN-Unibus Adapier. A DEC controller card for Unibus computers that interfaces the
computer with the Ethernet LAN. The DELUA replaces the DEUNA.
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DEMCA Dagital Ethernet MicroChanncl Adapter. An Ethernet ThinWire adapter card for PS/2 computers
DEMCA uses a standard MCA slot.

DEMPR Digitai Ethernet Mulii-Point Repeater. A DEC LAN product that provides eight ThinWire ports. with a
minth port to optionally connect to the standard Ethernet cable. Like a DELNI. a DEMPR can be used 1o
implement a standalone ThinWire LAN or to integrate ThinWire devices into a main Ethernet LAN.

DEPCA Digital Ethernct PC Adapter. An Ethernet ThinWire adapter card for PCs. DEPCA uses a standard 8-bit
PC slot.

DEQNA Digital Ethernet Q-bus Network Adapter. The DEQNA was replaced by the DELQA. See DELQA
DeskManager HP's electronic mail and office automation product for the HP 3000 computer.

DESPR Digital Ethernet Single-Port Repeater. A DESPR provides conversion between an Ethernet transceiver
connection and a ThinWire connection. A DESPR 15 used to attach a ThinWire device to a standard Ethernet
transceiver. Sec also DESTA )

DESTA Digital Ethcrnet Station Adapter. A DESTA provides conversion between a ThinWire connection and
an Ethernel transceiver. A DESTA is used to attach a standard Ethernet device into a ThinWire network. Sce also
DESPR

DESVA Digital Ethernet MicroVAX 2000 Adapter. A DEC controller card for the MicroVAX 2000 that
interfaces the computer with the Ethernet LAN.

DEUNA Digital Ethernet Unubus Network Adapter. The DEUNA was replaced by the DELUA. Sce DELUA,

DHCF Distributed Host Command Facility. An IBM product runnmng as a remote processor. DHCF interfaces
with the mainframe-resident HCF subsystem to provide distributed access. in a pure [BM environment, it is ofien
used to gain 3270 terminal access from a mamframe to a remote. nonmainframe system. In the muluvendor
arena. DHCF is often emulated to allow 3270 terminals to access the non-IBM svstem via the mainframe HCF
faciliry. :

DIA Document Interchange Architecture. One of three distnbution techniques used bv IBM to move information
from sysiem to svstem 1n an SNA network. DIA is specifically focused on the movement of documents in both
revisable and final form. See also DCA, DDM and SNADS.

digital transmission. Transnussion in which information 1$ sent in 1ts discrete bit form, That is. each bit is
represented as a 0 or a 1. See also analog transmission

DISOSS Distributed Office Suppont System An IBM product that enables documents created by different
products to be distributed and shared among IBM systems. DISOSS is commonly used as an interface point for
transmitting documents to and from non-1BM computers

DMA Dircct Memory Access. A hardware method of readmg and writing directly to memory without involving
the main CPU

DNA Digutal Network Architecture. DEC's architecture for the interconnection of its computer and computer-
related devices. This is equivalent to IBM's SNA_. HP's AdvanceNet. and Sun's ONC.

DoD U S. Department of Defense. See also DARPA.

Domain 1. A set of hosts on a LAN that share a single database. tvpically for moving mail between haosts. 2. The
name for Apolto's (now HP's) line of enginecring workstations. Sec also Apollo.
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DOS Disk Operating Sysiem. Introduced in 1981 by Microsoft Corp. as the operating system for IBM's 8030-
based IBM PC.

DOS/VS Disk Operating Syvstery/'Virtual Storage. An IBM System/370 architecture operating system.

- DOS/VSE Disk Operating System/Virtual Storage Extended. An IBM Syvstem/370 architecture operaling
system,

dpi Dots per inch. A term used to describe the resolution of printers. Most dot-matrix printers offer less than 200
dots per inch resolution. while most laser or inkjet printers offer at least 300 and as high as 1.200 dots per inch.
The higher the density of dots. the better the resolution of printed characters. graphics and images In conirast.
tvpesctting cquipment can offer dpi resolution of 1.270. 2.340. and cven higher amounts.

DS/1000 and DS/3006 HP 1000 and HP 3000 networking services that have been replaced by NS/1000 and
NS/3000. The DS services relied mostly on HP HDLC links for networking. while the NS products use standard
IEEE 802.3 links

DSO Digital Service rate 0. The transmission rate {64 Kbps) of each of the 24 circuits in a T1 conncction. See
also T1.

DS1 Digital Service rate 1. The combined transmission rate (1.544 Mbps) of ail 24 circuits in a T1 conncctions.
See also T1.

DSM-11 DEC's business-oriented operating system for the PDP/11 series computers See also CTS-300. RSTS.
and RSX.
DSR Data Sct Ready A lead in the RS-232C interface. DSR 15 used to signal that the modem (or DCE device} is
ready for communications. The counterpart to DSR 1s Data Termunat Readv (DTR). which is the
cemputer/terminal’s signal that it is ready to communicate. In most cases. no communication can take place
unless both the DSR and DTR signals are rsed. In the full 23-pin R§-232C standard. DSR 1s pin 6. In the
abbreviated. 9-pin PC interface. DSR 1s pin 4. See also DTR and RS-232C.

DSU Data service unit. A device that interfaces between a channel service unit (CSU) and a ternunal or
computer The DSU and CSU work together to interface the computing device to a digital data service (DDS).
See also CSU. DDS. and ISU

DTC Dusiributed terminal controller. For the RISC-based HP 3000 systems. DTCs are used to interface the
asvnchronous terminals mnto the LAN-based svstem. Sce also ADCC and ATP.

DTE Data terminal cquapment. A device such as a terminal or computer that is the origin or destination of
informauton flowing over a data communications hink. The DTE mierfaces with data communication equipment
such as a modem. that handles the actual data communications processing and interfaces with another DCE
device (that interfaces with another DTE desice). When direct connect links are used. one side emulates a DCE
while the other performs normal DTE functions. Sce also DCE.

DTP Duistnbuted Transaction Processing, An OSI upper-laver service for implementing transaction-based
processing. Defined as [SO standard 10026,

DTR Data Terminal Ready. A lead in the RS-232C interface Data Termunal Readv ts used to signal to the
modem (or DCE device) that it 1s ready for communications. The counterpart 1o DTR is Data Set Ready (DSR).
which is the modem's signal that it 1s ready to communicate. In most cases. no communication can take place
unless both the DTR and DSR signals are rised. kn in-dial situations. DTR is normally raised when the Ring
Indicator (R]) is rmscd 10 te!l the modem to answer the phonc. In the

full 25-pin RS-232C standard. DTR is pin 20 In the abbreviated. 9-pin PC interface. DTR is pin 4 See atso DSR.
RI. and RS-232C,
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Duplex Sece half duplex and full duplex

E

EBCDIC Extended Binarv Coded Decimal Interchange Code. A definition for the bit compositions of characters
and svmbels. EBCDIC uses 256 eight-bit patterns to define 256 different characters. numbers and svmbols. IBM
mid-range and mainframe svstems use the EBCDIC standard. See also ASCIL

ECMA Europcan Computer Manufacturers Association. A standards organization composed of European
computer manufacturers. ECMA participates in both CCITT and ISO activitigs.

ECMA 40 ECMA specifications for HDL.C frame structure See also HDLC.

ECMA 49 ECMA defimtion of -HDLC clements of procedures. See also HDLC. -
. ECMA 60 ECMA definiion of HDLC unbalanced class of procedures. See also HDLC.

ECMA 61 ECMA definition of HDLC balanced class of procedures. See also HDLC.

ECMA 71 ECMA standard for transport proiocol (for ISG/CSI layer 4).

ECMA 80-82 ECMA definitions of the physical and logical link control for CSMA/CD. See also CSMA/CD. _

EDI Electronic data mterchange. A set of services for information and document exchange. The intent of EDI is
to reduce or climinate paper flow for common business transactions.

EIA Electronic Industries Association. A U.S. trade organization specializing in the ¢lectrical and functional
characteristics of interface equipment EIA has a close working relationship with ANSI,

EISA Extended Industry Standard Architecture An alternative to iBM's MCA bus structure for the PS/2. EISA
was developed by a group of nine manufacturers led by Compag Computer. See also MCA,

EMA Enterprise Management Architecture DEC's products and services that implement network management.
EMI Eiectromagnetic Interference Electromagnetic waves that can potentiatly interfere with the operation of
etectronic devices The U.S. Federal Communication Commission (FCC) is responsible for deciding whether an
electronic device (such as a computer) generates too much EMI or radio frequency interference (RFI). See also
FCC and RFL

end node A nodc in a network that cannot forward or reroute packets intended for other nodes. See also node.
ESDI Enhanced Small Device Interface A disk interface standard that offers storage of 34 sectors per evlinder.
Becausc of its speed and densitv. ESDY is used in both PCs and mid-range systems. See also MFM. RLL. SCSL
and ST306.

Ethernet A LAN standard that uses the Carrier Sense. Multiple Access with Collision Detection (CSMA/CD)
disciphine. Ethernet was originally developed by Xerox Cerporation. Sec also IEEE 802.3.

EU End Uscr. An IBM SNA term

F

FAL Fil¢ Access Listener. FAL ts a DECnet module that listens for nctwork requests to access its tocal files. In
effect. FAL is a network file server for DECnel.
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Fast Ethernet Sce |00BASET.

FCC Federal Communications Commission. An agency of the U.S. government that regulates the use of
electromagnetic waveforms. such as television waves. radio waves and other electronic and magnetic enussions.
See also EMI and RFI.

FDDI Fiber Distributed Dats Interface. FDDI is an ANSI standard for fiber-optic networking FDDI uses a
1oken-passing discipline over a ring topology at speeds up to 100 Mbps. Interfaces to traditonal L ANs enable the
FDDI network to act as a WAN or MAN for the LANs attached to it. See also MAN and WAN.

FEP Front-end processor. A phrase often used to refer to intelligent communications controllers Scc also
communications controller.

Fiber Channel. A high-speed architecturc for connecting network devices and lugh-speed hardware. Sometimes
seen as a replacement for HiPPI

FIPS Fcderal Information Processing Specification. Specifications adopted and pubhshed by the U.S.
government that are mandated for use by the government and its agencics.

FIPS 1-1 FIPS code for information interchange.

FIPS 7  Implementation of FIPS 1-1 and related standards. .

FIPS 15 Subsets of the FIPS 1-1 cod..e for information interchange.

FIPS 16-1 Bit sequencing of the FIPS 1-1 code for serial transmissions.

FIPS 17-1 Character and parity structure for FIPS 1-] transmussions.

FIPS 35 Codc extension techniques using 7 or 8 bits.

FIPS 71 Advanced Data Communication Control Procedures (ADCCP). Sce also ADCCP.

Firewire Sce IEEE 139

fractional T1 One or more of the 24 64-Kbps channels of a T1 line. broken out by the local telephone office and
offered to local customers. Fracttonal T1 cnables a range of customers to share the benefits (and cost) of a full T1
tine. Sce also T1.

frame A block of information organized in a specific format. Depending on the netw ork. a frame might have
origin and destination informauon in it. or might be included as part of another structure (such as a packet) that

defines the routing information. See also packet.

FTAM File Transfer. Access and Management. An OSI upper-level service for file ransfer between open
svsterms FTAM is defined as OSl standard 8571,

FTP File Transfer Protocol FTP is a TCP/IP application that cnabies the transfer of files between host
compulers.

FTSC Federal Telecommunications Standards Commutiee. A U.S government advisory body (o the National
Communrications Svstem agency.

FTSC 1003 FTSC definition of synchronous data link control procedures {ADCCP) See also ADCCP.

FTSC 1005 FTSC defimuon of coding and modulation requirements for 2.400-bps modems

A9
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FTSC 1006 FTSC definition of coding and modulation requirements for 4.800-bps modems.

FTSC-1007 FTSC defimtion of c@ng and modufation requirements for 9.600-bps modems.

FTSC-10068 FTSC definition of coding and modulation for 600/1200-bps modems.

FTSC 1010 FTSC definition of bit sequencing the ANSI X3 .4 information code for scrial transmissions.
FTSC 1011 FTSC definition of character and parity structure for ANSI X3.4 transmissions

Full duplex Simultaneous. independent bidirectional transmission.

FUNI Frame User Network Interface. A service that performs protocol conversion between Frame Relay and
ATM nemworks.

G
Gabriel A software product that detects the presence of SATAN. See also SATAN.

Gateway A device that permits the network acuvity on one type of network to flow into another tvpe of
network. A gateway is different from a bridge or router in that it must perform conversion and/or emulation tasks
1o lie two (or more) heterogeneous networks together, while bridges and routers link two homog,enous networks,
A gateway maps to all seven layers of the OS] model. See also bridge and router.

GCS Group Conirel System. In an IBM maunframe environment. GCS is used with the VM operaung svstent (o
host SNA-oriented subsvstems such as ACF/VTAM:

GOSIP Government OSI Profile. A set of requirements issued by the U.S and United Kingdom governments to
dictate the use of OSl-compliant products within the government and its agencies.

GP1 Graphics Programming Interface A generalized interface within OS/2 controtling fonts and graphics as
displaved and printed on a variety of devices.

Groupware A type of software that facilntates sharing of electronic data and processes throughout a group of
end users.

GUI Graphical user mterface A term used to describe a graphical interface as seen by the end user of a
computer svstem. Specifically. a GUI enables a user to select applications by selecting icons and graphics

representations presented on the screen. GUI products include the Apple operating system. Microsoft Windows,
the OS/2 Presentation Manager. HP's NewWave and DEC's DECwindows.

H
H4000 and H4005 Scc transceiver.
half duplex Transmission in one of two directions at any given time, but not both directions simultancously.

HASP Housion Automatic Speoling Program An 1BM Job Entry Subsystem (JES) for the OS/SVS operating
svsiem,

HCF Host Command Facility. An IBM package origially designed to inierface mainframes with 8100
Information Processing machines running the companion DHCF package. HCF 1s commonly used as an interface
from IBM to non-1BM computers. Sce aiso DHCF
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HDLC High-Level Data Link Control. A bit-level protocol for data transmission. HDLC is ISO's
implementation of the IBM SDLC standard HDLC is ofien used as a hugh-speed. gencral-purpose computer-to-
compuler link.

heartbeat A function performed by transceivers on Ethernet and 802.3 IEEE networks that signals their
conunuing opcration.

High Performance Routing (HPR) A mecchanism used in IBM networks to provide an SNA/APPN network
with native access to a wide-arca ATM network

HiPPI (High Performance Parallel Interface) A method for connecting heterogencous supercomputers with
~ IBM mainframes.

HP Hewieti-Packard Company.

HP 125 HP's implcmentation of a combined termnal and PC sysiem. The HP 123's memory capacity was.
however. rather mited

HP 130 HP's revised implementation of a dual tcrminal and persenal computer. The HP 150 also featured touch-
screen operation

HP 700 A monochrome HP terminal.

HP 1000 HP’s linc of real-time technical minicomputers. The HP1000s use a proprictary CISC architecture.
HP 2620 A monochrome HP terminal

HP 2640 A monochrome HP terminal. . .
HP2697 A color HP terminal

HP 3000 HP's linc of general-purpose business computers. The HP 3000 product ling includes both CISC and -
RISC medels. The CISC models include the MICRO 3000 and Secries 70. The RISC models include the HP 3000

Scries 900 Scrics, ! -
HP 9000 HP's line of engimeering workstations. The HP 9000 line includes both RISC and CISC models.

HP-GL Hewlett-Packard Graphics Language. The command sct used by HP plotters. HP-GL is a vector-oriemed

interface that describes the objects to be printed/plotted as a scries of mathematical shapes. HP-GL also supports

color. Because of its widespread use. HP-GL is ofien used as an intermediary format for converting graphics

from one svstent (or package) to another,

HP-1B HP's implementation of the [EEE 488 general-purpose. bus interface used to interface tape and disk
drives 1o sysiem processors

HP Portable The HP Portable and HP Portable Plus were HP's imtial MS-DOS. portable PC offerings.
Unfortunatels . they lacked such things as built-in disk or diskette drives

HP-UX HP's UNIX implementation for the HP 9000 Scnes computers.
HSC Hicrarchicat Storage Controller. A DEC device that allows shared access o a sct of disk drives. The HSC

is used in VAXclusters to act as the intermediary between a Star Coupler and the drives Sce also Cl. Star
Coupiler. and VAXCcluster.
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ICA Integrated Communications Adapter. An IBM device used in a 9370 and 4300 Series mainframes as a
commumcations controller. For the 4300. an ICA is an alterative to a stand-alone 3703 or 3723 communications
controller

ICMP Internet Control Message Protocol. ICMP is responsible for the detection and reporting of link-level
errors

IEEE Institule of Electrical and Electronics Engineers. A professional society that ofien participates in the
development of standards. [EEE recommendations are usually forwarded 10 ANSI for 1ts endorsements Among
the best known [EEE standards are the 802.2. 802.3. and 802,5 L AN specifications.

IEEE 488 A peneral-purposc bus interface most commonly used to interface tape and/or disk dnives 1o system
Processors.

IEEE 802.2 A standard that defines the Logical Link Control (LLC) level of LAN communications. IEEE 802 2
is used with the 802.3, 802 4 and 802 5 medium access contrel (MAC) standards. In terms of layvers. 802 2
resides above the MAC standards.

IEEE 802.3 A standard that defines the medium access control (MAC) laver for a Camer Sense Muluple Access
with Collision Detection (CSMA/CD}) bus network. The IEEE 8023 standard is not identical to Ethemet:
however. both Ethernet and 802.3 devices can coexist on the same cable. The IEEE 8(2.3 standard has been
adopted by ECMA as ECMA-80. 81 and 82 and by ISO as I1SO 8802/3. See also Ethernet. ECMA and 1S0.

IEEE 802.4 A standard that defines the medium access control ( MAC) laver for a token-passing bus nctwork.

IEEE 802.5 A standard that defines the medium access control {(MAC) laver for a token-passing ring network.
[BM's Token Ring conforms to this standard.

IEEE 802.6 A standard defining a MAN based on a fiber-optic ring 30 miles in length. The standard supports
data rates of 1 3 Mbps to 155 Mbps.

IEEE 902.9a A standard for running two networks over 10BaseT wiring. See also 1sochronous Ethemnet,
IEEE 1003 [EEE definition of poriable operating svsiems (POSIX). Sce also POSIX.

IEEE 1394 A local device interface for ATM or Fast Ethernet. which permits either 10 be routed (o individual
devices. See also Firewire.

IMF/3000 and IMF 1173000 HP 3000-based sofiware that provides interactive (viﬁual tcrminal and batch)
capability with an IBM mainframe. IMF/30010 uscs bisvnchronous communications. and IMF 11/3000 uses SNA
SDLC communicanions IMF 1 1s also known as SNA IMF. ‘

INP Intelligent Network Processor. An inteltigent HP controller card for the HP 3000 CISC compuiers that
provides bisvnchronous, SDLC. and X.23 communicattons.

Internet Interoperability Object Protocol (IHOP). A pan of the CORBA 2.0 specification that adds
multivendor conncctivity to the ORB model.

IF intemet Protocol. See TCP/IP.
IPC Interprocess communications A mechanism that enables iwo programs to communicate with one another.

The term Net-1PC is often used 1o describe o network-level interface between two programs. See aiso APL
APPC. and RPC.
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IPX A datagram protocol established by Novell for use in sending data over Netware networks. In the OS]
model. [PX 15 a network-laver protocol. See also NetWare.

[SA Industry standard architecture. A term used to describe the original bus structure used in the PC/AT and
subsequently adopied by the industry as a de facto standard. See also EISA and MCA.

ISDN. Integrated Services Digital Network. A digital-based network for voice and data lines. From z broader
perspective, ISDN is targeted to be an international service for the integration and networking of voice and digital
information.

1SO Intermational Standards Organization. A voluntary. independent organization chartered 1o define
international standards for communications of all tvpes 1SO is best known for the development of the scven-
laver Basic Reference Model for Open Systems Interconnection, termed the OSI Model. See also OSI Reference
Model : —_
ISO 646 ISO definition of a seven-bit character sct.

1SO 1155 150 standard for the use of longitudinal parnity for error detection.

IS0 1177 150 structure for asvnchronous (start/stop) and svnchronous transmission.

ISO 1745 180 basic mode control procedures.

1SO 2022 Code extension techniques based on the 1SO 646 seven-bit character set.

ISO 2110 150 definition of a 25-pn DTE/DCE connector and pin assignments. Sce also RS-232C.

ISO 2111 ISO basic-mode control procedures for code-independent information transfer,

ISO 2628 Complements to the [SO 2111 basic mode control procedures

ISO 2629 15O basic mode control procedures for conversational information message transfer,

150 3309 SO definition of HDLC frame structure. See also HDLC,

ISO 4335 [SO definition of HDLC elements of procedures. See also HDLC,

IS0 4902 150 definiuon of 37-pin and 9-pin DTE/DCE connectors and pin assignments. Sce also RS-232C and
RS-449.

[SO 6159 [SO dcﬁn'iuon of HDLC unbalanced class of procedures. Sce also HDLC.
180 6256 [SO defimnon of HDLC batanced class of procedures See also HDLC.

ISO 7498 The 1SO Open Systems Interconnect basic Reference Model.

1SO 8072 Transport laxer definitions for the OSI Reference Model.

ISO 8073 Transport laver connection-onented services for the OSI Reference Modcl,
IS0 8208 (SO standard for X.25 packet level protocol.

ISO 8326-27 Scsston Laver conncction-oriented services for the OSI Reference Model.

150 8348 Newwork Laver definitions for the OSI Reference Model.
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1SO 8473 Network Laver connectionless services for the OSI Reference Model.

ISO 8571 1SO definition of the File Transfer. Access and Management (FTAM) application. Scc atso FTAM.
ISO 8602 Transport Laver connectionless services for the OSt Reference Model.

1SO 8613 150 definition of Officc Document Architecture (ODA). See also ODA.

ISO 8632 150 definition of Computer Graphics Metafile (CGM). See also CGM.

ISO 8648 Network Laver intemal organization in the OSI Reference Model,

ISO 8802/2 1SO standard for class 1 logical link control.

ISO 8802/3 ISO's equivalent of the IEEE 802.2 and 802.3 standards for a CSMA/CD LAN. See also [EEE 802.2
and IEEE 8023,

ISO 8802/4 1SO's equivalent of the IEEE 802.2 and 802 .4 standards for a token-passing bus LAN. Sec ulso
[EEE 802.2 and IEEE 802 4.

IS0 8802/5 [SO's equivalent of the IEEE 802.2 and 802.5 standards for a token-passing ring LAN_ Sec also
IEEE 802.2 and IEEE 802 5.

ISO 8822-23 Prescntation Layver connection-oriented services for the OS1 Reference Modcl.

ISO 8832-33 [SO defininon for Job Transfer and Manipulation application (JTM). Sce also JTM.

ISO 8878 [SO standard for the usc of X.23 as a connection-oriented service

ISO 8886 Data-Link Layer definitions for the OSI Reference Model.

ISO 9040 ISO definition of the Virtual Terminal Senvices (VTS) applicanon, See also VTS,

IS0 9314 150 standard for Fiber Distributed Data Imerface (FDDH). See also FDDI,

ISO 9548 Session Laver connectionless services for the OSi Reference Model.

IS0 9576 Presentation Laver connecuonless services for the OS] Reference Model.

ISO 9594 1SO standard for dircctony services based on the CCITT X 500 standard See also X.500,

ISO 9595—96 1SO definmien of network management applications (CMIS and CMIP). Sec ilso CMIS and CMIP.
ISO t0020/21 1SO standard for message handling services based on the CCITT X 400 standard. See also X.400
150 10026 150 standard for Distnbuted Transacuon Processing (DTP). See also DTP.

Isachronous Ethernet Scc IEEE 902 .9a.

ISU Imiegrated Service Unit. The combination of a channel service unit ¢CSU) and dota service unit (DSUY into
onc device. The 1SU 1s used 1o interface computers and terminals to a digital data service (DDS) line. Sce also

CSU. DDS. and DSU.

ITU International Telecommuntcations Unton The ITU 1s an agency under the United Nations charged to define
standards for intcrmational telecommunucations. The CCITT is a committee of the ITU. Sec also CCITT.
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IX Interactive Executive. An IBM implementation of UNIX that mins as a guest operating system under the VM
operating svstem on mainframes.

J

JCL Job Control Language. An [BM term for the mstructions uscd to control execution within a Job Entry
Subsystem (JES). JCL is also often used as a gencral term for the instructions required to define a sequence of
¢vents to be run on a compuicr,

JES. Job Entry Subsvstem. A specific IBM Job Entry Subsystem for the OS/VS1 operating system that is also
known as JES] and RES. In more general terms. a job entry subsvstem controls the batch job environment and. as
part of that environment. collects information from Remote Job Entry (RJE) workstations and distributes
mformauon to RJE workstations,

JES1 Job Entry Subsvstem version 1 An [BM Job Entry Subsvstem (JES) for the Q5/VS1 operating svstem.
See JES.

JES2 Job Entry Subsvstcm version 2. An IBM Job Entry Subsvsiem (JES) for the MVS operating svstem. Sce
JES. :

JES3 Job Entry Subsystem version 3. An IBM Job Entry Subsyvstem (JES) for the MVS operating systen. See
JES.

Job In general. a specific task or set of tasks associated with a given user or application. See also Batch.

JTM Job Transfer and Manipulation. An OSI upper-layer service for the transfer and sharing of jobs betwecen
open svsiems. Defined as [SO standard 8832/33

K
Kbps Kilobits per second. 1.024 bits per second {approximately 128 bytes per second).

KBps Kilobyics per sccond. 1.024 byvtes per sccond (approximately 8,192 bits per second)

Kermit A file transfer protocol descloped by Columbia University in the citv of New York and often used to

transfer files between PCs and mid-range compulters, In most implementations. Kermut also includes terminal
cmulation. Kermit was indeed named aficr the Muppet.

L

LAN Local Area Network A communications architecture that passes mformation between multiple systems
over relatively short distances at very hugh speeds

LANIC Local Arcg Network Interface Controller. An HP controller card that terfaces the HP 1000 and HP
300010 an 802 3 LAN

LanWorks A set of products jointty developed by DEC and Apple Computer that cnable VAX and Macintosh
systems 1o share files. printers. documents and mail in a common network. Later combined into PathWorks.

LAP-B Link Access Balanced revision B. CCITT's implementation of a bakanced. bit-oriented protocol based '

on the IBM SDLC siandard. LAP-B 1s most widelv known as the protocol of choice 10 connect a computer 1o a
packet-switching X.25 network
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LAT Local Arca Transport. An Ethernet-based DEC protocol implemented for terminal servers to cnable
terminals connected o a server to establish logical sessions on DEC host nodes withoul connecting through
intervening host nodes (as in the case of a SET HOST command). LAT aiso attempts 1o minimize nciwork usage
bv grouping individual characters into a single transmission. See also CTERM and termunal server.

LAVC Local Area Vaxcluster. A DEC VAXcluster solution that uses standard L AN connections 1o share access
1o a set of disk drives between multiple VAX svsicms

LDAP Lightweight Directory Access Protocol. A subsel of the X 500 standard designed for interoperability
and case of use. LDAP and X.500 provide the means 10 create a universal network directory system,

Leased line A permanent circuit provided by the telephone company (or similar organization). A leased line can
be a direct point-to-point connection or a multipoint connection. Icased lings are available for cither analog
(voice grade) or digital transmission. Analog lines can also be conditioned 1o reduce errors. Sce also
conditioning.

LEN Low-Entry Networking. An [BM standard that enables adjacent nodes to initiate and terminate
communications with one another using LU 6.2 APPC.

LLC Logical Link Control. The highest sublaver in Laver 2 (data link laver) of the OSI model. In the IEEE
standards. 802 .2 is the LLC. In Ethemel. the LLC and the medium access control (MAC) are enmeshed. See also
MAC and OSI Reference Model.

LocalTalk Apple Computer's cabling for the AppleTalk LAN.

Location Broker Pan of HP/Apollo's Network Computing System (NCS) architecture. Global and Local
Location Brokers determine what local services will be available on a network-wide basis. See also NCS

logical unit Sce LU.

LRC Longitudinal redundancy check. An crror detection scheme in which a check character is gencrated on the
basis of the exclusive OR of all the characters in the block. See also BCC and CRC.

LS1 Large Scale Integration. An approach to printed circuit board design that uses a small number of individual
components (chips). with cach component being responsible for 2 range of functions. See also VLSI.

LU Logical unit. Logical units are part of the IBM SNA structure and correspond to entities (for example. users,
programs) that request or transmit information through the network.

LU Type ¢ (LU 0) Direct-link communications.

LU Twype 1 (LU 1) Data processing workstalion communicalions,
LU Type 2 (LU 2) 3270-tvpe workstation communications

LU Type 3 (LU 3) 3270-tvpe printer communications

LU Type 4 (LU 4) 5250-1vpe printct communications.

LU Type 6.1 (LU 6.1) Program-to-program communications using one of the following SNA dma stream
formats: character siring. 3270. logical messages services. or uscr-defined.

LU Type 6.2 (LU 6.2) Program-to-program communications using cither the SNA general data strcam format or
a user-defined data stream.

LU Type 7 (LU 7) 5251-nvpe workstalion communications.
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LUNI LAN Emuiation Uscr-1o-Network Interface. Pani of the ATM Forum's LAN Emulation Over ATM
specification. which enables multivendor end stations 1o communicate with an ATM nemork.

M

MAC medium access control. The lower level of LAN communications that handles discipline and topology of
the LAN. MAC corresponds 1o the Phvsical Laver (laver 1) of the OSI Reference Model. See also LLC and OSi
Refcrence Model.

MACH A multiuser. multitasking opcranng system direcily descended from UNIX that offers lower overhead
and higher performance than UNIX.

MAN Metropolitan area network. A somewhat smatler. special implementation of a WAN. MANSs use fiber-
optic transmissions to provide high-specd communications over rclatively small distances (but distances that are
beyvond the range of a traditional LAN), Sec also FDDI and WAN,

MAP Manufacturing Automation Protocol. A transport system defined by the manufacturing industry o
accommodate its specific needs and requirements.

MAPI Messaging Applicatton Programming Interface. A proprietary protocol created by Microsoft that permuts
developers 1o create mail-cnabled applications.

MAU Medium attachment unit. A device that physically attaches to a LAN to permit the connection of one or
more devices (or LAN segments) to that LAN via an AUL See also transceiver and AUL

Mbps Megabits per sccond. 1.048.576 bits per second (approximately 131.072 bytes per second).
MBps Megabutes per sccond. 1.048.576 bytes per second (approximately 8.388.608 bits per sccond).

MCA Micro Channel Architecture IBM's improved. proprictary architecture for the PS/2 that replaced the bus
architectures used in the original PC/XT and PC/AT.

MCP Master Control Program The opcrating svstem for the Burroughs line of Unisys computers

MFM Modified frequency modulation.” A disk encoding technmique that resulis in 17 sectors per cvlinder. MFM
is the onginal (and sull widely used) encoding technique for PC disk drives and uscs the ST-506 interface Sce
also ESDI. RLL. SCSI. and §T-306

MFT Multiprogramming with a Fixed number of Tasks. An IBM System/360 architecture operating system.
MHz Onc nullion cveles per second The usage of MHy has dramatically increased since uts assoctated with PCs,
In that arcna. the higher the MHz. the fasier the processor can operale (becausc there are more available cvcles

per sccond)

MicroVAX The low end of DEC's VAX ling The MicroVAXN ling includes the MicroVAX 2000, MicroVAX 1L
and MicroVAX 3000 series

MicroVMS DEC's implementation of the VMS operating system for the MicroVAX compulers.
Millisecond One thousandth of a sccond
MIPS Milhon instructions per second A umt of measurement applied to the performance of compuicr svstems

For example. a computer rated at 3 MIPS can perform 3 million mstructions in one second. The higher the MIPS
ratng. the higher the performance.
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modem Modulator-Demodulator. A device that converts between the digital data format used by computers and
the analog signals transmitted over a telephone circuit.

MPE MultiProgramming Environment. HP's operating system for the HP 3000 Series computers. Note that a
special version of MPE (MPE-XL) runs on the HP 3000 RISC systems.

MPOA Multiple Protocols Over ATM. An extension of the LAN emulation concept. used to map nctwork laver
addresses—-such as [P or [PX--to ATM.

MRJE/1000 and MRJE/3000 HP 1000- and HP 3000-based software products that provide bisvnchronous
multifeaving RIE support to [BM mainframes.

MS-DOS Microsofi Disk Operating Svstem. An operating svstem acquired and modified by Mlcrosoﬁ
Corporation for use in micrecompuiers.

MS Windows Microsoft Windows. Microsoft's graphical user interface (GUI) that enables the user to sclect
from multiple on-screen applications. each application occupying a screen window. See also GUL

MTA Message Transfer Agent. In an X.400 network. the MTA forwards messages between User Agents (UA)
or among other Message Transfer Agents. See also MTS. UA. and X 400

MTBF Mean time between failure. The length of time (on average) a unit should operate without failures.

MTS Message Transfer Svstem The network of routes available between Message Transfer Agents in an X400
electronic mail network. See also MTA and X 400

MTTR Mean ume to repair. The amount of time (on average) it should take to repair a specific failure.

multidrop A conncction enabling multiple devices to share one physical line. This is often used in the context of
a data commumcations ling that has multiple terminals attached to 1. Sec also multipom.

multipeint A connection between multiple devices that enables all attached devices to share a common link
Thus is often used in the context of sharing a leased telephone line among three or more points. Sec also
muludrop

MVS Multiplc Virtual Svstem (also known as OS/VS Release 2). An IBM System 370 architecture operating
system. MVS is available in several packages.

MVS/ESA MVS/Extended System Architecture. The top of the MVS operating svstem line. The resource
requirements of MVS/ESA dictate that it can only be used on top-of-the-line mainframes.

MVS/SP MVS/System Product. The low-end MVS operating system line, requinng the least amount of memory
and storage

MVS/XA MVS/extended architecture The middle of the MVS operating svsiem line. requiring more resources
than MVS/SP. but less than MVS/ESA.

MVT Multiprogramming with a Variable Number of Tasks. An [BM System 36( architecture opcrating svstem.,
N

NAK Negative acknowledgment. A transmussion-control character transmitted by a receiver as a negative
response 1o the sender. The normal response (o a NAK is 10 retransmit the previous sequence

Nanosecond One billionth of a second.
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NAPLPS North American Presentation Level Protocol Svntax An ANSI standard for the presentation of texi
and graphics

NAS Network Application Support. A set of software products developed by DEC to integrate products on
different svstems. NAS is similar tn concept 1o IBM's SAA.

NAU Network address unit. Any of the three addressablc units in an IBM SNA network (in other words. SSCP.
PU. and L.

NCCF Network Communications Control Facility, An IBM NetView module that collects mamntenance and
status information from the SNA network. Sce also NetView.

NCP 1. Network Control Program. In IBM environments. the NCP is the software running in the
communications controtler to control the data communications environment. In DEC environments. the NCP is a
utility that interfaces with lower-level network management modules. 2. In Novell environments. the Netware
Control Protocol.

NCS Network Computing Svstem. An archrtecture developed and promoted by Apollo (now HP) for
implementing Remote Procedure Calls in a heterogeneous computer environment

NETBIOS Network Basic Input Output System. A low level interface developed by IBM to allow PCs o share
files and communicate with onc another over a network. In bricf. NETBIOS enables a PC program 1o open. close.
read write and lock network-based files. NETBIOS ts often cmulated by other network systems and forms the
basis of Microsoft networking architectures.

NETdisk Part of Sun's Open Network Computing (ONC) architecture. NETdisk provides a network-based
booting mechanism for diskless workstations. See also ONC.

Net-IPC Scc IPC

NetView IBM's producis and services that provide network management functions in an SNA network. Part of
the greater SvstemView svstems management hine. NetView is composed of a serics of modules. including
Network Communications Control Facility (NCCF). Network Problem Determination Apptication (NPDA).
NetView Logical Data Manager (NLDM). NetView Management Productivity Facility (NMPF), and opuonally
NetView/PC Scc also NCCF. NetView PC. NLDM. NMPF. and NPDA,

NetView/PC A PC-based product that enables non-SNA devices to participate tn the Network Management
Architecture offcred by NetView. See also NetView.

NetWare The network operating svsiem used 1n file servers in Novell networks.

Network Layer The third laver of the OSI Reference Model. Network Laver services find the best possible
route for a message (or packet) to take through the network. See also OSI Reference Model.

Network Lock Manager Part of Sun's Open Network Computing (ONC) architecture. The Network Lock
Manager provides record and file locking in conjuncuon with Sun's Network File Svstem (NFS). Sec atso NFS
and ONC.

NeWS Network-extensible Windowing Svsient. Sun's original Graphical User interface (GUD for the SunOS
opcerating syvstem. One unique aspect of NeWS is that it extended Adobe Svstems' PostScript technology into the
networking cnvironment. And like many other Sun products. NeWS was licensed to other comipanics who poried
the interface 10 other operating svstems and environments. Sun has since moved on to use the Open Look GUI 1t
co-developed with AT&T. Sec aiso GUI and Open Look.

NewWae HP's archuecture for a Graphical User Interface (GUI) that provides a common multivindowed.
graphical envirenment from which the end user can access applications residing on other systems. See also GUI.

29



Managing Multivendor Networks

NFAR Network File Access Routines. DEC routines that can be used by programmers to integrate DECnel file
access into their programs.

NFS Network File System A specification created by Sun Microsystems for a network-based file server that
allows for record-level and file-level access in a LAN environment.

NFT Network File Transfer. A DEC utility for file transfer via DECnet. Files can also be transferred from one
svstem 1o another via the standard COPY command.

NIDL Network Interface Definition Compiler. Pant of HP/Apollo's Network Computing Svstem (NCS)
architecture. NIDL enables each participating program to declare the formats and tvpes of data it will be sharing
through NCS. See also NCS

NIS. Network Information Services. A module within Sun's Open Netwark Computer (ONC) architecture that
maintains a common list of files in the NFS and who can access what files. Formerly called YP. See also ONC
and NFS§

NJE Network job entrv. NJE provides a mechanism fo distnbute the processing of a job (or jobs) among
multiple hosts.

NLDM NetView Logical Data Manager. An IBM NetView modulc that monitors the information being
collected from the network and looks for and reports any failures. See also NetView.

NMA Network management architecture. A gencral lerm used {0 refer to a vendor's or product's approach 1o
managing a network.

NMP Network Management Protocol. A low-level protocol developed by AT&T that collects network failures
and status data. See also Accumaster Integrator and UNMA.

NMPF NetView Management Productivity Facihity. An IBM NetView module that provides onling assistance to
the personnel monitoring the network. See also NetView

node An clement of a LAN that has full routing capabilitv. See also end node.
NonStop A Tandem Computers product line based on fault tolerance

NPDA Network Problem Determination Application. An IBM NetVicw module that presents the current status
of the network. See also NetView,

NRJE/3000 An HP 3000-based software product that provides SNA RJE access to an IBM mamframc using
SNA SDLC communications. Also known as SNA NRJE and NRJE

NRZ Non-retumn to zero. A line transmission scheme whercby multiple contiguous | bits are sent as opposing
pulses. instead of 1wo pulses with stmuiar amplitude separated by a return to the zero (basc) line NRZ is
frequentiy used by IBM equipment and infrequently used by other vendor's equipment.

NS/1060 and NS/3000 HP 1000 and HP 3000-based products that provide networking services in the HP
AdvanceNct network

O

ODA Office Document Architecture An OS] upper-laver service that defines the format for complex documents
containing text. data, graphucs. voice. and video Defined in ISO standard 8613

210



Managing Multivendor Networks

OEM Original equipment manufactarer. The term OEM is used to describe companics that use cquipment
manufacturcd by another company as part of their product or sofution. In most cases. the identity of the onginal
manufacturer is concealed from the end user of the product. See also VAR.

OfficeVision 1BM's integration of office automation and electronic mail products with the PC and PS/2
environmeni. OfficeViston can link PCs and P8/2s with AS/400 Office or PROFS. Sce alse AS/400 Office and
PROFS.

OLTP Online transaction processing. An approach to application processing that breaks up the yarious
imeractions between a user and application and enables them 10 be processed in small parts (transactions)
Transaction processing enviromments have specific routing requirements. and the programs processing the
transactions must be multithreaded

ONC Open Network Computing Sun's architecture for the interconnection of its computers and computcr-
related devices This is equivalent to IBM's SNA. DEC's DNA. and HP's AdvanceNet.

Open Look AT&T's graphical user interface (GUI) for UNLX. developed jointly with Sun Microsystcnfs. Open
Look provides the user with a graphics-oriented. multiwindowed interface. Sec also GUL

Oracle A relauonal data base product available on multiple computer systems developed and marketed by
Oracle Corporation.

ORB Object Request Broker. A tvpe of middleware that facilitates interoperabiluty. and cstablishes a single
platform on which objects request data and services on the client side or provides them from the server side

08/2 Opcrating Syster/2, A multitasking operating system for IBM-compatible computers that includes a
graphical user interface called the Presentatnon Manager. O5/2 was originally developed jointly by Microsofi and
IBM. Development is now solely the responsibility of IBM.

05/SVS Opcrating Svsteny/Single Virtual Storage. An IBM Svstem/370 arclutecture operating svsicm. Also
known as OS/VS2 Release 1.

OS8/VS1 Opcration SyvstenvVirtual Storage 1. An IBM System/3 70 architecture operating svstem.
OS/V82 Operating Systemy/Virtual Storage 2. See OS/SVS for OS/VS2 Release 1. MVS for OS/VS2 Release 2.

OSF Open Software Foundation. A group of computer-related companies that came together (o define an
industrywide standard for UNIX that is separate and distinct from AT&T's standard.

OSF/Motif The graphical uscr interface (GUT) released by the Open Software Foundation for its version of
UNIX. Sce also GUI.

OSI Reference Model Open Systems Interconnection Reference Model. A lavered archutecture for the design
and umplementauon of standards that relate to the interconnection of computer systems. The OS1 Model 1s carved
mto seven lasers. These seven lavers. from top to bottom, are:

Laver 7. Application (end-user and programming scrvices)

Layver 6. Presentation (data converstons and transformations)

Laver 3 Scssion (logical link set-up and management)

Laver 4. Transport (delivery and delivery acknowledgment)

Laver 3. Network (route management)
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Laver 2. Daia Link {data packaging and transmission)

Laver I Physical (physical transmission media)

P

PA Precision Architecture HP's name for its RISC architecture.

packet A group of binanv digits--including data. originaton and destination information--that is switched as a
whole. See also
frame.

Packet switching A networking technique n which multiptc devices convert information into smaller packets

and then send them on a common network. Within the network. packets can be routed or rerouted through many
different nodes. as seen fit by the nctwork. Packet-switching networks can be more cost effective than leased or
dialable nerworks because charges are tvprcally based on the volume of data instead of connect time or distance.

PAD Packet assembly/disassembly. A device that convents between the X.25 packet protocol (normally LAP-B)
and a nonpacket protocol (such as those used by asynchronous terminals) so that nonpacket devices can usc a
packet network. In addition to the protocol conversion. the PAD takes large blocks of information from the local
device and breaks them into smaller packets for the network. Conversely. the PAD also takes the smail packets
from the network and assembles them into a large block of information for the tocal device.

PAM Personal Applications Menu. An HP software program implemented in HP PCs in place of the standard
COMMAND.COM program that comes with MS-DOS. PAM provides menu-dniven services instcad of
COMMAND.COM's command linc inicrpretation.

parallel A data transmission methed in which the bits in a character arc sent at the same time on 8 channels
rather than on a single channel. Sec also senal.

parity The addition on a noninformation bit (o a byte. making the number of oncs in a byte cither always odd or
always even This permits the detection of errors in bytes that have single-bat errors

Pathworks A collection of products that enables PCs. PS/2s and Macintosh computers to participate tn a
DECnet netwerk This includes storing files. sharing printers and cmulating lerminais.

PBX Private branch exchange A privately owned telephone routing svstem.

PC Personal computer Originally a term used 1o refer to the IBM Personal Computer based on the Intel 8088
processor as miroduced 1n 1981, The term PC has. however, gone on to refer to a larger class of machines that
run MS-DOS (or PC-DOS) and prov ide some degree of hardware compatibility with the IBM PC.

PC/AT Personal Computer/Advanced Technology [BM's first release of a Personal Computer using the Intel
80286 processor. The bus architecture of the PC/AT (two 8-bit. PC-sivle slots and six 16-bit slots) went on to
become popular i both 80286 and 80386 machines

PC Convertible TBM's curly aticmpt a1 an laptop computer bascd on the Intel 8088 processor running the MS-
DOS

(PC-DOS) opcrating system
PC-DOS IBM's implementation of MS-DOS. See also MS-DOS

PCjr IBM's home compuler based on its original PC design, The PCyr featured limited memory and expansion
capabilities
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PCL Printer Command Language. HP's gencralized interface for its line of laser. ink-jet and dot-matrix printers.
PCL uses scalable fonts and raster graphics but is not implemenied in a high-level language. Sce also raster
graplucs.

PC LAN IBM's PC networking product.

PCM Plug compatible mainframe. Full-scale computer svstems manufactured by companies other than [BM
(such as Amdahl and Hitacht) that run IBM operating svstems (for example. VM. and MVES).

PC-NFS PC Network File System. Part of Sun's Open Network Computing (ONC) architecture. PC-NFS allows
for PCs and PS/2s 1o access information stored in the Network File System (NFS). PC-NFS also includes TCP/IP
functions for terminal access and filc transfer. See also ONC

PC-NFS Lifeline Backup An add-on to Sun's PC-NFS product. PC-NFS Lifeline Backup permits multiple PC
cdisks on the network to be backed up to a singte network disk or tape. See also PC-NFS.

PC-NFS Lifeline Mail An add-on to Sun's PC-NFS product. PC-NFS Lifeline Mail permits a PC or PS/2 1o
participate in TCP/IP and UNIX electronic mail. See also PC-NFS.

PC-NFS Programmers Toolkit An add-on to Sun's PC-NFS product. it implcments Sun's RPC and XDR in the
networked PC environment. See also PC-NFS.

PC-RT Personal Computer Reduced instruction set Techmque. See RT Svsiem.
PCSA Personal Computer Systems Architecture. now called Pathworks. Sce Pathworks.

PC/XT Personal Computer Extended Technology. The follow-up to the onginal PC (PC/AT). also bascd on the
Intel 8088 processor.

PC/XT 286 A follow -up product 10 both the PC/XT and PC/AT that combined attributes of both machines into
one svsiem The PC/XT 286 experienced limited success.

PDL Page Description Language The general term for a software-based printer interface that defings the page
lavout and contenis. Examples of PDLs mclude GPI. PCL. and PostScript. See also GPL. PCL. and PostScript.

PDN Public data network. A telephone company that offers data services (o the public. A public data nctwork
does not have 10 use packet swilching. Sce also PSN

PDP DEC's lin¢ of 16-bit technical computers. The PDP computers use DEC's Q-bus architecturc and run
several DEC operating sysicms

Phases 1n DEC temunology. the various revision levels of DECnet are termed phases. Sinee its first release in
1976. DECnet has had five major phases’

Phasc 1. Basic scrvices for PDP-11 svsicms

Phasc 11. Support for all DEC computcrs and operating sy stems
Phase 1. Support for nerwork terminals and X.235,

Phasc 1V. Support for Ethernet.

Phase V. Suppon for OSI standards.
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Physical Laver The first (lowest) laver of the OS] Reference Model. The Physical Laver defines the physical
nterface for the network (for example. RS-232 for point-to-point networks. CCITT X 21 for interfacing to public
data networks and 802.3/4/5 for LANSs). See also OS] Reference Model.

physical unit Sce PU.
Pick An operating svsiem developed by Pick Systems that features integrated multiuser and database support.

PIU Path information unit. The combination of the TH and BIU information from the IBM SNA data format.
See also BLU.

pixel The smallest clememt of a screen displayv. Each pixel in a display can be manipulated in terms of color and
intensity In most cases. the higher the number of pixels. the higher the resolution of the display.

PM, Presentation Manager. The graphical user interface for O5/2. Sec also GUL

PNCP Peripheral Node Control Point. A point in a PU 2.1 node that provides limited IBM SNA management
functions to facilitate LU 6.2 peer-to-pecr communications. The presence or absence of the PNCP facthity
differentiates between a PU 2 1 and PU 2 device

Point-to-point A physical connection between only two terminals or comtputers.

polling A method by which a master device tracks the status of iis attached devices. When the master device
polis its attached devices. each device responds. indicating that it is present,

POP Post Office Protocol. An electronic mail protoco! for UNIX svstems developed by Berkeley Software
Distribution

POSIX Definition of an operating system easily ported from one computer 1o another. Developed by IEEE as
standard 1003,

PostScript A print description language developed by Adobe Svstems that provides muliifont. high-resolution
output. PosiScript features scalable fonts and raster-based graphics. Because it is implemented as a high-level
language. PostScript can be implemented on virtually any computer system. PostScript is also used for fonts and
graphics displavs (and called Display PostScnipt in that context). See also raster graplucs,

POWER Prioritv Qutput Writers. Execution Processors and Input Readers. An IBM Job Entry Subsysiem.
POWER/VS is for the DOS/VS operating system. and VSE POWER is for the DOS/VSE opcrating system.

POWERserver An IBM line of servers for use in enginecring workstation networks. The POWERSscervers use a
RISC architecture and are part of the RS/6000 compuier ine Sce also POWERstation and RS/6000)

POWERstation A linc of IBM engineering workstations using a RISC architeciure The POWERSsLations are
part of the R§/6000 computer line See also POWERSserver and RS/6000

POWER/VS See POWER
Presentation Layer The sixth laver of the OSI Reference Modcl. The Presentation Laver standards ensure that
data ts presented to cach application in a format that can be understood. This includes SCIVEBCDIC conversion,

data compression/expansion and so forth. See also 0851 Reference Model.

PRI Primary Rate Interface. The lugh-end mierface in the Integrated Services Data Network (1SDN). The PRI
offers 23 64-Kbps data/voice times and a twenty-fourth 16 Kbps management line. Sce also BRI and [SDN.

PRISM Parallel Reduced Instruction Set Multiprocessing HP/Apollo's term for its approach to the RISC-
architecture Domain computer
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Professional 300 A DEC product that implemented the basic PDP-11 computer architecture in a deskiop model

PROFS Professional Office Svstem An iBM office automation and electronic mail product for the VM
operating svstem (and thercfore for IBM mainframes).

protocol A sel of rules by which two or more devices agree on information and code structures required for
successful and error-free communications,

PS/1 Personal Sysiem/1. [BM's home computer introduced in 1990 and based on an 80286 processor. The PS/1
is an entryv level svstem that does not use either the ISA or MCA bus standards. Sce also ISA. MCA. and PS/2,

PS/2 iBM's replacement to its original line of PCs, Most models in the PS/2 line feature IBM's MCA bus
architecture. Sec also MCA. —

PSDN Packet-Switching Data Network. A data network offening packet-switching data services. See also PDN
and PSN.

PSN Packet-switching network. Also packet-switching node. A packet-switching network routes small fragments
of information (cailed packets) over a serics of switched circuits. A packet-switching node is a device within the

packet-switching network that can route a packet between several other packet-switching nodes. See also X.235

PSPDN Packet-switching public data network. A public data network offering packet- switching data services.
Sec also PDN and PSN, :

PU Physical unit In IBM terminelogy. a physical unit controls the attached Iinks and resources (logical units) of
anode See also LU.

PU Type 1 (PU 1) Workstations (for exampie. 3270)

PU Type 2 {(PU 2) Clustcr controllers (for example. 3274) and mid-range processors (for example. Svstem/3X)
PU Type 2.1 (PU 2.1) Mid-range processors (for cxamplc-_ System/3X) that contain a PCNP. Scc alsoc PCNP.
PU Type 4 (PU 4) Communications controllers (for example. 3703).

PU Type 5 (PU 5) Hosts that contain a SSCP. See also SSCP.

PW?2 Personal Workstation Squared {the power of two). The Unisys line of PCs derived from the Sperny line of
PCs

Q

Q-Bus Intcrnal and peripheral bus used in the DEC MicroVAX and PDP-11 Series computers.

R

RAID Redundant Array of [nexpensive Disks. A cluster of disks. viewed by the end user as a single device, that
murrors data to multiple dnives. RAID provides fast throughput. fault tolerance. and error correction,

Rainbow DEC’s original offering in the PC market. The Rainbow ran MS-DOS or CP/M. but was not hardware-
comipatible with the IBM PC.

RAM Random access memory, The high-speed but volatile memory used by computers of all sizes.
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raster graphies A type of graphics handling in which the 1mage is broken into a horizontal senes of dots. with
cach line of dots called a raster. Using this approach. the higher the number of horizontal rows. the finer the
resolution of the printed page. Sec also dpi.

RD Receive Data. A lead in the RS-232C interface. RD is used as the reception line for mmcoming information, In
the full 25-pin RS8-232C standard. RD is pin 3. In the abbreviated. 9-pin PC interface. RD is pin 2. See also RS-
232Cand TD. '

ReGIS Remote Graphics Instruction Set. DEC's graphics interface to its VT family of graphics terminals
RES Remote Entry Services. See JES.

REX Remote Execution. Part of Sun's Open Network Computing (ONC) architecture. Enables a user on one
svstem to exccute commands on another system. See also ONC.

RFI1 Radio frequency interference. Radio waves that can potentially interfere with the operation of electronic
devices. The U.S Federal Communications Commission (FCC) is responsible for regulating whether an
electronic device (such as a computer) gencrates too much RFI or electromagnetic interference (EMI). Sce also
EMI and FCC

RH Request/Response Header The part of the IBM SNA data format that defines the type of data in the RU. Sec
also BLU.

RI Ring Indicator. A lead in the RS-232C interface. R¥ 15 used 1o tell the terminal or compuler that the phone is
ringing. Normally RI is used with dial-up modems. in which case the receiving device can decide whether 1t
wants to answer the call or not. In the full 25-pin RS-232C standard. Rl is pmn 22. In the abbreviated. 9-pin PC
interface, RIis pin 9. See also RS-232C

ring topology A LAN topology that features 2 central ring on to which nodes are connected. See also bus
topology. tree topology. and siar topology.

RISC Reduced instruction set computer. An architecture for computers in which more functions are moved into
software while relving on highly optimized hardware 1o obtain optimum cfficiency. See also CISC

RJE Remotc job entry. The ability 1o submit jobs on a compuler from an IBM RJE work-station (a combination
of multiple devices. such as a card reader. card punch. printer and console) to a Job Emrv Subsy sicm RJE 15
often used as a general means for file transfer; 1 this situation, a computer emutates an RJE workstation when
commumcating with another computer running tor cimdating) a Job Entry Subsystem (JES). Sce also JCL and
JES.

RJE/1000 and RJE/3600 HP 1000- and HP 3000-based software products that provide RJE access 1o [BM
mainframes usmg bisynchronous communications

RLL Run fength limited A disk encoding techmque that results in 26 sectors per cylinder. RLL uses the ST-506
interface and is ofien used 1n place of MFM encoding on PCs because it 15 a denser storage technique (although it
does require drives that are certified for RLL encoding). See also ESDIL. MFM. SCSI. and ST-506.

RMON 2 A standard for remote momtoring. RMON 2 provides the neans (o proaclively monitor an enterprise
nerwork. using an agent or probe to gather statistics and monitor for pre-set threshold levels.

RMS Record Management Services The part of DECnel that handles requests to access remole files. RMS
interfaces with FAL via DAP See also FAL and DAP '

ROM Read only memon. A tvpe of memory that can be read from but not writien to. In contrast to RAM. ROM
15 low -specd. nonvolatile memory
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RPC Remote procedure call. A set of routines that enables a program operating on one system to communicate
with a program running on another system. This interaction mght be for the simple purpose of program-to-
program communications or can be used 10 implement a network-distributed application. whereby the individual
tasks of the application are distributed across multiple svstems and coordinated through RPCs. Sce also APL
APPC. and IPC. .

RPC API RPC Application Program Interface. Part of Sun's Open Network Computing (ONC) architecture. A
high-level interface that programmers can usc to implement ONC RPC. See also RPC and ONC

RPCGEN RPC Generator. Parl of Sun's Open Network Computing (ONC) archilecture. A programnung aid that
automates parts of the RPC coding requirements, See also RPC and ONC.

RS-232C An EIA standard for computer/terminal interfaces that defines the electrical and mechanical
characteristics for the interconnection of data terminal equipment to data communications equipment for nse at
signaling rates up to 20.000 bps. RS-232C is frequently assoctated with a 25-pin connector. Often in a PC
environment. only the following 9 of the full 25 leads are used: Carrier Detect (CD). Receive Data (RDY.
Transmit Data (TD), Data Terminal Ready (DTR). Signal Ground (SG). Data Sct Ready (DSR). Request To Send
(RTS). Clear To Send (CTS). and Ring Indicator (R1). See also CD. RD. TD.

DTR. SG. DSR. RTS. CTS. and RL

RS-422 An EIA standard for computer/terminal interfaces that defines the electrical and mechamcal
characteristics for the interconnection of data terminal equipment 1o data communications equipmert for usc at
signaling rates up to 20.000 bps, RS-422 1s frequently associated with a 5-pin connector

RS-449 An EIA standard for computer/termial interface that defines the electrical and mechanical
charucteristics for the interconnection of data terminal cqulpmem to data communications equipment for usc at.
signaling rates up to 2.000.000 bps. RS~449 is frequently associaied with 37-pin and 9-pin connectors.

RS/6060 RISC System/6000 Introduced 1n 1990. the RS/6000 is IBM's hine of RISC-based engineenng
workstations and servers The RS/6000 line includes the POWERSstation enginecring workstations and
POWERSscrver network servers

RSCS Remote Spooling Communications Subsysiem. The IBM Job'Emr_v Subsystem for the VM operating
svsiem. RSCS does not. however. support attachment 10 SNA devices.

RSTS DEC's time-sharing opcraUng: system for the PDP/11 Series computers See also CTS-300. DSM-11. and
RSX

RSX (RSX-11, RSC-11M, RSX-11M-PLUS) DEC's rcal-time and/or priority-driven multitasking operating
svstems for the PDP/11 Serics computers Sec also CTS-300, DSM-11. and RSTS.

RT System Ong of IBM's carly engincenng workstations. The RT System. onginally called the PC RT. was
based on IBM-proprietans RISC processors and had hittle tn common with the rest of the PC line,

RTAM Remote Telecommumcations Access Method. An IBM mamframe subsystem that handles application
access and routing within the network See also BTAM. TCAM. and VTAM

RTE Rcal Time Exccutive HP's operating system for the HP 1000 series computer.

RTS Request To Send. A lead in the RS-232C interface RTS 1s raised by one side of the hink when it wishes to
transmit If the other side 15 reads 1o receiv e, it responds by raising the Clear To Send (CTS) line. Afier
transmission has begun. the Carrier Deicet (CD) ling is also raised. In the full 23-pin RS-232C standard. RTS is
pin 4 In the abbreviated Y-pin PC interface. RTS 1s pin 7. Sce also CD. CTS. and RS-232C.

RTS Rcliable Transfer Service. In an X 300 electronic mail network. RTS works n concent with Message
Transfer Agents (MTAs) to ensure that the best possible route for a message is taken See also MTA and X 400,
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RU Response Unit. The informational (data) portion of the IBM SNA data format. See also BLU.

S

SAA Systems Applications Architecture. A set of routines and transport mechanisms developed by 1BM to
isolate the development of applications from the specifics of the systems on which thev will operate. Under SAA,
a program c¢an be implemented on one type of IBM system and then easily moved to another tvpe of IBM syvsiem,
An SAA-compliant application uscs three SAA-defined interfaces: the common user interface. the common
programming intcrface and the common communications suppon. See also common user interface. common
programming interface, and common communications suppeor.

SATAN Security Administrator Tool for Analyzing Networks. A free program that is used to detect
vulnerabilities in networks. See also Gabnel.

SCSI Small Computer Systems Interface. SCSI is an intelligent. bus-oriented interface that enables a computer
1o transfer data between a disk. tape or other computer. A SCSI subsystem can support up to seven devices and
each of these devices can communicate directly with one another. Thus. under SCSI_a computer can request the
disk to back up to tape. and the disk will transfer directly 1o the tape without any further interaction from the
computer. SCSI has become popular as a hard disk inierface that offers storage of 26 or 36 sectors per track. One
final advantage 10 SCSI as a disk interface is that it handles the

relocation of bad disk arcas on its own. SCSI is used in both PCs and mid-range systems. See also ESDI. MFM,
RLL. and ST-5006, :

SDLC Svnchronous Data Link Control. A bit-oriented protocol developed by IBM for use in SNA nectworks:
SDLC 1s the de facto replacement for IBM bisynchronous communications protocols. IBM subnutied SDLC 10
various standards organizations. and it has been adopted as ADCCP, HDLC. and LAP-B.

SecureRPC A part of Sun's Open Networking Computing (ONC) architecture. SecureRPC provides additional
security to Sun's implementation of RPC. See also ONC and RPC.

sertal A data transmission method in which the bits in a character are scnt one after the other over a single
channel. Sce parallel.

Session Laver The fifth laver of the OSI Reference Model. The Session Laver defines services that manage the
admunistrative functions asseciated with moving information between two syslems. such as requesting a logical
link. mauntaining the link and then tearing it down when the transfer is complete See also OSI Reference Moadet,

$G Signal ground. A lead in the RS-232C interface Signal ground provides a common reference ground
between both sides of the data communications hink. In the full 25-pin RS-232C standard. SG 1s pin 7. In the
abbreviated. 9-pin PC interface. SG s pin 5. See also RS-232C.

Sixel DEC's graphics interface for printers. Sixel uses the lower six bits of a bvie to correspond to six vertical
priater dots. {In contrast. most Epson printers use all eight bits to correspond 1o eight vertical prinier dots). The
advantage to sexcel is that the characters generated by using only the lower six bits stay within the reaim of
normal. displavable ASCII characters. Thus with sixel. graphics data can be sent 1o the printer over virtually any
tvpe of data communications link.

SLIP Serial Line Internet Protocol. A point-to-point link that can be used in a TCP/IP network Lo connect two
TCP/IP devices together over a standard scriaf line.

SMP Symmetric multiprocessing, A multiprocessor implementation of a computer whercin an application can be
broken (decomposed) into smaller tasks that can be distributed across the multiple processors and run in parallel.

SMTP Simple Mail Transfer Protocol SMTP provides basic electronic mail functions in a TCP/IP network.,
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SNA Svstems Network Architecture [BM's architecture for the interconnections of its computer and compuier-
" related devices. Ths 1s equivalent to DEC's DNA. HP's AdvanceNet. and Sun's ONC.

SNADS SNA Distributions Scrvices. A distribution service for IBM computers operating in an SNA
environment that allows for the transfer of files. documents. and electronic mail See also DDM and DIA

SNMP Simple Network Management Protocol. A lower-level service that hunts through the network for failures
SNMP is ofien implemented within TCP/TP

SPARC Scalable Processor Architecturc. Sun Microsystems' implementation of a RISC architeclure compulter.

SPARCserver Sun Microsystems’ line of file and network servers based on its SPARC design. The high end of
the SPARCserver line pushes into the traditional mid-range market in terms of power and architecture.

SPARCstation Sun Microsvsiems’ line of engincering workstations based on its SPARC desiga.

Spectrum The code name for the HP 3000 line of RISC computers.

SPX Sequenced Packet Exchange. A Novell protocoel that runs on top of Novell's older 1PX protocol. Unlike
[PX_ SPX provides guarantced delivery of network messages. In the OSI model. SPX is a transport {ay er

protocol. .

SQL Structured Query Language. A slandarcl that defines the language for extracting information from a
database.

SSCP System Service Control Point. A point in a host that provides SNA management functions. The presence
of an SSCP enables a device to become an SNA PU 5

SSP Svstem Support Program. The operating system for the IBM Sysiem/36.

ST-506 A disk interface commeonly used in PCs. The ST-306 interface can use either MFM or RLL encoding.
Sec also ESDI. MFM. RLL. and SCSL

Star Cluster A device that inerfaces muluplc DEC VAX systems (via Cl links) to an HSC. This cnables

multiple VAX svsiems 1o access one or more sets of disk drives maintained by one or more HSCs. See also CL
HSC. and VAXcluster.

Mrlé?ﬂm%\d@d%ﬁlm that features a central hub 10 which nodes are connecled. Sce also bus wpology.

StarLAN A LAN implementation developed by AT&T that uses 1-Mbps cables in a star topolegy. HP used the
original Starl. AN implementation. then upgraded it 10 a 10-Mbps operating speed and changed the name to
StarLAN-10

Smtus Monitor Part of Sun's Open Network Computing (ONC) architecture. The Status Monitor enables one
svsiem 10 determine whether another svsiem has been restanied. See also ONC.

Sun Sun Microsvsicms A manufacturer of engineering workstations and the architect of NFS, ONC and
SPARC See also NFS. ONC. and SPARC

Sun-3 Sun Microsystems' line of engineering workstations based on the Motorola MC680(X) line of processors.

Sun—£ Sun Microsy siems' line of engineering workstations based on 11s SPARC design. The Sun-4 tenm has been
discontinued in favar of the SPARCserver and SPARCstation terms.

Sun386i Sun Microsystems' line of engincenng workstations based on the Iniel 80386 line of processors.
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SunLink Sun's line of products for multivendor connectivity.

SunOS Sun's operating system for ils engmeenng workstations. SunOS is based on both AT& T and Berkelev
versions of UNILX.

switched line The line connection made as a result of dialing via the phone svstem (as opposed to a permanent
leased line).

synchronous A form of transmission in which the sender and receiver exchange timing information on separate
channels 10 send a frame with no space or marking between characters. Because no start/stop bits are required
synchronous transmission is more cfficient than asynchronous transmission for long messages. Sec also
asvnchronous.

System/3X A general term used to refer to the IBM System/34, System/36 and System/38 lines of mid-range
computers.

Svystem/360 An [BM mainframe first released in 1964. Because of the way it handled multiple tasks and
managed large amounts (at that time) of disk storage. the System/360 paved the way for the mainframe definttion
of todav.

Svystem/370 The System/370 was first released in 1970 as the follow-up to the IBM System/360 mainframe. The
most important improvement in the System/370 was the introduction of virtual storage management. The
Svstem/370 remains the underlving architecture used in today's [IBM mainframe products.

Syvstem/390 A sysiem released by IBM in 1990 as a follow-up to the IBM Sysiem/370 mainframe. The
performance of the System/39() has been greatly enhanced over that of the System/370 through the usc of fiber-
opiic links and high-speed channel communications,

Systempro Compaq Computer's mid-range computer offcering featuring multiple Intel processors operating in
comjunction with the Extended Industry Standard Architecture (EISA)bus.

T

T1 A standard definition for digital transmission in the Bell System T-carrier chgital environment. T1 defines a
path having 1 544 Mbps that can be broken into 24 channels of 64 Kbps senvice Each of the individual channels
is said to have a Digital Signal Level Zero (DS-0) rate and all 24 as a whole result in the Digital Signal Level One
(DS1) rate. See also Fractional T1.

TCAM TeleCommunications Access Method An IBM mainframe subsystem thal handles application access
and routing within the network. Sce also BTAM. RTAM. and VTAM

TCP/IP Transmission Control Protocol/Iniemet Protocol. TCP/IP is a set of network services that provide
interoperability between heterogencous svstems, The TCP portion is responsible for providing rehable and
recoverable communications between two end points. The [P portions sets up the routing vsed by TCP to
transmt. Joinung TCP/IP are two other low -level services--User Datagram Protocot (UDP)Y and Internet Control
Message Protocoi (ICMP)-- that arc responsible for program-to-program communications and error reporting.
respectively. Above TCP/IP are scrvice applications 10 provide file

transfer (FTP). terminal access (TELNET) and electromc mail (SMTP). TCP/IP was developed by the Defense
Advanced Research Projects Agency (DARPA) and is commonly used as a transport mechanism in
governmental. engineering and educational environments. Sce also FTP. ICMP. SMTP. TELNET. and UDP.

© TD Transmit Data. A lead in the RS-232C interface. TD is used to transmit information across 1he interface. In

the full 23-pin RS- 232C standard. TD is pin 2. In the abbreviated. 9-pin PC interface. TD is pin 3 Sec also RS-
232C and RD. .
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TELNET TELNET is a TCP/IP application that cnables a user to log on to a remote TCP/IP system.

terminal server A product that connects terminals 10 a LAN. enabling the terminals to establish sessions on host
nodes. See also DECserver. DTC. LAT_ and TS8.

TH Transmission header. The part of the SNA data format that defines the origin and destination of the message.
See also BLU

Thick LAN An icrm used (o define the standard bascband coaxial cable (10BASES) used as the backbone in
most IEEE 802.3 and Ethernetl LANs

ThinLAN An tcrm used to define the thin coaxial cable (10BASE2) used to inlerface PCs and office equipment
in 2 LAN environment Thinl AN scgments can be interfaced to a ThickL AN backbone {or segment)

ThinWire The DEC term corresponding to ThinL AN.

TN Terminal Node. An IBM SNA term

Token-passing discipline A LAN discipline whereby a specific message. termed a token. is passed from device
1o device on the LAN. The device that possesses the token has the ability to transmit on the LAN and when the
device is done transmitting. it releases the token to the next downstream device. Token passig and CSMA/CD
are the two most prevalent LAN disciplings is usc. See also CSMA/CD

token-passing ring See IEEE 802 5,

transceiver The device that attaches nodes to a LAN. Digatal's H4000 and H4003 are tvpical (ranscenvers
Transceivers interface with transceiver cables that attach to the nodes. Se¢ also MAU and AUL

transparent data Binarny data transmitted with the recognition of control characters suppressed.”

Transport Layer The fourth laver of the OSI Reference Model. The Transport Layer standards ensure that
mformation gets delivered to the intended destination and that it is delrvered free of crrors. See also OS]
Refercnce Modecl.

tree topology A AN topology that features a hncar backbone onto which nodes or other LAN scgments arc
connccted. The tree topology and bus topology are similar and. 1n fact. the two terms arc ofien mterchanged. Sce

also bus topology. ring topelogy. and star topology.

TS8 Terminal Scerver 8-ports An HP terminal server that enables ternunals 1o access HP 9000 hosts over a LAN
running, TCP/IP

TSO Time Sharing Option An IBM product that cnables different users to usc a mainframe by sharing the total
available CPU on 2 percentage of unte basis

TTY Teletvpe. Originally a specific kevboard/hardcopy device. the term TTY has gone on to become a general
industry term describing 2 dumb termnal that 15 operated on a key-bv-kev or {ine-bv-line basis.

TurbolMAGE HP's proprictary relational databasc product.
Twinax [BM's twinaxial cabling syvsiem for the 3250 family of workstations. as used with the IBM mid-range

system line (for example. System/36. Systeny/38. and AS/400). Twinaxial is similar to coaxial except. as the
name implics. 1t uscs two conducting corcs. See also coaxial
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U

UA User Agent. A sofiware package that interfaces between a user and the X 400 electronic mail network. See
also X.400.

UDP User Datagram Protocol. UDP provides a means for two programs in a TCP/IP network (o directly
communicate with one another.

ULTRIX DEC's impiementation of UNIX for the VAX computer. See also VAXELN and VMS.
Unibus An internal and peripheral bus used in Digital's VAX and PDP-11 Scries computers.
Unisys The company resutting from the merger of Burroughs and Sperry.

UNIX A multiuser, mulitasking operating sysiem. UNIX was designed by AT&T (Bell Laboratories) to be a
industrywide operating sysiem that could be implemented on virtually anyv type of computer. In reality. however.
several different vendors have implemented their own versions of UNIX with proprietary extensions that are
largely incompatible with one another.

UNMA Unified Network Management Architecture. AT&T's multivendor network management product.
\Y%

V.3 CCITT mntcrnational alphabet #5

V.4 CCITT dcfinition of structure for V.3 transmission over phone networks.

V.21 A CCITT standard for 300-bps modem operation over switched phone circuits.

V.22 A CCITT siandard for 1.200-bps modem operaton over switched and leased phone circuits.
V.22bis CCITT standard for 2.400-bps modem operation over switched and leased phone lines.

V.24 A CCITT siandard for the interchange circuits between DCE and DTE. The V.24 standard 1s compatible
with the RS-232C standard. See also DCE. DTE. and R5-232C.

V.25 A CCITT standard for automatic calling or answering equipment on switched neiworks.
V.26bis A CCTTT standard for 1.20¢/2.400-bps modem operation over switched phone circuits,

~ V.27bis A CCITT standard for 2.400/4.800-bps modem operation over leased phone circuits.
V.27ter A CCITT standard for 2,400/4.800-bps modem operation over switched phone circuits.
V.28 CCITT definition of clectnical characteristics for unbalanced circuits,

V.29 A CCITT standard for 9.600-bps modem operation over poim-io—poim leased phonc circuits.

V.32 A CCITT standard regulating transmission up to 19.2 Kbps (asvnchronous) or 1.2 Kbps (svnchronous) over
swilched or leased phone lines.

V.33 CCITT standard for 12.200- and 14.400-bps modem operation over leased phone lines
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V.35 A widelyv used interface standard for data connections at rates up to 48 Kbps. defined by the CCITT Note
that despite the specificatton. the V.35 interface is frequently used to accommodate rates up to and including 64
Kbps :

V.42 CCITT error detection and correction scheme for modems.

V.42his CCITT data-compression method for use with V.42,

VAN Value added network. A private network (normally over a wide arca) offered on a commercial basis. DEC.
HP and 1BM all offer connectivity via their own proprictary networks. In the case of these three manufacturers.
this network services its own locations. thus giving their customers local connection to the network at various

locations across the country.

VAR Value-added reseiler. A company or organization that takes a product from onc company. combines it with
its own product (or service) and then resells the result to the end user. Seg also OEM,

VAX Virntual Address cXtension. DEC's wide-ranging line of 32-bit mid-range and hrgh-cnd processors. Capable
of running either VMS or Ulirix. these svstems are tvpically installed on a DECnet (Ethernet) network. The VAX
line inctudes the 4000, 6000. 8000. and 9000 series of models.

VAXBI The bus architecture used in the high end of the DEC VAX product linc.

VAXcluster A unique configuration of VAX svstems that cnable multiple VAX svstems to share access 1o a
large pool of disk storage VAXclusters were implemented by DEC to provide svstems with computing and
storage capacity similar to that of IBM mainframes.

VAXELN A rcal-time operating svstem for VAX computers. Sec also Ultrix and VMS.

VAXmate A DEC 80286-based personal computer

VAXstation DEC's line of engineening workstations based on their proprietary VAX processor architecture. ‘

Vectra HP's line of Pentium-based PCs.

VINES Virtual Network Software PC network software by Banvan Svstems VINES is somewhat umque in that
1L can be implemented on top of existing network standards. ltke TCP. SNA or XNS.

virtual terminal The capability o logically connect to one 1vpe of computer (or nodc) from a diffcrent computer
(or node).

VLSI Very large-scale integration. An approach to printed circuit-board design that uses the smallest possible
number of indn 1dual componcnis (chips). but with cach component responsible for a broad set of functions. See
also LSI

VM Virtual Machine. An IBM Systeny/370-stvle operating svstem that can host other operating svstems as
resident processes,

VME A gencral-purpose bus architecture Frequently used in CII&,]!‘ICC[‘IIIE workstations (such a Sun's) that usc
the Motorola MCGR(00U processor senes,

VMS Virtual Management Svsiem. A DEC operating svstem for VAX computers. Sce also VAXELN and
Ulirix.

V81 Sce OS/VSI

V82 See OS/VS2
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VSE Virmal Storage Extended. An IBM Svsiem/370-stvle operating svsiem,
VSE/POWER Sec POWER

Y T30 An early DEC terminal type. The V T30 models (for example. V T52 and V T53) were not ANSI-
compatible termmals. The V T50 family includes models that support both text and graphics.

V T100 DEC's follow-up to its V T30 family The V T100 family (for exampic. V T101. V T102. VTI2H)
inchided support for both V T30 operation and ANS1-compatible operation. The V T100 family includes modcls
that support both text and graphics, ’

V T246 DEC's replacement family for the V T100, The V T200 family introduced the now familiar kevboard
lavout with scparate cursor. editing and numeric kevpads. The V T200 family includes moedels that support
monachrome text (V T220). monochrome graphics. (V T244). and color graphics (V T2+41}.

V T300 DEC's follow-up to their V T200 family. The V T300 includes performance and crgonomic
improvements to the basic V T200 design. The V T300 family includes models that support monochrome text (V
T320). monochrome graphics (V T330), and color graphics (V T340).

" !
h}

V T400 DEC's follow-up to the V T300 line. The V T400 features improved memory. screen fonts. and scssion

capabilities.

f L 4 [
V T1000 DEC's X Window termmal. The V T1000 includes graphics processors in support of the graphics-
intensive X Window environment.

¥V TAM Virtual Telecommunications Access Method. An IBM mainframe subsvstem that handles application
access and routing within the network. See also BTAM. RTAM. and TCAM

V TS Vinual terminal services. An OS] upper-aver service to define a comnton terminal format that might be
shared between open systems. Defined as 150 standard 9040,

“f

-WAN Wide area network. A network composed of svstems that are relatvely far apan. A WAN can also
encompass a series of LANSs conncected together over awide arca. Sce also MAN.

windows An approach to the user interface thit offers multiple applications to a user. with each application
occupving a relatively small space (window) on the screen. The user can then select applications by window and
zoom 1o or out of them Sce also GU1 Also. the name of the Microsoft product that afTords users tus tvpe of
interface .

WPS-Plus DEC's word processing sofiware for VMS svstems. Also used as an integral part of ALL-IN-1, Sce
also ALL-IN-]

‘ ' A
X.1 CCITT definition of scrvice classes in public data networks.

X.2 CCITT definition of services and fiaciliics in public data networks.

X.3 CCITT definition of packel assembiy/disassembly (PAD) {acthities in a packet-swiiching network.

X2.4 ANSI standard for a 7-bat informauion interchange code
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X3.15 ANSI specifications for bit scquencing of the X3.4 code in serial data streams.
X3.16 ANSI specificatzons for character and parity structure in X.34 transmissions. -
X3.28 ANSI standard for the use of cornmunicau'or.l control characters.
X3.41 ANSI specifications for code extensions using the 7-bit V3.4 interchange code.
| X3.66 ANSI definition of the Advanced Data Communication Control Procedures (ADCCP). See also ADCCP.
X4 CCITT structure of V.3 transmission over public networks.
X.20 CCITT specification for interfacing devices using asynchronous transmission.

X.20bis A CCITT standard for interfacing terminals (DTE) and computers (DCE) over public data nctworks
using asvnchronous V-series modems.

X.21 CCITT specification for interfacing devices using synchronous transmission.

X.21bis A CCITT standard for interfacing terminals (DTE) and computers (DCE) over public data nctworks
using synchronous.V-scries modems.

X.25 A CCITT standard for interfacing terminals (DTE) and computers (DCE) over a packet swiiching public
data network (PSPDN}. Because of its association with packet-switching data nemorks X.25 has become almost
synonvmous with the term packet-switching network.

X.28 CCITT standard for start/stop device access to a packet assemblyv/disassembly unit (PAD). Sce also PAD,

X.29 CCITT exchange procedures for a PAD and a packet-mode DTE (normally a computer). X.29 is commonly
used to facilitate terminal access over an X.23 nemwork. See also PAD.

X.75 CCITT specifications for control and transfer between packet networks.

X400 A standard for implementing electromc muail on diverse computer svstems. X 400 has provisions for lhc
exchange of messages. files and video information.

X.500 A standard for implementing common directory services on helcrogeneous computer svstens.

XDR External Data Representation. Part of Sun's Open Network Computing (ONC) architecture. XDR provides
a common format for data being exchanged among, heterogeneous svstems. Sce also ONC.

XENIX An operating system marketed by Santa Cruz Operation (SCO) and based primary on UNIX. but
offering some compatibility with MS-DOS.

XMI DEC's bus architecture used in the top-cnd VAX 6000 and 9000 svsicms,

XMODEM A public domain protocol designed to enable microcomputers to transfer files over telephone lines
via modems.

XNS Xerox Networking System. Xerox Corporation's networking services tmplentented over an Ethernet LAN.
XON/XOFF A simple pacing mechanism implemented between sending and receiving units, Under this
mechanism. the sender transmits until the receiver sends an XOFF character. signaling the transmutter to pausc.

When the recerver is ready for more data. is sends an XON characier and the transmitter resumes sending, The
XON and XOFF characters are normaily the DC1 and DC3 control characters. respectively
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X Terminal A graphics-based compuler or terminal that supports the X Window protocol.

X Window: A specification developed at the Massachusetts Institute of Technology for a common graphical
interface and set of protocols. X Window emplovs multiple windows to enable a user to concurrently access
applications running on different svstems.

Y

YP Ycllow Pages See NIS.
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