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Las autoridades de la Facultad de Ingeniería. por conducto del jefe de la 

División de Educación Continua. otorgan una constancia de asistencia a 

quienes cumplan con los requisitos establecidos para cada curso. 

El control de asistencia se llevará a cabo a través de la persona que le entregó 

las notas. Las inasistencias serán computadas por las autoridades da la 

División. con el fin de entregarle constancia solamente a los alumnos que 

tengan un mínimo de 80% de asistencias. 

Pedimos a los asistentes recoger su constancia el día de la clausura. Estas se 
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directorio de asistentes. que se. l!,_ntregará oportúnamente . . . 

Con el objeto de mejorar. los servicios que la División de Educación Continua 

ofrece. al final del curso 'deberán entregar la evaluación a través de un 

cuestionario disefiado para emitir juicios anónimos. 

Se recomienda llenar dicha evaluación conforme los profesores impartan sus 

clases. a efecto de no llenar en la última sesión las evaluaciones y con esto 

sean más fehacientes sus apreciaciones. 

Atentamente 

División de Educación Continua. 
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ADMINISTRACIÓN Y OPERACIÓN DE 

Redes de Datos 



Introducción a Java 

Objetivos: 

Al terminar este módulo el participante conocerá los elementos básicos del lenguaje 
Java y será capas de escribir programas simples utilizando el lenguaje. 

Aspectos Generales 

• Mini aplicaciones 

• aplicaciones 

• aplicaciones de consola 

• librerías 

Estructura de las librerías 

c:~ava\classes · 
l_applet 
l_awt 
1 I_Button.class 
1 I_Color.class 
1 I_Event.class 
l_io 
l_.lang 
l_net 
l_uti 
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El Lenguaje Java 

• Simple 

• Orientado a Objetos 

• Robusto 

• Seguro 

• Portable 

• Alto Rendimiento 

• Arquitectónicamente Neutral 

• Interpretado 

• Multiproceso 

• Lenguaje Dinámico 

• Clases para desarrollar Applets. 

• Clases Abstract Window Toolkit (AWT) para desarrollo de interfases GUI tales 
como ventanas, diálogos, botones, campos entre otros 

• Clases para redes, URLs y sockets cliente-servidor. 

• Clases para varios tipos de entrada y salida. 

• Clases para tipos de datos diversos, procesos, cadenas, threads y otras. 

• Clases de utilerias para fechas, vectores y otras. 

• Clases administrar y manipular imágenes. 
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Un Programa sencillo 

1: import java.awt. Graphics; 
2: 
3: public class JabberwockApplet extends java.applet.Applet { 
4: 
5: 
6: 
7: 
8: 
9: 

10: 
11: 
12: 
13: 
14: 
15: 
16: 
17: 
18: 
19:} 
20: 

public void paint(Graphics g) { 
Jabberwockj = new Jabberwock(); 
j.color = "orange"; 

} 

j.sex = "male"; 
j.hungry = true; 
g.drawString("Calling showAtts ... ", 5, 50); 
j.showAtts(g, 70); 
g.drawString("Feeding the jabberwock ... ", 5, 11 O); 
j.feedJabberwock(g, 130); 
g.drawString("Calling showAtts ... ", 5, 150); 
j.showAtts(g, 170); 
g.drawString("Feeding the jabberwock ... ", 5, 21 O); 
j.feedJabberwock(g, 230); 

21: class Jabberwock { 
22: String color; 
23: String sex; 
24: boolean hungry; 
25: 
26: 
27: 
28: 
29: 
30: 
31: 

void feedJabberwock(Graphics g, int y) { 
if (hungry == true) { 

g.drawString("Yum- a peasant!", 25, y); 
hungry = false; 

} el se 
g.drawString("No, thanks- already ate.", 25, y); 

32: } 
33: 
34: 
35: 
36: 
37: 
38: 
39: 
40: 

void showAtts(Graphics g, int y) { 
g.drawString("This is a "+ sex +"" + color 

+ "jabberwock.", 25, y); 
if (hungry == true) 

g.drawString("The jabberwock is hungry.", 25, y+20); 
el se 

g.drawString("The jabberwock is full.", 25, y+20); 
41: } 
42:} 
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javac JabberwockApplet.java 

Línea 6, Jabberwock j = new Jabberwock instancia un objeto. 

Líneas 7, 8 y 9 asignan atributos. 

Línea 11 llama al método showAtts()definido en el objeto Jabberwock con parámetros 
(g, 70). 

Línea 13 llama al método feedJabberwock(). 

Línea 15 llama de nuevo a showAtts() 

Línea 1.7 intenta alimentar al jabberwock nuevamente 

appletviewer JabberwockApplet.html 

<applet code= JabberwockApplet.class width=575 height=350></applet> 

1: <html> 
2: <body> 
3: <applet code=JabberwockApplet.class height=250 width=300> 
4: </applet> 
5: </body> 
6: </html> 

La salida debe verse similar a: 

Calling showAtts ... 
This is a male orange jabberwock. 
The jabberwock is hungry. 
Feeding the jabberwock ... 
Yum -- a peasant! 
Calling showAtts ... 
This is a male orange jabberwock. 
The jabberwock is full. 
Feeding the jabberwock ... 
No, thanks -- already ate. 
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Sintaxis de la etiqueta <APPLET>. 

<APPLET CODEBASE=url CODE=appletCiassFile WIDTH=n HEIGHT=n 
AL T=alternateText NAME=appletlnstanceName ALIGN=alignment 
VSPACE=n HSPACE=n> 
<PARAM NAME=parameter1 VALUE=value1> 
<PARAM NAME~parameter2 VALUE=value2> 
<PARAM NAME=parameterN VALUE=valueN> 
</APPLET> 

Atributos Valores Válidos 
Requeridos 

CODE Nombre del archivo de clase 
WIDTH Ancho del applet en pixeles 
HEIGHT Alto del applet en pixeles 

Atributos Valores Válidos 
Opcionales 

CODEBASE URL válido apuntando al directorio donde la clase del 
applet reside. 

ALT Texto alternativo en caso de que el navegador no 
soporte applets. 

NAME Nombre de la instancia del applet para que otros 
applets en la misma página se puedan comunicar. 

ALIGN Alineación del applet. Los valores válidos son: left, 
right, top, texttop, middle, absmiddle, baseline, bottom, 
absbottom. 

V$PACE Espaciamiento (especificado en pixeles) arriba y abajo · 
del applet. 

HSPACE Espaciamiento (especificado en pixeles) a la izquierda 
y derecha del applet 

PARAM Parámetros a pasar al applet 

6 



Variables, tipos de datos y otros "tokens'' 

Tokens 

El elemento significativo más pequeño del lenguaje para un compilador. 

Identificadores 

Tokens que representan nombres 
' 

Distinguen mayúsculas y minúsculas. 

Empezar con letra, guión bajo U o pesos ($). 

El resto del identificador puede estar compuesto de letras o los dígito O al 9. 

No ser palabra reservada. 

Válido No Válido 
HelloWorld Helio World (utiliza un espacio) 
Hi Mom Hi Mom! (utiliza espacio y carácter no válido) 
HeyDude3 3heyDude (comienza con número) 
Tall short (palabra reservada de Java) 
Poundage #age (no empieza con letra, o$) 
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Palabras reservadas 

Abstract double int super 
Boolean el se interfase switch 
Break extends long synchronize 

d 
byte false native this 
byvalue final new threadsafe 
case finally null throw 
catch float package transient 
char for private true 
class gato protected try 
const if public void 
continue implements return while 
default import short 
do instanceof static 

Literales 

Elementos de programa utilizados de manera invariable. 

Números, caracteres o cadenas 

· Pueden ser: 

• Enteros 

• Punto flotante 

• Booleanos 

true o false 

• De carácter 

8 



Descripción Representación 
Diagonal invertida \\ 
Continuación \ 
Backspace \b 
Retorno de carro \r 
Nueva forma \f 
Tabulador horizontal \t 
Nueva línea \n 
Comilla simple \' 
Comilla doble \" 
Carácter Unicode \udddd 
Carácter Octal \ddd 

• Cadenas Alfanuméricas 
. 

Aparecen entre comillas dobles . 

. Son implementadas por la clase String. 

• Operadores 

+ * 1 % & 1 -
1\ - && 11 ! < > 
<= >= << >> >>> = ? 
++ -- +- * 1--- -- -
%- &= 1= "= != <<= >>= 
>>>- [ ] ( ) 

• Separadores 

Utilizados para agrupar código 

{ } ; 
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• Comentarios y espacios blancos 

Tipo Uso 
/* commentario */ Todo carácter entre/* y*/ es ignorado. 
11 commentario Todo carácter despues de 11 y hasta·el final de la línea 

es ignorado. 
/** commentario */ Igual as!* */, excepto que el comentario puede ser 

utilizado por javadoc 

Tipos de Datos 

Para declarar una variable se utiliza: 

Tipo identificador[, Identificador]; 

• Enteros 

int i; 

Tipo 
byte 
short 
int 
long 

short rocketFuel; 
long angle, magnitude; 
byte red, green, blue; 

Tamaño 
8 bits 
16 bits 
32 bits 
64 bits 
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• Punto Flotante 

• Booleano 

Tipo Tamaño 
float 32 bits precisión 

sencilla 
double 64 bits precisión doble 

float temperature; 
double windSpeed, barometricPressure; 

true o false (1 o O) 

boolean gameOver; 

• Carácter 

16 bits utilizados para almacenar un único carácter Unicode. 

char firstlnitial, lastlnitial; 

Conversión de tipos 

[tipo] variable= (tipo) expresión; 

char e= (char)System.in.read(); 

Conversiones que no resultan en pérdida de información: 

De Tipo A Tipo 
byte short, char, int, long, float, 

double 
short int, long, float, double 
char int, long, float, double 
int long, float, double 
long float, double 
float double 

·. 
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Arreglos 

Un arreglo es una construcción que permite almacenar una lista de elementos del 
mismo tipo. 

int numbers[]; 
char[] letters; 
long grid[][]; 

Alfanuméricos 

Las cadenas alfanuméricas son un caso especial manejado por la clase String. 

String message; 
String name = "Mr. Blande"; 

Expresiones 

Precedencia de Operadores 

[] o 
++ 
* 1 % 
+ 
<< >> >>> 
< 

& 
11 

&& 
11 
?: 
= 

x=2*6+16/4 
X = 2 * ( 11 - 7); 

> <= >= 
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Operaciones sobre enteros 

• Operadores enteros 

Salida: 
x=8 
y= 13 
++x = 9 
y++= 13 
x=9 
y= 14 

y= ++x; 
Z =X--; 

Descripción 
Incremento 
Decremento 
Negación 
Complement 
o 

class lncDec { 

Operador 
++ 
--
-
-

public static void main (String args[]) { 
int x = 8, y = 13; 
System.out.println("x = "+ x); 
System.out.println("y = "+ y); 
System.out.println("++x =" + ++x); 
System.out.println("y++ ="+y++); 
System.out.println("x = " + x); 
System.out.println("y = "+ y); 

} 
} 
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class Negation { 
public static void main (String args[]) { 

int x = 8; 

} 
} 

System.out.println("x = " + x); 
int y= -x; 
System.out.println("y = " +y); 

class BitwiseComplement { 
public static void main (String args[]) { 

int x = 8; 
System.out.println("x = " + x); 
int y= -x; 
System.out.println("y = " +y); 

} 
} 

• Operadores Binarios 

Descripción 
Suma 
Resta 
Multiplicación 
División 
Módulo 
Bitwise ANO 
Bitwise OR 
BitwiseXOR 
Corrimiento-Izquierda 
Corrimiento-Derecha 
Corrimiento-Derecha con llenado a O 

Operador 
+ 
-
* 
1 
% 
& 

1 
11 

<< 

>> 
>>> 
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Salida: 
X= 17 
y=5 
X+ y= 22 
X- y= 12 
X* y= 85 
X 1 y= 3 
X o/o y= 2 

Salida: 
x=5 
y=6 
x&y=4 
X 1 y= 7 
X A Y= 3 

class Arithmetic { 
public static void main (String args[]) { 

} 
} 

int x = 17, y= 5; 
System.out.println("x = " + x); 
System.out.println("y = " +y); 
System.out.println("x + y= " + (x +y)); 
System.out.println("x- y = "+ (x-y)); 
System.out.println("x *y= " + (x *y)); 
System.out.println("x 1 y= "+ (x 1 y)); 
System.out.println("x % y= "+ (x % y)); 

class Bitwise { 
public static void main (String args[]) { 

int x = 5, y= 6; 

} 
} 

System.out.println("x = " + x); 
System.out.println("y = " + y); 
System.out.println("x & y= " + (x & y)); 
System.out.println("x 1 y= " + (x 1 y)); 
System.out.println("x A y = "+ (x A y)); 
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Salida: 
x=7 
X>> 2 = 1 
X<< 1 = 14 
X>>> 1 = 3 

class Shift { 
public static void main (String args[]) { 

} 
} 

int x = 7; 
System.out.println("x = "+ x); 
System.out.println("x » 2 = "+ (x » 2)); 
System.out.println("x « 1 =" + (x « 1 )); 
System.out.println("x >» 1 = " + (x »> 1 )); 

• Operadores Relacionales 

Descripción Operador 
Menor que < 
Mayor que > 

Menor o igual a <= 
Mayor o igual a >-

Igual a --
No igual a != 

class Relational { 
public static void main (String args[]) { 

} 
} 

int x = 7, y = 11 , z = 11 ; 
System.out.println("x = "+ x); 
System.out.println("y = " +y); 
System.out.println("z = " + z); 
System.out.println("x <y= "+ (x < y)); 
System.out.println("x > z = "+ (x > z)); 
System.out.println("y <= z =" + (y <= z)); 
System.out.println("x >=y=" + (x >=y)); 
System.out.println("y == z =" + (y== z)); 
System.out.println("x != y= " + (x != z)); 
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Salida: 
x=7 
y= 11 
z = 11 
x <y= true 
x > z = false 
y<= z = true 
x >=y= false 
y== z = true 
x !=y= true 

Operadores de Punto Flotante 

Descripción Operador 
Incremento ++ 
Decremento 

Descripción Operador 
Suma + 
Resta -
Multiplicación * 
División 1 
Módulo % 

class FloatMath { 
public static void main (String args[]) { 
float x = 23.5F, y= 7.3F; 
System.out.println("x = "+ x); 
System.out.println("y = " + y); 
System.out.println("x + y=" + (x +y)); 
System.out.println("x- y = " + (x-y)); 
System.out.println("x • y= " + (x • y)); 
System.out.println("x 1 y= " + (x 1 y)); 
System.out.println("x %y= " + (x % y)); 

} 
} 

'.! ' 
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Salida: 
X= 23.5 
y= 7.3 
X+ y= 30.8 
X- y= 16.2 
X* y= 171.55 
x/y=3.21918 
X o/o y= 1.6 

Operadores Booleanos 

Descripción 
Evaluación ANO 
Evaluación OR 
Evaluación XOR 
Lógico ANO 
Lógico OR 
Negación 
Igual a 
No Igual a 
Condicional 

class Conditional { 

Operador 
& 
1 
1\ 

&& 
11 
! 

--
!= 
?: 

public static void main (String args[]) { 
in! X= O; 

Salida: 

x=O 
x=7 

} 
} 

boolean isEven = false; 
System.out.println("x = " + x); 
x = isEven ? 4 : 7; 
System.out.println("x = " + x); 
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Operadores de Asignación 

Descripción Operador 
Simple = 
Suma += 
Resta --
Multiplicación *-

División /= 
Módulo %= 
ANO &= 
OR 1= 
XOR 11: 

Métodos 

Objetos.- Agrupaciones de datos y procedimientos que actúan sobre esos datos. 

Encapsulación.- Proceso por el cual se empacan los datos de un objeto en conjunto 
con los métodos que operan sobre ellos. 

Método.- Procedimiento encapsulado en un objeto. 

Ventajas de la encapsulación: 

• Esconder Implantación 
• Modularidad 

Clase.- Un template o prototipo que define a un tipo de objeto 

Herencia.- Proceso de creación de una nueva clase aprovechando las características 
de otra. 
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Flujo de Control 

Secuencial Condicional 

• lf simple 
if (Condition) 

Statement1 
el se 

Statement2 

public static void main (String args[]) { 

} 

char firstlnitial = (char)-1; 
System.out.println("Enter your first initial:"); 
try { 

firstlnitial = (char)System.in.read(); 
} 
catch (Exception e) { 

System.out.println("Error: "+ e.toString()); 
} 
if (firstlnitial == -1) 

System.out.println("Now what kind of name is that?"); 
else if (firstlnitial == 'j') 

System.out.println("Your name must be Jules!"); 
else if (firstlnitial == 'v') 

System.out.println("Your name must be Vincent!"); 
else if (firstlnitial == 'z') 

System.out.println("Your name must be Zed!"); 
el se 

System.out.println("l can't figure out your name!"); 

Salida capturando v: 

Your name must be Vincent! 
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• Switch 

switch (Expression) { 
case Constant1: 

} 

Statementlist1 
case Constant2: 

Statementlist2 

default: 
DefaultStatementlist 

class SwitchName1 { 
public static void main (String args[]) { 

char firstlnitial = (char)-1; 
System.out.println("Enter your first initial:"); 
try { 

firstlnitial = (char)System.in.read(); 
} 
catch (Exception e) { 

System.out.println("Error: " + e.toString()); 
} 
switch(firstlnitial) { 

case (char)-1: 

} 
} 

} 

System.out.println("Now what kind of name is that?"); 
case 'j': 

System.out.println("Your name must be Jules!"); 
case 'v': · 

System.out.println("Your name must be Vincent!"); 
case 'z': 

System.out.println("Your name must be Zed!"); 
default: 

System.out.println("l can't figure out your name!"); 

l 
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Salida capturando v: 

Your name must be Vincent! 
Your name must be Zed! 
1 can't figure out your name! 

class SwitchName2 { 
public static void main (String args[]) { 

char firstlnitial = (char)-1; 
System.out.println("Enter your first initial:"); 
try { 

firstlnitial = ( char)System.in.read(); 
} 
catch (Exception e) { 

System.out.println("Error: "+ e.toString()); 
} ' 

switch(firstlnitial) { 

} 
} 

} 

case (char)-1: 
System.out.println("Now what kind of name is that?"); 
break; 

case 'j': 
System.out.println("Your name must be Jules!"); 
break; 

case 'v': 
System.out.println("Your name must be Vincent!"); 
break; 

case 'z': 
System.out.println("Your name must be Zed!"); 
break; 

default: 
System.out.println("l can't figure out your name!"); 
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Iteraciones 

• for 

for (lnitializationExpression; LoopCondition; StepExpression) Statement 

class ForCount { 
public static void main (String args[]) { 

char input= (char)-1; 

} 
} 

int numToCount; 
System.out.println("Enter a number to count to between O and 1 0:"); 
try { 

input= (char)System.in.read(); 
} 
catch (Exception e) { 

System.out.println("Error: "+ e.toString()); 
} 
numToCount = Character.digit(input, 1 O); 
if ((numToCount >O) && (numToCount < 10)) { 
for (int i = 1; i <= numToCount; i++) 

System.out.println(i); 
} 
el se 

System.out.println("That number was not between O and 1 O!"); 

Salida capturando 4: 

1 
2 
3 
4 
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• while 

while (LoopCondition) Statement 

class WhileCount { 
public static void main (String args[]) { 

char input= (char)-1; 

} 
} 

int numToCount; 
System.out.println("Enter a number to count to between O and 1 O:"); 
try { 

input= (char)System.in.read(); 
} 
catch (Exception e) { 

System.out.println("Error: "+ e.toString()); 
} 
numToCount = Character.digit(input, 1 O); 
if ((numToCount >O) && (numToCount < 10)) { 

int i = 1; 
while (i <= numToCount) { 

System.out.println(i); 

} 
} 

i++; 

else 
System.out.println("That number was not between O and 1 O!"); 

• do-while 

do 
Statement 

while (LoopCondition); 
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Clases 

Sintaxis general: 

Ejemplo: 

class ldentifier { 
ClassBody 

} 

class Alien { 
Color color; 
int energy; 
int aggression; 

} 

Declaración de Métodos: 

Ejemplo: 

ReturnType ldentifier(Parameters) { 
MethodBody 

} 

void morph(int aggression) { 
if (aggression < 1 O) { 

} 

11 morph into a smaller size 
} 
else if (aggression < 20) { 

11 morph into a medium size 
} 
else { 

11 morph into a giant size 
} 
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Ejemplo completo de la clase Allien: 

class Alien { 
Color color; 
int energy; 
int aggression; 

void morph{) { 
if (aggression < 1 O) { 

11 morph into a smaller size 
} 
else if (aggression < 20) { 

11 morph into a medium size 
} 
else { 

} 
} 

} 

11 morph into a giant size 

Clases derivadas (herencia), sintaxis general: 

Ejemplo: 

class ldentifier extends SuperCiass { 
ClassBody 

} 

import Enemy; 

class Alien extends Enemy { 
Color color; 
int energy; 
int aggression; 

void morph() { 
if (aggression < 1 O) { 

11 morph into a smaller size 
} 
else if (aggression < 20) { 
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11 morph into a medium size 
} 
else { 

11 morph into a giant size 
} 

} 
} 

Sustitución de Métodos: 

class Enemy { 

void move() { 

} 
} 

11 move the enemy 

class Alien { 
Color color; 
int energy; 
int aggression; 

void move() { 
11 move the alien 

} 

void morph() { 
if (aggression < 1 O) { 

11 morph into a smaller size 
} 
else if (aggression < 20) { 

11 morph into a medium size 
} 
else { 

} 
} 

} 

11 morph into a giant size 
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Sustitución de parámetros (mensajes): 

void move() { 
11 move the alien 

} 

void move(int x, int y) { 
11 move the aliento position x,y 

} 

Modificadores de Acceso: 

Acceso.- se refiere a la visibilidad (capacidad de accesar/modificar datos y o ejecutar 
métodos). 

• Niveles 

Default.- Únicamente las clases en un mismo paquete tienen acceso a los métodos y 
datos. 

long length; 
void getLength() { 

return length; 
} 

public.- Los datos (miembros) y/o métodos son visibles a cualquier clase. 

public int count; 
public boolean isActive; 

protected.- Los miembros t/o métodos son accesibles sol para instancias de la clase 
y/o clases derivadas. 

protected char middlelnitial; 
protected char getMiddlelnitial() { 

return middlelnitial; 
} 
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private.- Los miembros y métodos solo pueden ser accesados por la clase que los 
define. 

private String firstName; 
private double howBiglslt; 

static.- Los miembros y métodos son comunes a todas las instancias. 

static int refCount; 

} 

static int getRefCount() { 
return refCount; 

final.- No acepta métodos derivados. 

final public int numDollars = 25; 
final boolean amiBroke = false; 

synchronized.- Indica que es seguro en utilización de threads. 

native.- Indica que la definición esta dada en código C/C++. 

abstract.- Utilizado para resolver problemas de diseño permite declarar una clase sin 
definir los métodos. 

abstrae! class Enemy { 
abstrae! void move(); 
abstrae! void move(int x, int y); 

} 

• Creación de Objetos 

• Constructores 

Constructor.- Método especial que se ejecuta a la hora de crear un objeto y que 
permite inicializar variables y/o ejecutar código especifico. Se caracteriza por que el 
nombre del método es igual al nombre de la clase. 

class Alien extends Enemy { 
protected Color color; 
protected int energy; 
protected int aggression; 
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} 

• Instancias 

public AlienO { 
color = Color.green; 
energy = 1 00; 
aggression = 15; 

} 

public Alien(Color e, int e, int a) { 
color= e; 
energy =e; 
aggression = a; 

} 

public void m ove() { 
11 move the alien 

} 

public void move(int x, int y) { 
/1 move the alien to the position x,y 

} . 

public void morph() { 
if (aggression < 1 O) { 

} 

/1 morph into a smaller size 
} 
else if (aggression < 20) { 

11 morph into a medium size 
} 
else { 

/1 morph into a giant size 
} 

lnstanciasión.- Mecanismo por medio del cual se crea un objeto en la memoria de la 
computadora. 

• Operador new 

Alien anAiien = new Alien(); 
Alien anotherAiien; 
anotherAiien = new Alien(Color.red, 56, 24); 
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• Destrucción de clases 

En Java, la destrucción de un objeto se define con el método finalice, sin embargo, el 
lenguaje no garantiza que el método sea llamado cuando una clase sale de foco, sino 
sol hasta que el sistema de colección de basura de Java sea ejecutado. 

void finalize() { 
11 cleanup 

} 

• Paquetes 

Java permite la agrupación de clases relacionadas en paquetes. 

• Declaración: 

package ldentifier; 

Esta línea debe ser la primera línea de todo archivo que contenga las clases que 
conforman al paquete. 

• Importar Paquetes 

import ldentifier; 

import java.awt.Color; 
import java.awt.*; 

Interfases 

Una interfase es un prototipo de una clase util desde la perspectiva de diseño. Son en 
esencia clases abstractas en la que ningún método es definido. Adicionalmente, todos 
los miembros deben ser definidos como estáticos y finales. 

Al igual que las clases abstractas permiten definir los protocolos para una clase sin 
preocuparse por los detalles de implantación. 
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También se pueden utilizar para simular el concepto de herencia múltiple que no es 
soportado por Java. 

• Declaración: 

interfase ldentifier { 
lnterfaceBody 

} 

• Implantación de interfases: 

class ldentifier implements Interfase { 
ClassBody 

} 

package Enemy; 

import java.awt.Color; 

interfase Enemy { 
abstrae! public void move(); 
abstrae! public void move(int x, int y); 

} 

class Alien implements Enemy { 
protected Color color; 
protected int energy; 
protected int aggression; 
public AlienO { 

} 

color= Color.green; 
energy = 1 00; 
aggression = 15; 

public Alien(Color e, int e, int a) { 
color= e; 
energy =e; 
aggression =a; 

} 

public void move() { 
11 move the alien 
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} 

public void move(int x, int y) { 
11 move the alíen to the position x,y 

} 

public void morph() { 
if (aggression < 1 O) { 

11 morph into a smaller size 
} 
else if (aggression < 20) { 

11 morph into a medium size 
} 
else { 

} 
} 

} 

Multiproceso 

11 morph into a giant size 

Multitarea se refiere a la habilidad de una computadora de ejecutar múltiples tareas de 
forma concurrente. 

Multiproceso (Multithreading) es una extensión del paradigma de multitarea. Se refiere 
a la utilización de múltiples líneas de control en un solo programa. 

Un proceso (thread) es una secuencia única de ejecución dentro de un programa. En 
Java una aplicación de un solo "thread" se ve así: 

• 

} 

class MainlsRunlnAThread { 
public static void main(String[] args) { 

11 main() is run in a single thread 

} 

System .out. println(Thread. currentTh read()); 
for (int i=O; i<1000; i++) { 

System.out.println("i == " + i); 
} 
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Una aplicación multiproceso simple se ve así: 

class CountThreadTest extends Thread { 
int from, to; 

} 

public CountThreadTest(int from, int to) { 
this.from = from; 
this. to = to; 

} 

11 the run() method is like main() for a thread 
public void run() { 

} 

for (int i=from; i<to; i++) { 
System.out.println("i == " + i); 

} 

public static void main(String[] args) { 

} 

11 spawn 5 threads, each of wich counts 200 numbers 
for (int i=O; i<5; i++) { 

} 

CountThreadTest t = new CountThreadTest(i*200, (i+1 )*200); 

11 starting a thread will launch a separate sequence 
11 of control and execute the run() method of the thread 
t.start(); 

Creación de un "Thread" 

• Escribir el código a ser ejecutado dentro del procesos 

• Escribir el código que activa los procesos 

el método main() provee la lógica principal para el proceso principal de una aplicación. 
Escribir el código para un procesos es similar al de main(). Se debe proveer un método, 
denominado run(), que implante la lógica principal del proceso. 

public void run(); 
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Se puede implantar run() de dos formas: 

• Creando una subclase de la clase Thread 

La clase java.lang.Thread es una representación en objetos de la secuencia de control 
de Java. 

Un proceso para copia de archivos: 

11 subclass from Thread to provide your own kind of Thread 
class FileCopyThread extends Thread { 

} 

private File from; 
private File to; . 
public FileCopyThread(File from, File to) { 

this.from = from; 
this.to = to; 

} 
11 implement the main logic of the thread in the run() 
11 method [run() is equivalen! to an application's main()) 
public void run() { 

} 

FilelnputStream in = null; 
FileOutputStream out = null; 
byte[] buffer = new byte[512]; 
irit size = O; 
try { 

11 open the input and output streams 
in = new FilelnputStream(from); 
out= new FileOutputStream(to); 
11 copy 512 bytes ata time until EOF 
while ((size = in.read(buffer)) != -1) { 

out.write(buffer, O, size); 
} 

} catch{IOException ex) { 
ex.printStackTrace(); 

} finally { 

} 

11 clase the input and output streams 
try { 

if (in != null) { in.close(); } 
if (out!= null) { out.close();} 

} catch {IOException ex) { 
} 
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La clase FileCopyThread es una subclase de Thread. Al ser una subclase, hereda la 
propiedad de "ser un proceso". 

La clase FileCopyThread su lógica principal en el método run(). 
Para utilizar este método, se debe invocar el método start(). 

File from = getCopyFrom(); 
File to = getCopyTo(); 

11 create an instance of the thread class 
Thread t = new FileCopyThread(from, to); 

11 call start() to activate the thread asynchronously 
t.start(); 

• Implantando la interfase Runnable 

La interfase Runnable permite agregar un método run() a una clase que no es derivada 
de Thread(). 
kes this possible. 

java.lang.Runnable. Runnable es una interfase simple con un solo método: 

public interfase Runnable { 
public void run(); 

} 

Para utilizar una interfase Runnable, se deberá escribir un método run() y agregar 
implements Runnable a la clase. 

Utilizando la interfase Runnable en el ejemplo anterior: 

class FileCopyRunnable implements Runnable { 
11 el resto de la clase permanece casi igual 

} 

Para lanzar el proceso: 

File from = new File("file.1 "); 
File to = new File("file.2"); 
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/1 create an instan ce óf the Runnable 
Runnable r = new FileCopyRunnable(from, to); 

11 create an instance of Thread, passing it the Runnable 
Thread t = new Thread(r); 

/1 start the thread 
t.start(); 

Applets y Aplicaciones 

Los Applets son utilizados en: 

• Marquesinas 
• Gráficas animadas 
• Video juegos 
• Exámenes 
• Imágenes que responde al mouse 
• Desplegado avanzado de texto 
• Aplicaciones de acceso a Bases de datos 
• Telecomunicaciones. 

http:/lwww. instantsports.com/ballpark. html 

l 
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Desplegado de Applets 

Se requiere uno de los siguientes navegadores: 

• Netscape Navigator version 2.02 o posterior 
• Microsoft Internet Explorer 3.0 o posterior 
• JavaSoft HotJava 1.0 pre-beta 1 o posterior 

Se debe utilizar el Tag <APPLET> de HTML 

< APPLET 

> 

[CODEBASE = codebaseURL] 
CODE = appletFile 
[AL T = alternateText] 
[NAME = appletlnstanceName] 
WIDTH = pixels 
HEIGHT = pixels 
[ALIGN = alignment] 
[VSPACE = pixels] 
[HSPACE = pixels] 

[< PARAM NAME = appletParameter1 VALUE = value >] 
[< PARAM NAME = appletParameter2 VALUE = value >] 

[alternateHTML] 
</APPLET> 

Ejemplo: 

<APPLET CODE="NowShowing.class" CODEBASE="progdir" WIDTH=376 
HEIGHT=104> 

<PARAM NAME="speed" value="100"> 
<PARAM NAME="blink" value="S"> 
<PARAM NAME="text" value="FREE THE BOUND PERIODICALS!"> 
<PARAM NAME="fontsize" value="21"> · 
<PARAM NAME="pattern" value="random"> 
<HS>This applet requires the use of a Java-enabled browser!</HS> 
</APPLET> 
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Aspectos generales de seguridad 

Corren en la máquina del usuario. 

Virus 

Troyanos 

Restricciones de los Applets: 

No pueden leer o escribir del disco duro local aunque si pueden escribir al disco duro 
de donde fueron cargados. 

No pueden conectarse a otro computador que no sé de la cual fueron cargados. 

No pueden accesar librerías dinámicas o compartidas escritas en otro lenguaje que no 
sea Java. 

No pueden lanzar programas. 

Programación Básica de Applets. 

La clase java.applet.Applet 

Cada applet comienza con una definición de clase como se indica: 

public class LearnPiglatin extends java.applet.Applet { 
11 todo 

} 
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Métodos asociados con Applets 

Cuando un evento ocurre, un método es ejecutado. 

Eventos asociados con la ejecución de un applet: 

Inicialización: El método init() es ejecutado la primera vez que un applet es cargado. 

Destrucción: El método destroy() la última vez que se sale del applet. 

Detener: El método stop() es ejecutado cada que un applet es suspendido. Los applets 
se suspenden o cuando se sale de la página que contiene el applet o al llamar el 
método stop(). 

Inicio: El método start() se llama cada vez que el applet es cargado o recargado. El 
inicio sucede inmediatamente después de la inicialización o cuando una página se 
vuelve a cargar. También se puede invocar el método start() de forma directa. 

Redibujo: El método paint() es llamado cada que el applet debe ser redibujado. 
También puede ser invocado de forma directa. Requiere una instancia de la clase 
Graphics como parámetro: 

public void paint(Graphics g) { 
g.drawString("One moment, please", 5, 50); 

} 

El objeto Graphics indica donde se debe dibujar algo. Cuando es utilizado en un applet 
es creado automáticamente y representa la ventana del applet. 

La línea g.drawString() utiliza el objeto Graphics para indicar donde dibujar el texto. 
Para poder utilizar este objeto, no es necesario declararlo, pero si importarlo: 

import java.awt. Graphics; 
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Para poner una applet en la Web 

Escribir y probar el Applet con Aplletviewer.exe 

Editar la página web para invocar el applet. 

Copiar los archivos .class asociados al applet en el subdirectorio adecuado. 

Ejemplo: 

1: import java.awt.*; 
2: 
3: public class ColorCycle extends java.applet.Applet { 
4: float hue = (float).5;6L5: float saturation = (float)1; 
6: float brightness = (float)0;6L7: Button b; 
8: 
9: 
10: 
11: 

public void init() { 
b = new Button("Next Color"); 
add(b); 

12: } 
13: 
14: 
15: 
16: 

public void start() { 
setBackground(Color.black); 
repaint(); 

17: } 
18: 
19: 
20: 
21: 
22: 
23: 
24: 

25: 
26: 
27: 
28: 
29:} 

public boolean action(Event evt, Object o) { 
if (brightness < 1) 

} 

brightness += .25; 
el se 

brightness = O; 
Color e= new Color(Color.HSBtoRGB(hue, saturation, 
brightness)); 
setBackground; 
repaint(); 
return true; 

, .. -: 
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La Página HTML 

1: <html> 
2: <body> 
3: <applet code=ColorCycle.java height=250 width=250> 
4: </applet> 
5: </body> 
6: </html> 

Continuando con Java 

Cadenas Alfanuméricas 

Clases Alfanuméricas 

Java utiliza clases para representar alfanuméricos en lugar de arreglos. 

Utiliza dos clases que modelan cadenas alfanuméricas, String y StringBuffer. 

String se utiliza. para cadenas constantes (inmutables) y StringBuffer se utiliza para 
cadenas variables (mutables). 

La clase String 

Constructores 

String() 
String(String value) 
String(char value[]) 
String( char value[], in! offset, in! count) 
String(byte ascii[], in! hibyte, in! offset, in! count) 
String(byte ascii[), in! hibyte) 
String(StringBuffer buffer) 
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Ejemplos: 

String s1 = new String(); 
String s2 = new String("Hello"); 
ehar eArray[] = {'H', 'o', 'w', 'd', 'y'}; 
String s3 = new String(eArray); 
String s4 = new String(eArray, 1, 3); 

as the offset para meter and 3 as the eount para meter. This means that the 

Métodos más importantes: 

int length() 
ehar eharAt(int index) 
boolean startsWith(String prefix) 
boolean startsWith(String prefix, int !offset) 
boolean endsWith(String suffix) 

int indexOf(int eh) 
int indexOf(int eh, int fromlndex) 
int indexOf(String str) 
int indexOf(String str, int fromlndex) 
int lastlndexOf(int eh) 
int lastlndexOf(int eh, int fromlndex) 
int lastlndexOf(String str) 
int lastlndexOf(String str, int fromlndex) 
String substring(int beginlndex) 
String substring(int beginlndex, int 
boolean equals(Objeet anObjeet) 
boolean equalslgnoreCase(String ring) 
int eompareTo(String anotherString) 
String eoneat(String str) 
String replaee(ehar oldChar, ehar newChar) 
String trim() 
String tolowerCase() 
String toUpperCase() 
statie String valueOf(Objeet obj) 
statie String valueOf(ehar data[)) 
statie String valueOf(ehar data[], int offset, int eount) 
statie String valueOf(boolean b) 
statie String valueOf(ehar e) 
statie String valueOf(int i) 
statie String valueOf(long 1) 
statie String valueOf(float f) 
statie String valueOf(double d) 
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int length() 
ehar eharAt(int index) 
boolean startsWith(String prefix) 
boolean startsWith(String prefix, int toffset) 
boolean endsWith(String suffix) 

Ejemplos: 

String s1 = new String("This is a test string!"); 
int len= s1.1ength(); 
ehar e= s1.eharAt(8); 
boolean b1 = s1.startsWith("This"); 
boolean b2 = s1.startsWith("test", 1 O); 
boolean b3 = s1.endsWith("string."); 

Los Métodos indexOf() y lastlndexOf() 

int indexOf(int eh) 
int indexOf(int eh, int fromlndex) 
int indexOf(String str) 
int indexOf(String str, int fromlndex) 
int lastlndexOf(int eh) 
int lastlndexOf(int eh, int fromlndex) 
int lastlndexOf(String str) 
int lastlndexOf(String str, int fromlndex) 

Ejemplo: 

String s1 = new String("Saskatehewan"); 
int i1 = s1.index0f('t'); 
int i2 = s1.index0f("ehew"); 
int i3 = s 1.1astlndex0f('a'); 

El método substring() 

String substring(int beginlndex) 

String substring(int beginlndex, int endlndex) 
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Ejemplo: 

String s 1 = new String("abcfj"); 
String s2 = new String("abcdz"); 
System.out.priritln(s 1.compareTo(s2)); 

El métodoconcat() 

String concat(String str) 

Ejemplo: 

String s 1 = new String("l saw sasquatch "); 
String s2 = new String(s1 +"in Saskatchewan."); 
String s3 = s1.concat("in Saskatchewan."); 

El Método replace() 

String replace(char oldChar, char newChar) 

Ejemplo: 

String s4 = s3.replace('s', 'm'); 

Los métodos trim(), tolowerCase(), y toUpperCase() 

String trim() 
String tolowerCase() 
String toUpperCase() 

Ejemplo: 

String s5 = new String("\t Yeti\n"); 
String s6 = s5.trim(); 
String s7 = s3.toLowerCase(); 
String s8 = s4.toUpperCase(); 
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El método valueOf() 

static String valueOf(Object obj) 
static String valueOf(char data[)) 
static String valueOf( char data[), int offset, int count) 
static String valueOf(boolean b) 
static String valueOf(char e) 
static String valueOf(int i) 
static String valueOf(long 1) 
static String valueOf(float f) 
static String valueOf(double d) 

Retorna un objeto alfanumérico que representa el valor contenido en el parámetro. 

La clase StringBuffer 

Se utiliza cuando el contenido o la longitud de una cadena va a cambiar. 

Constructores: 

StringBuffer() 
StringBuffer(int length) 
StringBuffer(String str) 

Ejemplos: 

String s1 = new String("This is a string!"); 
String sb1 = new StringBuffer(); 
String sb2 = new StringBuffer(25); 
String sb3 = new StringBuffer(s1); 

Los métodos más comunes son: 

int length() 
int capacity() 
synchronized void setlength(int newlength) 
synchronized char charAt(int index) 
synchronized void setCharAt(int index, char eh) 
synchronized StringBuffer append(Object obj) 
synchronized StringBuffer append(String str) 
synchronized StringBuffer append(char e) 
synchronized StringBuffer append(char str[]) 
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synchronized StringBuffer append(char str[], int offset, int len) 
StringBuffer append(boolean b) 
StringBuffer append(int 1) 
StringBuffer append(long 1) 
StringBuffer append(float f) 
StringBuffer append(double d) 
synchronized StringBuffer insert(int offset, Object obj) 
synchronized StringBuffer insert(int offset, String str) 
synchronized StringBuffer insert(int offset, char e) 
synchronized StringBuffer insert(int offset, char strU) 
StringBuffer insert(int offset, boolean b) 
StringBuffer insert(int offset, int 1) 
StringBuffer insert(int offset, long 1) 
StringBuffer insert(int offset, float f) 
StringBuffer insert(int offset, double d) 
String toString() 
int length() 
int capacity() 
synchronized void setlength(int newlength) 

Ejemplo: 

Salida: 

capacity = 14 
length =O 
Bigfoot 
capacity = 14 
length = 7 
Big 
capacity = 14 
length = 3 

StringBuffer s1 = new StringBuffer(14); 
System.out.println("capacity =" + s1.capacity()); 
System.out.println("length = " + s1.1ength()); 
s 1.append("Bigfoot"); 
System.out.println(s1 ); 
System.out.println("capacity =" + s1.capacity()); 
System.out.println("length =" + s1.1ength()); 
s 1.setlength(3); 
System.out.println(s1 ); 
System.out.println("capacity =" + s1.capacity()); 
System.out.println("length =" + s1.1ength()); 
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Los métodos charAt() y setCharAt() 

synchronized char charAt(int index) 
synchronized void setCharAt(int index, char eh) 

Ejemplo: 
StringBuffer s1 = new StringBuffer("l saw a Yeti in Yellowstone."); 
char c1 = s1.charAt(9); 
System.out.println(c1 ); 
s1.setCharAt(4, 'r'); 
System.out.println(s1); ' 

Los métodos append() e insertO 

synchronized Sti"ingBuffer append(Object obj) 
synchronized StringBuffer append(String str) 
synchronized StringBuffer append(char e) 
synchronized StringBuffer append(char str(]) 
synchronized StringBuffer append(char str[], int offset, int len) 
StringBuffer append(boolean b) 
StringBuffer append(int 1) 
StringBuffer append(long 1) 
StringBuffer append(float f) 
StringBuffer append(double d) 
synchronized StringBuffer insert(int offset, Object obj) 
synchronized StringBuffer insert(int offset, String str) 
synchronized StringBuffer insert(int offset, char e) 
synchronized StringBuffer insert(int offset, char str[]) 
StringBuffer insert(int offset, boolean b) 
StringBuffer insert(int offset, int 1) 
StringBuffer insert(int offset, long 1) 
StringBuffer insert(int offset, float f) 
StringBuffer insert(int offset, double d) 

Ejemplos: 
StringBuffer sb1 = new StringBuffer("2 + 2 = "); 
StringBuffer sb2 = new StringBuffer("The tires make contact "); 
sb1.append(2 + 2); 
sb2.append("with the road."); 
sb2.insert(1 O, "are the things on the car that "); 
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El método toString() 

String toString() 

Flujos y archivos 

Clases de flujo de entrada 

El modelo de entrada de Java se basa en el concepto de flujo de entrada. 

Las clases de flujo de entrada básicas de Java son: 

• lnputStream 
• BufferedlnputStream 
• DatalnputStream 
• FilelnputStream 
• StringBufferlnputStream 

La clase lnputStream 

lnputStream es una clase abstracta que funge como la base de todas las otras clases· 
de flujo de entrada. Define una interfase básica para leer flujos de bytes. 

Típicamente, un flujo de entrada se utiliza creando un objeto derivado de lnputStream. 

lnputStream utiliza bloqueo. 

La clase lnputStream define los siguientes métodos: 

abstrae! int read() 
int read(byte b[]) 
int read(byte b[], int off, int len) 
long skip(long n) 
int available() 
synchronized void mark(int readlimit) 
synchronized void reset() 
boolean markSupported() 
void clase() 
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El objeto System.in 

System.in es un miembro de lnputStream que contiene una asociación lógica con el 
dispositivo de entrada default (teclado por lo general). 

Ejemplos: 

class ReadKeys1 { 

} 

public static void main (String args[)) { 
StringBuffer s = new StringBuffer(); 
char e; 
try { 

} 

while ((e= (char)System.in.read()) != '\n') { 
s.append(c); 

} 

catch (Exception e) { 
System.out.println("Error: "+ e.toString()); 

} 
System.out.println(s); 

} 

class ReadKeys2 { 
public static void main (String args[)) { 

byte buf[] = new byte[80]; 

} 
} 

try { 
System.in.read(buf); 

} 
catch (Exception e) { 

System.out.println("Error: "+ e.toString()); 
} 
String s = new String(buf, O); 
System.out.println(s); 

class ReadKeys3 { 
public static void main (String args[)) { 

byte buf[) = new byte[1 O]; 
try { 

System.in.read(buf, O, 10); 
} 
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} 
} 

catch (Exception e) { 
System.out.println("Error: "+ e.toString()); 

} 
String s = new String(buf, O); 
System.out.priritln(s); 

La clase BufferedlnputStream 

BufferedlnputStream provee un flujo de entrada con un buffer asociado of its own. 

Constructores: 

Buffered 1 n putStream(l nputStream in) 
BufferedlnputStream(lnputStream in, int size) 

Miembros protegidos: 

byte buf]] 
int count 
int pos 
int markpos 
int marklimit 

import java.io.*; 

class ReadKeys4 { 
public static void main (String args[)) { 

} 
} 

BufferedlnputStream in= new BufferedlnputStream(System.in); 
byte buf[] = new byte[1 O]; 
try { 

in.read(buf, O, 1 O); 
} 
catch (Exception e) { 

System.out.println("Error: "+ e.toString()); 
} 
String s = new String(buf, O); 
System.out.println(s); 
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La clase DatalnputStream 

DatalnputStream es utilizado para leer tipos de datos primitivos. 

Constructor: 

DatalnputStream(lnputStream in) 

Métodos: 

final int skipBytes(int n) 
final void readFully{byte b[]) 
final void readFully{byte b[], int off, int len) 
final String readline() 
final boolean readBoolean() 
final byte readByte() 
final int readUnsignedByte() 
final short readShort() 
final int readUnsignedShort() 
final char readChar() 
final int readlnt() 
final long readlong() 
final float readFioat() 
final double readDouble() 

import java.io. •; 

class ReadFioat { 

} 

public static void main (String args[]) { 

} 

DatalnputStream in= new DatalnputStream(System.in); 
String s = new String(); 
try { 

} 

s = in.readline(); 
float f = Float.valueOf(s).floatValue(); 
System.out.println(f); 

catch (Exception e) { 
System.out.println("Error: "+ e.toString()); 

} 
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La clase FilelnputStream 

FilelnputStream es utilizado para efectuar lectura simple de archivos. 

Constructores: 

FilelnputStream(String name) 
FilelnputStream(File file) 
FilelnputStream(FileDescriptor fdObj) 

FilelnputStream funciona exactamente como lnputStream excepto que eta orientado a 
archivos 

import java.io. *; 

class ReadFile { 
public static void main (String args[]) { 

byte buf[] = new byte[64]; 

} 
} 

try { 

} 

FilelnputStream in = new FilelnputStream("Grocery.txt"); 
in.read(buf, O, 64); 

catch (Exception e) { 
System.out.println("Error: ·: + e.toString()); 

} 
String s = new String(buf, O); 
System.out.println(s); 

La clase StringBufferlnputStream 

StringBufferlnputStream permite utilizar una cadena alfanumérica en lugar de un 
dispositivo de entrada. Utiliza los mismos métodos que lnputStream. 

Constructor: 

StringBufferlnputStream(String s) 
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Miembros: 

String buffer 
int count 
int pos 

Ejemplo: 

import java.io. *; 

class ReadString { 
public static void main (String args[]) { 

11 Gel a string of input from the user 
byte buf1 [] = new byte(64); 

} 
} 

try { 
System.in.read(buf1, O, 64); 

} 
catch (Exception e) { 

System.out.println("Error: " + e.toString()); 
} 
String s1 = new String(buf1, O); 

11 Read the string as a string buffer and output it 
StringBufferlnputStream in= new StringBufferlnputStream(s1); 
byte buf2(] = new byte(64]; 
try { 

in.read(buf2, O, 64); 
} 
catch (Exception e) { 

System.out.println("Error: " + e.toString()); 
} 
String s2 = new String(buf2, O); 
System.out.println(s2); 
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Clases de flujos de Salida 

Las principales clases de flujo de salida son: 

OutputStream 
PrintStream 
BufferedOutputStream 
DataOutputStream 
FileOutputStream 

La clase OutputStream 

Métodos: 

abstract void write(int b) 
void write(byte b[J) 
void write(byte b[], int off, int len) 
void flush() 
void close() 

La clase PrintStream 

PrintStream es utilizada principalmente para imprimir texto. 

Constructores:. 

PrintStream(OutputStream out) 
PrintStream(OutputStream out, boolean autoflush) 

Métodos: 

boolean checkError() 
void print(Object obj) 
synchronized void print(String s) 
synchronized void print(char s[]) 
void print( char e) 
void print(int i) 
void print(long 1) 
void print(float f) 

,-~. 
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void print(double d) 
void print(boolean b) 
void println() 
synchronized void println(Object obj) 
synchronized void println(String s) 
synchronized void println(char s[)) 
synchronized void println(char e) 
synchronized void println(int 1) 
synchronized void println(long 1) 
synchronized void println(float f) 
synchronized void println(double d) 
synchronized void println(boolean b) 

El objeto System.out 

Este objeto crea una asociación lógica con el dispositivo default de salida. 

La clase BufferedOutputStream 

Constructores: 

BufferedOutputStream(OutputStream out) 
BufferedOutputStream(OutputStream out, int size) 

Miembros: 

byte buf[] 
int count 

Ejemplo: 

import java.io.*; 

class WriteStuff { 
public static void main (String args[]) { 

11 Copy the string into a byte array 
String s = new String("Dance, spider!\n"); 
byte[] buf = new byte[64]; 
s.getBytes(O. s.length(). buf, O); 
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11 Output the byte array (buffered) 
BufferedOutputStream out= new BufferedOutputStream(System.out); 
try { 

} 
} 

} 

out.write(buf, O, 64); 
out.flush(); 

catch (Exception e) { 
System.out.println("Error: " + e.toString()); 

} 

La clase DataOutputStream 

DataOutputStream es utilizada para escribir tipos de datos primitivos. 

Constructor: 

DataOutputStream(OutputStream out) 

Métodos: 

final int size() 
final void writeBoolean(boolean v) 
final void writeByte(int v) 
final void writeShort(int v) 
final void writeChar(int v) 
final void writelnt(int v) 
final void writeLong(long v) 
final void writeFioat(float v) 
final void writeDouble(double v) 
final void writeBytes(String s) 
final void writeChars(String s) 

La clase FileOutputStream 

FileOutputStream se utiliza para efectuar escrituras simples a archivos. 
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Constructores: 

FileOutputStream(String name) 
FileOutputStream(File file) 
FileOutputStream(FileDescriptor fdObj) 

import java.io.*; 

class WriteFile { 

} 

public static void main (String args[]) { 
11 Read the user input 

} 

byte buf[] = new byte[64]; 
try { 

System.in.read(buf, O, 64); 
} 
catch (Exception e) { 

System.out.println("Error:" + e.toString()); 
} 

11 Output the data to a file 
try { 

} 

FileOutputStream out= new FileOutputStream("Output.txt"); 
out. write(buf); 

catch (Exception e) { 
System.out.println("Error:" + e.toString()); 

} 

Clases para archivos 

Además de las clases FilelnputStream and FileOutputStream, Java define otras dos 
clases para acceso a archivos: File y RandomAccessFile. 

File modela una estructura de directorios de un sistema operativo para proveer 
información sobre un archivo. 

RandomAccessFile provee múltiples métodos para accesar el contenido de un archivo. 
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La clase File 

Constructores: 

File(String path) 
File(String path, String name) 
File(File dir, String name) 

Los métodos más importantes son: 

String getName() 
String getPath() 
String getAbsolutePath() 
String getParent() 
boolean exists() 
boolean eanWrite() 
boolean eanRead() 
boolean isFile() 
boolean isDireetory() 
boolean isAbsolute() 
long lastModified() 
long length() 
boolean mkdir() 
boolean mkdirs() 
boolean renameTo(File dest) · 
boolean delete() 
String[] listO 
String[]list(FilenameFilter filter) 

Ejemplo: 

import java.io. *; 

elass Filelnfo { 
publie statie void main (String args[]) { 
· System.out.println("Enter file na me: "); 

ehar e; 
StringBuffer buf = new StringBuffer(); 
try { 

} 

while ((e= (ehar)System.in.read()) != '\n') 
buf.append{e); 

59 



Salida: 

} 
} 

catch (Exception e) { 
System.out.println("Error: " + e.toString()); 

} 
File file = new File(buf.toString()); 
if (file.exists()) { 

} 

System.out.println("File Name : " + file.getName()); 
System.out.println(" Path : " + file.getPath()); 
System.out.println("Abs. Path : "+ file.getAbsolutePath()); 
System.out.println("Writable : "+ file.canWrite()); 
System.out.println("Readable : " + file.canRead()); 
System.out.println("Length :" + (file.length() /1 024) + "KB"); 

el se 
System.out.println("Sorry, file not found ."); 

File Name : Filelnfo.java 
Path : Filelnfo.java 

Abs. Path : C:\Books\JavaUnleashedProRef\Source\Chap14\Filelnfo.java 
Writable : true 
Readable : true 
Length : OKB 

La clase RandomAccessFile 

Constructores: 

RandomAccessFile(String name, String mode) 
RandomAccessFile(File file, String mode) 

Métodos más importantes: 

int skipBytes(int n) 
long getFilePointer() 
void seek(long pos) 
int read() 
int read(byte b[]) 
int read(byte b[], int off, int len) 
final boolean readBoolean() 
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final byte readByte() 
final int readUnsignedByte() 
final short readShort() 
final int readUnsignedShort() 
final ehar readChar() 
final int readlnt() 
final long readlong() 
final float readFioat() 
final double readDouble() 
final String readline() 
final void readFully(byte b[)) 
final void readFully(byte b[], int off, int len) 
void write(byte b[)) · 
void write(byte b[], int off, int len) 
final void writeBoolean(boolean v) 
final void writeByte(int v) 
final void writeShort(int v) 
final void writeChar(int v) 
final void writelnt(int v) 
final void writelong(long v) 
void writeFioat(float v) 
void writeDouble(double v) 
void writeBytes(String s) 
void writeChars(String s) 
long length() 
void close() 

Ejemplo: 

import java.io.*; 

elass FilePrint { 
publie statie void main (String args[)) { 

System.out.println("Enter file na me: "); 
ehar e; 
StringBuffer buf = new StringBuffer(); 
try { 

while ((e= (ehar)System.in.read()) != '\n') 
buf.append(e); 

RandomAeeessFile file = new RandomAeeessFile(buf.toString(), 
.. rw .. ); 

} 

while (file.getFilePointer() < file.length()) 
System.out. println(file. read Une()); 
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} 
} 

catch (Exception e) { 
System.out.println("Error: "+ e.toString()); 

} 

Eventos y Excepciones 

What ls an Exception? 

As the name implies, an exception is an exceptional condition. An exception is 
something that is 
out of the ordinary. Most often, exceptions are used as a way to report error conditions. 
Exceptions can be u sed as a means of indicating other situations as well. This chapter 
concentrates primarily on exceptions as an error handling mechanism. 

Exceptions provide notification of errors and a way to handle them. This new control 
structure 
allows yo u to specify exactly where to handle specific types of errors. 

Note 
Other lenguajes such as C++ and Ada provide exception 
handling. Java's exception handling is similar to the ene used by 
C++. 

Tennyson Understood the Problem 

In his poem, Charge of the Light Brigade, Alfred, Lord Tennyson describes an actual 
battle. In 
this battle, a cavalry brigade is ordered to attack a gun emplacement. lt turns out that 
the valley 
the troops attack is a trap. There are big guns on three sides and the brave soldiers on 
horseback 
with their sabers are massacred. The poem describes an actual battle from the Crimean 
War. 

The battle as Tennyson describes it highlights a classic problem. Someone (probably 
far from 
the front) had given the arder to attack. The men who led the charge very quickly 
became aware 
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that an error had been made. Unfortunately, they did not have the authority todo 
anything about it. 
In Tennyson's immortal words, "Theirs not to reason why, theirs but todo and die: into 
the 
valley of Death rode the 600." 

Using exceptions in Java allows you to determine exactly who handles an error. In fact, 
low-level functions can detect errors while higher-level functions decide what to do 
about them. 
Exceptions provide a means of communicating information about errors up through the 
chain of 
methods until one of them can handle it. 

lf Exceptions Are !he Answer, What ls the Question? 

Most procedurallenguajes like C and Pascal do not use exception handling. In these 
lenguajes, 
a variety of techniques are used to determine whether an error has occurred. The most 
common 
means of error checking is the function's return value. 

Consider the problem of calculating the retail cost of an item and displaying it. For this 
· example, 

the retail cost is twice the wholesale cost: 

int retaiiCost( int wholesale ) { 

} 

if ( wholesale <= O ) { 
return O; 

} 

return (wholesale * 2 ) ; 

The retaiiCost() method takes the wholesale price of an item and doubles it. lf the 
wholesale 
price is negative or zero, the function returns zero to indicate that an error has occurred. 
This 
method can be used in an application as follows: 

int wholesalePrice = 30 ; 
int retaiiPrice = O ; 

retaiiPrice = retaiiCost( wholesalePrice ) ; 
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System.out.println( "Wholesale price = " + wholesalePrice ) ; 
System.out.println( "Retail price = " + retaiiPrice) ; 

In this example, the retaiiCost() method calculates the corree! retail cost and prints it. 
The 
problem is that the code segment never checks whether the wholesalePrice variable is 
negative. E ven though the method checks the value of wholesalePrice and reports an 
error-there is nothing that forces the calling method to deal with the error. lf this method 
is 

·called with a negative wholesalePrice, the function blindly prints invalid data. Therefore, 
no 
matter how diligent yo u are in ensuring that your methods return error values, the 
callers of your 
methods are free to ignore them. 

You can preven! bad values from being printed by putting the whole operation in a 
method. The 
showRetail() method takes the wholesale price, doubles it, and prints' it. lf the wholesale 
price 
is negative or zero, the method does not print anything and returns the boolean value 
false: 

boolean showRetail( int wholesale ) { 

} 

if ( wholesale <= O ) { 
return false ; 

} 

int retaiiPrice ; 
retaiiPrice = wholesalePrice * 2 ; 

System.out.println( "Wholesale price = "+ wholesale ) ; 
System.out.println( "Retail price = " + retaiiPrice ) ; 
return true ; 

Using this new and improved method guarantees that bad values are never printed. 
However, 
once again, the caller does not have to check to see whether the method returned true. 

The fact that the caller can choose to ignore return values is not the only problem with 
using 
return values to report errors. What happens if your method returns a boolean and both 
true 
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.and false are va lid return values? How does this method report an error? 

Consider a method to determine whether a student passes a test The pass() method 
takes the 
number of correct answers and the number of questions. The method calculates the 
percentage; if 
it is greater than 70 percent, the student passes. Consider the passingGrade() method: 

boolean passingGrade( int correct, int total ) { 

boolean returnCode = false ; 

if ( (float)correct 1 (float)total > 0.70 ) { 
returnCode = true ; 

} 

return returnCode ; 
} 

In this example, everything works fine as long as the method arguments are well 
behaved. What 
happens if the number correct is greater than the total? Or worse, if the total is zero 
(because this 
causes a division by zero in the method)? By relying on return values in this case, there 
is no 
way to reportan error in this function. 

Exceptions prevent you from making your return values do double duty. Exceptions 
allow you to 
use return values to return only useful information from your methods. Exceptions also 
force the 
caller to deal with errors-because exceptions cannot be ignored. 

Some Terminology 

Exception handling can be viewed as a nonlocal control structure. When a method 
throws an 
exception, its caller must determine whether it can catch the exception. lf the calling 
method can 
catch the exception, it takes over and execution continues in the caller. lf the calling 
method 
cannot catch the exception, the exception is passed on to its caller. This process 
continues until 
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either the exception is caught or the top (or bottom, depending on how you look at it) of 
the call 
stack is reached and the application terminales beca use the exception has not been 
caught. 

Java exceptions are class objects subclassed from java.lang.Throwable. Because · 
exceptions 
are class objects, they can contain both data and methods. In fact, the base class 
Throwable 
implements a method that returns a String describing the error that caused the 
exception. This is 
useful for debugging and for giving users a meaningful error message. 

Don'! Throw Up Your Hands-throw an Exception 

The passingGrade() method presented in the preceding section was unable to report an 
error 
condition because all its possible return values were valid. Adding exception handling to 
!he 
method makes it possible to uncouple the reporting of results from the reporting of 
errors. 

The first step is to modify the passingGrade() method definition to include the throws 
clause. 
The throws clause lisis the types of exceptions that can be thrown by the method. In the 
following revised code, the method throws only an exception of type Exception: 

static boolean passingGrade( int corree!, int total ) 
throws Exception { 

boolean returnCode = false ; 

The res! of the method remains largely unchanged. This time, the method checks to see 
whether 
its arguments make sense. Because this method determines passing grades, it would 
be 
un-reasonable lo have more corree! responses than total responses. Therefore, if there 
are more 
corree! responses !han total responses, the method throws an exception. 

The method instantiates an object of type Exception. The Exception constructor takes a 
String parameter. The String contains a message that can be retrieved when the 
exception is 
caught. The throw statement terminales the method and gives its caller the opportunity 
to catch 
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it: 

} 

if( corree! > total ) { 
throw new Exception( "lnvalid values") ; 

} 

if ( (float)correct 1 (float)total > 0.70) { 
returnCode = true ; 

} 

return returnCode ; 

throw, try, and catch Blocks 

To respond toan exception, the call to the method that produces it must be placed 
within a. try 
block. A try block is a block of code beginning with the try keyword followed by a left and 
a 
right curly brace. Every try block is associated with one or more catch blocks. Here is·a 
try 
block: 

try 
{ 
11 method calls go here 
} 

lf a method is to catch exceptions thrown by the methods it ca lis, the calls must be 
placed within 
a try block. lf an exception is thrown, it is handled in a catch block. Different catch 
blocks 
handle different types of exceptions. This is a try block and a catch block set up to 
handle 
exceptions of type Exception: 

try 
{ 
11 method calls go here 
} 

catch( Exception e ) 
{ 
11 handle exceptons here 
} 
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When any method in the try block throws any type of exception, execution of the try 
block 
ceases. Program control passes immediately to the associated catch block. lf the catch 
block 
can handle the given exception type, it takes over. lf it cannot handle the exception, the 
exception 
is passed to the method's caller. In an application, this process goes on until a catch 
block 
catches the exception or the exception reaches the main() method uncaught and 
causes the 
application to terminate. 

An Exceptional Example 

Because all Java methods are class members, the passingGrade() method is 
incorporated in 
the grade Test application class. Because main() calls passingGrade{), main() must be 
able 
to catch any exceptions passingGrade() might throw. To do this, main() places the call 
to 
passingGrade() in a try block. Because the throws clause lists type Exception, the catch 
block catches the Exception class. Listing 10.1 shows the entire grade Test application. 

Listing 1 0.1. The grade Test application. 

import java.io.*; 
import java.lang.Exception ; 

public class grade Test { 

public static void main( String[J args ) { 

try 
{ 
11 the second call to passingGrade throws 
11 an excption so the third call never 
11 gets executed 

System.out.println( passingGrade( 60, 80 ) ) ; 
System.out.println( passingGrade( 75, O) ) ; 
System.out.println( passingGrade( 90, 100 ) ) ; 
} 

catch( Exception e ) 
{ 
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} 

} 

System.out.println( "Caught exception -" + 
e.getMessage() ) ; 

} 

static boolean passingGrade( int corree!, int total ) 
throws Exception { 

} 

boolean returnCode = false ; 

if( correct > total ) { 
throw new Exception( "lnvalid values") ; 

} 

if ( (float)correct 1 (float)total > 0.70) { 
returnCode = true ; 

} 

return returnCode ; 
:r. 

The second call to passingGrade() fails in this case, because the method checks to see 
whether 
the number of corree! responses is less !han the total responses. When passingGrade() 
throws 
the exception, control passes to the main() method. In this example, the catch block in 
main() 
catches the exception and prints Caught exception -- lnvalid values. 

Multiple catch Blocks 

In sorne cases, a method may have lo catch different types of exceptions. Java 
supports multiple 
catch blocks. Ea eh catch block must specify a different type of exception: 

try 
{ 
11 method calls go here 
} 

catch( SomeExceptionCiass e ) 

• 
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{ 
11 handle SomeExceptionCiass exceptions here 
} 

catch( SomeOtherExceptionCiass e ) 
{ 
11 handle SomeOtherExceptionCiass exceptions here 
} 

When an exception is thrown in the try block, it is caught by the first catch block of the 
appropriate type. Only one catch block in a given set will be executed. Notice that the 
catch 
block looks a lot like a method declaration. The exception caught in a catch block is a 
local 
reference to the actual exception object. You can use this exception object to help 
determine 
what caused the exception to be thrown in the first place. 

Does Every Method Have to Catch Every Exception? 

What happens if a method calls another method that throws an exception but chooses 
not to catch 
it? In the example in Listing 10.2, main() calls foo(), which in turn calls bar(). bar() lists 
Exception in its throws clause; because foo() is not going to catch the exception, it must 
al so 
have Exception in its throws clause. The application in Listing 10.2 shows a method, 
foo(), 
that ignores exceptions thrown by the called method. 

Listing 10.2. A method that ignores exceptions thrown by the method it calls. 

import java.io.* ; 
import java.lang.Exception ; 

public élass MultiThrow { 

public static void main( String[] args ) { 

try 
{ 
foo(); 
} 

catch ( Exception e ) 
{ 
System.out.println( "Caught exception "+ 
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e.getMessage() ) ; 
} 

} 

static void foo() throws Exception { 

bar(); 

} 

static void bar() throws Exception { 

throw new Exception( 'Who cares" ) ; 

} 

} 

In the example in Listing 10.3, main() calls foo() which calls bar(). Because bar() throws 
an exception and doesn't catch it, foo() has the opportunity to catch it. The foo() method 
has no 
catch block, so it cannot catch the exception. In this case, the exception propagates újJ 
the call 
stack to foo()'s caller, main(). 

Listing 1 0.3. A method that catches and rethrows an exception. · 

import java.io.* ; 
import java.lang.Exception ; 
public class MultiThrow { 

public static void main( String[] args ) { 

try 
{ 
foo(); 
} 

catch( Exception e ) 
{ 
System.out.println( "Caught exception " + 

e.getMessage() ) ; 
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} 

} 

} 

static void foo() throws Exception { 

try 
{ 
bar(); 
} 

catch( Exception e ) 
{ 
System.out.println( "Re throw exception --" + 

e.getMessage() ) ; 
throw e; 
} } 

static void bar() throws Exception { 

throw new Exceptión( "Who cares" ) ; 

} 

The foo() method calls bar(). The bar() method throws an exception and foo() catches it. 
In 
this example, foo() simply rethrows the exception, which is ultimately caught in the 
application's main() method. In a real application, foo() could do sorne processing and 
then 
rethrow the exception. This arrangement allows both foo() and main() to handle the 
exception. 

The finally Clause 

Java introduces a new concept in exception handling: the finally clause. The finally 
clause 
sets aparta block of code that is always executed. Here's an example of a finally 
clause: 

import java.io.* ; 
import java.lang.Exception ; 
public class MultiThrow { 
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} 

public static void main( StringO args ) { 

} 

try 
{ 
alpha(); 
} 

catch( Exception e } 
{ 
System.out.println( "Caught exception " ) ; 
} 

finally() 
{ 
System.out.println( "Finally. " ) ; 
} 

In normal execution (that is, when no exceptions are thrown), the finally block is 
executed 
immediately after the try block. When an exception is thrown, the finally block is 
executed 
befare control passes to the caller. 

lf alpha() throws an exception, it is caught in the catch block and then the finally block is 
executed. lf alpha() does not throw an exception, the finally block is executed afterthe 
try 
block. lf any code in a try block is executed, the finally block is executed as well. 

The Throwable Class 

All exceptions in Java are subclassed from the class Throwable. lf yo u want to create 
your own 
exception classes, you must subclass Throwable. Most Java programs do not have to 
subclass 
their own exception classes. 

Following is the public portian of the class definition of Throwable: 

public class Throwable { 

public Throwable() ; 
public Throwable(String message) ; 
public String getMessage() 
public String toString() ; 
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} 

public void printStackTrace() ; 
public void printStackTraceQava.io.PrintStream s) ; 
private native void printStackTraceOQava.io.PrintStream s); 
public native Throwable filllnStackTrace(); 

The constructor takes a string that describes the exception. Later, when an exception is 
thrown, 
you can call the getMessage() method to get the error string that was reported. 

Types of Exceptions 

The methods of the Java API and the language itself also throw exceptions. These 
exceptions can 
be broken into two classes: Exéeption and Error. 

8oth the Exception and Error classes are derived from Throwable. Exception and its 
subclasses are used to indicate conditions that may be recoverable. Error and its 
subclasses 
indicate conditions that are generally not recoverable and should cause your applet to 
terminate. 

The various packages included in the Java Developers Kit throw different kinds of 
Exception 
and Error exceptions, as described in the following sections. 

java.lang Exceptions 

The java.Jang package contains much of the core Java Janguage. The exceptions 
subclassed 
from RuntimeException do not have to be declared in a method's throws clause. These 
exceptions are considered normal and nearly any method can throw them. Figure 10.1 
and Table 
10.1 show the recoverable exceptions from the java.lang package. Figure 10.2 and 
Table 10.2 
show the nonrecoverable errors in the java.Jang package. 

Figure 10.1: The Java.lang exception hierarchy. 

Figure 10.2: The Java.lang error hierarchy. 

Table 1 0.1. The java.lang exceptions. 
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Exception 
Cause 

ArithmeticException 
Arithmetic error condition (for 
example, divide by zero). 

ArraylndexOutOfBoundsException 
Array index is less than zero or 
greater than the actual size of the 
arra y. 

ArrayStoreException 
Object type mismatch between the 
array and the object to be stored in 
the array. 

ClassCastException 
Cast of object to inappropriate type. 

ClassNotFoundException 
Unable to load the requested class. 

CloneNotSupportedException 

Exception 

Object does not implement the 
cloneable interfase. 

Root class of the exception 
hierarchy. 

lllegaiAccessException 
Class is not accesible. 

lllegaiArgumentException 
Method receives an illegal 
argument. 

lllegaiMonitorStateException 
lmproper monitor state (thread 
synchronization). 

lllegaiThreadStateException 
The thread is in an improper state 
for the requested operation. 

lndexOutOfBoundsException 
lndex is out of bounds. 

lnstantiationException 
Attempt to create an instance of the 
abstract class. 

lnterruptedException 
Thread interrupted. 

NegativeArraySizeException 
Arra y size is less than zero. 

NoSuchMethodException 
Unable to resolve method. 
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NuliPointerException 
Attempt to access a null object 
member. 

NumberFormatException 

RuntimeException 

SecurityException 

Unable to convert the string to a 
number. 

Base class for many java.lang 
exceptions. 

Security settings do not allow the 
operation. 

StringlndexOutOfBoundsException 
lndex is negative or greater than the 
size of the string. 

Table 1 0.2. The java.lang errors. 

Error 
Cause 

AbstractMethodError 
Attempt to call an abstract method. 

ClassCircularityError 
This error is no longer used. 

ClassFormatError 
lnvalid binary class format. 

Error 
Root class of the error hierarchy. 

lllegaiAccessError 
Attempt to access an inaccesible 
object. 

lncompatibleCiassChangeError 

lnstantiationError 

lnternaiError 

LinkageError 

lmproper use of a class. 

Attempt to instantiate an abstract 
class. 

Error in the interpreter. 

Error in class dependen cíes. 
NoCiassDefFoundError 

Unable to find the class definition. 
NoSuchFieldError 

Unable to find the requested field. 
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NoSuchMethodError 
Unable to find the requested method. 

OutOfMemoryError 
Out of memory. 

StackOverflowError 

ThreadDeath 

UnknownError 

Stack overflow. 

lndicates that the thread will 
terminate. May be caught to perform 
cleanup. (lf caught, mus! be 
rethrown.) 

Unknown virtual machine error. 
UnsatisfiedlinkError 

Unresolved links in the loaded class. 
VerifyError 

Unable to verify bytecode. 
VirtuaiMachineError 

Root class for virtual machine errors. 

java.io Exceptions 

1 

The classes in java.io throw a variety of exceptions, as shown in Table 10.3 and Figure 
10.3. 
Any classes that work with 110 are good candidates to throw recoverable exceptions. ·. 
For 
example, activities such as opening files or writing to files are likely to fail from time to 
time. 
The classes of the java.io package do not throw errors al al l. 

Figure 10.3: The Java.io exception hierarchy. 

Table 1 0.3. The java.io exceptions. 

Exception 
Cause 

IOException 
Roo! class for 110 exceptions. 

EOFException 
End of file. 

FileNotFoundException 
Unable to locate the file. 

lnterrupted IOException 
110 operation was interrupted. Contains a 
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bytes Transferred member that indicates 
how many bytes were transferred befare the 
operation was interrupted. 

UTFDataFormatException 
Malformed UTF-8 string. 

java.net Exceptions 

The java.net package handles network communications. lts classes most often throw 
exceptions to indicate connect failures and the like. Table 10.4 and Figure 10.4 show 
the 
recoverable exceptions from the java.net package. The classes of the java.net package 
do 
not throw errors at al l. 

Figure 10.4: The Java.net exception hirearchy. 

Table 1 0.4. The java.net exceptions. 

Exception 
Cause 

MalformedURLException 
Unable to interpret URL. 

ProtocoiException 
Socket class protocol error. 

SocketException 
Socket class exception. 

UnknownHostException 
Unable to resolve the host name. 

UnknownServiceException 
Connection does not support the 
service. 

java.awt Exceptions 

The AWT classes have members that throw one error and one exception: 

AWTException (exception in AWT) 
AWTError (error in AWT) 
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java.util Exceptions 

The classes of java.util throw the following exceptions: 

EmptyStackException (no objects on stack) 
NoSuchEiementException (no more objects in collection) 

Built-ln Exceptions 

In the example in Listing 10.4, you see how the automatic exceptions in Java work. This 
application creates a method and torces it to divide by zero. The method does not have 
lo 
explicitly throw an exception beca use the division operator throws an exception when 
required. 

Listing 1 0.4. An example of a built-in exception. 

import java.io.* ; 
import java.lang.Exception ; 

public class DivideByO { 

public static void main( String[J args ) { 

int a= 2; 
in! b = 3; 
in! e= 5; 
int d =O; 
in! e= 1 ; 
int f = 3 ; 

try 
{ 
System.out.println( a+"f'+b+" = "+div( a, b ) ) ; 
System.out.println( c+"f'+d+" = "+div( e, d ) ) ; 
System.out.println( e+"f'+f+" = "+div( e, f) ) ; 
} 

catch( Exception except ) 
{ 
System.out.println( "Caught exception " + 

except.getMessage() ) ; 
} 

\ 
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} 

static int div( int a, int b) { 

return (a/b); 

} 

} 
The output of this application is shown here: 
2/3 = o 
Caught exception 1 by zero 

The fÚ·st call to div() works fine. The second call fails beca use of the divide-by-zero 
error. 
E ven though the application did not specify it, an exception was thrown-and ,caught. So 
you can 
use arithmetic in your code without writing cede that explicitly checks bounds. 

Aplicaciones 
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Redes 
Telecomunicaciones y Redes 
Sockets TCP 
Sockets UDP 
Controladores de Protocolos 
Controladores de Contenido 

EL API de Java 
java.lang 
java.awt 
java.util 
java.io 
java.net 

Java Avanzado 
Depuración 
Contenido de los archivos class 
La Maquina Virtual 
Seguridad 
Objetos en 2-D y 3-D 
Compiladores JIT 
JFC y AFC 
Serializacion de Objetos y RMI 
JNI 
JMAPI 

Bases de Datos 
Introducción a Bases de Datos 
JDBC 
JDBC en Detalle 

JavaScript 
Comparación entre Java y JavaScript 
Introducción a JavaScript 

JavaBEANS 
Componentes 
Manipulación de las propiedades de un BEAN 
Introspección 
Eventos 
Persistencia 
Soporte para desarolladores 
Desarrollo de BEANS 
Botón elegante 
Barra de Avance 
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LEO 
Reproductor de Audito 

Aspectos avanzados de SEAN S 

Clientes CORSA 
interfase IDL 
Creación de un Applet cliente 
Excepciones 
Dll y Repositorio de Interfases 
Filtros 

/DL y Java 
Que es CORSA 
Mapeo IDL a Java 
Módulos IDL 
Constantes IDL 
Tipos de datos IDL 
Tipos enumerados 
Estructuras, Uniones. Secuencias y Arreglos 
Excepciones 
Interfases 
Atributos 

Servidores CORSA 
Un servidor CORSA básico 
Utilización de clases definidas por estructuras IDL 
Eskeletos VisiSroker 
La interfase TIE 
JavaiDL Skeletons 
Creación de Funciones de Referencia 
Extensión de Objetos con CORSA 
Envolturas de Objetos Remotos 
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Standards 

The Need for Standards 

Most computer manufacturers would rather not participate in standards organizations or endorse any standards 
they did not de\·elop. From the manufacturcr's perspcctivc. linlc is to be gaincd (and much los!) from producing 
products confornung to externa! standards: espccially when these products might de\late from or confltct with 
the manufacturer's 0\\11 intemal standards. However. if a manufacturer can set a de facto standard thcre ts much 
to be gained. In other words. the issue is who is setting which standards for whom. 

The psychology behind the use of nonstandard interfaces is ccrtainly older Lhan the computer industrY--tt ts 
merely a diJTcrent twist on the foot-in-the-door sales approach When used in the computer industr;. howeyer. 
this tactic takes on epic proportions. First. you buy the basic system and a few user terminals Then. vou add 
sorne more terntinals anda few printers. As you expanci you add network devtces (modcms. controllers. and so 
forlh) to accommodate even more terminals and printers. Eventually, you realize you haYC investcd so much 
moncy in a single vendar that it might no longer be economicallv 
feasible to consider any alternauves. 

Fonunately. the economic impact of single-vendar sourcing has been dintinished by third-party companies TI1esc 
companies providc compattblc but often more cconomical terminals. PCs. printers. disk drives. tape dm cs. and 
so fonh At the same ttme. howewr. the compatibility ofthese third pany products must rcmain so higl1 that they 
are not. in a technological sense. much different from thc manufacturer's versions ofthe same products In other 
words. a third-party. 3270 -type ternunal cannot be 
dramattcallv different from an IBM 3270 temtinal. or else it won't work. 

In contras!. you can'! buy a standard DEC Vf220 terminal and plug 11 dircctly into a standard lBM 317~ temunal 
controller. They simpiY weren't designed to be interchangeable. 

In thc world of data communicatwns. howcvcr. this stor;· has a slightly differcnt twist. Whilc it is understandablc 
that hardware and software products from diffcrent manufacturcrs cannot be intcrchanged like so many Lego 
blocks. most of the majar manufacturers c,·cntually undcrstood that they would ha,·c to be ablc to cxchange 
infomlation. Because lBM took an carlv lcad on thc markcl it became the focal point for thc infomlatwn 
intcrchange Any scnous contender to the IBM thronc has to cxchangc infonnation with lOM systcms. 

Bcyond thc real m of punchcd tape and punchcd cards. the first real means of data cxchangc was \"ia magnetic 
tape. On thc ncgative sidc. this solution is inclcgant. is usually not well intcgratcd with thc mainstrcam 
applicauons. and requircs operator intcn:cntion. On thc JX>Siti\'c sidc. howeYcr. tap:! transpon can accommodatc a 
sizablc amount of data and docs not rcqUire the pemtanent assignment of a systems analvst (although tlus systems 
analyst is inYariably rcquircd during the first fe" attcmpts to 
define the requircd parameters on the tape load/unload commands). 

Tape tranSJX)rt ccnainly has its limitations. For one thing. it is difficuh to move a tape across thc country in a 
couplc of hours For anothcr. bccausc tapes are a magnctic media. thcy are \·cry susceptible to magnctic 
mterfcrcncc. Titcrcforc. tapes and lrJYel mi:'\ al:x:mt as wcll as oil and water. 
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To address the need for rcliable and more timely rransfer of information. data communications-bascd altematives 
werc developed. The most popular and well-known solution is Remole Job Entry (RJE) workstation emulation. 
Here. rather than relying on tape rranspoTL one machine emulates an IBM mput or output de\ ice (each being a 
pan of an RJE workstation). To scnd data to an IBM systern. the non-IBM system emulates a remole card rcader 
to transrnit the data. To reccive the data the non-IBM S\'stem emulates either a remole primer or remole card 
punch. 

Of course. the core of this approach is the function of the RJE workstation. Without the mception of that 
panicular dC\ice (or sct of dC\ices). there would have bcen nothing to emulate. 

When IBM developed the RJE workstation. it was. in fact. addressing a shoncoming in its 01m product linc. 
Given the strategic and physical position.ing of its mainframes in central sites. IBM needed to accomrnodate large 
batches of infommtion coming 
from and going to remate satellite operations. To acconunodate these remate sites. IBM manufactured RJE 
workstations These workstations were really a combination of devices (a card reader. a card punch. a printer and 
a terminaL for example) but they were handled as a single logical unit over a single data communicatwns link. 

For non-IBM manufacturers. this prescnted an ideal way of interfacing their systems \\ith IBM systems. 
Cenainly their systems could emula te the different components of an RJE work-station--a card reader whcn 
transntitting a file. a card punch when receiving a file--and they could thus reliably exchange data m a real-time 
method. This type of RJE emulation became so widespread that it beca me an industry-wide de facto standard 

Furthemwre. the popularity of emulating RJE became a standard thaL in a sense. Transcended IBM The most 
popular implementation of RJE emulation involved emulating a 2780. a 3780. or both workstations. Beca use both 
workstauons could. in fact. exchange infom1ation with another workstation. 2780/3780 RJE emulation became an 
ideal mcchanism for exchangmg infom1ation between any two systems--even if neither were an 18M svslem. 

Standards Organizations 

Although computer manufacturers would prefer that no standards be applied to them. they have indeed come to 
realize that somc standards are nccessary. For examplc. it is extremely convenient that mostterminals use the 
same bas•c conneclor and that the winng within thal cmmector uses spccified voltages and tolerances. For one 
thing. this agreement could prC\•ent a possible explosion when a user plugs one typc ofterminal into another typc 
of connec1or. (For a real-life example ofthis. talk to someone who has plugged an Apple laser primer sel on the 
AppleTalk interface into an IBM PC serial pon.) 

Afier computer manufacturers realized that tllCV could not avoid standards. they c:bd the next best thing: 
Whencver possible. they staned subntitting thcir 0\\11 standards to the vanous standard organizations in hopcs of 
gain.ing a compct•t•ve edge. For example. 18M submittcd its SDLC protocol to various orgaruzations--it was 
subsequcntly rransfonned and endorsed as HDLC (ISO standard). LAP-B (CCITT standard). and ADCCP (ANSI 
standard). This is al so an cxample of winrung a battle but Iosing Ute war. becausc SDLC. HDLC. LAP-8. and 
ADCCP are similar--bu! incompatible. 

Slill. this leve! of panicipalion remains exlremely imponant lo compulcr manufacturers. evcn when 1hey do not 
always win a clear victory. By panicipating in the development of emerging standards. thcy can add thcir lwo 
cents. look at what all their compctilors suggcst. and most U11portant. gel feedback from the general scientific. 
and somellmes user_ communities. For the manufacturers. these benefits justify the price of admission ( even 
thouglt they might secretly rather see the show clase). 

Standards organizations are often concemed about matters outside the somewhat limited sphere of computers. In 
the intemational world slandards regulale mc:bo. lelegraph. telcphone and data communications within and 
bctween countries. In fact. many standards organizations predate the invention of the modem computers. The 
lntemalional Telecommunicalions Union (!TU). Utc parent orgamzatwn ofthe Consultalive Committee for 
lntematioml Telcgraph and Telephony (CCITT). for cxamplc. was founded by trcaty in 1865 E ven witllin Ute 
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more limited domain ofthe Unitcd States. sorne ofthe beuer-knmm standards organizations dewlop standards 
that are far bevond the realm of data processing--for example. ANSI al so develops standards for ladders. car 
washes. and many other nondigital industries. 

Standard-producmg organizations can be government-sponsored or independent. Standards can be the by-product 
of computer-related associations in which the membership actively defines and develops standards. or they can be 
the direct result of extensive and intensi,·e scientific rescarch spccifically aimcd al developing a sct of standards. 
Then again. sorne organizations do not panicipate in the development of standards at all but submit standards 
proposcd by other organizations for broad 
approval. 

There are thousands of organizations worldwide that participate. directly or indirectly. in establislung standards 
for the computer and data communications mdustries. Six of these organizations can be considered hea\ ,. hillers. 
capable of shaping the future of data communications. 

American National Standards Institute (ANSI) 

Although ANSI sponsors sorne rescarch activities. it is primarily a clearinghouse for other organtzatwns that 
develop and submit standards. These organizations include the Electronics Industries Association (El Al and the 
Institute of Electncal and Electronics Engineers (IEEE). ANSI was established in 1918 b,· a consort1um of 
engmeering societies and govemment agencies. slowly evolving into its current structurc. ANSI is a nonprofit. 
independent organization that also serves as the U. S. representative in 
the lnternational Standards Organizatwn (ISO). Like all of the larger standards orgamzations. ANSI is divided· 
into smaller subcommittccs to focus on and study various tapies. One such committcc of rclatiYc imponance i~: 
the X 3 Standards Commiuee 

ANSI's X.3 Standards Commillee is sponsored by the Computer and Business Equipment Manufacturers 
Assoc1ation (CBEMA). The scope ofthis comntinee is computer teclmology. Technical Conuniuees within ú1e 
larger X.3 Standards Comntiuee are appointed to focus on arcas of public data networks. transmission formats. 
and other computer relatcd topics. 

International Telecommunications Union (ITU) 

!TU was established by treaty in 1865 to define standards in the emerging telecommunications (that is. telegraph) 
mdustry !TU was reahgned into an agency undemeaú1 ú1e United Nations 111 1947. Mosttechnicaltopics withm 
!TU are handled by t\\o committees: the Consultative Commiuee for lntentational Radio (CCIR) and the 
Consultative Conmuuee for lntemational Telcgraph and Telephony (CCITT). 

The CCITT's focus includes the areas of data communicatwns. telcmatic serv1ces (teletex. ,·ideotex. and 
facsímile). and Intcgratcd Services Digital Networks (ISDN). TI1e CCITT is funher dlvided into study groups that 
research standards within each of thosc three ke,· arcas. Each stud,· group works on its assigned topic for four 
,-ears. TI1e CCITT has adopted and developed man,· standards. including the popular V.35 standard for high­
speed communications. but it is bes! known for the X.25 standard for public data networks. The U.S mvolvement 
with the CCITT is coordinated through the State Department. 

European Computer Manufacturers Association (ECMA) 

Established in 1961. ECMA \'Oting membership is composed of European-based computer manufacturers and has 
a nonvoting mcmbcrslup o¡xn to othcr JX)rtics that havc marketmg or tcchnical conccms aOOm thc Europcan 
market. ECMA actl\·cly contributes to both CCITT and ISO standards. 
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Electronic Industries Association (EIA) 

EIA is a trade organization founded in 192~. Wim respect to data communications. EIA's prime concern is me 
interfacing of terntinaL telecommunications and computer equipment. Undoubtedly EIA's bes! known 
contribution lo standards is me famous RS-232C interface (almough me group also engineered its replaccmenL 
me RS-449 interface). El A works dosel y with ANSitoward the development of standards: merefore. ANSI 
quickly adopts many ofthe EIA recommendations as its own standards. 

Institute of Electrical and Electronics Engineers (IEEE) 

The IEEE is an extremely large professional society in which members panicipate in !he development of 
standards !ha! are forwarded to ANSI for approvaL Like EIA !he IEEE's relationship wi!h ANSI IS a direcl palh 
for standards to become adopted. Spec•fically. me IEEE 802 series of standards (802.2. 802.3. 802.4 and 802.5) 
have been adopted by many manufacturers. including HP (802.3) and IBM (802.5). 

International Standards Organization (ISO) 

The ISO is a voluntaJy. indepcndenl organization founded in 194 7 to find and define international standards that 
could be agreed upon by a large number of countries. The ISO's most significan! contribution was the 
development of !he Reference Model for Open Systems lnterconnect (OSI) The work for !he OSI Reference 
Model began in !he late 1970s with !he first drafts of !he work appearing in !he early 1980s. The purpose of the 
model •s lo define a layercd architecture for !he development of future standards 

The OSI Reference Model The OSI Reference Model•s often seen as a monolith much greater and far more 
awesome than intended by ns creator. me ISO. The OSI model is no! a mandate for computer manufacturers to 
produce systems !ha! are of uniform design and use !he same networking architecture. lnstead. it is a laye red 
arclutecture forme dcsign and implementation of standards !ha! relate lo me interconnection of computer 
s~·stems. 

When !he OSI model was introduced. compliance by !he manufactunng communitv was purely mluntary. Tite 
pronuses ofOSI. howcvcr. wcre very attmctive to the intemational user community. so thc privatc sector bccame 
a strong supponer of !he OSI model. Following smL both the U.S. and United Kingdom governments ha ve al so 
hacked the OSI model !lrrough the•r respccti,·e Governmenl OSI Profile (GOSIP) programs. With both private 
and government sectors lined up behmd !he OSI Reference ModeL !he computer manufacturcrs quickly stepped 
up lo suppon OSI and its emerging standards. 

Computcr manufacturcrs gcncrally havc littlc direct expcricncc or mtercst in networks composcd of systcms from 
mul!iplc Ycndors lt •s of no great concem to IBM engineers that!BM systems mterfacc with !hose of Umsys 
Nor do Dig¡tal executives stay awake all night worrying about linking !heir systems lo HP. 

The user community. howevcr. neither enjoys nor appreciatcs these constraints. Their reality involves interfacing 
IBM systems with Digital systems. with HP systems. w1th Sun systems. and so fonh. TI1e factthat most vcndors 
offer interfaces to IBM and UNJX-based s~'Stcms as multivendor networking solutwns is of h!!Ic valuc or solace 
to them 

So !he pro mise of OSI is to bring fonh standards !hat providc points of connecti\"ity among di verse S)'Stems. The 
OSI Reference Model should not. ho\\ever. be thought of as the ingredients for mullivendor soup. instead. it is 
the cookbook from which many rec•pcs can be selected. altcrcd and tastcd. Like most cookbooks. OSI rcprcsents 
a blend of the old wilh ú1e ncw. Many existing products and standards have bccn included mthc OSI 
architecturc. 

lO l. 
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When the ISO bcgan its work on thc OSI model. it intended to defme a Iayered architecture to facilitate the 
development or definiuon of standards that relate to the interfacing of opcn systems. An opcn svstem \\as defined 
as a system that elected to participatc in thc standards. This work was carved into layers to first define the 
working boundanes for the model and then enable scparate sntall groups to work on the issues spccific to each 
!ayer. 

Logistics notwithstanding. the Iayered approach of the OSI Reference Model also relates to the histonc view of 
data communications and networking and theu rclationships to applications. terminals and uscrs. For cxample. 
IBM's Systems Network Architecture (SNA) is highly structured and layered in many aspccts (considcr the 
Iayered functions of SNA's physical units. for exarnple). Digital's network involves layering nelworking sen ices 
(DECnet) on top of transport sen·ices (Ethernet) to provide infonnation flow bctween applications and users So 
in the most general of tenns. the world of networkmg Iends itsclf to 
a layercd dissection. 

The OSI Reference Model is divided into seven layers. Each !ayer contains similar functions and is as localized 
as possiblc. Tius Iocalization enables Iayers to change and evolve as new concepts and tcchnology bccome 
availablc. without forcing changes in its neighboring Iayers. In brief. these seven Iayers are (from bottom to top): 

• Physical. The physical transntission media. 

• Data Link Low leve! data pockaging and transmission. 

• Network. Management ofthe routes aYailable for data. 

• Transport. Dehvery and delivery acknowledgment. 

• Session. Link ntanagement betwcen applications. 

• Presentation. Data conversions and tnmsfonnations. 

• Application. End-user and programmmg sen·ices. 

lnforntation flows from one system down the OSI layers. across the physical media. and then back up the layers 
on thc other S\'Stem (see Figure 6.1 ). As !l moves inforntation from one S\'Stem to another. each OSI la~'CT 
commumcates w1th the correspondmg OSI !ayer on the other system Picase note. howe,;er. that although tlus 
pcer-to-pcer communicatwn between layers 1s often shown as direct Iinks. the actual path for the communications 
flows through the same layers. Each !ayer ofthe OSI model depcnds on the lower layers to prepare or transport 
infonnation from one opcn system to another (see Figure 6.2). 

Ar;¡::lico:10n Laycr Ao::>hcot o1 Lave· -- P:eo;f•r:tat:o·ll::!ve· Presenta!l:::n Layer ---
Se!.sror: La ver Sessrcn Layer 

Tra'l!':port.:...ilyAr Tr;¡nsp~rllay~· 

- 1\.E'two• ... '-.ayer Ne~rk Layer 

Data Lmk Laye· Data link La~er --P.'1V<;rcal LayP.-· Pl".y~i::a· Layer --¡ i 
FIG. 6. 1 húomiation Flow Tirrough OSI Layers 
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App!icalion Layer 

Presentat•on Layer 

Session Layer 

T ransport Layer 

Network Layer 

Data Link Layer 

PhysiCal Layer 

Phys~eal Layer 

Data link Layer 

Network Layer 

Transport Layer 

Session Layer 

Presentation L.ayer 

Appllcallon Layer 

FIG. 6.2 Actual Communications Path 

Anothcr way to vicw the OSI Reference Model is to divide the seven layers into the following three log¡cal 
functions: 

• Physical network. 8oth the Data Link Layer and the Physical Layer are concemed with the mo,·cmcnt of 
data between two points withm the known network. Data integ¡itv atthese layers ensures that no errors are 
mtroduced dunng the transmission process--the conccm is data content not context. 

• System to system. The Network. Transport. and Scssion Laycrs focus on moving iiúom1:1tion from one opcn 
system to anothcr. These Iayers ensure that the correcl data is delivercd to thc propcr destination. 

• End-user services. Both the Presentation and Application Layers providc a range of scn·ices for the end user. 
Thesc Iayers ensurc that data is in the propcr fonnat for the contex1 (for example. making surc that an 
applicalwn screen is correct for that user's actual temünal). 

GOSIP Not wilhng or able lo be left out ofthe standards match_ the U. S. govemmentll:ls thrown severa! hats in 
the ring. From an organizational pcrspective. the govemmcnlll:ls two stg¡1ificant agencies that define thc 
st.andards used in networking and data processing. 

The Federal Telecommunications Standard Conumttee (F T SC) devclops or adopts standards for the 
govemmcnt's telecommunications needs in advisementto the National Communications System (NCS). In 
dcfining these federal standards. the F T SC works with CCITT. ISO. ANSI and EIA. In sorne cases cxisting 
standards from thesc standards organizations are implemcnted directly. while in other cases the standards are 
altercd to meet the specific needs of the govcrnment. 

The U.S. Depanmcnl ofCommcrce. in the form oflheNational Bureau ofStandards (NBS). was givcn legal 
responsibihty for the development ofFederal húorrnauon Processmg Standards (FIPS) relating to the 
govemment's data proccssing activities. Whcrcas the scopc of the FTSC ts confincd to tclccommumcations. the 
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scope ofFIPS is much broadcr. As \\ith thc FTSC. thc NBS tries to work \\ith cxisung standards_ cspecwlly thc 
fcder.al standards published by thc FTSC. 

The feder.al standards put forth by the FTSC are not mandates for all government agencies_ Federnl agencies must 
cmúomtto FIPS by vinue ofthe same law that brought FIPS into creation. Howcver. compliancc necd not be 
instantaneous: govcmmental entities have time lo plan and adapt 

Another major offspring from the U.S. Depanmcnt ofCommercc is the Govemment Open Systems 
Interconnection Profile (GOSIP). In 1988. thc National Institute of Scicnce and Technology (NIST) dc\·cloped 
GOSIP as a subset of the OSI Reference Model for the government Once published. GOSIP then beca me a FIPS. 
thereby represcnting a major commitment from thc U.S. govcrnmcntto embrace pans of the OSI Rcfcrcncc 
ModeL 

GOSIP was planned for implementation in two phases. the first phase taking effect in 1990. the second schedulcd 
for 1992 (see Table 6.1). 

Table 6.1 GOSIP Phases 

La ver N ame GOSIP Phasc 
1 Phvsical Phase I: 802.3. 802.4. 802.5 
2 Data Link Phase 1: CSMNCD. Token Ring,_ Token Bus 
3 Network Phase 1: X 25. ISO 8473 (connectionless) Phase 11· ISDN 
4 Transpon Phase ¡-ISO 8073 (connection oriented) 
5 Sesswn Phase J: ISO session (8327 and 9548) 
6 Presentation Phase 1: ISO presentation (8823 and 9576) 
7 AQQiication Phase J: X4!Xl. FTAM Phase 11: X500._0DA CMIP/CMJS. VL RDB Acccss 1 

Pronsions within GOSIP enable the govemment to continue to use and cnhance TCP/IP-based products that 
might not be OSI compliant in úte strictest scnsc. Furthcrmore. exceptions are gr.anted to small cxpansions of 
cxistmg nctworks as wcll as to situations in which total compliancc reprcscnts an ccononuc hardship ( or 
impossibility)_ 

Thc U.S. Gm·emment is not alone in its GOSIP approach_ The United Kiligdom has implemented a similar 
progr.am and other govermnents are considenng follo\\ing sutt These tactics. couplcd \\ith the growing maturity 
of the OSI Refcrencc ModeLare Iaying the groundwork for pr.actical and functional intcmational OSI nctworks. 

Since thc implementation of GOSIP. howe\·cr. U.S. governmcnt agencies ha,·e continucd to use othcr nctworking 
protocols bcsides OSL most notably TCP/IP The govemment incorrectly c~-pectcd GOSIP standards to displace 
proprietary protocols because ofOSI's status asan intemauonal standard. Although OSI was expcctcd to be 
uni,·ersally unplemented. GOSIP products havc becn slow to come to market and have not been widclv acccpted 
or deploycd. 

Thc Intemct Protocol (IP) suite. onthc other hand has been widely acccptcd. and products built on this standard 
havc becomc widcly uscd conunocbty products. In additlOIL thc Intcmet. which supports IP. lws dcvcloped 
substantially since thc imposition of GOSIP: whilc there has becn no such infrastructure developed for GOSIP 
itsclf Titose OSI products that havc become m·ailablc are more cxpensive. and lcss wcll integr.atcd than 
compar.ablc IP-bascd products. 

In 1994. thc Federal Intemetworking Requircments 1'-Jnel (F!RP) was cstablished by NIST to rcasscss thc 
gm·cmmcnt's rcquiremcnt for open systems nctworks and compliance with thc GOSJP standard. At that time. 
FIRP decided that no one protocol suite should be imposed to mect all govcnunent rcquircmcnts for 
intcmetworking. and that it would be bctter to adopt the most effcctivc solut!On in cach ofthc diffcrcnt arcas of 
information tcchnology: rather than requinng absolute compliance lo onc sct of standards. Althouglt thc 
rec\·aJuauon applies only to the federal gm·ernment. it will ulumatcly have an tmpact on 
Amcncan industry as \\CII 
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NOTE: The reevaluation of open systems networks applies only to the United S tates: othcr countries' 
OSI requiremcnts still stand at this time. 

Exchange of Standards 

As you can see. organizations often adopt each other's standards. For example. the EIA RS-232C standard was 
adopted by the CCITI as V.24 and V.28. and by ISO as 2110. and the IEEE 802.3 standard was adoptcd b,­
ECMA as ECMA-80. 81 and 82, and by ISO as 8802/3. 

Good news and bad news intenwine in this exchange of standards. The good news is that many different 
orgaruzations with different origins and orientations can communicate with one anothcr and share information in 
an opeiL honest format. The bad news IS thal m many cases. a standard gets subtle changcs by cach organiza !ion 
that adopts it or one organization might subsequently update an adopted standard while another organization 
might not. Thus. for example. an EIA standard might not be l 00 percent compatible with what appcars to be the 
equivalen! CCITI standard 

Table 6.2 shows which standards are being exchanged among organizations: Table 6.3 lisis thc na mes of thcse 
and other popular standards. 

Table 6.2 Examples of Standards Exchange 

ISO CCITI ECMA ANSI EIA FTSC FIP 
646 V.3 X3.4 1-L 7. 15 
1155 V.4, X.4 X3.15. X3.IG 1010, 6-1. 17-1 

]() 1 1 
1177 V.4. X.4 X3. 15, X3 16 1 o lo. 16-1. 17-l 

1011 
1745 X3.28 
2022 X3 41 35 
21 lO RS-232C 
2111 X3.28 
2628 X3.28 
2629 X:l.28 
3309 X.25. 40 X3.66 1003 71 

X.75 
4.335 X.25. 49 X3.66 11003 71 

X.75 
4902 RS-449 

X.20bis RS-232C 
X.21bis RS-232C. RS-449 

6159 X.25 60. 71 X3.66 lll03 71 
6256 X.25. 60. 71 X3.66 1003 71 

X.75 
8802/ (IEEE 8022) 
2 
8802/ (IEEE 802 3) 
3 
8802/ (IEEE 802 4) 
4 
8802/ (IEEE 802 5) 
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1002 XAOO 
0-21 
959~ X.500 
959~ V22 1008 

V.2~ RS-232C. RS-4~9 
V.26bis 1005 
V27bis 1006 
V27ter 1006 
V.29 1007 

Table 6. 3 Standards Dcscriptions 

ISO 
6~6 Seven-bit character set 
1155 Use oflongitudinal paritv for error detection 
1177 Structurc for start/stop and svnchronous transmission 
1745 Basic mode control procedures 
2022 Code e:-.1cnsion techniQues based on ISO 6~6 
2110 25-pin DTE/DCE connector and pin assignmcnts 
2111 Basic mode control procedures-codc indepcndent 
2628 Basic mode control procedures-collljllements -
2629 Basic modc control proccdures-conversatwnal 
3309 HDLC frame structure 
4335 HDLC elcments of procedures 
~902 3 7-pin and 9-pin DTE/DCE connectors and pin assignmcnts 
6159 HDLC unbalanccd class of procedures 
6256 HDLC balanccd class of procedures -· 
7~98 OSI basic rcference model .. 
7776 HDLC-X.25 LAPB-compatiblc DTE data hnk procedures 
7808 HDLC cmmcctionlcss class of procedures 
7809 HDLC consolidation of classes of procedures 
8072 Transl)()-" La ver definitions 
8073 Tr.msport Lavcr conncction-onentcd serviccs 
8208 X.25 packet-lc,·el protocol 
8326/27 Session Laver conncction-orientcd scn'ices 
83~8 Network Laver definitions 
8H3 Network Laver cormcctionlcss sen· ices 
8571 File Transfcr. Access and Management (FT AMl 
8602 Trans¡xn1 Laver cmmcctionless scrviccs 
8613 Office Document Architccture (ODA¡ 
8632 Computer Grap_hics Mctafile (CGM) 
86~8 Network Lavcr interna! orgamzation 
8802/2 Class 1 log¡callink cotllrol 
8802/3 CSMNCD 
8802/4 Token Bus 
8802/5 Token Ring 
8822/23 Presentation Laver connection~oricntcd serYiccs 
8832/33 Job transfcr and manipulation 
8878 Use of X.25 as a conncc!lon-oncntcd ser\'icc 
8879 Standard Gcneralized Mark11p Language (SGML) 
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8886 Data Link Laver definitions 
90~0 Virtual terntinal sef\·ices 
931~ Fiber Distributed Data Interface (FDDI) 
95~8 Session Lavcr conncct10nless scrvices 
9576 Presentation Laver connectionless services 
9594 Directorv services 
9595/96 Network management (CMIS and CMIP) 
10020/21 Message-handling services 
]()026 Distributed transaction processing 
CCITT 
V.3 lnternational alphabet #5 
VA Structure for V.3 transnussion over phone network 
Y.5 Standard svnchronous signaling mtes for dial-up lines 
V.6 Standard smchronous signa]ing m tes for leased lines 
V.l~ 1 Asvnchronous to sYnchronous conversion 
V.21 300-bps modem for switched phone lines 
V.22 1200-~ modem for switched and Ieased_phone lines 
V.22bis 2400-bps modem for switched and leased phone lines 
V.2~ List of exchanges bemeen DTE and DCE devices 
V.25 Automatic calling/automatic answering equipment 
V.26bis 1200/2400-bps modem for switched phone lines 
V.27bis 2~00/4800-bps modem for leased phone lines 
V.27ter 2400/~800-bps modem for !mitched phone lines 
V.28 Electrical chamcteristics for unbalanced circuits -

V.29 9600-b¡>s modem for ~-1\lre leased phone lines 
V.32 9600-bps modem for 2-\\ire switched phone lines 
V.33 12.200- and 14.400-bps modem for Ieased phone !mes 
V.35 Device interface supl"'ning mtes up to ~8 Kbps (no longer recommended) 
VA2 Error detection and correctwn scheme for modems 
V.42bis Data compression method for use ,.;th V.42 
V. lOO lnterconncction betwecn public data networks and public switched telephone networks 
V 110 ISDN terminal adaption 
V.l20 ISDN terrmnal adap¡ion "ith statistical multiplcxing 
V.230 General data communications interface (laver 1) 
XI Class of scmce in pubhc data nct" orks 
X.2 SerYices and facilities m pubhc data networks 
X.3 Packct assembh/disasscmblv (PADl facilities 
X.~ Structurc of V.3 transmission ovcr public nctwork 
X.20 lnterfacing dcvices using asvnchronous transnussion 
X.20bis Use of DTE dcv1ces on public nctwork na asvnchronous modems 
X.21 lnterfacmg de,·ices using svnchronous transmission 
X.2lbis Use of DTE dc\"iccs on public nctwork \"ia svnchronous modcms 
X 25 lnterfacmg DTE and DCE denccs orer packet networks 
X.28 Interface for start/stop dcnce accessing a PAD 
X.29 Exchange procedurcs for a PAD anda_p<~ckct-mode DTE 
X.75 Control and tmnsfer bcmeen packet networks 
XAI~l Messagc handling scmces 
X.500 Dirccton· scrvtces 

! X.509 1 Authenucauon frame\lork for X.500 
ECMA 
411 HDLC frame struciUrc 
~9 HDLC clcmcnts of proccdurcs 
60 1 HDLC unbalanced class of procedures 
61 HDLC balanced class of procedures 
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7l Transpon protocol (for ISO/OSIIaver 4) ' 
80-82 Phvsical and logicallink control for CSMNCD 
84 Data presentation protocol 1 

85 Vinual File Protocol (File transfer) 
ANSI 
X3 4 Information intcrchange codc 
X3.15 Bit sequcncing, for X3 .4 m serial data streams 
X3.16 Character and paritv structure for X.34 transmissions 
X3.28 Standard for the use of commumcation control characters 
X3Al Code extensions for the 7-bit V3.4 interchangc code 
X3.66 Advanced Data Communication Control Procedures (ADCCP) 
X3.92 1 Data Encryption .AJgorithm 1 

IEEE 
802.2 Data Lmk Lavcr 
802.3 CSMNCD 
802.4 Token Bus 
802.5 Token Ring 
802 6 Metropolitan arca nemorks 
802.7 Broadband local arca nemorks 
802.9/802.10 Integrated LI\N/MAN networks 
802.11 Wireless LAN Medium Acccss Control and Phvsical Laver spccification 
802.12 lOO Mbps (Fast Ethernet) 
1003 Penable operating svstems (POS IX) .. 
1394 Htgh PerfomlilllCC Serial Bus ("Firewire") 
El<\ ... 
RS-232C lntcrfacing DTE and DCE dences vw serial exchangc 
RS-449 37- and 9-pin DTE interfaces for sena! exchange 
FTSC 
1003 Smchronous data link control procedures ( ADCCP) 
1005 Coding and modulation requirements for 24lKI-bps modems ·-
1006 Codingand modulation T"'!llirements for 481~1-bps modems e 
1007 Cod.mg and modulation requirements for 9600-bps modems 
1008 Coding and modulation for 600/ 1200-bps modems 
1010 Bit scquencing of ANSI X3.4 for serial transmissions 
1011 Character/paritv structure for ANSI X3 A transmisswns 
1015 Analog to dig¡tal conversion of\·oice bv 2400 bps linear pred.tctive coding 
1016 Analog lo digital com·ersion of radio ,·orce b,· 4800bps code excitcd linear prediction (CELP) 
1026 lnteropcrability and securitv reqmrements for use ofthe Data Encvrption Standard in the 

1 pJwsicaJ laver of data commwlications 
1027 Securitv reqmrements for equipment usmg the data encrvpuon standard 
1028 Intcro¡xr.Ibility and security rcquirements for use ofthc Data Encryption Standard with CCITI 

Group3 facsimile equipment 
1045 High frequencv rJdto automauc link establishment 
1046 Radio Automauc Networktng 
1047 1 Radio automatiC mcssaee dcliYcrY 
1048 1 Radio automatic networking to multiplc-media 
1049 Radio automatJc opcmtion in strcsscd enYironmcnt 
1052 Raclio modems 
110!-IIOS Land mobile radio 
FIPS 
1-1 Codc for infonn:.nion imcrchangc 
7 lmplcmcntation ofFIPS 1-l and rclatcd standards 
IS Subscts of the 1-1 code for mformation mtcrchange 
16-1 Bit sequencing ofthe 1-1 codc for sena! transmissions 
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17-1 Character andnanl\· structure for FIPS 1-1 transmissions 
35 Code ex1ension techniaues using 7 or 8 bits 
71 Advanced Data Cornmunication Control Procedurcs (ADCCP) 
81 Data Encrvption Standard (DES) Modes of Oncration 

Dramatic differences in standards were much more prevalen! in the days befare thc OSI Reference Modcl. fn 
today's worlci cach organizruion dances around the sarne OSI maypole. hoping to create a uniwrsal sct of 
multifaceted standards. The fact thai a given standard at a given !ayer was creatcd by one orgrulization or anothcr 
becomcs. for the most pan. irrelcvant-the ISO stamp of approval is thc great cqualizer. 

Emerging Standards 

New standards, and mdeeci evcn new standards organizations are being crcatcd atan accclcrated pace In 
addition. therc is a growing trcnd runong companies to make informal alliances to crea te a de facto standard. 
Formalized or not. however. a new standard must preve its vitality in an eYcr-changing marketplacc befare being 
accepted by the user conununity. 

Salutation Architecture 

TI1c Salutation Consortiurn. lnc. -whose mcmbers include lB M. Novel l. and HP--is plarming to rcleasc a 
specificauon that willlet deYiccs idcntif'v and cornmunicate with cach other. Thc consoruurn's middleware. 
Salutation Archllecture. cremes a handshakc bel\veen severa! diffcrcnt ~pes of devices. such as faxcs. printers. 
and PCs. Thc consoniurn \\ill rclease the spccification to the developcr communil\· mthout royal!\· or fces Thc 
middlcware fits within the opcrating system and defines a set of APis that applications are able to undcrstanci lt 
has discovcry capabihl\·. so it can identil}· devices. determine their 
capabihties. and conm1unicate. TI1e middlewarc is similar innaturc to Microsofl's Microsoft At Work. a project 
designcd to connect office equipment to PCs. Salutation Arclutecture IS more nctwork-oricnteci howc,·cr. and At 
Work ne,·cr took off. 

SONET (synchronous optical network) 

SONET 1s a high-spced transm1ssion standard imtially dcvclopcd for liber-opuc systems. lt has smcc bccn 
adapted fÜr nucrowa\·c mdio systcms, for use in areas whcrc phystcal cablmg is dlfficult. 

Plug and Play Standard (Microsoft) 

The Plug and Plav standard is Microsoft's approach lo multivendor compatibility. Although it enablcs uscrs to 
easily intcgrate peripherals from many vcndors. it is hmitcd by its proprietary nature. Howcvcr. thc standard is 
supponcd bv many vendors. and is likely to bccome a de facto standard Plug and Play has bccn built into thc 
Windows 95 operating system and enables PCs and pcripherals from different ycndors to work togcther undcr the 
Microsoft cnvironmcnt. Undcr this pamdtgm. if a PC uscr attaches a ncw periphcraL it can start working 
immcdiately A Plug and Pla~· hardware de\'ice automatically sends information to the host about its basic 
scrnccs. what it rcqmrcs to opcrate. and wluch drivers it needs Thc opcrating systcm software wtll thcn 
automatically configure the de,·icc. TI1e catch is. the peripheral must be specilically designed for thc standard. 
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Firewire (IEEE 1394) 

This standard was designed to speed up LAN comrnunications over high-speed serial ports. lt can function as a 
local deviee interface for ATM or Fast Ethernet enabling ATM to be routed to individual deúces inexpensively. 
The standard ntight ultimately provide the framework necessary for multimedia LAN applications. and is 
designed to transpon data at rates of up to 400 Mbps. 

Common Desktop Environment (CDE) 

There have been many attempts to unify a fractured U N 1 X markct. but only thc Comrnon Desktop Enúronment 
(CDEl has succceded. Pan of the Common Operating Systcm Environment (COSE) agrecment CDE establishes 
several eommon fcatures across all major U N 1 X implcmentations. CDE does not actually implemcnt anv ncw 
tcchnology: rather. it is a composite ofbits and pieces ofvarious U N 1 Xs from HP. Sun Microsystems. and 
lB M. 

- 7- '· 

LANs and WANs 

The Many Faces of Networking 

before the great LAN explosion. networking. for the most part. addressed the cotmcction of distributed dences to 
a eentrallocation. Although sorne pioneering companies. such as Digital Eqwpment. offercd LAN technology in 
thcse early days. the bulk of the market was accustomed to a ccntralized computmg envuonment. 

In this ccntralizcd approach, the priman· concem was to find the most practica] and economical wav to connect 
terminals. printers. and other data collection/rcception dcviccs to the primary location. Whcn cmmectinty was 
required bctwccn systcms. thc link was approachcd typically as a special-<:ase. point-to-point operation. rather 
than pan of a pcer-oricnte<i distributed processing network However. as requcsts mountcd to link computer 
systcms o,·er wide arcas. multiplc. point-to-point operations became very cost ine!Tccti\'C. and the door opened to 
such altcmative widc-area conncctions as X.25 and ISDN. Wtde-arca tcchnologics have continucd to cvolve. and 
now mcludc Frame Rclay. Asynchronous Transfer Mode (ATM). and Switchcd Mulumegabit Data Scn·ice 
(SMDS). 

All things considered. this system-to-system connectiúty hardlv conccmed the cnd user--after all. tlus was thc 
job of thc commw1ications analyst. But whcn the LAN wave finally rcachcd the PC on thc cnd user's dcsk. that 
uscr suddenly encountcred and became conccrncd about connectinty issucs. At first it was just local (LAN) 
connecti\'ity and tcm1inal emulation. Then. as nctworks grew and costs increascd products such as gatcways. 
bridges and routers snaked thcir way into the LAN. Toda y. the end user has an unprecedcntcd amount of po\\er at 
his or hcr disposal Consolidatcd cntcrpnsc-wide datu is no longer in the hands of a few tcchmcal elite: off-t11c-

11 '1 



Managing Multivendor Networks 

shelf deslnop software no\\ gi,·es the end uscr the abihtv to access data anywherc in the enterpnsc--whether •t is 
on the PC. scn·er. minicomputer. or mainftame. 

This progression of connecti,·ity changed the role of the LAN. Whcrcas the LAN bcgan as a local computing 
efl\ironment (usually an island unto itsell) it grew into an arca of computing. nonnally linkcd to othcr computmg 
areas. The fact that one computing arca rnight be a LAN. another a mainftame. and yet another a combincd 
midrange computer and PC LAN has bccome almost irrelevant. 

From this high-level pcrspective. the world of distributed networks can be broken d0\\11 into two large catcgories: 
local-arca hnks and wide-arca links. A local arca network (LAN) typically is limitcd to one gcograpluc arca and 
allows individual workstations to access data or applications on a scn·er. In smaller LANs. a pcer-to-pcer 
arrangement can be deployed to allow each station to function as both sen·er and client. A wide arca net" ork 
(W AN). on the other hand typically covers a large geographic area. and often links together multiplc LANs 
\Vithin each category. however. are a \\ide varicty of implementations and stratcgics. 

LANs often play a pivota] role in modern networks. Tlus chapter will address the following LAN issues: 

• Topology. LANs can be implemented in a variety of topologies (or suuctures). such as star. bus. ring. hub. 
and so forth. 

• Protocols. LANs can run token-passing or collision scnsing protocols. 

• LAN implementations This section Wlll examine IEEE standards and how they compare to each other (and 
to Ethcmel). 

W ANs can be uscd in both centralized and distributed processing environments to tie all of the nccessal} deviccs 
together Tltis chaptcr will discuss the followmg W AN issues: 

• Point-to-point links. In the most basic of cases. crcating a W AN rnight simply mvolvc tying together two 
L.t>.Ns or two systems These connections are most often implemented using standard telephone hnks. 

• Intcgrated Serv1ces Data Network (ISDN) This scn·ice is offered by the telephone industry as a modcm 
lugh-speed multi-point connecti,·ity solution. 

• X.25. This chapter will examine X.25 as a wide-area. packet-switching network. The use of such nctworks 
has bccome a low-cost solution for low-volumc net\\orking on a worldwidc basis. 

• Asynchronous Transfer Mode (ATM). ATM is a high-spced protocol that offers eVCI}' clicnt on thc network 
thc capabtlity to scnd data at speeds of up to 155 Mbps. or nearly 15 times the speed of a standard Ethernet 
LAN. ATM ts cspcctally useful for tltose applicat•ons \\Ílh high bandwtdth requirements. such as 
vidcoconferencing. 

• Frame Relay. Fmme Relav can carry multiple types of tmffic. mcluding voice and Systems Network 
Architecture (SNA). It is extremelv fast. and lcss costly than a dedicated linc soluuon. 

• Switched Multimegabit Data Sen·ice (SMDS) SMDS •s a connectionless scn•ice and is simpler to 
implcment titan Fmmc Rcla~· or ATM. SMDS is uscd to estabhsh any-to-any connectivity and is a highly 
scalablc solution. Technologtcs such as frame relay rcquire penttanent virtual circuns (PYCs) to be 
estabhshed between each and e\·e.,· location: SMDS. on the other hand takes a much simplcr approach. 
Each workstation on the nctwork is givcn an addrcss. and any site can communicate with any othcr si te. Thc 
adininistrator docs notltave to set up individual conncctions ahead oftime. 

• Fiber Distributcd Data Interface (FDDI). Tltis token-passmg technology uses optical fibcr cabling. and can 
transmn data at 100 Mbps. Beca use of its supcnor spced. FDDI ts espccially use fui for scnding large files 
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such as gmphics or digital \"ideo. lt is a useful method of adding bandwidth nithout ha\"ing to makc a costly. 
long-tcnn commitment. 

ffiDI switching can also ha,·e a big impact on a backbone network. Dtgital Eqwpment Itas led the way in 
FDDI S\Útching with its GigaS,útch product: other vendors are also now stanmg to offer FDDI switching 
products. ffiDI switching. Jike other typcs of LAN switching architectures. can sigmficantly incrcasc 
bandwidth and extend !he lifetime of !he nctwork. 

Fiber Channel. Fiber Channel is a high-spced architecture for connecting nctwork devices and high-spced 
hardware. This ANSI standard suppons spceds ofup to !.06 Gbps. 

Tools of the tradc. Implementing mde-area solutions rcquires sorne special-purposc de\"ices or softnare that 
smooth out the diiTerenccs bctween thc local and \\idc-area conncctions. Thcsc tools includc bridgcs. routcrs. 
and gateways. They enable the different LAN and W AN strategies to be mixed and ntatchcd in a single. 
unified network. 

Local Area Networks 

LANs became significan! in !he world of networking in the late 1 980s. following on !he hcels of thc PC to 
become !he preferred method for cmmecting multiple PCs in a self-contained arca. 

Unfonunately. !he networking software and operating systems used with !he PC LANs werc quite different from 
!he networking software used on nudrange and mainframe computers and office automation equipment 1 for 
example. dedicated nord processing machines and intelligent copiers). This. of course. sct up thc inevitable 
confliet between PCs. ofiice automation equipment. and !he Jarger midrange and maitúrame computers. Although 
many computcr-savvy corporations saw the conflict 
coming and took steps to address it head on. other companies frrst became aware of the connict when the requests 
to run cable hit !he maintenance depanment. 

Aftcr all. from a simple and fundamental pcrspcctive. thc la)ing ofthc cable reprcscnts a majar comnulment 
I nstalhng the cable reqwres !he unpleasant work of snakmg cable through ceilings and down walls. lt rcquires 
that the cable be arrangcd in such a way that it is manageablc and casy to expand (from a networking 
pcrspectivc ). And cvcn \\Orse. the placmg of cable •s often regulated by local ordinances that require spccial 
casings or materials (Tcflon enclosures. for examplc) ifthc cable runs near 
pipes. electrical work or pcople. In shon, putting the cable m •s almos! as much fun as simultancously rcmodclmg 
the kitchcn and bathroom of vour !10use. 

LAN Topologies 

Wheú1er ú1e purposc of the LAN is to interconnect PCs. minicomputers. or both is almos! mclevanl··the first 
tssuc is often choosing the topology ofthc LAN Tlus choice dictates the cable. cabling methodolo¡," and the 
netnorkmg software thal can opcratc on the LAN. 1l1e úuee basic topologies are the ring. star. and bus ¡sce 
Figure 7.1 ). 
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FIG. 7.1 LAN Topologies 

• Ring. As its name suggests. a ring LAN joins a set of attachment units together na a series of point-to-pomt 
conncctions bctwccn each unit. Each attachrnent urut in tum interfaces to onc or more computcrs or 
computmg devices. lnforroation llows from attaclunent unitto attachment wlit in a single direction. thus 
forming a ring network Bccause each PC m a rmg network acts as a repcater. pcrfommnce degmdes with 
each additional PC. Consequently. this is tvpically appropriate only in small networks. 

• Star. In a star LAN. each computer or computer-rclated device is conncctcd on a point-to-pointlink toa 
central dc\"ice called a hub. The hub acts as the LAN traffic mall3gcr. sctting up commurucauon paths 
bctwcen two de\"ices seeking to exchange inforroation. This configumtion makes it very easy to isolate 
problem nades. and is one of the most common LAN models. 

• Bus. The sunplest forro of bus LAN is a set of computers or dcvices connected to a common. hnear 
connection. Undcr the bus topology. inforroation is transmined o\·er the distance ofthe network. so each 
computer can pickup its intended infomtation Links from the main bus linc might break off into additio113l 
hncar lmks with multiple attachments: this type of bus structure is also rcferred to as a tree becansc multiplc 
branches reach out from the main trunk This model is used in high-spced PBXs. 

Star and ring nctwork topologiCs are somcumes combined into one net\\ork to provide a higher degrcc of fault 
tolcrancc. Beca use a star nctwork is susceptible toa fatlurc in thc hub. anda ring net\\ork is sensiti\·c toa break 
in the ring. combining both forros imo onc otTers an altcrnate route in case one topology fails. 

LAN Protocols 

While thc LAN topologv defines úte cabling meútodology and úte way thal infonnation llows througlt the 
network. the LAN chsctphne detcrnunes how the computers mtcract with each other onthc LAN Tite two most 
used protocols are token passing and col!Jsion sensing. 

In a token passing network a spccialtokcn is passed from computcr to computcr. Possession of thc token enablcs 
a computcr to tmnsmit on thc nct\\ork \Vhcn the original transmission retums to the computer that scnt iL that 
transmission is regarded as complete (whcther or not it was actual1y recctved) anda new token is gcncratcd to 
llow to thc next station (based on the LAN topology). \Vhen a message is successfully recc1ved thc rcce1ving 
staúon confim1s rcccipt by chang,ing a flag in the origmal 
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transmission. Thcrefore. by examining thc original message when it returns. the sending station can dctcnmnc 
what happened at another end ofthe ring. Token ¡nssmg dates back to 1969 and is one ofthe earliest multiple­
urtil peer-to-peer control procedures. Token ring networks. although notas \\idelv used as a CSMNCD network. 
offer robust performance because they furrtish only a smgle channel: thereby avoiding any possibility of colhsion. 

The proper name for collision sensing is Carrier Sense Multiple Access \\ith Collision Dctection <CSMNCD). 
With this discipline. each computer listens to the LAN 10 sense if another computer is tmnsmitting. lf someone 
el se is active on thc LAN, !he computer \\ishing to transmit waits for a prcset amount of time befo re trying again. 
Whcn !he computer perceivcs that !he LAN is inactive. it transmits. In !he event that two computers tmnsmit at 
the same time (and their data collides and is hopelesslv 
corrupted). both sides wait for dilferent lengths oftime befare attempting to retransmit. CSMNCD dates back to 
!he mid-1970s (when Ethernet was in its infancy) and has grown 10 be the most common discipline for PC LANs. 

The big.gest difference betwecn the two disciplines is that token passing is ternted a detemurustic discipline whilc 
collision sensing ts not. A token ¡nssing network is detcnninistic because each computer is given the opponumty 
to transmiL but only at preset time inten·als. and only if it is m possession of the token. On a collision scnsing 
network. however. each computer must. in effect. compete for the opponnrtity to transmit. 

A third type of discipline. time division. is sometimes used in labora10ry environments for specialized controllers. 
technical equipment or \\ireless cormnnrtications networks. With this discipline. each unit is given specific 
amounts oftime at specific inten·als to exchange data. Using time di\ision in a conventional data proccssing 
LAN. however. is extremely unusual, not to mentían impmctical. 

LAN Implementations 

Both the discipline and topology define a LAN implementation. Thus. a LAN might be a token passing nng. a 
token passing bus. ora collision sensing bus. 

The standards for LAN tmplementations can be roughly broken into two groups: !hose that pre-<late thc work 
performed by !he IEEE in thts area. and !hose that were de,·cloped b,· the IEEE. Of the LAN implementations 
that pre-date IEEE's involvement. Ethernet and token ring implementations have stood the test of time and remain 
popular. 

Etltemct was onginally developed by Xerox Corporatwn in the 1970s as a 3 Mbps bus LAN using the CSMNCD 
discipline. Following the initial relcasc of EthemeL both Digital Equipmcnt and lnteljoincd the dcvclopment 
cffon and tlte thrcc companies rcleascd the specification for Ethernet version 1.0 in 1980 Tite most notable 
impro,·cment m Version l. O was the increase in tlte LAN specd from 3 Mbps to JO Mbps. Tite Etltemet 
specification was then revised agam se,·eral years lateras Ethemet 11 to provide a higher degree of compatibility 
with the IEEE 802.3 standard The 802.3 standard has since grown to include a newer specification. known as 
Fast Ethernet which boosts the speed tenfold to 100 Mbps. 

In addnion. the IEEE 902.9a tsochronous Ethemct standard proYides a way for l\\O networks 10 run ovcr IOBase­
T winng. lsoEthemet pernüts the integmtion of LAN and W AN sen·ices. and can extend a company's existing 
investment m standard Etlternet. lsoEthemet can deliver voice and video as well. In the past multimedia O\'er 
Ethemet has becn lnnited bccause of Ethemet's connectionlcss nature. Tradttional Ethemet genermcs bursty 
traffic. which ts excellent for sending data. not suitable for 
tnne-sensiti,·e mforntatwn such as video Th1s type of time-scnsitivc tmffic is highly dependen! on all packets 
arrinng in the correct arder. !so Ethernet ts capable of multiplcxing 56 Kbps/6~ Kbps ISDN B channcls and 
running both packet and widehand circuit-switched multimedia sen·ices m·er Categon· 3 UTP cable. lts encoding 
scheme also mercases the available band,\idth from 10 Mbps to 16 Mbps. Thc extra 6 Mbps ofbandmdth is used 
to crcate a multimedia pipe. lsoEthcrnet can be intcgmted into an extsting IOBase-T Ethcmct wllh thc addition of 
an isoEthemet hub. which pemuts \VAN and LAN sen·ices to be svnchronized. Workstauons must be equipped 
with isoEthemet adapter cards. wluch are connccted to the hub. An attachmcnt umt mterface (AUI) then corutects 
the isoEtltemet and Ethemet hubs. 
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Token ring networks have bcen implemented on a variety of media ata varie!)· of specds. Therefore. unlike 
Ethernet. token ring technology was not sueccssfully introduced into a generalized data proccssing network. IBM 
implemented token nng in its early PC LANs. as did Apollo for its engmeering workstations. But somehow. 
token ring did not catch on as Ethernet did There were severa! reasons for this. including the fact that token ring 
is more exlJCnsive to deploy than Ethernet. requires more planning. and is more diffieult to install. More rccently. 
however. token ring networks have enjoyed a rebirth in populari!)· for severa! reasons. 

The IEEE organizauon adopted token ringas a sanctioned network in its IEEE 802.5 spectfications. 

Tite ntarket for token ring mitches is enjoying tremendous gro\\th as corporate networks continue to grow at an 
unpreccdented pace. These 5\\itches provide users on overcrowded LANs \\Íth their own personal -+ Mbps to 16 
Mbps piece of bandwidth The 5\\Ítch can also be used to divide a large ring into smaller segments. 

Until reccntly. equipment for 5\\itched token ring networks was largely unavailable However. token nng 
networks can suffer from the same geographic lintitations as Ethernet. and vendors are now stepping in to pronde 
the switching equipment users require to expand their token ring networks. Traditionally. two-pon bridges are 
used in token ring networks. which impose a sigrtificantlintitation on its expandabili!)·. Token ring switches can 
connect the separate rings to each other and to servers. without the performance limitaUons of the past. Sorne 
products mclude both token ring and Ethernet S\Vitching facilities in the 
same box. Most switches al so accommodate high-speed networkmg. such as ATM or FDDI: many also suppon 
RMON management. 

Both token ring and Ethernet networks have bandwidth limitations. Many corporate networks are beginning to 
reach those limitations. as they bring in more and larger applicatiOns and experiencc a greater demand for data. 
Switching technology can help overcome these limitations by extending an overcrowded network. Whethcr the 
switch is used to divide the ring into smallcr segrocnts orto give each uscr a personal slice ofbandwidth. 
swnches can greatly enhance network performance. thereby extending the uscfullife of the existing network 

lB M has made a significan! commitment to supponing token ringas the preferred SNA LAN and has. in fact. 
pro,ided connections for its broad range of computers and communications controllers to token ring. 

The architecture ofthe Fiber Distributed Data Interface (FDDI) is modeled aftcr token ring. FDDI is a high-speed 
W AN technology that runs at 100 Mbps. Therefore. if you !ove FDDI. you must al so at leas! have a passmg 
respect for token ring. 

Token ring technology was patented by a European engineer who forced those who adopted it to pava royalty. 
However. this patent has bcen successfully challengcd. so the economics of token ring networks has takcn a turn 
for the better. 

LAN lmplementation Standards 

Although both Ethernet and token ring networks function well. thcy were not recognized as official standards 
because they "ere developcd m the privatc. commcrcial sector. To address this need for standardization. the 
IEEE studied these and other impiementations and deveioped a series of standards to properiy define a series of 
LAN specificatiOns 

In developing its standards. the IEEE had to waik thc line between the OSI Reference Model and the existing. 
well-known and wideiy acccpted LAN tmpiementations. In terms of the OSI Rcference Model. for exampic. 
IEEE carved the Data Link Layer (!ayer 2) mto two parts. The uppcr half of the !ayer that interfaces with the 
Network Layer (!ayer 3) was termed the Logical Link Control (LLC). The LLC provides a common_ low leve! 
point of access. independent from the actual physical mecha. 
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The Iower half of the !ayer that mterfaces with !he Physical Layer (!ayer 1) was termed !he Medmm Access 
Control (MAC). The MAC addresses the spccifics of the physical network interface: thcrefore. separa te MAC 
standards are defined for CSMNCD. token passing bus and token passing ring. However. note that a single LLC 
spccification addresses all three MACs. 

A message passed from !he Network Layer is processed by the LLC protocol. andan LLC hcadcr is addcd to tite 
data (see Figure 7.2). Tlus new data structure is then passed on to the MAC wlterc anothcr hcadcr anda trailer are 
added befare the data cnters the phvsical network. The resulting structure that includes the MAC header. the LLC 
hcader. the data and the MAC trail~r is termed a frame. · 

IEEE 802.2 

In IEEE tenns. the 802.2 specification defines tite LLC (see Figure 7.3). The 802.2 ltcader consists of the 
following: 

• Destmation Service Access Point (DSAP). The DSAP is a seven-bit address 1\ith an eightlt bit to mdicate if it 
is a spectfic address (O) ora group (broadcast) address (1 ). The DSAP is not a stauon or device address: 
rather it designates tite ser'l'ice control point where the message should be routed. 

• Source Service Access Pomt (SSAP). The SSAP is also a seven-btt address. but in tlus case the eighth bu is 
used to indica te if the message is a command (O) ora response ( 1). Like the DSAP. the SSAP designa tes a 
control point and nota station address. In the case ofthe SSAP. this is the control point from "Iuclt tite 
mcssagc origmated. 

• Control. The control field is etther 8 or 16 bits long. with tite length indicated by tite first two btts The 16-bit 
ficlds are used to cxcltange sequence numbers. while the 8-bit ,-ariation is used for unscquenced information. 

Below the 802.2 LLC are tite MACs for tlte various physical LAN implementations. Titese standards are k·nown 
as 802.3 for CSMNCD. 802.4 for token passing bus. and 802.5 for token passing ring 
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IEEE 802.3 

The IEEE 802.3 standard specifies a CSMA /CD bus network that supports 10-Mbps transmission ovcr bascband 
broadband and twistcd pair cable. This networking standard closely rescmblcs Ethernet. Both HP and IBM (and 
others) support the IEEE 802.3 networking standards (HP for their native NS nctworking product. and IBM for 
their TCP!lP products). 

The 802.3 hcader (see Figure 7A) includes the follo\\ing: 

• Preantblc. An 8-b~1c panero of binary l s and Os used to establish synchronization. The last bit of the 
prcamble is always O. 

• Start Frame Delimiter. An 8-bit pattem indicating the formal start ofthe frame. 

• Destination Address. An address specifying a specific destination station_ a group of stations. or all stations 
in the LAN This address can be 16 bits or ~8 bits in length. but all stations in the LAN must adhcre to one 
fonnat or the other. 

• Source Address. The addrcss of the originating station This address has the same length reqmrcmcnts as thc 
Destination Address. 

• Lcngth. The lcngth. measured in ~1es, ofthe actual data. including the 802.2 headcr. 11tis 1s a 16-bit licld 

DesbnaUor. SeMCe 
AccessPcmt 

(8 bllS) 

Sourt:e Serv1ce 
Access Pomt 

{8oits! 

C011trol 
(8 or 16 bits¡ 

::: ::::: ::: ~ 

Dat3 

FIG. 7.3 IEEE 802 2 LLC Hcadcr 

Following the header is thc 802.2 headcr and thc actual data. At thc end of thc data is thc 802.3 trailer. wh1ch 
includes: 
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• Padding. E>.tra. nondata ~tes can be inserted imo the frame to make the overall frame length more palatable 
to the physical network. 

• Frame Check Sequence. At the endofthe frame is a 32-bit Cyclic Redundancy Check (CRC) on the data 
startmg "ith the destination address and terminating at the end ofthe data ¡not including any padding). 

IEEE 802.4 

The IEEE 802A spccification defines a token passing bus that can opcrate at spceds of L 5. or 10 Mbps. The 
802A standard is. in many ways. a mamage of Ethernet and token ring technologies. The physical topology for 
802A is a bus. much like in Ethernet but the MAC-Ievel discipline is a token-passing logical ring ¡as opposed to 
a token-passing physical ring). Although the 802.4 specification does not have as many actn·e supporters as the 
802.3 and 802.5 standards. its popularity is rapidly growing. The fomtat for 802.4 transnussions (scc Figure 7.5) 
is as follows: 

• Preamble. One or more b)tes used for S)11Chronization pancrns. 

• Start Framc Delintiter. An 8-bit panern signaling the start of the framc. 

• Frame Control. A l-b)1e field used to indica te ifthe frame contams actual data or if it is a control mcssage. 

• Dcstination Address. An address specifying a specific dcstinatiOn statioiL a group of stations. or all stations 
in the LAN. This address can be 16 bits or 48 bits in length. but all stations in the LAN must adl~erc to one 
fomtat or the othcr. 

• Source Address. The address of the origütatmg station. This address has the same lcngth requircmcnts as thc 
dcstination address 

Preamble 
18 bvtes) 

S tan Frame Dellm1ter 
(1 byte) 

Oest1nanon Address 
12 or 6 bytes¡ 

Source Address 
(? or 6 bytes) 

l ength 
(2 bytes) 

;::::: :::: 802 2 Header :::::: f:::: and Data 

-------------------------
Padding 

1--romc Check. Scqucncc 
(4 bytes) 
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FIG. 7.-1 IEEE 802.3 CSMA/CD Frame 

Following this header is thc 802.2 header and the actual data. Al thc end ofthe data is the 802.4 trailcr. which 
includes the following· 

• Frame Check Sequence. Al the end ofthe frame is a 32-blt Cyclic Redundancy Check (CRC) on the data 
starting with the Frame Control field and temlinating al the end of the data. 

• End Delimitcr. The S-bit pattem stgnaling the end of thc frame. Thc las! two bits of this ficld signa! if thc 
frame is thc last frame to be transnlitted and whether any station has detected an error in úte frame. 

IEEE 802.5 

The IEEE 802.5 standard specifies a token passing ring operating over shieldcd rnisted pair cables at speeds of L 
4. or 16 Mbps. This standard is supported by IBM in its Token Rmg implementation. The 802.5 construction (see 

Ftgure 7.6) is defined as follows: 

• Start Frame Delimiter. An 8 bit-pattcm signaling the start ofthe frame. 

• Access Control. An 8-bit field uscd for priori!)· and maintenance control. Most importan!. one b1t of thts field 
is the token bit. If set to l. the frame contains data. If set to O. the frame is aetually a token that can be sc1zcd 
by a station waiting to transnlit. Also note that when the token bit is sctto O. the entire frame conststs only of 
the start frame deluniter. the access control ~1c and the end dclimiter bvte. 

• Frame Control. A l-b~1e ficld used to indicatc ifthc frame eontains actual data ora control message. 

• Destination Address. An address spectfying a specific dcstination statton. a group of stations. or all stations 
in the LAN This address can be 16 bits or 48 bits in lcngth. but all stations in the LAN must adhere to one 
formal or thc other. 
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• Source Address. The address of the originating station. This address has the samc length rcquircmcnts as thc 
dcstination addrcss. 

;::::: 
~ Preamble ~ ~ ( 1 or more bytes} 

Start Frame Oelimiter 
(1 byte) 

Ftamc Conrrol 
t1 bylel 

Dest1nation Address 
(2 or 6 bytes; 

Sourcc Addrcss 
(2 or 6 bytes) 

;::::: 
~ 

802.2 Header ~ ~ and Data 

Frame Check Seouence 
(4 bytes) 

End Delimller 
{1 byte) 

FIG. 7 5 IEEE 802.~ Token Bus Frame 
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Start F rame Dehmiter 
( 1 byleJ 

Access Conlrol 
(1 byte) 

FrameControl 
11 byte) 

Desnna.t1on Address 
(2 or 6 by1es¡ 

Source Address 
(2 or 6 bytes) 

:::::: ~ 
802.2 Header ~ ~ and Data 

Frame Check Sequence 
(4 bytes) 

End Oellmltcr 
(1 by1e) 

Frame Status 
{1 byte) 

FIG. 7.ó IEEE 802.5 Token-Ring Frame 

Following this header is the 802.2 headcr and thc actual data. Al the end ofthe data is the 802.5 trailer that 
includes the folloWing. 

• Frame Check Sequence. At the end ofthe frame isa 32-bit Cyclic Redundancy Check (CRC) on the data 
startmg with the Frame Control field and ICrminatmg at the end of the data. 

• End delimiter. The 8-bit pattern signaling the end of the frame. The last two bits ofthis ficld signa! if the 
frame IS thc last framc to be trJnsmitted and whcther any station has dctcctcd an error m thc framc. 

• Frame Status. An 8-bit pattern indicaung whether a station has recognízed the frame and also ifthe frame has 
been cop1ed (received). 

802.3 Versus Ethernet 

The implementatwns of Ethernet and IEEE 802.3 are so compatible that computer systems using each can coexist 
on the same network. l11c most significant diffcrencc bet\\CCn the two 1s the way infonnation is fonnattcd into 
frames. Although both spccificatíons define the destínatíon and origín of the ilúom1ation. the 802.3 frame 
includes significantly more dctail. 

The Ethernet fran1e begins in the same fashion as the 802.3 frame Wlth a preamble. start dclimiter. and then the 
destínation and sourcc addresses (see Figure 7. 7 ). The simílaritv stops here. beca use in Ethernet these addresses 
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are followed by a tvpc field. which identifies which Ethernet sen·ice the fmme applies to. Howe,·cr. beca use thc 
hcaders are so similar. thesc frames can cocxist on thc samc LAN \\ithout intcrfering \\ith onc anothcr ( 
pro,iding that the 802.3 fnlmc uses ~R-bit addresses as docs Ethernet). 

2l&SI.Mi:::ll"' Sé'V=e 

<\:caSI> Fon: 
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Data 

FIG. 7.7 Comparison ofEthernet and 802.2/802.3 Fmme Fornmts 

NOTE: Ethernet Version l. O docs not have the same leve! of compatibility with IEEE 802 3 as Ethernet 
11. Spccifically, the pnmary difference is that Ethernet 11 and IEEE 802.3 both includc a "heartbcat" 
function pcrfonned by thc tmnsceivers (units that attach computer and computer equipment to the 
physical LAN) to signa! their ongoing opcmtion (the absencc of a heartbeat signals a fa~led or failing 
tmnsceivcr). 

Wide Area Networks 

Ata basic leve!. a W AN can be crcated by tymg a series of simple. point-to-pomt links togethcr. On the other end 
of the spectrum. a W AN might compnsc OJam· differcnt svstems and LANs, al! mterconnected using a varíe(\· of 
teclmiques. including standard tclephone lincs. packet-switching networks and ISDN links. Bctween the two 
e'\trcmes are nctwQrks that are superficially simple but techJlically complcx. and tho~c that are supcrficially 
complcx but tcchnically simple 

Unlikc LANs. wh1ch all accomplish thc same purposc. W ANs offcr a umque variety of tcchnology and 
approaches. Th1s discussion will focus on sorne of thc bctter known approachcs--standard phone links. ISDN 
nct\\orking. and X.25 packct-switching--as "el! as cmcrging method.s such as ATM, Framc Rclav, and SMDS. 
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Like LANs. W AN links are simply a way of transferring information from point Ato point B. Running on top of 
both typcs of links are networking protocols and sen ices that bring additional functions to the network. For 
example. IBM's SNA. Digital's DECnet TCPfiP. and many other networking protocols all include scn·ices that 
opcrate o\·er the physicallinks. Sorne protocols are specific lo the LAN emironment (such as Dig~tal's LAT or 
Novell's IPX). while other protocols are better suited for \\ide arca links (like IBM's SDLC or HP's 
implcmentation of HDLC). 

The point is. in all cases. no network (wide or local) prmides any \-alue \\ithout uppcr layers ofprotocols. 
sen·1ces and appllcatwns. 

Point-to-Point Links 

In most cases. long-distance point-to-pointlinks are routed through a telephone carrier. From a practica! point of 
view. thc long-distance telephone carriers have airea~· done thc work of establishing a widc arca of phvs1cal 
links. so it makes scnse in sorne circumstances to use these existing connections. 

Bcforc the advent ofhigh-spced digitallines. this worldoflong cbstance teleprocessing was composcd of dial 
lines and leased lines. Dial-up POTS (Plain Old Telephone Service) !mes are one of thc few aspccts of data 
communicauons that has not changed much over the years. although h1gher-spced modems have enabled data to 
be sent over them much faster. As the name implies. a chal line uses standard voic<;-grade lines to crcate a 
temporal'\· connection between two computing deviccs. POTS lmes can opcrate at spceds of up to 36.600 bps if a 
noise-frcc connection can be made. 

A leased line is a pcrmanent circuit installed between point A and point B Beca use they are permancnt. lcascd 
lines can be conditioned to pro\ide less noise and therefore support high-speed operation (such as 28.KOO bpsl on 
a more rcliable basis. Leased lines havc been greatly afTected by the advcnt of digital phone circuits. 

Before thc ad\·ent of digitallines. point-to-pointlinks uscd the same bas1c approach to cafl'\' data as thcv did to 
cafl'\· voice. Although. as notcd leascd lines could be purchased with various levels of conditioning. thcv still 
used the same analog approach for transmitting. Modems were developcd to bridge t11e differencc bctwecn thc 
analog nature of thc phone system and the digital nature of computcrs. Modcms that translatc betwcen thc digital 
and analog fonnats are describcd in greater dctail atthc end of 
this chaptcr 

NOTE: Thc analog /digitaltranslation proccss. MOdulatmg and DEModulating. fonns thc ctymology of 
· the word "modem." 

As tcclmology and phonc systems matured thc naturc of the phonc nctwork becamc much more sophisticated. 
Satelhtes \\ere deployed to pro\'idc grcater covcrage \\Íthout costly phvsical connecuons. and digital circuits 
wcre addcd into manv phone systems to offer high transmission speeds with lowcr noise (and thercforc fewer 
crrors) 

In particular. Dig1tal Data Scn·icc (DDS) brought incrcascd performance to leascd lines. Whcn compared to 
digital networking. thc analog phonc system IS slow and error-prone. Furthermorc. bccausc the eXJsting phonc 
s~·stem was de,·eloped to address \'OICe transmissions. the way it handles data communications is Icss than ideal. 
Digital scn·ice brought mcrcased reliabilitv and performance to leased hnc nctworks 

Higher ratcs are prondcd through thc use ofTI hnks. TI hnks are multiple. high-spced links packaged into a 
single unit. Specificallv. a T 1 línc has an aggregatc throughput of 1.544 Mbps but is. in rcality, composed of 2~ 
M-Kbps digital lincs. 
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A T 1 user can dedica te these 2~ lines to scparate functions-for example. sorne rnight caTl}' ,·oice. sorne \"ideo and 
sorne data. Ora T 1 user can use multiplexing equiprnent to run 'data across all (ora subset) of the scpamte lincs 
concurrently. to effecti,·ely achieve the full throughput. lf a company does not need the full T 1 bandwtdth. it 
might al so choose fractional TI ser.ice. In this case. onlv sorne of the T 1 lines are connected to the customer's 
premises. The avatlability of fractional TI hnes is dependem on the local phone company's ability to lind enough 
fractional users to use up an entire TI link. 

Through bridges and routers, geograpiucally distant LANs can be interconnected over a TI link. Howe\-er. since 
TI is strictlv a North A_merican stnndard. it cannot be used to establish an intercontinentnl WAN. 

ISDN 

NOTE: Becausc ofthe wide and diverse geography ofthe U. S .. digital and TI ser.·ices are not a,·ailable 
in all arcas of the country 

ISDN is the planned replacernent for the analog circuits used to provide voice and data cornmunications serúces 
world\\ide. Dc,·eloprnent on ISDN was begun in the 1 970s by A T &T and forrnalized in the carly 1980s under the 
mantle of the Consultative Comrnittee for International Telegraph and Telephony (CCITT). Under the direction 
of CCITT. ISDN beca me worldwide in scopc. offering for the lirst time a lixed set of interfaces and interface 
de,·ices that wcrc applicable globally. Thus,lhe computcr interface uscd in Gemmny for ISDN att.achment would 
be the sarne interface used m the U.S 

The customer's mterfacc to ISDN is through a ser.·ice node (scc Figure 7 8). The purpose ofthe semce node is to 
provide an interface from ISDN to the customer phone S)'Stern or PBX, a data comrnunications de\'ice thot 
interfaces to the local computer equipmem (analogous toa modem or CSU/DSU). ora hvhrid de,·ice thal 
perforrns both functions. Ths sen·ice node interface enables the custorner to access ( given propcr securit)· and 
compatible equiprnent) any other systern al so connected to ISDN. 
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FIG. 7.8 ISDN Service Node Concept Interface 

For data communications. this approach is more flexible than the tmditional point-to-point lcased line or dtal-up 
connections previously discussed. Voice service. on the other hand. will not be dramatically improved because ti 
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al so operates al the equivalen! of 64 Kbps o,·er the analog system. The digital nature of the network should 
however. remove sorne ofthe static often heard o\·er phones. (Also remember that while static is anno\"ing to 
humans. it is de,·astaling to data. and thal's why data is not transmiued across analog lincs al thcsc cxtrcmcly fas! 
speeds.) 

From a point of entry perspective. ISDN offcrs two !)pes of user interfaces: 

• The Basic Ratc Interface (BRJ). Titis interface offers two 64-Kbps data andior voicc circuits. kno'm as thc B 
channels. combined with a 16-Kbps managcment and seT\ice circuit. or D channel. 

• TI1e Prim~· Rate Interface (PRl). Titis interface features 23 64-Kbps data andior voJce circuits mú1 an 
additional 64-Kbps circuit for management and ancill~· seT\ices. 

Beca use thc costs for a PRJ far exceed the cost for a BRJ. most business needs are addrcssed by onc or more 
BRls. Still. given thc higher speeds offcred bv the PRJ (a total of 1.544 Mbps for the PRI versus a total of 144 
Kbps for the BRJ). the PRJ1s a viable contender to extending LANs using bridges and routers. 

Also note that the PRJ dosel y resembles a TI link. The prim~· drfference lies in their use and nctwork 
archilecture. TI is most often used to facilitate high-speed point-to-pointlinks. whereas ISDN is intcnded lo 
mlerface a largc number of svslems on a global bas1s. ISDN also diffcrs from the TI-si:)·Ie link in thal it fca1urcs a 
managemenl circuil separale from the data circuils. This additional circuil is present in both thc Basic Ra1c and 
Prim~· Ralc Interfaces and delivers so me benefits thal are importanlto ISDN and its marketabilily. This circuil 
is separale from the data!voice channels (see Figure 7. 9). In fact. il is lermed a D ChanneL as opposed 10 lhc B 
channels lhal carry the data and voicc lraffic. 
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FIG. 7 9 ISDN B and D Clmmels 

Tiüs lypc D circuil can be uscd for a number of func1ions: 

• Network managcmenl. If nctwork monitonng and managcmcnt functions are scparated from the nctwork 
itself (which would be running over the D chatmels). then two bcnefits accrue First. thc monitonng and 
managemcnt functwn docs not advcrsely affect network ¡x:rformance bccause it docs not occur from within 
the nctwork. Second if a failure occurs within the nctwork. the momtoring and management structurc is still 
available to signal and aJert operators to takc corrective acuon. 
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o Faster call senicing. By using the D Channel to perform call set-up operations. ISDN dramatically reduces 
the amount of time necessarv to initiallv establish a call. After the set-up occurs ,-ia the D Charmel. the B 
Channel is instantly a,·ailable for the actual ,-oice transmisswn. 

• Automaric Number ldentificatiQn (ANI) AlthQugh the introduction ofthi~ feature has pro,·oked political 
controversy in many states. ANI technology has many reasonable applications. especially in the customer 
service arca. Specifically. it enablcs a phone call recipient to \iew (on a spccial display de\"ice) the phone 
numbcr ofthe person who is calling. In addiuon. cal! center applications are aYailable that will produce the 
callcr's databasc record. order information, crcdit limits or other pcrtin_ent data mstantly on a computcr 
screcn. befare the call is even answered. 

• Am·anced information forwarding. As customers leam to use ISDN. they \\ill im·ariably use the D Channel 
to send advanced information that relates to the call going over the B Channel. For cxample. customcrs 
might direct their PBX to send account mformation on the D ChanJlcl when the~- are making a Yoicc call lo a 
Yendor. Because the account rnformation aniYes befare the voice call. it can often be processed befare the 
two parties com·erse. Thus. the vendor's reprcsentall\·e might have the customer's file on his or her 
workstation when the phone rings 

Beyond estahlishing a digital intemational data network. ISDN i~ a key piece ofthe standards pie for sc,·crJI 
reasons: 

• TilC U. S. govemment has deYeloped federal standards based on ISDN and ,,;n soon requirc federal agencres 
to complv with these standards. 

• TI1e phonc companies are comnuttcd to ISDN. Like it or not. you will be using ISDN at your homc ~nd 
office 

• ISDN has nol oyerfookcd fiber optic technology. Broadband ISDN (BISDN). which uses higher spced and 
more reliablc fiber optic commumcations. is bcinganalyzed as a transpon wnhin ISDN as wcll as a seryice 
in itself. 

Laptop PC users now also haYe the ability to aecess a network with ISDN sen·ices through new ISDN Basic Rate 
Interface PCMCIA cards 

The various Regional Bell Opcrating Companics (RBOCs) are now providing ISDN serviee to most ma_1or cities. 
and the numbcr of ISDN fines has increased dramatically m·er thc past few years. Addnionallv. all of thc ma_1or 
commercial on-line ser\"ices offer ISDN access. and manv Internet semce provrders are also offenng ISDN 
lntcmct 'access. TI1e ad\'antagcs are obvious: file downloads are lighuling rJ.st, and thcrc is lcss possibtlity of 
interruption dueto line noise. PC ,·endorsare accommodating thc increasing demand for ISDN b\' re !casing 
ISDN modems. also known as ISDN tcnninal adaptcrs 

Although thc cost of an ISDN connection is bound to dccrcasc. costs vary trcmendously from rcgion to region. 

Asymmetric Digital Subscriber Line (ADSL) 

Although ISDN has bcen gettmg most ofthe press. a similar tcchnology callcd asymmetric digital subscribcr line 
(ADSL) promise~:; cvcn more throughpul m·cr an ordinary, narrow coppcr tclcphone fine ADSL accompil5hcS: 
this rcmarkable fcat through a senes of eomplex comprcssion and digrtal signa! processing algorithrns. and 
dynamic swilching techniqucs Thc ADSL transpon technology boosts the capacitY ofthe cxisting phone line 
significanth more than ISDN Duplex ADSL of.fers a downstream data ratc of up to 6 Mbps andan upstrcam 
channcl runnmg at 6~0 Kbps. ISDN. on thc othcr hand ranges from 
64 Kbps 10 ! 28 Kbps--faster than a standard modem. but still too slow to handlc thal interacti,·c TV and other 
scn·iccs the~· k:ecp tclling us \\c'll all hm·c one of thcsc days. 
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Most of the regional Bell operating companies are testing ADSL and making plans to offer it to customers 
seeking high-bandwidth Internet access. Also. becausc it offers two-way communications. sorne entenainment 
companies are considering it a realistic possibility for interacti,·e cable teiC\;sion. 

ADSL gives the RBOCs an alternative to costly optical cables beca use it can transform their existing copper-\\;re 
network into a high-performance system. Here's how it works: The regular phone \\;re is configurcd for ADSL 
and then connccts to an ADSL modem on one end andan ADSL circuit switch on the other. The conncction then 
crcatcs: 

• A high-speed unidircctional data channel capable of running between 1.5 Mbps to 6.1 Mbps. 

• A medium-speed duplex chrumel running bet\\een 16 Kbps and 640 Kbps. 

• A standard analog connection. 

Cable companies. sct-top box makers. and TV couch potatoes drool over the possibihties. Look for this 
technology to be making big news in the near future. 

X.25 

Tite CCITT dcveloped the X.25 standard to define a rcliable. relatively low cost means of routing data through a 
shared network. An e:o.1remely importan! aspcct of X.25 is that the mfomtation being transmitted has bcen 
com·ened mto packets. 

Packets can be thought of as small fragments of informa !ion. Specifically. a block of infomtation is broken into 
smaller pans ( packets) befare being transmitted on the physical network. The packet methodology proYides 
faster and more rcliable error detcction and correction. it also prevents a system ,,;(ha huge volume of 
information to ship from tying up the network. 

In addition to the raw informa !ion. each packet also contains information specifying its origin. its destination. and 
a number indicating the "piece" of the information to which it corresponds. This enables each packet to be treatcd 
asan independent enttty. so that packets from many differcnt systcms can be interrnixed on the nemork without 
concem about the order in which they are transntitted or even the order in which they arrive. Each packet might 
take the best poss1ble route available at the time it 
is ready for transpon. 

The application end points of the information (that is. the terminal user and the application program) rarely scc 
the information in its packetized form. As pan of its interface ";th the network_ the computer system convens the 
information into packets. and then subsequently reassembles the packets into the original information (see Figure 
7.10). 
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FTG. 7.10 Conccptt•tl Packct"ing 

This packet approach lo transmining data is cxtrcmelv pervasivc in the nct\\orking world. ln addnion to being 
used by X.25. tlus approach is also used b~· most LANs and many othcr data communicauons protocols (alútough 
thc,· are usually refcrrcd toas fmmes. as discussed in the LAN section ofthis chaptcr) Spccific to X.25 
network!5. howe\'er, is th_e concept of a packct switch_ing nctwork (PSN) · 

A PSN ts a W AN through which packets are sent. The precise route that packets takc from point Ato point 8 is 
not fixcd and IS tmmatcrial lo the cquipment at point A or point B. which checks only lo see whcthcr thc packcts 
arrive mtact (again. ordcr is nota major concem). 

Bccausc they don't ha\ e pre~cnhcd daw routco;, PSN<; are often shown a<; cloud5 in many nctworking dmgr::1ms 
(sec Figure 7.11 ). Whcn depictcd m this manncr. information gocs into thc cloud at so me point and comes out at 
anothcr. \Vhat gocs on within thc cloud is not thc concem of mere humans 
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FIG. 7.1 1 Typical X.25 Represcntation 

The inside of the cloucl however. is composed of packet-switching nodes (also called PSNs. just to makc life 
confusmg). TI1e switchmg nodes can take routes to other switching nodes. and thus can route or reroute data as 
nccessary. For examplc. úa switching node has a packet to forward and the best possible switching nodc to 
rcce1ve it is busy. the node holdmg the packct ""' reroute it to another node for subsequent rerouting (scc Figure 
7.12). 
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FIG. 7.12 lnsidc ofthc X.25 "Cioud" 

Packet-switching nctworks oftcn are associatcd with public data nctworks (PDNs). but this rclationslup is 
cenainly casual. A PDN is nonnally a tclcphone svstem (or telephonc company in the U.S.) that offcrs data 
scn·iccs to thc public. lt does not have to use packet-switchmg lo movc information from pointto poinl. lf a PON 
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does offer the senices ofa pocket-S\,itching network. it might be referrcd toas a packet-S\\itching data net"ork 
(PSDN) or even a packet-S\\itching public data network 
(PSPDN). Clcarly, the abbreviatwns are almost endless. 

Furthcrmore. implementation ofpacket-S\\itching networks is notlimitcd to telcphone companies. In fact. PSNs 
can be constructcd of telephone links. fiber opt•c links. microwave links. satellitc links. and other forrns of 
communications. Many large corporations have uscd these diversc communication techniqucs 10 constructthcir 
own pnvate PSN. Because, in the final analysis. a packet S\\itching network is a cost-cffecuvc W M. 
organizations with \\idely dispersed equipment find this approach most effcctive m terrns of both cost and 
funcuon. 

The traditional packet-switching cloud IS shown in Figure 7.13. 

Tarrrilnat 
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FIG. 7.13 X.25 Interfaces 

Mo\"ing outsidc of this cloud, the interfaces between the computer equipmcnt and the cloud gcnerally fall into 
onc of two types of devices: 

• PAD. The packet assembly/dlsassembl y device is a piece of hardware thnt interfaces betwcen the network 
and computer eqwpment incapoble of sending or receiving packets. This function is defined in CCITI 
standard X.3 The purpose ofthe PAD.thcn, is to handle the com·erston ofthe raw data into packcts for 
transmission imo the packet-switching cloud and. converse! y. hnndle the reassembly of inforrnauon from 
packets received from ú1e cloud. PADs most often are used to interface terrninals into the packet- switching 
nctwork. but thev are also used to interface computer systems that cannot hnndle packet transforrnations on 
thcir 0\\ n. 

• A commUIUcations controller running (nonnally) the LAP-B protocol Rather than use an externa! device. 
such as a PAD. most computcrs use an interna! interface to directly connect to thc packct-switchmg network. 
TI1ese interfaces and thcir corresponding software dlivers provide much of the samc function pro,·ided by a 
PAD. The ac:h·antage lo putting these interfaces into a computer is that computer software can dJrectly access 
the link (whereas in thc PAD the link was externa! and. for the most part. invisible to the software) For 
examplc. an office automation package can commumcate with a counterpart package otxrating on the othcr 
"sidc" ofthe cloud. 

For tenninal tmffic 0\'Cf ruckct-~witching networks. (WO additional standards COITIC mto play, Fm:;t, the CCTTT 
X.28 standard defines the interface betwecn an asynchronous terminal anda PAD. Second. the CCTTI X 2~ 
standard defines the control proccdures for mforrnation exchangcs octwecn a PAD and another PAD (oran 
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mtegrated controllcr). JuSI as X.25 has become svnonymous \\1lh JX!Ckel-S\\ilching net\\orks. X 2~ has becomc 
synonymous with interfacing terminals O\'Cf packct-switchmg network.s. 

LAN Switches 

Swilches are used to e:\1end OYercrowded networks by promting each end uscr \\ilh bis own piece of 4 Mbps or 
16 Mbps bandwidlh. In rnany cases. tlus might be more !han each end user needs. In lh1s e\ enl the token ring 
smtch can be used to break one big token ring inlo multiple. smaller nngs. This approach will also significantly 
increase performance. 

Switch Technoiog~·-Token Ring and FDDI 
Many vendors are bringing token ring LAN SWI!ches lo !he markel A number of alhances illuslmle !he 
strength of this market. such as a recent noleworthy alliance belween Bav Networks (Santa Clam. 
Califontia) and IBM. Olher network vendors. such as Cisco Systems and Cablctron Systems. ha,·c madc 
similar deals wilh third JX!rties. As more vendors go into this market and volumc increascs. token nng 
S\\Ílch products are expected lo come down in price and enjoy higher demand 

FDDI switching is anolher promismg technology for extcndmg network tife and bandwidlh. D1gital's 
GigaSwitch is the leading FDDI swilching producl although se\·eml othcr vcndors are preJXInng 10 
release FDDI switchcs as well. 

Token nng networks_ like Ethernet nctworks_ havc bandwidth limitations. and many are starting to rcach thosc 
1 imitatwns beca use of the bigger applications and greater demands for data thal companics are expcncncing The 
lowcr pricmg structures of Ethernet and token ring LAN s\\itching dcvices nught encoumgc indi\"idual busmess 
units to make thcir own purchases. In tcnns of thc ovcrall enterprisc. however. this can OC disastrous. h is 
essential for mdi,·ictual depanmcnts lo consider the O\·emll corpomle direction when making such purchases. and 
lo make sure thatthe technology thcv are purchasing is compatible \\ilh !he eXIsling infmstruclure and corpomte 
data needs asscssmcnts. lf not. thcy might wind up spcnding much more moncy bccausc thcy now han~ to bu y 
additional equipmcntto com1ect with the corpomte switches and to address data type and ,-olume tmnsmission 
rcquircmcnts dccided on by corporate information commurucatton nccds. 

Tools of the Trade 

Nccdlcss tosa;·. computers and networks do not connect to each othcr as easy as pilones plug mto \\all jacks. In 
net\\orks. thc tools of connecth·ity handle con\'crsion bct\\een analog and digital formats. bcl\Yecn onc typc of 
phystcal interface and anothcr. or bct\\ccn onc transmission media and another. In short. these tools are thc nuts 
and bolts of thc erector set callcd nct\\ orkmg 

For LANs. one scl of loois is required to make thc phys1cal altachmenl between !he mterface in the compuler (for 
cxamplc. an Ethemct adapter m a V AX ora token ring adapter m an AS/41111) and the physical nemork. Thc tools 
mclude: 

• The Anachment U ni! Interface (AUIJ. This 1s the cable that attaches the interface \n the computer to the 
MAU described below. 

• The Mcdium Attachmcnt Unil (MAU) Also known as a Muhistation Access U ni! when used mlh a token 
ring nct\\ork This Ucncc attachcs onc or mur~.: AUis to thc phystcal LAN. A MAU can providc onc-to-onc 
connection wtth a computcr or Il can be a hub to SC\'eral sy stems. 

\Vhcn two LANs art: juincd togcthcr. a bridge or routcr is normally uscd. When a briUgc links t\\0 or more LANs. 
!hose LANs forma single. logical LAN. In this case. allmformation routcd through one LAN gocs m-cr the 
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bridge and through the attached network. Recausc ofthis tmffic. high spced links are nommlly rcquircd to kccp 
the bridge from slm•ing the performance ofthc network. And finally. beeausc bridges are implemcntcd at such a 
low leve l. all protocols can opemte over a bridge. 

A router also connects two or more LANs. but routers are much more sclective about the information that they 
allow to cross over. Specifically. routers are aware (through sclf-leaming or manual configumtton) ofwhich 
computer addresses apply to which LANs. Therefore. mther than pass all information across. routers transm•t 
only information peninent to the other LAN. Becausc only selected traffic travels across the link. lo\\er spced 
links can be used \\ithout affecting overall LAN performance. The router can also actas a fire\\all to pre,·ent 
unwanted access to the network from outside. 

Routers cannot be uscd in all types of net\vorks. though. Becausc routers depend on the network to supply an 
intemetwork address (an address that is globally unique), thosc network protocols that do not suppon tlus type of 
addressing cannot be used \\ith routers. Digital's LAT protocol. for example. has no facilities for intemetwork 
addressing, and therefore will not travcl over a router (but it will travel over a bridge). And bccause routers and 
bridges lmve thcir advantagcs and disadvantages. the two are often combined into one piece of equípment (in this 
case somc protocols are bridged and others are routed). Thesc devíces are often called brouters. 

When a computer. bridge. or router must interface to the telephone system (analog. digital or TI). more spccial 
deviccs are needcd. They are as follows: 

• Modem. For traditional (analog) phone lines. modems (MOdulator/DEModulators) provide the conversion 
between the digital computer output and the analog phone transmissions. The interface bctwecn the computcr 
(or router or bridge) and the modem is normally a well-<lefincd standard such as EIA RS-232 or CCITT 
V.32. 

• CSU and DSU. For digitallinks (DDS or fractional TI linesl. two devices are required A channel scT\·ice 
unit (CSU) interfaces \\ith thc telephone-side ofthe link and \\ith a data scT\ice unit (DSU) thaL m tum 
interfaces with the computer system (or routcr or bridge). The attachment to the DSU is a wcll-<lcfined 
standard likc BIA RS-212 or CCITT V.15. !n most cases. the CSU and DSU are comhincd into a single. 
physical unit. 

• Gateway. A gatcway attaches secmingly incompatible networks, such as IBM's SNA and Digital's DECnét. 
In a nutshell. a gatcway is a complicated form of protocol convener--it convens multiplc protocols and 
cmulatcs m u !tiple devices to prov•de a wide ''ariety of services. Qateways can be uscd to link electronic mail 
systems. to enable one typc or terminal to acccss anothcr typc of host. to prO\ide file transfer bctween 
nctworks. or to pcrform all of these functions. 

- 8-

Services 

The Seo pe of Services 

SeT\·ices are a very clusi,·e aspcct of networking. Beca use thcy cannot be secn or hcld in thc palm of your hand it 
is difficult to enYision connectmg thcm together. Yet scT\·ices are the make-or-break componcnt of a nctwork 
implemcntation lfthc underlying scT\ices cannot suppon the dcmand< ofthe applications and the users. then the 
nctwork will collapsc. 
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And while networks depend grcally on ser..-ices. the re,·crsc is not true. In most cases. sen ices are mdepcndent 
from the type of network on which they run. For example. multiYendor office automatmn sen ices haYc s1milar 
applicabllity and functions in both LANs and W ANs. TI1c same is truc of manufacturer-specific scn·ices. such as 
IBM's Systems Nctwork Architecture (SNA) and Digital's DECnet. 

Somelimes. howcver. services are marricd to nctworks for a reason. For example. PC (MS-DOS) \"inual d!sk 
scrvices could techrucally be implcmented on a midrangc host over a W AN orLAN. but thc nccd for 
transmission spccd dictates a close marriage to the LAN emíronment. 

In fact. the Yery nature of a LAN poses cenain requirerucnts for sen·iccs. After all. if a LAN prcscnted no 
bencfits. no one would consent to attach to it. For minicomputcrs and ntainframes. thc purposc of a LA.;'l is to 
sharc tenmnals. printers. and disk spacc. For PCs. however. the pnme requiremenl is lo share files and 
applicalions. and lo promote communication. Furthermorc. not orlly do PC LANs and minicomputer/mamfmme 
LANs h3\·e scparate service nccds. but when both types of systems need lo be integrated as a whole. yet another 
set of scn·ices is nccessary. In this arena. then. the choices become 
broader. the players grow in number. and the mind begms lo boggle 

Rising to meet this need for better integration among all types of computers is the conccpt of clicnt/scnD 
compuling. Tius concept provides a distributed en..-ironment for all application programs. whilc still gi\·ing the 
uscr a consisten! and understandable appcamncc. 

TI1c LAN emíronmenl eontmsts sharply with that of a W AN. For onc thing. transmission spced in a LAN 1s 
\"inuallv free (in other words. there are no ongoing costs for daily operation ofthc nel\\ork). In a W AN. howcver. 
vou get what you pay for when it comes lo speed. Sure. you can gel breathtaking speed \\Íth T 1 Iinks. satellite 
links. and eYen micro\\aYe hnks. bu! thesc technologies don'! come chcap. 

Althe other extreme of cost/pcrfonnance is low-speed nctworking. Where high spced W ANs engendcred 
concem about optimum use. slower networks tend to be used for lowcr volume and lcss critical information. In 
this catcgon· fall the traditional phone-dial and packct switching nctworks. Thcv are cxcellent. cost-cffecti,·c 
solutions for occasional terminal access. mtcnmttent and non-critical file transfcrs. or electronic maiL 

In panicular. electronic mail scn·ices ha,·e enjoyed explosi,·e gro\\1h in W ANs of all varieties. Elcctronic mail 
products haYe bccome much more sophisticated and havc bcgun to offer real valuc to companics implementing 
thcm. And wilh this increase in use has come an increasc in thc need to expand thc communications sphere of the 
producl. Oftcn. clcclromc mail stans m one depanment on onc typc of computer but grows in lo a corporatewide 
nctwork encompassmg ntany d!fferent depanments and 
manv differcnt typcs of computcrs. 

LAN Services 

Despite the ph,·sical and Iogical connecti\'lly pro\ided by a LAN. a nctwork has no functional capabilitics untíl 
nctwork scrnces are added to thc mi'<. These sen·ices facilitate shared files. shared pnnters. program-lo-program 
communications. dircctot:' SCf\'ICes. and other more spccific functions Thc implemcntation dctails for nctwork 
scn·iccs. hO\\C\'CL differ from \'endor to ,·cndor and from system to system. 

Perhaps the biggest diffcrence IS how PCs intemct on LANs comparcd lo how midmnge and Iarger computcrs 
interact on thcm. Tlus dlffcrcncc resulls panlv from the factthat the needs of PCs on a network d1ffer from the 
nccds oftraditional computcrs. and panly from the factthat much ofthc LAN networking software for PCs was 
dcvcloped from scratch fwilhout respectto cxísting standardsl. 

The requircments of a PC LAN are mpidly changing. In a Iargcr cm·ironmenL thc network is used as a 
collaboram·c too! that enablcs indiYiduals in diffcrcnt gcographical Iocatwns to work togcthcr on indiYidual 
documents. In a smaller cn\'ironmcnt. uscrs may haYe more modcst nceds from thcir nctworks. and may use thcm 
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only for sharing files. peripherals or applications. and for e-mail. The network interface to handle files is ata' e~ 
low (sector) lcvcl to maximize speed. 

In minicomputer/mainframe computer LANs. however. the requirements generally focus more on the movement 
of files and the optimization of terminal resources. File access must be performed in a highlv structured. sccure 
manner. and files have specific places of residence and ownership. When an end uscr wants to alter a file in this 
environmenL the file will probably be copied (transferred) to the uscr's computer and then modificd there. 
Terrninals are the uscr's way of accessing applications and information: thereforc. this type of LAN maximizes 
the way a terminal accesses the various systems in the LAN. As in PC LA."ls. though. it is common to share 
pnnting and program-to-program communications betwcen systems. 

The heart of the contras! between the two operating environments hes in the operating systems. Operatmg 
systems wntten for midrange and mainframc systems (for examplc. VMS. MPE. OS/~00. and Windows NT) are 
designed with networking in mind File systems are designed to accommodate residence on different phvsical 
hosts. physical printers are isolated from the print generation process by print queues and spoolers. and program 
compilcrs are developed to accommodate all of these network-<>riented operations. Tims. a program developcd in 
this cnvironment can tmmediatcly takc advantage of the nctwork architccture. 

Originally, personal computers were largely stand-alone devices. One ofthe first PC operating systcms was 
Microsoft's Disk Operating System [MS-DOS) with its IBM derivative (PC-DOS) and other OEM versions. DOS 
in its various incarnations was designed to control all resources directly. Files were on local dtsks. printers wcre 
locally attached and every program was an island incapablc of commnnicating with other programs--and that 
was that. Thus. when networking was introduccd to the PC. it had to be crowbarred in between thc opcrating 
system (DOS) and the hardware. In other words, a program operating on a networked PC had lo think it was · 
operating using its 0\m local rcsources. Faster PCs eventually led to thc devclopment of more sophislicatcd PC 
operatmg systems. such as Microsoft's Windows 95 and Windows NT. which havc networkmg features buill in. 

The presence or absence of tight integration between network sen ices and the opcrating system makes a dramatic 
difference in how thc network appcars to thc cnd user. In tightlv integrated systems like DECnet. the network is a 
widely accepted and cmbraced pan ofthe system. In looscly integrated systems. such as most implcmcntations of 
TCP!IP. the network is a separate entity. accessed through a separate set ofutilities and routines. And in betwcen 
thesc two examples are nel\\Orks that make a variety of compromises between tight and loose integration. 

Minicomputer/Mainframe LAN lmplementations 

Given that networks and operating systems have a significan! intpact on one anotlter. a brief recap of the 
nem-orking architcctures and philosophtes of Digital. HP. IBM. and Snn is in order. 

Digital Eqnipment Digital Equipment's networking architecture is based on the IEEE 802 familv of standards. In 
tem1s of networking software. Digital offers a range of utilities and sen·ices nnder the umbrella of DECnet. 
DECnet protocols and sen ices allow remole file operattons. pnnt sharing. remole logon. program-to-program 
communicauons. and other funclions. Becausc DECnet is tighlly mtegratcd with Digital's operating systems 
(VMS and UL TRIX). DECnet is part of thc uscr and file-naming convcntions and structures uscd by the 
operatmg systems. Another Digital LAN protocolthat has gained widc popularity is the Local Arca Transpon 
(LAT). LAT is a protocol used by terminal scrvers (devices that attach terminals dircctly to the LANl to route 
terminal traffic to and from one or more hosts on that LAN. LAT is not a formal pan of the DECnet sen·icc suite 
and has gained so me usage and acccptancc in non-DEC networks and hosts. 

AII things considercd Digital Equipmcnt has onc of the most well-integratcd network architecturcs--it was one of 
the first companics to integrate networking into their standard computing cnvironment. 

Hewleu-Packard HP's priman· LAN archttecture rehes on the IEEE 802.3 standard. lt. however. docs have some 
periphcml products that also use Ethernet. HP's nctwork:mg software is callcd NS and is sintilar to both TCPIIP 
and DECnct m its architecture and implementation. Beca use HP addcd networking to its core products much latcr 
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mlife than DigitaL net" orkmg routines and utilities havc been implcmented as extenSions to 1ts cxisting 
products 

HP's most significan! contribution to LAN computing has bccn its use and endorscment of the client/server 
computing archnecture. which is discussed later in this chapter 

IBM IBM's LAN strategy is primarilv focused on its token-ring network. compatible "ith the IEEE 802.5 
specification. For networking sen·ices. mM has implemented those defined m its SNA Specifically. in a 
mamframe environmenL token-ring networks can be used to tie workstations to controllers. and controllcrs to 
commurucations processors (front ends). Token-nng networks provide high-speed cornrnumcation lmks for ú1cse 
traditionally distributed and hierarchical SNA connections. 

Token-ring LANs can also connect AS/400 cornputers With these tmplernentations. IBM offers a sct of scrvrces 
to enablc file sharing between systerns (the Dtstributed Data Manager) or the Iogging on to one system from 
another (Displa\· Station P.dssthrough). 

AgairL because the token ring is pan ofthe bigger SNA picture. standard SNA transpons such as LU 6 2 can run 
across a token ring LAN justlike they run across SDLC links. 

In addition to its token ring tnlplementations. ffiM also offers a number ofproducts to provide connectiYity to 
both Ethernet and IEEE 802.3 networks. These connectivny products typicallv use IBM's tmplcrnentation of 
TCP/IP for network sen ices to non-IBM cornputers. 

lB M has funher remforced its commitment to establislung connections between SNA and the LAN bv purchasing 
Novell's NetWare for SAA (Sy•stem Appltcation Architecture) gateway business. NetWare for SAA. is a lcading 
LAN-to-SNA gatewav. and connects NetWare LANs to IBM SNA applications. However. the deal now places 
IBM in the position of ha\ing two competmg products. IBM's Commumcations Manager/2 accompltshes the 
same functions as the former NO\·ell product. Both ofthese products in tum compete \\llh Microsoft's PC LAN­
to-SNA integration product. SNA Sen·er. 

S un Microsystems S un Mtcrosystems pro\'idcs Ethernet connections wtth most of its cqmpmcnt. Its nctworkmg 
sen·ices are lavercd on top ofTCP/IP and are foeused on Sun's Network File System (NFS) product. whtch 
providcs transparcnt file acccss lxtween systcms participating on the same network. In fact. Sun's approach to 
networking is an mtcrestíng hybrid betwecn Dtgital's distributed processing tecluüques and the shurcd file server 
technology now commonly used m PC LANs Toa cena in e~1ent. S un cnjovs the bes! of both worlds 

Such functions as progrnm-to-program commwucations. print sen·ices. and remole logon are handled through 
sen•tces integmted into the opemting svstem These serYices are based on the TCP/IP model. 

For file sen·ices. howewr. Sun has introduced the concept ofNFS sen·ers to tls LANs. In tlus approach. one or 
more systcms contams the physical disk and the logical files used by othcr systcms throughout the systems. As in 
PC net\\Orks. a uscr wanting to access a file on a sen·cr must tssue spccial nel\\Ork requests (such as a mount 
commandl to makc thc files available. 

This use ofNFS scrvers is quite differcnt from Digital's approach of ghing each system tts own local disk to 
share. lf nothing el se. Sun's net\\orking approach puts a new spin on trJditional TCP/IP implementattons. 

And finalh_ note that standard tmplementations ofTCP/IP are aYatlable for all ofthcsc vendors svstcms. 
although m some cases TCP/IP must be obtained through tlurd-panv sources. Unlike the manufacturer's 
proprietary networkmg ser\"ices. TCP/IP has no particular ti es to any one manufacturcr or opcratmg systcm. See 
Chapter Y. "PC LAN Neh\Ork Operating Svsterns." for TCP/IP details 
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PC LAN Implementations 

Beca use mosl of lhe companies Úlal dcveloped LAN software for PCs havc no vesled inleresl in any particular 
LAN. ilieir producls can l)pically be configured for any !)pe of nelwork. This brings tremendous flexibilicy·1o thc 
desk of 1he haggard network administrator who desperalely wanls muy one nelwork for the corporal e eqmpmcnl 
connections. 

While achieving iliis distance from fue manufaclurers offers benefils (in the form of LAN indcpendcnce). il also 
contribu1es complications beca use the nelwork vendor and the operating syslem are nol closely rela1cd Again. 
thts situation sharply contrasts wilh lhe implementalion of networking services in the larger computers In ilial 
environment nelworking funclions can ofien be incorporaled inlo the operating syslem itself. offering a seanilcss. 
or nearly scamless. interface betwcen the two. 

In lhe land of the PCs. however. Microsoft dominales the markel with ils Windows family of operating syslems. 
The bulk of network sef\·ices have been destgned around the Microsoft operating system structure. Windows 3.1 
and previous releases are nol true operalmg syslems: ralher. lhey are operaling environments lhal run on top of 
MS-DOS. Windows 95 and Wmdows NT. however. are true operating systems thal incorporale fue functiOnalny 
of MS-DOS wilhin fue overall operating system. 

In order lo understand how LAN SCT\'ices carne lo the PC emironmenl you nced lo look al the original M S-DOS 
architceture. As sho\\n in Figure 8.1. the MS-DOS operating syslem uses two sels of low-level sef\·ices for 
interface with lhe physical hardware. One set of sef\ices is prO\ided through a ROM-based BIOS (Basic 
Input!Oulpul System) progrnm and fue other sel is provided through a sel of M S-DOS BIOS routincs. 
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MS-DOS 

MS-0058105 
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FIG. 8.1 Basic lnput!Oulput Svslem 

The two scls of BIOS scf\·ices are notmdcpendent of one another Specifically. lhc MS-DOS BIOS sef\·ices 
provide gcncralized sef\·ices that are rcquested by application programs (such as read a record in a file or send 
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print toa primer). while the ROM BIOS pro\ides extremelv low-Je,·el sen·iees such as read a specific sector on a 
disk or mite this mforrnation to a machine-level 1/0 port. 

In praCilce. many MS-OOS BIOS scn·ices actually cnd up calling the lower-level ROM BIOS sen·1ce For 
cxample. whcn an application requests MS-OOS toread a record from a file. the MS-OOS BIOS sen ice 
translates the request to a specific sector on the physical disk drive and then requests thc ROM BIOS to read that 
sector. Similar rclationships are in place for printer and communications scrvices. 

This chamieling ofbasic input/output semces through a common point givcs nelworking software the 
opportunity to imposc ilselfbetween the operating system and the hardware. without forcing any changes in the 
application program. This inscrtion can be done in severa! ways: by adding a dence driver to úte standard MS­
OOS environmcnts to redirect sen·ices on to the network: by replacing the MS-OOS BIOS routines with 
network-oriented routi.nes compatible with thc MS-OOS sen ices: or by combinations of the two techniques. 

When nelwork services are pul in place of or added lo the MS-OOS BIOS sen·ices. requests for disk information 
and printcd output can fuen be routed from one maclti.ne to anoúter úuough the physical network (sce Figure 8 2). 
ObYiously. practica! use oflhis technique also involves specif~ing which machines are sen·ers for wluch 
sen·ices. But. when properly configured a request to print a file on computer A can be routed to print on 
computer B. Furthermore. the disk resources of computer C can 
also be madc available on computcrs A and B 
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FJG 8.2 Network RedJrection 

As mentioned earl ier. disk sharing IS a common function of most PC LANs A network dJsk to be sharcd is 
nonnally mountcd on the local workstation and acccsscd as if It wcre a normal. local dnvc. For cxamplc. a 
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workstation might have two floppy dri,·es. a local hard disk. and two network drives. The operaung svstem and 
the applieation programs should not be able to distinguish the mounted network drives from local drives. This 
makes for relatively smooth integration. 

lntegration not\\ithstanding. the spced of performing network disk acccss is an issue. The issue is not the ra" 
access speed of the physical disk dnvc (although it certainly is a factor). but how quickly and efliciently an 
access can be ser.iced over the nctwork 

A PC can serve as both a workstation andas a network file server. However. PCs werc originallv designcd as 
single-task machines. so only one operation could occur ata time. When the CPU is busy (doing a sprcadshcct 
recalculation. for example). a network request would have to wait to be serviced. Newer PC operatmg svstems 
are now based on multithrcaded multitasking architectures. and are able to accommodate sC\·eral tasks at once 
(given powerful enough hardware). Still. larger LANs require a system to solely fw1ction as a file server. Thcse 
file sen·ers do not need to run the PC operating svstem. Thus. spccial operating systems were de,·eloped for 
network file sen·ers to maximize perfom131lce and minimize the potential for disk crrors. 

PC LAN Players 

Both Microsoft and IBM offcr networking solutions to go along with thcir PC operating systems Othcr 
networking products are availablc from Novel!. Banyan Systems. and other companies. which proYide high­
performance networks that are compatible \\Üh an operating system over which they ha,·e no controL 

Thus far. Novell has gained the greatest degree of acceptance and use in the corporate market In a traditwnal 
No,·ell enviromnent one or more high performance computers are dedicated as the file sen·ers. In tem1s of 
network-lcvel communications. Novell has implemented its own protocols. named the lntemel\\ork P:Jcket 
Exchange (lPX) and the Sequenced Packet Exchange (SPX). that run on top oflPX Novell's software offering is 
referred toas NetWare. Severa! different implcmentations are available to accommodate dilferent nctworking 
scenarios. Because the file sen·er is central to the network it must offer htgh performance. 

The greatest changes m the PC networkmg arena are driven b,· the nced to integra te PC information with 
minicomputer/mainframe inforrnation. As more and more devices reside on the same ph~·sical LAN. it bccomes 
more diflicult to O\ulook their inability to communicate wtth one another. Sorne ofthe most widely-used PC 
LAN operating systems include 

• Banyan VINES. Banyan S\stems provides manv ofthe same functions as NetWare. but Banvan's VINES 
(Vinual NEtwork Software) products run with existmg network standards Thus. unlike Novel l. which 
implements Its own transpon-Iaver protocol. VlNES can run with TCP/lP. SNA. and other networking 
protocols VINES is similar to No,·cll's Nct\Varc in its use of scrvcrs. but Banyan claims that it is more 
unstructured and open. and therefore easier to use. 

• Novell NetWare. For many years. Noven Net\Vare was the dominan! file and print sen·er in the PC LAN 
arena. Net\Vare runs in a designated server svstem and communicates with a varictv ofclicnt svstems (PC. 
Mac. UNIX) usmg cithcr thc lPX or TCP/IP.protocol suite. No,·ell Nct\Varc is the ~asoncd vcieran of thc 
industry. and has estabhshed a strong. !oval following in the corporatc market One ofthc kev tcchnological 
ad\·antages of the curren! 4.x line of Nct\Vare products is Net\Vare Directory Sen·iccs (NDS). NDS is a 
global directol}· sen·icc dcsigncd to manage LAN-based resources in large. entcrprise-class environments. 
Although Novell wcnt through a series of corporal e tmsts and tums in thc nud-l990s. the companv has sincc 
rcfocused itself on its corc Net\Varc tcchnologv. 

• \Vindows l\'f For ycars. I\·ticrosoft sta~cd out of thc nct\\Orking business. Howcvcr. when Microsoft 
acquircd 3Com's nct\\Orking PC LAN technology. it bcgan to intcgrate nctworking serviccs into its opcrating 
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system products The first attempt at this integration was Windows for Workgroups. which was a difficult 
product because ofthe undcrlymg DOS componen!. Whcn Microsoft dcsigned Windows 95 and WindO\\S 
NT. howen:r. it seized the opportunity to integrate corc nctworking scrvices right into the operJting ~ stcm. 
Microsoft took two tracks here. pushing peer-to-peer (workgroup) rcsource shanng \"ia \\iindO\\S 95 and 
Windows NT Workstauon. and enterprise-scale file. print. and applicauon serving vía Wíndows NT Server. 

Refer to Chapter 9. "PC LAN Network Operating Systems." for more information on these three key PC LAN 
operating systems. 

Server Alternatives 

AJthough Wmdo"s dominates the coqx>rate dcsk'1op, UNIX is still widely used as a scrYer pla.tfom1 duc to its 
strong performance and robust fcatures. Business-critica) servers must be able to deh\·cr high-cnd fcatures and 
run thc company's transaction-bascd apphcations. They also must be scalable enough to beco me pan of a 
dist.ributed net\\ork. which replaces mainfran1e and mimcomputer-bascd networks. Additionallv. as a mamframc 
replaccment. a business-critica) scrwr needs to suppon securitv and systems managcment. and mus! be ablc lo 
mtcroperate with other dissimilar resources throughout the entcrprise. Specifically. ít must be ablc to integrate 
with Windows PCs to make these critica) resources availablc to PC users. 

The Common Desktop Environment (CDE) is pan ofthc Common Operating System Enviromnent (COSE. 
pronounced "cozy") agreement. one of many attcmpts at uni(ving the UNIX markct. Although COSE itsdf ne\-cr 
took off. CDE has achicvcd sorne success--most notablv. all the major UNIX vendors agrecing on thc Motif 
interface as the basis for the Common Desktop Emironmcnt as well as establishing scYCral othcr commonalties. 
Long overdue. thís simple agrecment will help make UNIX casier to run in a multivendor en\"ironmem 

64-bit API 
Another unificatwn attcmpt in\·olves an initmtive to dewlop a conunon 6~-bll UNIX API Se,·eral 
UNIX vcndors. mcludmg lntel. HP. SGL DEC. Compaq. IBM. Noven. Oracle. and Sun. are hoping that 
the common specLfication wlll reduce more of thc problcms devclopcrs encounter in having to write for 
dlfferent implementations ofUNIX TI1e alliance will build the 64-bll specificauon from existing 32-bít 
AP!s. and mil comply mth existing standards. including CDE. 

Despite Ils fractured nature. UNIX has a number of strcngths Manv tools are a\aiiable for free. and there are 
plentY of UNIX expens outthere looking for something todo. UNIX is a strong platform for use asan 
application server. UNIX also offers the ad\·amage of easy remate access--nearly any PC or rvtacintosh running 
any opcraung systcm can be madc to work asan X Window tcmtinal 

FmaiiY. note that if,ou're on a tight budget (or haYe no budget al all). a UNIX-like 32-bit operating S\Stcm callcd 
Linux (based on Berkeley Software Distribution. or BSD. UNIX codc. wluch was devcloped atthc Uní' ersity of 
California at Berkclcy) is frecly a\'ailable. Linux is a noncommcrcial o¡x:rating system. ahhough implcmentations 
of Linux are available from commcrcíal vcndors complete wíth technical suppon lt nught require so me long 
hours :md customization. bccausc likc most frccware 
products. it has a fcw rough cdgcs Howcvcr. Linux has a number of fans. anda largc infom1al support network 
offcrs tecluucal help and ad\·icc. frceware products. and other ser\'iccs 

PC/Minicomputer/Mainframe LAN lntegration 

Although practicality might dictate that PC LANs and minicomputcr/mainframe LANs sharc a common topology 
and discipline. no law d.Ictatcs that thcy must commumcatc with onc anothcr on that samc LAN. In fact. multiplc 
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sets of computers can implement differcnt networking services. and each set might lcad ils Ji fe of quiel 
despcration independenlly of the olher scls 

Bul when cross-communications are mandalcd by sorne foolish need or frantic demand lhe broad scope of 
choices normally available in the data processing markel narrows rapidly. In loo!Gng lo integrale PC functions 
"ith the larger systems capabilities. you have to make sorne basic choices. Which archneclure "ill be promoled 
over the others? Will the larger systems bccome servers for the PCs0 Will the PCs bccome lerminals 10 lhe larger 
syslems? Or will a lhird LAN structure be tmplemented in 
which both the PCs and large sys1ems conform 10 a common standard" 

Most approaches provide similar resulls (shared disk space and shared printers). but cach approach has ils pros 
and cons: 

• Syslem Servers. lf the larger systems bccome servers for the PC LANs. the PC file structure is imposcd u pon 
the larger svstem. In mosl cases. an arca of the svstem disk is then unavailable to native syslem uscrs. On the 
plus side. lhe PC LAN server infomtalion can be backed up along \\ith all ofthe other s~·slem informalion 
(one procedure can address both needs). Manufaclurers that suppon this approach include Digital Equipment 
and Novel!. Digital markets a produet thal enables VMS systems to store MS-DOS files. and Novell has 
released NelWare for SAA NelWare for DEC Access. and NetWare Connect. NelWare Connec1 pro\'ides a 
numbcr of connecti,·ity options: lt permits remote Windows and Macintosh computers 10 access any rcsource 
available to the NetWare network, including files, databases. applications. and mainframe sen·ices: and it 
permits users on the nelwork to connecl to remole control compulers. bulletin boards. X.25. and ISDN 
sen:iccs. 

• Terminal Emulation. When PCs emulate native devices to the larger syslem. they lose sorne of lhcir 
intelligence by emulating unintelligent lerminals. File sharing in this emironment is normal!\· supponed via 
file transfers bctween PCs and the larger system. This archilecture is very centralized and favors lhe larger 
syslem by keeping PC access to a nlinimum. Digital. HP. mM. and S un al! have sets of products 1ha1 provide 
thts lype of centralized integratwn. 

• A numbcr of lhird-pany products are on the market lo connect TCPnP-bascd networks to mainframe and 
midrange hosls, potentially gi\'ing PC uscrs access to CICS applications and facilitating file transfer bclween 
the LAN and the mainframe svstem. 

• Peer Connections. lntroducing a new scl of sen·ices ·lO accommodale bolh small and large svstcms 
establishes an ennronment in whtch al! computing nades are peers. This approach. however. consumes 
additional resources (memory. CPU. disk) on each compuler thal panicipales in the shared en\'ironment. In 
such a system. TCP/IP mighl be implemenled lo allow file transfer bclwccn any 1wo syslems. 10 pronde 
elcclronic mml sen·ices lo all systems. and lo enable the PCs to access thc larger syslems as if thev were 
tenninals. 

All of thcsc approaches sharc one fundamental conccpt: The application the uscr must be accessed al its nalivc 
locauon. Thcrcfore. to rw1 a minicomputcr program.. you must log onto thc minicomputer and ha\·e proJXr 
authonty to nm it. Smúlarly. to runa microcomputer program. you must mount and acccss thc physical or logical 
disk where il resides In bolh cases. the user must find a path 10 the remote applicalion. Tius conccp1 is changmg. 
howevcr. wilh the advenl of dislribulcd clicnt/scn•er compuling architecturcs. 

The Client/Server Model 

To crcatc more mcaningful inlcgralion bclwccn PC LANs and LANs built on largcr systcms. a fcw manufaclurcrs 
ha ve dcveloped so me ncw approaches. Thcv notcd thal the tnlelligcnce of lhc dcsk'top dcvicc was rising 
incrcasingly. while thc rule of dcdicalcd (dumb) lemlinals was slowlv crumbling. Emerging was a nc" brecd of 
inlelligent. low-cost. general-purposc computcrs 1ha1 were quite capable of hattdling some of the applications­
proccssing load. In shon. lhc PCs had arrived 

, .. , 
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To take thesc microcomputers and dedicate them to the task of termirtal emulation was an obúous step m thc 
cvolution ofthe PC e:q>losion. but was also. m many respccts. a mismatch ofpower lo purpose. To makc a PC 
emulate a tennirtal sacrificed the abihty ofthe PC to interne! ";th data and clearlv a PC can perform data entry. 
do mathematical calculations and store mfonrtatron for subscqucnt reuicval. But when a PC is emulating a 
termirtal. it performs none of thosc functions. lnstead it uses all of its own inteUigencc and rcsourccs to emula te a 
dumb de\ ice. Therefore, it would seem reasortable lo let !he PC take a more meaning[ul role in the processing of 
the data. But ho" 0 

Certainlv the idea of d.isuibuted proccssing was nothing new. In fact. most opcrating systems and networks havc 
basic task-to-task communication facilities. But in this case. the conunw1ications would not neccssari1~ occur 
bctween similar computers. A PC might necd to initiate a conversation with a ntidrangc. ora mainframe might 
nccd to communicatc with a PC. Tilis was the interesting twist--how to implementa distributed proccssing 
cnvironment thattook advantage of computing power whcrcver it was in thc network without requiring all of thc 
computers to use the same opcrating system or even the same 
primary nctworking serviccs. 

What fomted as a possible solution to this puzzle was the concept of client/server computing. In thc clicnt/scrver 
sccnario. the local computer (PC ora user's session on a larger computer) acts as the processmg client 
Assocmted with thc client IS software that provides a muversal appearance to the user (be ita graplucal. icon­
oricnted displav. ora character. menu-oricntcd display). From that display. you can selcct the applications vou 
want to use 

When a uscr selccts an application. the client initiates a conversauon with thc server for that apphcation (see 
Fi¡,'llre 8.3 ). This might involvc communications across LANs and WANs or simply a call toa local program 
Regardlcss of where the servcr resides. the client acts as !he front end for the sen·er and handles úte user 
interface. Thus. the user is not aware of where the application actually resides. 
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Funhermore. the clientlserver approach is dramatically enhanced when used "ith a windo\\ing clicnt plaúomt !f. 
for exarnple. thc user is ata PC that•s running a multitasking system. multiple mndows can be used to irntiate 
multiple client sessions. therebv enabling the user to hot-key between applications. \\ith cach application 
potentially running on a different computer system. llus is a vastly superior method to having multiple tenninals. 
cach \\ith a separate terminal emulauon session logged imo a spccific host and running a spccific application 
with specific keyboard dernands. The clientlscrver approach offers one consisten! user interface for all scrccn and 
kcyboard acti,ities 

CAUTION: Hot-keymg between applications can be a tremendous boon to end users. but if thc nctwork 
hardware is inadequate, this can cause performance problems. Some administrators núght choosc to 
limit the amount of active applications a user can have running at one time. Many nct\\ork managcmcnt 
systcms give administrators the ability to eruorcc a "clcan desk" approach by establishing a maximum 
numbcr of simultaneous scssions. 

When it was first described clientlsen·er computing was in tended as an entcrprise solution. wherc users al all 
lcvcls could work coopcratively across platforms. Clientlsen·er tcchnology has gane a long way in enhancing 
departmental productivity. although further ad\·ances must be made befare it can live up to its expcctations on an 
enterprise leve!. One of the biggest challenges of implementing a clientlserver cnvironrnent is establishing 
bridges betwcen al! of the various hcterogcneous elemcnts. Typically. 
clicntlserver solutions offcr only linúted access lo critica! data. Al so. beca use the cnYironment is bv us vcry 
nature dccentralized managing the cmironrnent is e:~.trcmely difficult. In arder for clientlsen·er to be uscful asan 
cnterprise solution. it must be able to access large amoums of data distributed ovcr a heterogeneous cnYironmcnt 
and integratc it mto a common re¡xnt. This service is in fact being provided by cxccutive mformation systcm 
(El S) software and data warehousc technology. 

Thcre are many factors in\'ol\'cd in dcsigning a scrver systcm in a distributed compllting cnYironmcnt. 
Applicatwn partitioning can follow one of thrcc different paradigms. 

• Clicnt-ccmric model. Also called a "fat clicnt" system. this modcl places all of the application logic on thc 
client side. It requires higher-powered desktop machines. and requires substamiallv more adnunistrati,·e 
chores. Multiple copies of thc applications. which havc to reside on each and e\·ery clicnt. must be 
synchronized Additionally. this can cause the 

• network to bog down. and the fat client S\·stcm is '-ulnerablc to sccurity problems beca use of thc wtprotected 
client OS. 

• Scrver-ccmric modcl. This modcl is easier to implcmcnt and less cxpcnsivc than the cliem-centric modcl. It 
docs not put critica! data at risk. Howe,·er. this modcl docs not take full ad\·antage ofthe Windows desktop. 
Tite clienl usuallv consists of only a tenninal. ora PC running a terminal cmulator mth a mimmal GUI front 
end 

• Distributcd transaction modc:L This hybrid model places ccrtain opcrations at thc clicnt. wherc thc cnd user 
needs to take advantage of mulumedia. or othcr features more common to the PC. and runs lcss imensn·e 
applications on the sen·er. Mt~titiered distributed systcms can be used in larger situations. This model 
di\'ldes thc sen·er logic across multiple scn·ers. enabling functions to be divided betwcen branches or 
di\isions. UNIX is best-suited for distributed computing. and manv companies pul their critica! opcrations 
011 UNIX sen'ers 

A ne\\er modcl for clientlscn·cr takcs a three-ticrcd approach in order to m·oid both fat-client and fat-scn·er 
situations. A threc-úer clicntlsen·er model scparatcs logic and compute-intensive calculations from the rest ofthe 
application. The firsttier includes the GUI. the middle t1cr covers the logic and calculation components. and the 
third contains data management scr\'ices. In sorne situauons. the applicat10n logic can evcn be rcplicatcd over 
mulliple scrvcrs. so thc scrver with thc most rcsources ata given time can handlc a spccific rcquest for SCf\'tccs. 

·' rn 
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Application development software vendors are starting to offer three-tiered devclopment products in addiuon to 
their trad.Itional en\'ironments. 

Clientlscrvcr products are relaUvely ncw. although cach majar manufacturer has its o\\n applications archttccturc 
to implcmcnt client!scrver functions. Unforrunately. cach manufacturcr's implemcntation is very much geared 
toward its own product offering Ifyou're looking for an outside approach. X (Windows) marks the spot. 

X Window Interface 

s,· way of introductimL X Window strivcs to pro,·ide a common. GUI across systcms. Undcr X Window. cach 
terminal or workstauon is. m fact. an intclligent graphics dc\'ice tltat has multiplc windows in it. each of wluch 
sponsors a differcnt application. Consistcnt wtth lhc client/scrver modcl. the full scope of X Wmdow cnables 
caclt of these applications to reside on different systems 

Furthermorc. becausc X Window is a third-party architecturc. ti is explicitly targctcd to pro\'ide connccti\'itv 
~unong difTerent manufacturcrs. Beca use the user sees only one consistcnt interface. he or shc ts unawarc of 
where tite application program actuallv resides. 

X Window is also a contender in the battlc for prcscntatton standards for graphical data Spccifically. X Window 
allows graphical data composcd or stored on diffcrcnt systcms to be displayed on a common tcrmtnal. This 
arrangcment is significantly bcttcr !han cach manufacturer using ns own formal for graphics that will only display 
on its own graphics terminal. Under most implementatwru; of X Window. a manufacturer's graphics formal is 
convertcd to and from X Window's. As the popularity of X 
Wmdow nses. howcver. more manufacturcrs 1\ill bcgin to include options for storing thc data in thc X Window's 
gtaphic formal on disk. thercby climinating any need for convcrsion. 

The ncgatiw stdc of X Window is thc relativelv high cost for thc workstations. Bccause X Window rcquires 
graphics processing capabilities. thc X Window workstations are rcally specializcd grapltics computcrs that are 
far more expensivc than the traditional. charactcr-modc (nongraphic) tcrminals. However. an X 1\0rkstation is 
still often more econontical than a fully outfitted multimedia PC. 

As PCs bccomc lcss expensivc and more widely dcploved in the enterprisc. X terminals will continuo to fall out 
of favor. Titcre are still a stgnificant number of X tcrminals in use. but thc market has reachcd its peak. Many 
companics are instcad opting to purchasc mexpcnsl\·c PCs and run X tcrrmnal software on thcm PC X scrvcrs. 
on tite othcr hand. are gaining m popularitv. X tcnninals are assoctated with UN! X. but many X dcsktop uscrs 
wam to be ablc to access \V indO\\ S apphcations. Fortunately. X terminals can bccome \V indo\\ S displays by 
dcploying Windows NT -bascd software products that penuit an X dcvicc to function as a nct\\orkcd PC nummg 
\Vindows. 

W AN Services 

.A.Jthough \V ANs are used for terminal access and file transfcr. implcmcnting thcsc serviccs in a widc~area 
emironmcnt is not all that difTcrcnl from nnplemcnling thcm in a local or metropolitan arca Thercforc. viewing 
thesc scf\·iccs from thc WAN pcrspcctiYc docs not shcd much ncw light on thc subject 

Thc arca of officc automation and clcctronic mail. ho\\e\-cr. is a diffcrcm mattcr. Hcre. a W AN is tite bcst 
solutton for tving togethcr computer systems and LANs from dtffercnt manufacturcrs for thc purposc of 
enhancing human-lo-human communicalions Ccnamly. thc factthatthe communicalions links mig,ht not have 
speeds mcasurcd in millions ofbus pcr sccond docs not dctcr the effccth·cness of clectronic mail. E ven the case 
where clcctronic matl goes through packet-s\\ nching nct\\orks and expcncnccs dclays at tite packet leve! does 
not havc an ad,·crsc cfTcct 
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Bul implcmenting office au1oma1ion and cleclronic mail belween svs1cms is nol a tri\ial lask. For officc 
aulomation. complcx documenls musl be exchanged belween syslems lhat do nol rccognizc each olhcr's native 
file formals Similarly, a mechanism is nceded lo cnable one sys1em 10 look across the nelwork and scc which 
files are whcre (this is also useful when pcrfornting general-purpose file lransfers). 

For eleclronic mail. the requiremenls are even more eomplex. Mail musl be distributed to uscrs who are often 
unknown lo the syslem where the mail originales. The formal for messages and documents might be differenl 
from syslem to syslem. And fmally, the each lype of system mighl use a lotally differenl distribution lcchnique. 

This sec1ion will look al the following standards and seT\iccs in this emerging arca: 

• DCA/OlA. Dc\"Cioped by IBM. the Documenl Contenl Arehileclure and Documenl lnterehange Archileclurc 
have bccome de facto standards for exchanging documenls belween different manufaclurers' sys1cms. 

• XAOO. XAOO is a standard for inlerfacing diversc office aulomation systems. The numbcr of producls 
supporting this standard is increasing drarnatically. 

• X.SOO. X.500 is a standard for multivendor directory and file resourees. lncrcasing acccptance oflhis 
standard has given birth lo a number ofX.500-<:omplianl products. Thc direclory seT\iccs fcalurcs ofsomc 
nelwork operaling syslems, including NeiWarc ~.x. Wmdows NT 5.0. and VINES, is based on tlus 
technology. 

Document Content and Interchange Architectures 

E ven though from an applicalion perspeclive the formal of data is normally kept al a respectable distancc from 
data commumcalmns and nelworking issues. the explosion of word proccssing and office aulomalion tools has 
led 10 somc kev developments in the arca of interopcrabilily. The concem is not how the data gets from onc 
sys1em to another. bul what formal the data is in when il arrives. 

For examplc. documenl inleropcrabilily is needed when two uscrs are working on thc same document. bul each is 
bascd on a different compuler syslem. E ven m lhe simplest case where each user can work on his or hcr own 
separa le section of lhe documcnt thc final inlegration of each uscr's work slill poses a problcm Whal if lhe two 
uscrs needcd lo trade lhc documcnl back and forth. each pcrson adding his or her own cdils and commcnts"l 
Morcover, imagine how much more complicated thc situation would be if more than two uscrs wcrc concurrentJy 
working on lhe same document. 

IBM soughl lo address this dilemma \Úih DCA/OlA While lhc DIA addrcsses a much broadcr scopc 
(spccifically. the movement of documenls among and bcl:wecn syslems), thc DCA has bccome a modcm standard 
for documcnl cxchange. Specifically, the DCA defines two typcs of documents: 

• Rev•sablc-form documents. Contains thc original document and its history of edits. Titis tmckíng of rcvisions 
not oni~· allows changes to be removed bul more importanl providcs dctails on all changes made to lhe 
document. This typc of histoncaltracking ts often critica! for maintaining contracts. spccifications. and olher 
documcnts of simtlar importance. Most modem word processors support the ability to com·cn 10 and from 
the DCA re,isable-form document fomtit. 

• Ftnal-fomt documents. The rcsult of all edits: it is no longcr truly revisable becausc the history of cdits has 
becn removed. The final-form documem format is. however. supponcd by more hardware and software 
manufaeturers. moslly beca use it is the easier of t11e l\\o fomtals to implement. 

Thus. DCA proYides a common fomtatthat documents originating on different systems can com·en to and from. 

,.,~ 
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X.400 

The XAOO standard spccifies how to exchange eleetronic mail among W\'erse systems. In the contc~1 of XAOO. 
electronic mail includes message exchanges. fuih· functional file transfers. and the transpon of ndeo images. 
Like X.25. XAOO is a standard. not a producL but XAOO products ha\'e taken to usmg thc X ~00 banncr asan 
noun ("thís product supports X.~OO") as opposed toa statcment of compliance. Andas ,\ith IBM's DCVDIA 
approach. X.~m includes a sct of fonnats for the mail it carries. 

Wnlun the structure ofXAOO. each user interacts with a U ser Agent (UA). The UA is nonnally a soft\\arc 
package that interfaces bctween thc uscr and the X.-I(Xl electronic mail network In thc minicomputer/mainframe 
world. the UA could be. for example. Digital's ALL-IN-L IBM's OffieeVision. or HP's Opcn DcskManager. 

U As nevcr communicate directly with othcr U As: instcad thcy forward their mail toa Mcssagc Tmnsfcr Agcnt 
(MT Al. Tite MTA then forwards the messagc 10 a UA orto another MT A ifthe final location for thc electronic 
matlts not m the network domain ofthe first MTA (see Figure 8 ~). 
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FIG. 8.~ XAOO User Agents and Message Transfer Agents 

MTAs reroutc mail untiln reachcs its final dcstination These MT A routes are collecttYcly referred toas thc 
Mcssagc Tr•nsfer Systcms (MTS). Helping thc MT As m oye thc data wnlun thc MTS is an additional utility 
callcd the Rcliable Transfcr SerYCr (RTS). which assists the MTA in dctcrrnining the bcst routc. 

Tite X.~OO standard has taken on a ncw lifc outsidc the dominion of thc OSI Rcference Model. Giycn thc 
popularitY of XAOO in thc pm·atc sector. mam· computer manufacturcrs haYc adoptcd X.~IKl as a mcans of 
intcrfacing thcir officc automation package wtth othcr ,-endors' officc automation packagcs (providing thcy also 
support X.~OO). Thus. the XAOO standard is qmckl\' gmng birth toa large numbcr of wtde-arca elcctromc mail 
nct\\Orks 

Tite X ~tlll Apphcation Program Interface Assoctation (XAPIA) has releascd a new version of thc Common 
Messagmg Call (CMCl API. CMC 2.0 pro\"ides for grcatcr interoperability bctween collaboram·c applicauons 
from dJfferent ,-endors. 11 supports features such as \\Orkflow. document managemenL and electronic data 
mtcrchange: Verswn 1 O of CMC only prO\·idcd the capabilit\' to scnd and read mcssages. and to translatc names 
mto mcssagmg addrcsscs. 

1 '1C 
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X.500 

Whercas X.400 tackles electronic mail. X.500 focuses on user and resource dircctory scf\·ices in large 
heterogencous networks. While cach computer manufacturer provides thesc SCf\ices \\ithin its own proprietarv 
network. the same sen ices are. for the most pan. unavailable when the network is composed of incompatible 
systems from different manufacturers. The X.500 standard is intended to pro,ide this type of sen ice \\ithin a 
global. multivendor network. Unlike the X.~OO standard X.500 has a relatively low profile bccausc it is deeply 
integrated within other products and SCf\'ices that require multivendor 
access. For example. the X.400 elcctronic mail standard relies on the X.500 standard for its directo'!· scn·ices. 

The mam pomt Itere is that a large company is likcly to want a single. global directo'!' for all uscrs througlmut the 
enterprise. This single directO'!' might encompass multiple LAN systems. There are sorne difficultoes im·olved in 
managing a global directo'!·· including synchronization. DirectO'!' s~nchronization makes sure that each LAN 
directo'!· is aware of any change in the enterprise. 

Titere are a number of solutions for establishing a global directo'!·: 

• StreetTalk. One ofthe earliest directories. StreetTalk is pan ofthe Banyan Systems VINES network 
operating system. The Universal StreetTalk directory service is being incorporated m equipment from a 
number of hardware and software vendors. including Cisco Systems. Oracle Corp .. and SAP AG. However. 
until recently. Universal StreetTalk required a Vines sen·er: but in order to compete in an incrcasingly tough 
market. Banyan has decided to unbundle its network sef\ices from Vines and offer them separatcly 

• NDS. Novell has now addcd the same facility for NetWare networks. in the NetWare Dorectol!· Semce 
(NDS) product. 

• Windows NT 5.0. Microsoft joined tite fray late in the garne. but plans to add global directO'!' se"·ices in the 
newest relcase of Windows NT 

• NlS+. Sun's Network lnformation Sef\'ices Plus (NIS+). bundled witlt se,·eral different UNIX opcrating 
systems. also competes in the global directo'!· market. NI S+ is based on Sun's older NlS product. which was 
known as Yellow Pages. NI S+ uses a tree-based hierarchical directo'!·· and keeps directones ~ nchronized 
by transmining only changes. The older version sent the entire directO'!' map in the process of 
synchronization. 

Although each of tltese vendor solutions has proprietal!' components. they are all moving toward suppolling 
X.500 as a means of exchanging directon· infomlation between them. 

X.500 Lite X.500 Lote. also known as Light\\eight Directory Access Protocol (LDAP). presents users with a 
faster way to get data out of an X.500 directo'!·· Tite full X.500 DirectO'!' Access Protocol (DAP) is much too 
processor-intensive to run on a standard desktop PC. Like DAP. LDAP takes infoffilation out ofthe X.500 
directol)· sen ice in response to queries. Howc,·er. thcrc are a fcw diffcrcnccs bct\\een DAP and LDAP that makc 
LDAP much more bandwidth-conscious. With LDAP. there is a limit on the number of repites that can be 
retumed in response to a que'!·· LDAP al so differs from DAP in that no referrals are allowed. Under DAP. if a 
sen·er is unable to fulfill a que'!·· a referral technique enables the search to continue on other sef\·ers. LDAP is 
easier to implement and use. and severa! 'endors ha\·e announced plans to suppoll the new standard including 
Novell. Banyan Systems. Lotus Devclopment and Netscape Communications. 

LDAP suppons thesc operations: search. add delcte. modif~·. modi~v RDN. bind unbind and abandon. 1t does 
not include tite list and read functions found m the full X.500 implementation: rather, list and read are 
approximated with tite LDAP scarch function. 

An LDAP database record includes basic information. such as name and e-mail address. but can also include 
adchtioml fields. such as adchess. phone. and public encl!·ption kcy. LDAP was created at the Umversuy of 
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Miclugan w1der an NSF gran t. A consoniwn of ~O companíes hm·e announced suppon for LDAP. lf th1s 1ypc of 
suppon contmues. the dream of an lnlemel-\\ide directory might e,·entually bccome a rcality. 

ON THE WEB: http://m\w umich cdu!-rsug!ldap' LDAP clients for seycral platforms are rcadily 
aYailable from the UniYersity of Michigan Wcb site. 

Emulation 

Emulalion is a software !ayer that enablcs one type of system to run applications mean! for anolhcr l'l'C of 
system. Emulation software can display a PC window on a UNIX workstation screen. cnabling thc UNIX uscr to 
work as if she was working on a standard PC. Software lhat does the reyersc (thal is. it cnables a PC lo emulatc 
UNIX) is also aYailablc. HoweYcr. mosl cmulatwn solutions suffcr from slugg¡sh pcrfom1ance and hmited 
compat1bility. TI1ere are se,·eral conm1ercial emulation packages availablc. Some of the popular ones are lhe 
Macintosh Application Ennronmenl. which is a Molorola 68!;. emulator: Wabi (\V indo\\ S applicauon bmary 
interface) from SunSoft (Chclmsford Massachusetts): and Insignia Solutions lnc.'s (lnglewood. Califonua) 
Soft\Vindows. Wabi and Soft\Vindo\\s are x86 emulators lhal run on UNIX workstations 

Middleware 

Application-to-apphcation communicauons in a multivendor nelwork can often be achicwd through a nc" lypc 
of software. termed ntiddleware. lhal sils bctween the application and lhe opcrating svslcm. Dc,·c!opers can use i1 
lo accommodate multiple prolocols. platfom1s. and languages. and cxchange messages belween apphcalions. The 
goal of middlewarc 1s to givc users scamlcss access to applications and data. regardlcss of platfom1 or opcmting 
system. There are scYeral types of middlc\\are. including net\\OTk gatc\\ays. Messagc-Oriented Middlewarc 
(MOMl. remole procedure calls (RPCsl. objecl reques1 brokers (ORBs). and transacuon processing (TP) 
monitors. 

\Vith RPCs. a clicnt process calls a function on a remate servcr. waits for thc rcsult. thcn continucs proccssmg 
after thc result is rccciYed. 1llis synchronous model contrasts \\ tth the asynchronous tcclmiqucs u sed wtth MOI\r1 
and TP products. which queuc mcssagcs Synchronous nuddleware products are uscd in situations "hcrc bi­
directional. real-time communicauons is essentiaL asynchronous communications are used whcrc ncar-rcal-time 
is acceplable and high Yolume and speed are tmponant. 

MOM products handlc messagc queumg in onc of lhrcc ways. 

• Nonpcrsistcnt qucumg storcs queuc data m ,·olatile memory. which incrcascs pcrfommncc. but ts at risk of 
lx!ing lost in thc cYent of nctwork failure. 

• Pcrsistent qucuing is slowcr than nonpcrs1stcnt. but more sccurc. This type of qucuc data is storcd on disk. 

• Transactwnal queuing is also disk-based. but includes a mechanism for venfying that messagcs havc OCcn 
fCCCI\ cd 

TP monitors can mamtam tmn.sactions o\·cr multiplc servers. and are uscd in high-Yolume. critica! cnúronments. 

M1ddlcwarc is a \'ague tenn. and can l1a\·c diffcrcnt meanings dcpending on thc situation. Gcncrally. middlcware 
sits bcl\\Ccn 1hc clicnl and serwr. bul il can a!so sil bctween lhe applicauon and thc dalabase. Some middlcware 
is bascd on mcssaging. "hile others are rephcauon-onented or transact10n-orientcd 
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Object request brokers (ORBs) are not strictly middleware, but they might have a significan! impact on the 
middleware market as the Common Object Request Broker (CORBA) architecture matures. Onc limitation of thc 
ORB model is its limitations in connccting legacy systems to new architcctures. Middleware is largely a custom 
business. \\ith little available in tenns of off-the-shelf. ready-to-run products. For more about CORBA and o~ject 
technology. refer to Chapter 13. "Software Considerations." 

Ach·ances in middleware technology are permitting more end users to share informatioiL regardless of the 
underlymg network and opcrating system platform. For example. Teknekron Software Systems. lnc.'s 
Rendezvous Software Bus works as a communications software !ayer. which is able to translate data from 
different applications into a common formal. Applications wanting to access data from a different application 
merely plug into the busto access data from any source. With tools such as Rendezvous. it is no longer necessarr 
to establish individual point-to-point links between many applications. 

IBM's MQSeries middlewarc. a messaging and queuing technologv. lets users estabhsh links bctwccn 
clientlservcr applications and lcgacy data. IBM has added objcct-<Jriented tcchnology and asynchronous 
commurucations fcatures lo thc middlewarc. which offers directlinks to legacy TSO. IMS. and CICS packagcs. h 
is used to simplify thc proccss of establishing application-to-applisation communications hnks. and pcrmits 
applications to communicatc asynchronouslv. 

Novell's Tuxedo transaction processing monitor ts being positioned as a key middleware too! for connecting 
Windows NT. UNIX and mainframe systcms mto NetWare networks. With Tu.xedo. dc,·elopcrs can create 
distributed applications that are operating system-independent. 

Fitting NctWare for a Tuxedo 
Novell has established a partnership with BEA Systems (Sunnyvale. California) for future de,·clopment of 
Tuxedo. The partnership \\ill focus on mtegrating Tuxedo \\ilh NetWare. Tu.xedo's narnespacc will be 
rcplaccd \\ilh NetWare Dirccton· Scrvices (NDS). which will give NctWare users easy access to dozcns of 
applications and processes running on mulnplc platfonns Under this sccnario. a NctWare user could mercly 
click an object in the NDS tree that rcpresents a process or application runníng on any sen-er. Corisequently. 
users would no longer havc to run livc sessions in UNIX. NT. and NetWare simultaneously. Tuxcdo would 
instcad monitor calls lo spcctfic applications. 

SNA-LAN Internetworking 

As intemetworks grow in size and complcxny. many corporatwns are recognizing the nced to intcgratc legacy 
data and applications \\ith their LANs. Simply eliminating mainframes completely in favor of a distributed 
clientlscr;cr en\'irmm1cnt might initially sound auracti\'c at first. but can be an enorrnously complc:x and costly 
proccdure. especially if se\ eral mission-criucal prograrns and datasets reside on a mainframe or midrange 
platform. 

IBM has embraccd the neccssity for integratton by enabling NetWare to be mtegrated with the AS/400. A new 
board-leve! file servcr for thc AS/400 adds Net\Vare suppon to the platfom1. Pre\'iously. the AS/-1(10 could only 
run IBM's mm OS/2 LAN Scn·er net\\ork opcrating system. Although LAN Server is faster than Net\Vare. 
NetWare intcgration is an imponant step beca use of NetWarc's large presence. The addltwn of Net\Vare suppon 
,,.;n lct the AS/400 run business applicauons pcrfom1 file and pnnt sharing. and elmunate costs by cutting outthc 
need for addttional PC sen·ers. 

There are a numbcr of software opttons for connecting 32-bit Windows desktops to mainframe and midrange 
platforms. Vendors such as \Val! Data NctSoft. and Walker Richer & Qumn are offering connecti,·ity software 
for this purpose. Wall Data is planning Wmdows Y5 and Windows NT versions of thc Rumba Officc product: 
IBM is also gening into the game \\llh the Personal Conunw1ications product farnily. availablc for \Vindows 95 
Otl1ers include Attachrnate's Extra Personal Client6.0. NetSoft's NS/Eiitc and NS/Router. and WRQ's Reflectwn 
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3270 and Rcflection AS/400. Many ofthcse products offer much more !han plain tcrnunal cmulauon. Man' 
suppon OLE 2.0 technology. and offer Windows users dlrect access to legacv databases. 

IBM's 3172 lnterconncct Controllcr Model 390 for thc Network Control Program-Multinetwork Server (3172· 
390) attaches toa 3745 front-end processor. and is used to olT-load SNA and TCPIIP session cstablishntcnt 
routines from tbe mainframe. Tbis can significantly decreasc W AN traffic. bccausc achministratiw traffic no 
longer has to be sent across the W AN. The 3172-390 can be used as a too! to migra teto APPN. lt suppons 
TCPIIP routing as well as APPN. althougb this suppon can also be achieved with IBM's 3746-950. 

IBM's front-end processor family. the 3746 Nways Multinctwork Controllcrs. can hclp you \\ ith thc task of 
nmrung SNA. APPN. and LAN traffic to the mainframe. Two models are availablc: the 900 and 950. Tite :;746· 
950 suppons APPN. dependen! LU Rcquestor (dLUR). and Enterprise Systems C01mection mamframe hnks 
dLUR is uscd to pemlit SNA devices to communicate over an APPN network. A later rclcasc oftbc 3746-950 
will include suppon for TCP/IP routing protocols. IBM is also expected to add ATM and ISDN suppon. 

The larger 3746-900 is used primarily in sccnanos where you are migraung to APPN and dcploying a 
multiprotocol backbone. The 3746-900. an e"-pansion unit for the 3745 front-end processor. lets you rctain vour 
onginal investment in 3745s while pamcipaiing in an APPN network. 

One of the btggest factors in SNAILAN mtegration is the availability of network management. Cisco Svstems 
lnc. And Cabletron Systems lnc. have both released new products for managing routed networks carrying both 
SNA and LAN trJffic. Cisco's CiscoWorks Blue and Cabletron's BlueVision 2.0 can consolidate management of 
an SNAILAN intemetwork. 

One problem in integrating SNA with other systems is storage management. Storage Technology Corp. (Dcnvcr. 
Colorado) has a product callcd Entcrprise Volume Manager. which unifies UNIX and mainframc s10ragc 
management by allowing combined MVS/UNIX systems to share a single tape transpon and library. Thc 
company has plans for multiplatforrn storage management products that accompanv tape. disk. and salid state 
media. The E"-pen Volume Manager software 1s deploycd by MVS uscrs as a supplcment to tltcir tape 
management system and hicrarchical s10rage management software. and brings manv ofthc bcncfits of UNIX 10 
thc MVS cmironment. 

Opuons for connecting Wmdows 95 lo SNA emironments emerged almos! as soon as WindO\\S 95 hit thc streets. 
Microsoft's Wmdows 95 client for Microsoft SNA Server is an SNA gateway that lets Windows NT sen ers \\Ork 
as a bridge betwecn Windows clients. IBM mainframes, and AS/400s. The Windows 95 client software sen·es as 
a platforrn for SNA apphcations nmning on Windows 95 and connecting to IBM hosts. Windows 95 Client for 
SNA Scn·er provides Wmdows 95 users mth access to the 18M tnainframe for AS/400 applicatwns and data. 
Those si tes with large mvestments in lB M host systems can provide a Windows 95 desktop to thcir users. whilc 
still rctaining their legacy systems. The client includes an ODBC driver that permits uscrs to acccss all IBM DB2 
databascs. Windows 95 clients can also dO\mload large host files. 

Thtrd-pany products are also widclv available for connectmg Windows 95 to host platfonns. 

-9-

PC LAN N etwork Operating Systems 

As dtscusscd in Chap¡er 8. "Sen·ices." PC LANs rely on a robust sct of scrvices dehvered 10 PC clicms by 
designated scn·er svstems. Originally. PC LAN scn-ers only providcd simple file and print sen tces. but over time 
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the role of a PC LAN server has expanded to include application sening. database suppon. uansaction 
processing. anda varietv of other clientlseiTer-related functions. In rnany ways. the growing and c~-¡xmding role 
ofthe PC LAN sen·er is challenging the traditional sen ices offered by commercial ntidrange and mainfmmc 
computers. 

Although a variety of vendors competed for the fledgling PC LAN market in the 1980s. one company rnanaged to 
obtain the lion's share ofthe market--that company was Novel!. NoYell's product. NctWare. ran on a dedic"Jted 
PC and provided simple file and print serviees to other PCs in the network. NetWare becamc widcly popular 
largcly because it was one of the few products on the market that enabled you to use whateyer type of LAN You 
preferred--you could implement NctWare o,·er ARCnet Ethernet or Token Ring. Most of the other 
contemporary PC LAN products wcrc tied to specific LAN types or 
specific LAN adaptcrs. 

Net Ware sct the stage for thc emerging PC LAN market by defining thc capabilities consumers expcctcd out of a 
file and print sen·cr. Of course. no lcadmg product can stay unchallenged for long. and Noven's Net Ware soon 
faced scrious competllion from products offered by Banyan Systems (VINES). IBM (LAN Sen·er and thcn 
OS/2). and Microsoft (LAN Manager. Windows for Workgroups. Windows 95. and Windows NT). 

The fonowing is a quick oven·iew of these four companies and their PC LAN products. 

• N oYen. As the marketleader. Novell set the stage for a long line of PC LAN innoYations that cxtcnd wen 
beyond simple file and pnnt sen·ices. Noven designed the NetWare Load Module (NLM) to enable third­
party companies to write sen·er-side NetWare applications and enterprise-oricnted features. such as fault 
tolerance and data recovel")'. In terrns of scalabihty, Noven e~1ended thc power and performance ofNetWare 
by anowing other companies to port NetWare from its lntel-<mly origin to high-wd RISC systems. such as 
the HP9000. At thc network leve l. the routing capabilities and simple client configuration of NO\·en's IPX 
protocol suite enables NetWarc customers to casily construct networks of anv sizc. Nm·en has furthcr 
reinforced the case-<lf-mstallation and ease-<lf-maintenance ofNetWare with the release of NctWare 
DirectO!")' Sen•ices (NDS). a global directo!")' structure for an NetWare resources 

• Banvan Systems. Banyan Systems' VINES (VIrtual NEtwork Softwarc)providcs file and print sen·ing 
sen·iccs similar to NetWare. but VINES runs with existing network protocols. such as TCPnP. SNA. and 
others. More sigruficantly. VINES was thc first PC LAN product lo support a nctwork directo!")· scn·ice. 
which Banyan namcd StreetTalk. StrectTalk presents a •ingle directO!")' that encompasses multiplc sen·crs 
and anows uscrs to login only once to access multiple sen·ers. Of course. Noven later added its own network 
directo!")· sen·icc in version 4. 1 of Nct Ware. and other network operating systems \'endors are fonowing suit. 
Banyan is. however. unbundling StrcetTalk. and offering it for other platforms. such as Windows NT. 

• IBM. IBM's origmal PC LAN product was the LAN Sen·cr. a dedicatcd sen·er product that sharcs the same 
protocol suitc (NetBIOS/NetBEUI) and samc o\·eran architccture as M1crosoft's LAN Manager product. This 
should not be a big surprisc becausc IBM was onc ofthc core developcrs ofthe NctBIOS/NetBEUI protocol 
suite and thc Sen·cr Mcssage Block (SMB) architecturc uscd by IBM. Microsoft. and others. IBM's DOS­
bascd LAN Scn·cr tcchnology was thcn mtegratoo into it's OS/2 scn·er product. OS/2-hased file and print 
scn·ers havc achieYcd a rcputation for stability and rcliability: howe,·cr. OS/2 scn·ers tend to be implemcnted 
in sites that haYc othcr IBM equipmcnt--AS/400 and mainframes in particular. 

• Microsoft. Microsoft acquired most of its nctworking technology from 3Com Corporation. Microsoft 
incorporated thc 3Com tcchnolog,· in its main productlincs. staning with LAN Manager. a dcdicated file and 
print scn·cr similar to IBM's LAN Scn·er offcring. Microsoft then wcnt on to extcnd its nctworking 
technology into workgroup cnvironmcnts with thc rclcasc of Wmdows for Workgroups and Windows 95. 
Nonc of thcsc M1crosoft products offcred the stabihty or performance of a dedicated No,·ell NctWare scrvcr­
-butthis changed with thc adYcnt of IVindows NT Sen·cr. Windows NT Sen·er is an cntcrprisc-<lricnted 
product that can compete hcad-to-hcad mth NctWare. Windows NT Sen·er also offcrs additional fcatures 
and \'aluc--most notabi,·. thc capabihty to run on a \\idc mngc ofplatforms. funy intcgrated support for 
TCP/IP. and support for a mngc of software products that cnablc an NT Scn•er to function as a full-blown 
application serYcr. 
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The PC LAN products offered bv an four of these ,·endors (NO\·eiL Banyan. lB M. and Mtcrosoft) remam in use 
today. but two specific products are now competing to domínate the modem markct: No,·cn's Nct\Vare and 
Microsoft's \V indO\\ S NT Sen·er. With this in mind the remainder ofthts chapter win focus on Net\Vare and 
W mdows NT Sen·er. 

Novell NetWare 

As discussed previously. NoYcn pioneered the PC LAN nctwork operating system in the PC market. From a 
tcchnologv perspective. however. No,dl offered few true innO\·ations in the arca of file and print shanng--most 
of the conccpts Noven implemented were borrowed from other computer markets. For cxample. if yo u loo k 
closely you can scc that thc original Nct\Vare tmplementation bcars a slriking rescmblancc to Stm's NFS 
implcmentation 

Although you can find fault with Noven's lack of technical inno,·auon in its earlv days. vou cenainly cannot fault 
Noven's marketmg expenise. In the early days ofPC LANs. a number of companies--some big. some sman-­
rushed products to market to claim space in thc exploding market. In an faimess. manv of these products offered 
technical features and functions superior to NetWare: however. none ofthe companics behind those products 
could match Noven's marketing cffon. Novel! took a solid but bardly bcst-<>f-brccd product. and le,·eraged tl into 
a lcadershtp position through salesmanship and marketing sa\'\}". 

Of course. after N oYen gained control of the market. they made major de,·elop investments in Nct \Vare to shore 
up sorne of thc technical inadequacies and insurc it's longevity in the market. One of the key earlv de,·elopments 
was the rclease of a System Fault Tolerancc (SIT) version ofNctWarc tbat addrcsscd thc data protcction/data 
rccoycry dcmands of large busmcsscs 

Anothcr carly criticism of NetWarc \\as that it was a closcd operating system--you had to rnn Net\Vare in a 
dedicated lntcl-based system Noven addresscd this complaint two ways First Noven liccnsed other companies 
to pon NctWare to non-lntel systems. such as high-perfommnce UNIX systems. Thcsc systems were quite 
capablc of rumting both NetWarc and oúter business applications concurrently. Second NO\ en devcloped an 
appltcation enviromnent inside the NetWare sen·er that permitted third-pany companies to \Hite sen-cr-side 
programs Titese programs are referred toas NetWare Load Modules 
(NLM) and can bandle system-<>ncntcd functions. such as tape backup or application-<>riented functions When 
used 111 an application capactty. the sen·er-side componen! is typicany pan of a larger. client/sen·cr application. 

Like any large, pros¡xrous. and fast-growing campan y. so me of NO\'Cll's new products and ncw ideas wcrc less 
than successful For example. back m the early days ofPCs. when PC hardware was still quite expenstve. 
customers demandcd a non-dedicated ,·ersion of Net\Vare so thev could al so use the sen·cr svstem as a desk<op 
system. Although Noven did in fact. come out with a non-dedicated ,·erswn ofNet\Vare. úte implcmentation was 
\'Cfy awkward and dcsktop performance was so Lmpredictablc that Lhc product was imprnctical to use m most 
cm·ironmcnts 

No,·ell al so provcd itsclf capablc of makmg mistakes on an CYen grander scale. At one point No\ ell went through 
a pbase of acquisnion-mania. purchasmg a broad set of companies and products that bad nothing todo with 
Net\Varc. The intenl ofthcsc acqmsitions was for Novell to broaden its base bcYond NetWare and to cnter the 
highlv competitive (and lucrati,·e) application suite markct. During this phase. Novell purcbased high-profile 
products such as WordPerfect and Quattro Pro. 

In addition to acquiring application-oriented products. Novell also acquired a full-blown implementa! ion of 
UNIX that it renamcd Unix \Vare. Al the ltme. No,·ell's plan \\asto create a "SuperNOS" by mcrgmg Net\Vare 
and Uni~ \Vare. This SuperNOS would cnablc NO\·ell to bctter compete with the emerging Windows NT producl 
as wen as with the e\er-popular UNIX operating system 
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Unfortunately for Noven. neither the application suite nor the SuperNOS strategy panned out-Noven succceded 
only in wasting minions of donars and years of research. Worse. Novell's lack offocus during this phasc enabled 
Windows NT to penetrale deep into Noven·s file and print server market. 

Since that time. Noven has divested itsclf of both the application and UNIX products and has recommittcd itself 
to enhancmg NetWare on severa! fronts. On one front Noven has launchcd a Smart Global Network inítíative. 
Under this initiative NetWare services will be extended to the Internet and to other types of networks so NetWare 
can become the central focus of networking in a heterogeneous environment. Additionally. Noven's Net2000 
initiative is targeted to establish an open set of APis that "in permít users to acccss network sen ices from non­
NetWare platforms and help ease the task ofbuilding ctistributed applications. 

NO\·en has clearly realized that it is becoming rare for an enterprisc to use a single scrver opcrating ~ s1em. Wíth 
this in mind. Noven plans 10 integrate Microsoft. HP. ffiM. S un. and SeO sen•er platforms by making them an 
manageable vía Noven's NetWare Directo~· Services (NOS). NOS. introduced in NetWare ~.Lis a global 
directo~· sen ice that provides an organizcd hierarchical structure for the admínístration and management of 
network resources (in other words. users. file ser.·ers. shared printcrs. and so on). 

NDS offers a significant advantage over the older NetWare bindery. Under NOS. the entíre network appears 10 
the end user as a single entity. and permits a single log on to access an servers and shared network resources. 
Because the NOS strucrure is replicated across sen•ers. there is no single point offailure. The NOS naming 
hierarchy can contain up to 15 levels of names (StreetTalk olfers only a three-level naming luerarchy) This 
anows for a great deal of fleXIbility, but also raí ses the potential of 
creating overly complex or difficult-to-usc names for network resources. In a \'e~· real sense. NOS has bccome 
Noven•s key compctítive advantage in the PC LAN market. 

Intcgrating NDS 
Rather than limiting NOS toa NetWare-<>nly environment Noven is e~1ending NOS to other 
emironments. For example. Noven is working \\ith HP to join DeE software \vith NOS in a future fH­
bit UNIX rclease. Noven is also conaborating with SeO so that ít can merge NOS with the 32-bit SeO 
UNIX systems. Similar plans are undenvay for íntegrating NOS \\ith other ,·endor operating sys1ems. as 
wen as for releasing NOS client software for a variety of desktop operating systems. 

Finany. Novell is also impro,·ing NetWare's posttion in large enterprise envtronn1ents. lnlarge environments. 
NetWare worked wen as file and print sen·ers. but did not fare wen as databasc or messaging sen·ers. To address 
this limitatíon. Noven has introduced NetWare Symmetrical Multi-Processing (SMP) ~. L which enablcs 
NetWare to take advantage of multiple processor hardware platforms. Under this release. an SMP NLM replaces 
the NetWare OS kemel that comes with ~.x. SMP's 
multiprocessor pcrfom1ance •s comparable to úmt of NT. and scales wen \\ith additional ePUs. NetWare ~.1 
SMP is currently available onlv from sen·er hardware vendors. but Noven is also planning to mtroduce a sluink­
wrappcd Yersion. 

Basic Architecture 

The sen·er aspect of NetWare was designed to opcrate in a dedicated. lntel-based system. Although NetWare has 
bcen poned 10 non-lmcl svs1ems where it can run alongside other applications, ú1e majority of Net\Vare 
instanatíons are. in fact, dedicated. lntel-based scn·ers. In this cnvironment thc core NetWare system ts launched 
from DOS--you boot up thc server under DOS and then run Net \Vare. At that point. Nct\Vare takes over the 
system and DOS is no longer the domtnate opcrating system. 

Tite configuration and n=agement of a NetWare ~·stem can be pcrfomiCd at the system console. which is the 
kevboard and the monitor attached to the system. The ~·stem eonsolc providcs a simple. character-modc interface 
for configuration and administration tasks. Altemau,·ely. NetWare contains a remote consolc utility útat enablcs 
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you to perfonn most console functions from a client workstation. In contrasl the configwation and managcmcnt 
ofthe NetWare user environmcnt tS typically pcrformcd from a client workstation using an administmtiontool. 

Originally. Net\Varc used scrver-based sccurity lhat rcquircd cach user to log on to cvcrv scrver on which he or 
she needcd resources. Wilh !he advent ofNDS. howcver. userpcnnissions can be sct up on a network-wide basis. 
and cach user simply has to log on to !he network once. After a user logs oJL NetWare can activate a uscr-spccific 
batch progmm (a log on script) lhat allocates !he resources !he uscr accesses on a regular basis. For example. !he 
log on script can mount NetWare dircctories as network disk drivcs so the user can access specific applications or 
busmess data. 

The configuration ofthe client-side software lhat handles the commurucation between the clicnt systcm and the 
Net\Vare server(s) has changcd dmmatically as NetWare has evoh·ed. For Net\Vare releascs pnor to :l.l2. the 
client-side software lhat handles traffic to/from !he network adapter has to be "gencmted" using !he Net\Vare 
mility WSGEN 

WSGEN is an interactive program lhat combines software lhat handles !he physical network adapter in a client 
PC wilh software lhat implements !he NetWarc IPX protocol. WSGEN outputs a prograrn file callcd IPX.COM 
that must be loaded in each PC prior to acccssing the Net\Varc network. You need a version of IPX.COM for 
evef\' unique type ofnetwork adapter in your PC network. andyou must make surc each version of IPX.COM 
pairs with lhe network adapter it was generatcd lo use. 

In a purc NetWare emironmenL you load IPX.COM in !he AUTOEXEC.BAT file. Because IPX.COM handles 
all thc network adapter functions. NetWare requires no CONFIG.SYS device drivers. After IPX.COM loads. a 
second N el \Vare program. NETX.COM. is launchcd to mtegmte the NetWare functions into the DOS 
en\'ironment. After NETX.COM loads. you can log on toa NetWare server and stan accessing Net \Vare sen ices 
(for examplc. dri\·ers. printcrs. Net\Vare Loadablc Modules) 

By most standards. intemctivcly genemting an executable file (in other words. IPX.COM) to handle cach typc of 
LAN adapter is lcss than tdeal. especially if you havc more than one type of adaptcr in your network. For 
examplc. ifyou're installmg a workstation m a remole department and you bring !he wrong IPX.COM file. you'rc 
bastcally out ofluck. You also have an issue ofvcrswn control--ifyou generatc multiplc IPX.COM files. you 
h:l\'e to figure out how to idcntify which file applies to which adapter. 

Given the awkward naturc of WSGEN. network ,·endors lookcd al !he problem of Olaff\'ing proprietary protocols 
to a wtdc mnge of network adapters and tried to find a better approach. One of the key outcomes of tlus 
invesugatwn carne in 19XX when IBM. Microsoft. and 3Com introduccd !he Net\\ork Driver Interface 
Spcctfication (NDIS) as pan of !he OS/2 LAN Sen·cr. NDIS addresses !he problcm of maff\·ing adaptcr boards to 
protocols by dividmg !he functions into two logical lavers: 

• Adapter interface !ayer. Manages and communicates with the phystcal adapter. The adapter interface 
prcscnts a "generic" interface to the network interface !ayer (described below). so even· adaptcr csscntially 
looks the same 

• Nei\\Ork mterfacc !ayer. lmplcments the dcsircd network protocols (for cxample. NetBIOS/NetBEUI or 
TCP/IP) and commw1icates \Úth the physical adapter via thc "generic" interface ú1e adapter interface !ayer 
provides 

Novell was not blind to NDIS's de,·clopmcnt. But instead of cmbracing NDIS. Novcll creatcd its own solution-­
Úlc Opcn Data-link Interface (001). Likc NDIS. ODI sepamtes the physicalnetwork adapter's functions from 
thosc of the network protocol. Dcspite the apparent simtlarities. however. ODI is nol compatible with NDIS 
(although Net\Vare docs include an ODI "shim" module--ODINSUP--thal enablcs NDIS and ODltrJffic 10 

coexist on the same physical adapter). 

Novell's ODI standard requires ccnain files and progmms lo integrate net\\ork protocols \\ilh a wide varictv of 
nei\\Ork adapters Unlike Microsoft's Nei\\Ork Dmer Interface Spccification (NDIS). ODI docs not rcquire anv 
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de\ice drivers in the COI\TfiG.SYS file. Instead. ODI operates from a batch file (normally the AUTOEXEC.BAT 
startup file) or directly from a command prompt. The ODI programs include: 

• LSL.COM. The Link Suppon Layer (LSL) program is NetWare's ODI baseline program. It interfaces with 
,·endor-supplied adapter programs and provides a consistent interface to the higher-level ODI modules. 

• XXXXXXXX. COM. Each network adapter manufacturer prmides a software dri,·er that operates \\ith the 
LSL program. For exarnple. the SMC8000.COM program provides an interface to the Western Digital and 
SMC line of Ethernet Plus adapters. 

Specific prograrns are then layered on top oftlte previous two files to implement network-spccific features and 
functions. These files are: 

• !PXODI.COM. This program implements NetWare's core IPX protocol suite over the underlving ODI 
dri,·ers. lt is artalogous to the IPX.COM program used in pre-001 environments 

• VLM.EXE. The Vutual Load Module (VLM) program stans specific NetWare work- station sen·ices based 
on the configuration file (described in the following paragraph). Titis program is the artalogous to the 
NETX. COM program used in pre-001 environments. 

All the progrants obtain configuration infonnation from the NET.CFG file. a te:o-1 file that defines the hard\\are's 
operational characteristics (for example, IRQ setting. pon value. and DMA address). the operating parameters for 
the various 001 programs. and the interrelationships betwcen the progrants. 

NetWare also includes client software for other. non-PC clients. Although the implementation details for these 
, other environments are obviously different then for a PC environmenL they all accomplish the same net result--a 

conncction toa NetWarc server. 

Network Support 

As previously noted NetWare tvpically rclies on the Internet Packet Exchange (IPX) protocol as thc network 
transpon between the client and sen·er systems. Although Novell is aggressively moving toward supporting 
TCP/!P instead of IPX. the majority of NetWare installations still use IPX as the primal}· tmnsport. 

In reality. JPX is not really a single protocol. but actually a suite of protocols (much like TCP/IP). IPX can caTI}· a 
number of sen·ice protocols. including the Sequenced Packet eXchange (SPX) protocol. By itself. IPX is a 
conncctionless protocol that does not guarantee delivel}' of messages. SPX. on the other hand is a connection­
onented protocol that runs asan e:o-1ension to IPX and prondes confimtation (or denial) ofthe end-to-end 
delivel}· of messages. 

Net\Varc service protocols can run undequst IPX or thc IPX/SPX combination. Thcse serviccs includc: 

• NetWare Core Protocol (NCP). Titis protocol hand.les the mainstream NetWare scrvtces. includingaccessing 
files and pnnters on NetWare servers 

• Burst Mode ProtocoL This is a ,·ariauon of the Nct \Vare Core Protocol. Dcsigned for high-,·olume 
applications. Burst Mode enables a client 10 request and receive more data in a single message titan under 
NCP 

• Sen·• ce Advertising Protocol (SAP). File. print. communication. and other types of sen·ers annmmcc 
themseh·es at regular mten·als usmg tltis protocol Client PC's "listen" for this protocolto determine what 
resources are avatlable withm the network. Clicnts can also use this protocolto inquire about the capabtlities 
of specific sen·ers. 

/!5 
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• Routing lnfom>ation Protocol (RIP). This protocol is used to helpa message move from onc Nct\Varc 
nct\\Ork toa sccond NctWare net\\ork Routing protocols likc RIP IS an importan! factor in how widc-arca 
nct" orks are constructed. 

TIIe IPX protocol suite is clearly one ofthe factors contributing to Net\Vare's success because IPX has a numbcr 
of ach·antages owr the two other protocol suites commonly used in PC LANs (in other words. 
NetBIOS/NetBEUI and TCPIIP). These ach·antages include: 

• Unlike TCP/IP. IPX does not rcquíre an extensi\·e addressing scheme for clients and sen·crs IPX. likc 
NetBIOS/NetBEUL relies on the hardware addresscs bumed into net\,ork adapters. 

• Although IPX does not implement its own system-level addressmg scheme. it is a fully routablc protocol 
(that IS. it supports network address assignments). Bccause IPX is fully routable. you can interconncct 
muluplc NetWare LANs m a relauvely Simple fasluon. In contrasl TCP!IP is also full,· routablc but 
NctBIOS/NctBEUI is not. 

• IPX is a relatively efficient protocol bccause it docs not rely on client-initiated broadcast messagcs to 
establish chent/sen·er connections (as is the case in NctBIOS/NetBEUI) and it uses bit-bascd nags m Its 
hcadcrs (unlike TCP!IP. wluch uses bytc-based nags) 

Microsoft Windows NT Server 

\Vindows NT Sen·er is thc result of the successcs and failures Microsoft has experienced mth its earlicr products 
and projccts. Windows NT Sen·er was clearly affected by the succcss ofLAN Manager and \V indo\\ s for 
\Vorkgroups. as well as the failure of Microsoft's involrcmcnt mth OS/2. Ifnothing else. \Vmdows NT Scn·er 
(and \Vmdows NT Workstauon) ts a gcnuine commcrctal-class opcrating system--Mtcrosoft's first cmry into thc 
markctplacc of enterprisc-oriented data proccssing 

Windows NT Sen·er has not ah\ays bcen the darling ofthe industr)· In fact. thc early relea ses of thc product 
wcrcn't cxactly welcomcd \Úth enthusmsm. 1l1c first change that steered \Vindows NT towards its currcnt 
succcss came mth thc 3 51 relea se of \V indo" s NT--a rcleasc tl>at mtroduced support for nau,·c Microsoft file 
and print semces O\'er TCP!IP. IPX. and NetBEUL Tilis sccmingly subtlc change in networking support enabled 
Windows NT to OC castly deploycd m existing nctworks 

Although \'Crsion 3.51 enablcd \V indO\\ s NT toen ter into ncw corporations and gain ncw rcspcct and 
apprcciation in thc industry. that changc was nothmg in comparison to the changes that occurrcd in ,·crsion .J.O of 
\VindO\\S NT. Vcrsion .J. O fcatured thc samc uscr interface as \\lindo\\ S 95. which ¡xJsitwncd Microsoft as a 
prm·idcr of a complete client/scrver soluuon with a consistcnt. easy-to-use and ea~-to-managc uscr interface and 
u ser cm ironmcnt. 

Of coursc. vcrs10n -4-.0 also containcd sigmficant tmpro\'cmcnts m·cr ~.51. For cxample. all ofthe Nct\Varc 
cocxistcnce/migration tools (funhcr discusscd 111 thc "l'!ct\Varci\Vmdows NT Seryer lntcgration" scction at the 
end of this chapter) \\ere included on the d.Istribution CD (thcv had prc\'iouslv been sold scparatel~·¡_ Windows 
NT Scn-cr 4 O also featured bctter TCP/IP intcgmtion. mcluding the capabilitv to operate as a DNS sen·er andas 
a Wcb scn-cr (\'ia thc Internet Information Sen cr mcludcd on thc distribuuon CD). Support for TCP!IP 
tntcgrauon ts proving to be a cnucal componcnt for \Vindows NT 

Window NT 5.0 and thc Internet 
In the futurc (j_O) relcase of W111do"s NT. the dcsktop ennronment will be lntemet aware--enabling 
you to opcn up a \Vcb pagc justas castl~ as you can opcn a document on your hard disk. Funhcnnorc. 
many of thc cnhanccmcnts to 5.0. including Mtcrosoft's ncw directo~· serYices. are only targctcd to run 
undcr TCP!IP Microsoft is clearly bctting that TCP!IP "111 be the protocol suite of choice m most public 
and pn,·atc nch\Orks. 
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Another subtle changc that occurred after the -l.O re !case of Windows NT was Microsoft's approach to nc" 
products. Pnor to -l.IJ. the details of new products and features were kept under wraps. After .¡O. ho\\ever. 
Microsoft began a massive program of announcing and re! casing beta versions of most of its new products Yia the 
Internet. Although Microsoft originally began this effort to better position its free Internet Explorer Web browser 
against Netscape's NaYigator web bro\\ ser. the program has since grO\m to epic proponions. 

One final key point that separates Windows NT Server from NetWare is that Windo"s NT Server is clcarlv more 
thanJust a file and print servcr--Windows NT Sen·er is an application sen·er. Unlike Net\Vare. wluch rcquores 
vendors to write NLMs. Windows NT Sen·er can host conventional. Windows-based applications. Clicnt/sen·cr 
connections can be accommodated to these applications using dtrcct program-to-program comnnuucauon. ODBC 
(a dist.ributed data base connection). and more recently ActivcX (a network-based Object Linking and 
Embedding solution). 

Microsoft's commitment to dchvenng an application server C'Jn lx: sccn in its investment in the Backüfficc suitc 
of programs. Backüffice contains a powerful database componen! (SQL Sen·er). a maiVmessaging componen! 
(Exchange). a legacy connectivity componen! (SNA Sen·er). a system management componen! (SMS). anda 
fast-growing varie~· of Web-based applications built around M1crosoft's Internet Infornmuon Sen·er. 

In fact. for severa! years M1crosoft was willing not to challenge NetWare for traditional file and print bnsincss. 
concentrating instead on the application sen·er focus. Microsoft's rcasoning was that ifit could get a WindO\\S 
NT Sen·er into a corporal ion as a mission-critical application sen·er. the file and print business would eventually 
migrate to them an~way. This has preven to be a successful strategy. although reccntly Microsoft has becomc 
more willing to compete head-to-head with Net\Vare for conventional file and print sen·er business. 

Basic Architecture 

Wmdows NT Sen-cr can be hosted by systems using lntel or DEC Alpha processors. Earlier in its history. 
Windows NT Sen·er also supported MIPS processor systems: however. MIPS will no longer be supported as of 
tl•e 5.0 release of Windows NT. Support for NT on the PowerPC has also bccn phased out by both Motorola and 
IBM. and it is unlikelv that Microsoft will continue to support the PowcrPC architccture m subsequcnt rcleases. . ' 

The basic functions of Windows NT Sen-cr are consisten! across al! tltese ~-pes of systems. but addiuonal 
application programs m1ght not be a,·atlable for all processor types. For this reason. lntel-based machines are 
deployed in the nmjority of Windows NT Sen·er installations. 

In addition to supporting different types of systems. Windows NT supports Symmetrical Multi-Processing 
(SMP): therefore. Windows NT can inmtedlatelv take advantage ofsystems with multiple CPUs. You can deplov 
a Windows NT Scrvcr in a onc- or two-processor configuration and thcn upgrade it toa three- or four-proccssor 
configuration whcn you nccd addilional pcrfonnance irnprovemcnts. Ob\·iously. thc base hardware systcm you'rc 
using lo host Windows NT Sen·er must support multiple proccssor configurations for you to perforrn this kind of 
upgrade. 

Processor configuratwn aside. Windows NT Sen·er nms as a non-dedicated operating system--you can use thc 
same svstcm for desktop applicauons ifyou so deSife (howe\'Cr. most corporations prefer to nm Wmdows NT 
Sen·er as a dedtcatcd system). In fact. \V indO\\ S NT Sen'er is very smtilar to its desktop counterpan. \Vmdows 
NT Workstatwn. Dctailed analysis has shown that the operating system kernel is the same for both products. 
\Vindows NT Sen·er has. however. been fine tuned for scn·er performance and includes addttional software not 
available for Windows NT \Vorkstation. 

The fact that Windows NT Sen-cr has a full GUI appearance makes it rclatively simple to configure and 
adntinister all aspects of the scn·er en\'ironment. You can nmnage a Windows NT Sen·er from the local keyboard 
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and monitor andas in the case ofNetWarc. \'Ou can manage it from other \\Orkstations in thc nct\\Ork. Ho,,c,·cr. 
manv of the configuration and testing utilitiés are still command-hne bascd. 

In terms of security. Windows NT offers two typcs of security modcls: workgroups and domains. In a workgroup 
model. the user authcntication process occurs on each system in the work-group. Other workgroup systems 
"trust" that each system has performed the authentication. In a domain model. however, all users are 
authenticated by a central server (termed the domain controller). Using a ccntralized servcr prO\·idcs grcater 
control and security. 

From a broader perspeeti,·e. workgroups are informal groupmgs of systcms that clcctto share rcsourccs \\ith onc 
another. Domains. on the other hand. are formal collections of systems that can be centrally controllcd and 
adnunistered. Thc informal nature of workgroups makes it chfficult to implcment them as large. enterprisc-widc 
solutions. 

Unlike workgroups. domains can be intcrconnected. When you mterco11ncct domams. you can establish trust 
relationships betwecn thcm so a uscr logged on to onc domain can acccss rcsources in another domain without 
being forced to log on 10 the second domain. Although this approach works well in simple orgartizations. trust 
relationsh1ps can grow very complex in large organizations. (For that reason. Microsoft is moving toward global. 
NDS-like dircctory services. These new directory sen-ices are planned for availability in the 5.0 relcase of 
Windows NT.) 

One of the most unique aspects of Windows NT networking is how Windows NT separates clientlscn-cr and 
peer-to-peer scn·ices from the underlying nctwork protocol. Undcr Windows NT. you can choose thc protocol 
you want to use in your network--NetBEUL ¡px_ or TCP/IP--\\ithout worrying how it \\ill affect Windows NT 
sen·ices for file shanng. primer sharing. and program-to-program communicauons. This Ilexibility cnablcs vou to 
construct a11d admmister powcrful networks that can address the needs of your company without being 
compromiscd by thc dcmands ofyour cxisting clicnt or sen:er computcrs. 

Microsoft's modcl for integrating network protocols ,..¡¡h network adapters is. of course. the NDIS modcl 
preúouslv discusscd in this chapter. Microsoft's implementation of NDIS has. howe,·er, gone through dramat1c 
changes to kcep pace n-ith Microsoft's relcntless march of new opcrating systems. 

For examplc. whcn NDIS originally started out in the DOS em·ironmcnt. it was a complctcly static modcl whcre 
all protocols had to be bound to the nctwork adapters al boottime v1a thc CONFIG.SYS file and thc11 activated 
na a "NETBIND" conunand in thc AUTOEXEC.BAT file. The dctailed i11formatio11 about adaptcr sctti11gs (IRQ. 
DMA pon addrcss. and so on) and aboutthe protocols was placcd in a scparate PROTOCOL.INI file 

After all of the protocols were lockcd and loaded. vou could 1101 add new protocols nor could you u11Ioad any 
running protocols without reconfiguring your systcm and rebooting it. This structure worked fairly well for DOS 
but it proved to be dJfficult to opcrate undcr Windows Therefore. Microsoft made sorne subtle cha11gcs to its 
NDIS support when it introduced Windows for Workgroups. 

Undcr Wi11dows for Workgroups. Microsoft moved the PROTOCOL.INI file into the Windows directO'!' and 
moved somc ofthc infomJatiOn that l.ad becn contained mthe file into some ofthe standard Windows 
co11figurauons files (for exarnplc. SYSTEM.INI and \VIN.INI). Microsoft also introduced the NDIS Dcmand 
Protocol Architccturc (OPA). Undcr OPA nctwork interface dJivers can be loaded as terntinatc-and-stay-resident 
(TSR l routines from the DOS comn.and line ( or AUTOEXEC.BA T file) instcad of as device drivers from the 
CONFIG.SYS file. 

Despite thc mtcgration into Windows for Workgroups. NDIS suppon rcmained mainly undcr the control of DOS. 
The network protocols wcrc set up and acuvatcd befare \Vindows was evcn launched. Tlus same stmtcgy could 
1101 work u11dcr Windows 95 and Wmdows NT becausc ncithcr of those opcrating systems featurc an undcrlying 
DOS !ayer to handlc NDIS fu11Cl1011S. As a rcsult. NDIS l.ad to be complctcly integrated into Wi11dows 95 and 
Windows I\TT. Of course. you still necd to rcboot your systcm to activa te any changes you makc to your protocol 
enúronmcm 
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Windows NT Server contains client software for all PC environrnents (OOS. Windows. Wmdows for 
Workgroups. and Windows 95). Windows NT Server has the capacity to emulate a Macintosh file and print 
sen·er: therefore. sorne leve! of integration is a,·allable with Macs without rcquiring any changes or new software 
in Mac clicnts. Suppon for UNL'\ clients and other clients mus! be obtained from third-pany companies. 

Network Support 

In ordcr to appreciate the ad\·antages ofthe Windows NT multi-protocol network support you nccd to look back 
at the original networking modcl used by ffiM. Microsoft. and others. This model was created m 19S~ when lB M 
and S~1ek released a LAN-based message interface system named the Network Basic Input/Out pul System. better 
known today as NetBIOS. NetBIOS is a generalizcd program-to-program communication facility that enables 
peer-to-peer and client/sef\'er communications between PCs operating in a LAN environment. 

NetBIOS facilitates communication through three key sen•ices: 

• Name senice. Each PC using NetBIOS is assigned a logical name (for example. MKTL SALES. KELL Y. 
and so on). and other PCs use that name to communicate with that PC PCs learn about one each others 
names by listening to announcements PCs make when they join the LAN (for example. "MKT 1 now 
available for sen·ice") or by broadcasting a discovery request for a name (for example. "KELLY. are you 
there?"). Each PC keeps track ofthe names of other PCs in a local, dynamic table. No centralized name 
sef\'ers are required (or supponed). 

• Session sen·ice. A PC can establish a session with another PC by "calling" it by name. After the target PC 
agrccs to communicate with the requesting PC. the two PCs can exchange messages with one another until 
one of them "hangs up." Session SCfYice is a connection-oriented sen'ice. so while the two PCs are 
communicating w1th one another. NetBIOS provides message sequencing and message acknowlcdgments to 
insure that all messages sent are properly received. 

• Datagram scfYice. Datagram scn·icc is a connectionless senice that docs not require a PC to establish a 
session with another PC in order to send messages and docs not guarantcc the receipt of any messages sen t. 
Datagram senices can be uscd to deli,·er broadcast or mformational messages. Application-lcvel scssion 
controls and acknowledgments can also be placed on top of datagram SCf\'ices lo make them more reliable. 

In addition to thesc threc core scn·ices. NetBIOS provides a lintited number of status and control functions. For 
examplc. thesc functions can be used to cancel a NctBIOS request. d.Iscover the curren! status of the NetBIOS 
interface. or stan a NetBIOS-level trace. 

When NetBIOS was first released the term NetBIOS encompassed both protocol-level and scn·icc-lcvcl 
functions As the industry mO\·cd toward using welhlefincd computing models that separate protocols from 
senices (among other things). the NetBIOS protocol and scn·ice aspects wcre forrnally scparatcd and the term 
NetBIOS Extended Uscr Interface (NetBEUI) was adopted lo define thc protocol-lcvcl ftmctions. 

Mrcrosoft pioneered the usage ofthe term NetBEUI and included suppon for the NetBIOS/NetBEUI combination 
in its OOS-bascd LAN Manager product. m its Windows for Workgroups (WFW) offering. and of course. in its 
Windows NT Workstation and Sen·er products. Unfonunately. while Microsoft clearly di~tinguishes bctween the 
NetBIOS and NetBEUI ftmctions. many other vendors continuc to use the term NetBIOS to refer to both protocol 
and scrvicc functions. 

As noted NetBIOS provides a generalized interface for program-to-program commwtications. NetBIOS does 
not. howe,·er. pro\'ide specific sen·iccs to facihtate file. pnnt. and other uscr-rclated scf\'ices in a pcer-to-peer or 
client/sen·cr LAN. That task falls on the shoulders of Sen·er Message Blocks (SMB). 
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Like NetBIOS. SMB is an interface svstem. Bu! wherc NetBIOS is a generalized interface svslem. SMB is a 
spccific interface system that cnables"file sharing. pnnl shanng. and uscr-based messaging. So me of thc spccific 
sen ices supponed by SMB m el u de: 

• Connecuon Rclated Sen·ices 

• Stan/end conneclwn 

• File Rclatcd Scn·iccs 

• Gel disk anributes 

• Create/dclcte directon 

• Search for file name(s) 

• Crcate/dclete/rename file 

• Read/wnle file 

• Lock/unlock file arca 

• Opcn/commillclose file Gellset file auributes 

• Prim Related Sen·ices 

• Opcn/close spool file 

• Wrile lo spool file Query pnnl queuc 

• U ser Related Sen·tces 

• Disco\'cr homc systcm for user name 

• Scnd mcssage to user 

• Broadcast messagc to all users 

• RccciYc user mcssagc(s) 

In thc Windows NT crwironmcnt Srvt:B functions are integratcd into the o¡xrating system. For cxamplc. whcn 
you use File Manager to conncct toa net\\ork dri\·e (or you issue a "NCT USE" command). you are m\·oking 
SMB funclions. Also note thal NetBIOS and SMB often work logether. For example. when you go lO connectlo 
a network dnve. you rclv on NetBIOS sen·ices lo find the name ofthe ~slcm sponsoring lhe directon· \'OU nccd. 
but you actually conncctto and acccss that nctwork drive usmg SMB sernccs. 

As successful as lhe SMB/NetBIOS/NctBEUI architecture has bcen. it is not withoul its limitalions: 

• As discussed earlicr. NctBIOS uses s~·stem names 10 enable and managc cnd-lo-end conncctwns. Under 
NetBIOS. names are resolved using broadcast-orienled techmques. For example. when a ~·stem joins !he 
LAN it broadcasts its name and whcn a systcm wants to cstabhsh a conncction toa systcm it has not 
prcYiously heard from. it broadcasts ~ name discoYery mcssage. Unfortunatcly. broadcasts crcatc m·erhcad in 
~ LAN and can ncgati,·cly affcct oycr~ll performance. 
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• NetBEUI does not use anv addresses other than the phvsical LAN adapter address (also lo10wn as the 
Medium Access Control. ·or MAC. address). In contraS~. protocols like IPX and TCPIJP add a second leve! of 
addressing that defines a network address. This second leve! address enables IPX and TCP/IP to quicklv 
determine if a transmitted messagc nccds to be routed to another physical network (because it has a different 
network address) or if 11 can be serviccd on the local network. Bccause NetBEUI does not use a second lcvcl 
address. NetBEUI cannot distinguish bctwecn local and non-local messages. and is thcreforc considered a 
non-routable protocol. 

When you combine the NetBIOS limitation with the NetBEUllimitation. you end up with network tmffic that is 
difficultto manage over multiple. interconnected LANs orina complex LAN/W AN enüronment. Spccifically. 
you have NetBIOS genemting Iots ofbroadcast messages to rcsolve names. and bccause NetBEUI does not 
suppon network addressing. these broadcasts must be sent to all ofthc attached LANs. In effect. NctBIOS and 
NetBEUI aggmvate each other's limitations. 

Fonunately. Microsoft recognizcd the limitations of NetBIOS and NctBEUI and includcd alternatc approaches in 
the nctwork architccturc for Windows NT. Under Windows NT. you are not forced to run NetBIOS and SMB 
over NetBEUI--you can. in fact. choose the network protocol that makes the most sense for your orgaru?.ation's 
ovemll network composition. Because you are no longer forced to use NetBEUJ for native Microsoft nctworking 
traffic. you are no longer constrained by thc NetBEUI 
limitation. 

What LAN-Icvel protocols can you choosc from? Microsoft provides threc protocols that can be used 10 carrv 
NetBIOS and SMB tmffic: 

• NetBEUI Fmmes (NBF). Tiús is an enhanccd version ofNetBEUI that supports a largcr number ofsystcms 
than the original NetBEUJ protocol. Unfonunatelv. the enhanccd version does not include anv nctwork 
addresses and thereforc still suffers from the same intemctworking limitation as the original protocol. 

• lntememork Packet eXchange/Sequenced Packct eXchange (IPX/SPX). As noted IPX and SPX are the 
main protocols used in Novell Net Warc networks. IPX is a connectionless protocol with no guaranteed 
delivery and SPX is a conncction-<Jriemed protocol with guarantecd deliven·. 

• Transmission Control Protocolllntemet Protocol (TCP/IP). TCP/IP is actually a suite of protocols that 
include TCP. IP. the U ser Datagmm Protocol (UDP). and seveml other sen•ice protocols TCP is a 
connection-<Jriented protocol with guaranteed delivery and UDP is a connectionless protocol with no 
guarantccs. Both TCP and UDP rcly on IP to rcsolve network addresses and facilitate the end-to-cnd dclivery 
of mcssagcs. 

As previousl~- noted TCP/!P and IPX implement network addresses: therefore. they are both considered mutable 
protocols that can easilv bé imegratcd imo rnulti-LAN cnúronmcnts and large widc area nctworks. This makes 
either protocol a superior choice to NctBEUI for most applicauons. 

Unfonunatcly. t11e standard implcmentauons ofTCPIIP and IPX do not addrcss the broadcast-intensovc nature of 
NetBIOS. Becausc NetBIOS opcrates above the LAN-Iayer protocol. it is isolated from thc tcclmical details of 
the underlymg protocol. and by the sorne token. the underlying protocol is isolatcd from the technical details of 
NetBIOS. That means that NetBIOS name resolutoon mil. by dcfault. be handled using broadcasttechniques, 
regardless of which LAN-layer protocol is m use. 

Microsoft did however. address this problern by crcatmg optional enhancements for the TCP/IP implcmentation 
in Windows NT --and only for the TCP/IP implementation. Specificallv. Microsoft borrowcd an idea (or two) 
from the way TCP/IP is implemented in a UNIX cnvironment and implcmentcd thrce wavs of resoh·ing NetBIOS 
namc requcsts without gcnerating broadcasts· 

• LMHOSTS. You can confi¡,,'ure a LMHOSTS file m each Windows NT systcm. LMHOSTS is a simple text 
file that contains a list of NetBIOS na mes and the corresponding TCP/IP address for cach na me. This is 
similar to the way that UNIX hosts use a HOSTS file to resolvc nativc TCP/IP name-to-address translations. 
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(Y ou should note that Windows 1\'T also suppons a HOSTS file for TCP/IP traille that docs not ill\'oh·e 
NetBIOS.l 

• WINS. You can implementa Windows Internet Name Sen ice sen·er. A WINS sen·er provides a centralized 
database that maps NetBIOS nantes to TCPIIP addresses. When a \V INS client wants to know the address for 
a NetBIOS name. it simplv asks a WINS sen•er. lltis IS simtlar to the way that UNIX hosts use Domain 
Name System (DNS) or Network Information Sen·ice (NIS) narne sen·ers 

• DNS You can also use a DNS serYer (UNIX or Windows NT Server) to resolve NetBIOS names into 
TCPIIP addresses. Microsoft is currently mO\ing away from \VINS and toward DNS as its preferred method 
of NetBIOS name resolution 

A gi,·en Windows NT system can use any one or a combination of any of these approaches. In the event none of 
the above approaches are used. the NT system \\ill reson to using broadcasts for name resolution. Assuming. 
however. that one of these approachcs is in place. the TCP/IP software m a \Vindows NT system will look for 
NetBIOS name discoven• requests. When it sees such a request. it will send an inquil} rcquestto a \VI NS sen·er 
or look for the name in its local LMHOSTS file. 

Finally_ picase note that the WindO\\S NT implementauon ofTCP/IP also suppons a dmamic IP address 
assignment protocol--the Dynarnic Host Configuration Protocol (DHCP). DHCP greatly simphfies the 
configuration of client systems in a TCP/IP network. Instead of assigning and configming uniquc IP addrcsscs in 
each client PC. you simplv configure lhem to use DHCP and lhey ,,;¡¡ automatically receive an IP address 
ass1gnment from a DHCP sen·er system (typically a Windo\\S NT Sen•er system). 

The real beaulv (from a networking perspeclive) of the Windows NT en\'ironment is thal u enablcs vou 10 deploy 
muhiple protocols on a concurrent basis. \Vith \Vindows NT you can run native \Vindows 1\íf nCt\\Orkmg 
sen ices over IPX and run native TCPIIP sen·ices (in other words. Telnet. and flp) over TCP/IP. Altemat1vely. 
you can run nati\'C Net\Vare serviccs O\'Cr IPX and run nall\'C Wmdows NT nch\orklng scrnccs ovcr TCP!IP 
You can even deploy all three protocol suites--NetBEUL 
IPX. and TCPIIP--and enable nau,·e and non-native sm·ices ovcr all of lhem. 

Microsoft and TCP/IP 
As Microsoft continues to enhance Windows NT. lhe multi-protocol scenario will begm to change 
becausc Microsoft is making a grea1er •m·esunenl 111 TCP/IP-based sen·ices. For example. in the 5.0 
release of Windo\\s NT. all ofthe new dtrectOI}' sen·ices will onlv be available ifyou are using TCP/IP 
as your primal}· transpon Microsoft clearly bclicves that TCP/IP will be the defacto nct\\ork protocol 
for thc majority of the induslf}'. You miL of course. still be able lo run lhe olher protocols. but if you do 
nol run TCP/IP as \\ciL you will find yourself feature-limited. 

NetWare/Windows NT Server Integration 

Tite realit~· is that man~ organizations choose lo deploy both Net\Varc and Windows NT Sen•er. For example. a 
companv might use Net\Vare for file and print sen•ng but use Windo\\s NT Server as a data base sen·er for 
client applicaltons. This kind of coex1stence results in a requirement for a clienl systcms to be ablc to access both 
types of sen·ers 

Because Microsoft operating systcms control the majority of desk1op enYironmcnts. it should be no big surprise 
to discover thot Microsoft is the primal}· providcr ofNct\Varc/Wmdows NT Sen·er cocxistcncc solul!ons 
Net\Vare/Windows NT Sen-cr cocxistcncc solutions take on three forms: 

• Concurrent access. Running l\\0 sets of clicnt software m cach desktop systcm so each clicnt system can 
access OOth scrYcrs concurrentl~· 
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• Emulation. Using a Windows NT Server to emulate a Novel! servcr so clicnts can use exisung NetWare 
client software to acccss NT rcsources. 

• Gatcway. Using a Windows NT Server as a gateway so that clients see thc NctWare server as pan ofthe 
Windows NT Server systcm. 

The first solution-running two sets of client software in each desktop system--is really only practica! if the 
desktops are running Windows for Workgroups, Windows 95, or Windows NT Workstation. These three 
operating systems can easily suppon concurren! access to two differenttypes of servers. You can use Novell­
provided client software in al! ofthese three cases. or you can use the Microsoft-proYidcd Net\Varc chent 
software in the Windows 95 and Windows NT Workstation em·irmmtcnt. 

Although concurrent access to both types of servers is technically possible in DOS and Windows enYironments. 11 
is very difficult to implcmcnt and manage. lf you are opcratmg in eitltcr of thcse cm·ironmcnts. you are beller off 
looking at the other two approaches. 

The second solutwn--having a Windows NT Server emulate a NetWare servcr--is accomplished Yia the NctWare 
file and print sen·ices includcd in thc 4.0 relcase of Windows NT Sen·er. Aftcr this software is installed. thc 
Windows NT Sen·er emulates a NetWare sen·er and clients can conncctto itto acccss file and print rcsources 
using standard client-side NetWare software. In most cases. this solution is implcmented as a ntigration strJtegy­
-clients are given access to both scrYers as infonnation is moved 
from the NetWarc sen·er lo the Windows NT Sen·er systems. After e\'e"1hing is moved. thc chents are thcn 
switched to nati\·e Microsoft clicnt software. 

Thc final solution--using Windows NT Scrver as a gateway toa NetWare sen·er--is implementcd by using the 
NetWare gateway software included in the 4.0 release of \Vindows NT Sen·er. This software establishcs a 
connecuon toa NctWare sen·er and rcmaps al! of the files and printcrs into native Windows NT Scn·er fomtat-­
client systems see the Nct\Vare resources through standard Microsoft client software. This approach is somewhat 
limited in that access lo the NetWare sen·er is pcrformed via a single-user id--al! ofthe client systems share the 
access rights ofthe gatewav uscr-id. 

Finally, you should note that a wide variety of third-pany software is availablc to integrate both NetWarc and 
Wmdows NT Scrvcr into UNIX and other opcrating system envirorunents. Tite bollo m linc is that ncithcr of thcse 
products suffer from a lack of connectivity options--eitlter lo one another or lo the res! of the world 

- 1 o-
TCP/IP 

An Overview of TCP/IP 

he TCPIIP network architecturc distinctly influcnces how muluple vendar networks are constructcd and operated. 
The tmponancc of TCPIIP in today's market is panicularly amazing when you consider that TCPIIP ts a public 
domain architecture Unlikc most prívate. commerciallv dcvelopcd network architccturcs (for cxamplc. IBM's 
Systems Network 1\rchitecture (SNA) or Digital's DECnet). TCP!IP was dc,·elopcd undcr the auspices ofthe 
U.S. government. This dcvelopment em·ironmcnt made TCPIIP an opcn network bccause the TCP/IP architccture 
was not aligncd wnh any particular ,·cndor or maclune architccturc. 

/G.J 
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A Brief History of TCP/IP 

Just how did TCP/IP rise to such a leve! of importance'' To fully understand this you must go back to 1957--the 
year the Soviet Union launched Sputnik. the world's first artificial satellite. When Sputnik went into orbit. 
Presiden! Eisenhower decidcd that the United States needed to focus its efforts on meeting and excecding So\iet 
technology. so he created the Advanced Research Projects Agency (ARPA). The purpose of ARPA was to 
conduct long-lerm research and developmcnt projects on behalf ofthe U. S. govemment. 

As the number of research projecls handled by ARPA grew. so did the number of researchers and sub­
contractors. and the need to share resources. When computers and computing dC\·ices becamc imponanl rescarch 
lools in lhe late 1960s. ARPA dccided 10 crcate a network that would enablc ARPA researchers and sub­
contraclors lo share the growing number of computer systems. Tius nelwork carne to be known as ARPANET. 

Originally. ARPANET used packet-switclting tcchnology thal was the precursor to the X.25 standard for packel­
swilching networks. Stmple tools were crealed and deploycd to allow terminal access. file transfer. and simple 
mail--these tools exist today under TCPIIP as TelneL File Transfer Protocol (ITP). and the Simple Mail Transfcr 
Protocol (SMTP). 

ARPANET use continued to grow stcadilv through the 1960s and into the 1970s. In the 70s. howevcr. the 
fledgling networking industry was going through significan! tcchnology and design changes. On the technology 
fronL the Ethernet LAN ltit the markeL offering new levels of performance for local connections. In lhc same 
umcframe. the X.25 standard was approved by the CCITT. creating a universal standard for packet-smtching 
nctworks. 

On the dcsign fronL Xerox relcascd its Xerox Nctworking Servtccs (XNS) architecture. Although XNS was nota 
commcrcial success, it was a major influence on the dcsign and implcmcntation ofNovell Net\Vare and 
IBM/Microsofl's LAN Manager. However. Xcrox was not alone in developmg and offering formal nctwork 
arcltitecturcs--IBM released ils Syslem Net\\ork Arcltitecture. and Digital Equipment Corporation introduccd ils 
Digital Nctwork Arcltitecture (DNA). beltcr knmm as DECnet. 

Given this backdrop of new network links and arcltitectures. ARPA decided to adopt TCP/IP as the standard 
nel\\ork arcltitecture for the ARPANET ARPA saw TCP/IP as a too! that wouJd enable them to quicklv embrace 
new technology (like Ethernet and X.25) as it became available. As a rcsult of ARPA's interest and im·cstmenL 
most of the major TCPIIP protocols were devclopcd and deploycd by the end ofthe 1970s. 

The use ofTCP/IP in ARPANET proved so successful that ARPA issued a directive for all ARPANET hosts to 
use TCP/IP by the nud-19KOs. This dtrective is a milestone in lhe history ofTCP/IP. becausc it insurcd that any 
computer manufacturer who wanted to scll cquipmcnt to ARPA had to suppon TCP/IP. rcgardless of what their 
"nauve" network arcltitccture happencd to be. So, thanks to lhe U.S. go,·ernment sorne leve! ofTCP/IP has been 
implemcnted in vinually every mamstrcam computer system. 

As the use of ARPANET continued to grow and prosper. the nctwork undcrwent dramatic changcs in lhe 1980s. 
Pres1dent Reagan rcnamed ARPA lo Defcnsc Adnnced Rcscarch Projects Agency (DARPA) and thus 
ARPANET became DARPANET. Militan· agenctes became uncomfonablc with the amount of non-nulitary 
activity occurring over DARPANET and so lhey split off and forn1ed thcir own network. named MILNET. 

The beginning ofthe end of DARPANET occurrcd when the National Science Foundation (NSF) formed a 
scparatc nctwork for science and acadcmic rescarch m 1985. Thc network_ NSFnet. was modeled aftcr 
DARP ANET. and in the sptrit of shanng. the two nctworks werc interconnected. Over the coursc of the late 
1980s. NSFnet absorbed DARPANET and became what wc now know as the Internet (but that's another story). 

More tmponantlv. although ARPANET never made it into the 1990s. the network arcltitccturc it gave binh to-­
TCP/IP--lived on and prospered. For vears, TCP/IP was the prolocol suite of choice for UNIX nclworks. Then. m 
thc 1990s. almost all of the majar compulcr and network manufacturers followed suit and mcorporatcd suppon 
for TCP/IP into lheu producls 

/6 '1 
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For example, Microsoft now Iooks at TCP/IP as its protocol of choice for NT networks. and lB M has migratcd a 
number of conncctivity scn~ces from SNA to TCP/IP. In short. TCP/IP has established itself as the prcmier 
protocol suite for many corporate networks. 

Core TCPIIP Protocols aod Services 

The TCPIIP network architecture is narned after its two core protocols--the Transmission Control PrOlocol (TCP) 
and the Internet Protocol (IP). In truth. these two protocols are only thc up of the iceberg-when you stan dtgging 
into a TCP/IP network. you typically encounter dozens of lower-level scrvicc and uulity protocols. In tl11s 
chapter. you will review a number ofthese protocols. staning with the following core TCP/IP protocols: 

• The Internet Protocol (IP). This protocol is responsible for the delivery of messages between systems 
opcrating \Üthin the same network or opcrating in differcnt (but interconncctcd) networks. As pan of this 
function. the Internet Protocol handles all network-level addresses--for example. the Internet Protocol is 
ultimatelv responsible for moving a rnessage from a system at address "192.0.0.101" toa system at address 
"192.0.0.102". (And that's al so why thesc addresscs are referred toas Internet addresses or IP addresses.) The 
Internet Protocol is a network-level protocol that acts as a carrier for transpon-leve! protocols. Tite two main 
protocols that opcrate at the transpon levcl are TCP/IP and UDP. 

• The Transmission Control Protocol (TCPIIP). This is a connection-mientcd protocol that guarantees end-to­
end delivery. TCP is used as the primar,· transpon for the majoritv ofthe TCP/IP utilities. 

• The U ser Datagram Protocol (UDP). Titis is a connectionless protocol that docs not guarantee end-to-end· 
delivery. Because it ts connectionless. UDP is faster !han TCP. UDP is typically used for real-time 
( client/sen·er) program-to-progmm applications or networking sen·ices that require the fastest possible 
response time 

• TCP and UDP. in turn. carry application-orientcd servtces (sometimes rcferrcd toas application protocols). 
Although there are litemlly hundreds of servtces that can run under the umbrella of TCP or UDP. the four 
majar scr\'ices are: 

• Telnet. This sen·ice provides a means for a TCP/IP workstation ora temtinal attached toa TCP/IP host to 
access a second host system. Telnet will be discusscd in more detail later in this chapter. 

• Tite File Transfcr Protocol (FTP). This sen·icc enables the movement oftext and binar-y files between 
systems. FTP is a bulk file tmnsfer scn'lce that is unaware of field-level contents. although most FTP 
tmplementations have provisions for ASCII/EBCDIC converswn. FTP can be used on an intcractl\·c or 
prograrnmatic basis. 

• The Simple Mail Transfer Protocol (SMTP). Titis service handles the routmg of mail in a TCP/IP nctwork. 
Note that SMTP is a dclivery scn·ice that docs not communicatc dirccti,· with cnd users. The end-uscr side of 
mail is handled by a front-end program that dcals with tlte user-oriented mail issucs (that is. composing. 
rcading. fonvard filing. and so on). 

• The Simple Nctwork Management Protocol (SNMP). SNMP provides the framework for systcms to repon 
problems. configuration inforrnation, and performance data to a central nctwork managemcnt location. Like 
SMTP. SNMP is notan end-user scn·ice--SNMP repons its infomtation toa central programs that anal)""es 
the data and interacts \\ith an opcrator. 

Figure 1 O. 1 illustrates how thesc core protocols and sen· ices relate to onc anothcr. And remember. these 
protocols and sen·ices are really just a sample of tite entire sct of TCP/IP protocols and scn•tccs. La ter in this 
chapter we willlook at additional protocols and sen·ices commonly used in many TCP/IP networks. 
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TCPIIP Architecture - - - -
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FIG. 10.1 Relationship of Core Protocols and Sef\·ices in a TCP!IP Architccturc 

The TCP/IP Client/Server Model 

Sef\•iccs such as Telnel FTP. and SMTP follow the clicnt/sef\'er modeL This means that a user initiatmg a 
sef\•icc rcqucst uses chent software and the rcquest ts received by scrver software operating in the backgrow1d of 
thc target systcm. The clicnt/sef\·er model is cenainly not new to the TCP/IP environment--in facL the entire 
architccture for TCP/IP is clicnt/sef\·er oricnted. 

Undcr the TCP/IP client/sef\·er modeL sef\•ices are assigned sockets. Sockets are logical ports associatcd with the 
TCP and UDP transport protocols. Programs can attach to sockets m ordcr to commwücatc wtth othcr partner 
programs. All ofthc major TCP/IP protocols and applications scf\·ices have defined socket numbers. For 
cxamplc. Telnet uses TCP sockct 23. FTP rclics on TCP sockcts 20 and 21. and SMTP is ass1gncd TCP socket 
25. 

Whcn a clicnt wants to cstablish a conncction to its serYer countcrpart. it initiatcs either a TCP or UDP 
conncction to the corresp:mding socket number on thc targct system. For example, whcn you run thc Telnet chent 
and initiatc a connection toa hose thc Tclnct clicnt rcquests a TCP conncction to sockct 23 on the cargct systcm. 
Figure 10.2 shows this baste connection architccturc. 

'. 1 
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TELNET Client/Server Architecture 
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FIG. 10.2 Basic Connection Architecture in a TCP/IP Client/Server Model 

On the other si de of the eqnation. when tl1e server system receives a socket connection. it nonnally stans a new 
copy of the server program to handle the new client connection. The client and sen·er then estabhsh a new socket 
asstgnment they can use for the duratwn of the connection Tlus approach enables m u! tiple client/serYer 
conversations to use thc same socket nurnber to initiate connections. 

After the chent and sen•er programs have established a link to one anothcr. they can stan mteractmg. In many 
cases. the initial interaction often mvolves negotiation a process where the client and serYer module agree on 
what special functions or capabilities will be aYailable during the session. After ncgotiation is complete. the cnd­
uscr can bcgin using thc scrYicc. 

How exactly docs a clicnt system initiatc a link toa server systcm'l Undcr thc TCP/IP arclutccturc. connecuons 
can be initiatcd using the IP namc of the scrver systcm or IP address of thc serYer systcm. As cxplaincd in thc 
following sections of this chapter. the IP namc and IP address define thc nctwork path that lcads from the client 
system to the scn·er system 

TCP/IP Host Name Resolution 

EYery sYstem in a TCPIIP network nonnally has both an IP name andan IP address. Thcsc two variables work 
togethcr to cnable end-to-end connectwns bctwcen TCP/IP hosts. Unfonwmtely. all TCP!IP hosts do not suppon 
the same mcthods and protocols for assigning IP numbers and translating IP names into IP addresscs. In this 
scction ~-ou will see thc common mcthods uscd to rcsoh·c IP names into addrcsses--in tite nc:\.1 scction you will 
takc a closcr look at IP addresscs 

Befo re you gct mto thc details of IP names. be aware of a little secret--you don't really need to use IP names at all 
in a TCP/IP nemork. lfyou know thc IP address for cwry systcm you want to contact. you're all sct IP host 
namcs are mcrcly tools that assist your personal analog-bascd memo~}'. For examplc. IP names free you from 
llliYing to rcmcmbcr th:.Jt your producuon systcm is "192.0.0.1" and your test systcm ts "192.0.0.2". instcad you 
can assign thcm descripti\'e nan1es like "prod" and "test" (or cute mmes like "kirk" and "spock"). 
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Informal and Formal Names 

Ifyou are opcrating in the confines ofa self-contained network (tenned a domain). you can referencc another 
system usingjust its system name. On the other hand ifyou funcuon m a Iarge net\\ork where muluple domams 
are imerconnected a systcm name must be expanded imo an fully qualified IP namc that follows thc fonnat. 

<host name>.<domain name> <type> 

In tlus fonnat. <host namc> refers to the name of a spectfic system (for example. ktrk or spockl and <domam 
name> idenufics the namc ofthe organization. institutioiL or enterpnsc nctwork that the systcm bclongs to·(for 
example. teec. ibrn. or nctcom). Domain names can contain multiple components. For examplc. as...JOO ibm and 
_¡m·a sun are OOth legnimatc domain names 

Tite final componen t. <typc> classifics the tvpe of business or organization serviced by the domain. So me of the 
more common <type> valucs includc: 

• .go\· gO\·emment body (for cxample. whitehouse.go\') 

• .. edu educational instnuuon (for cxample. msu.edul 

• .com any commcrctal institution (for cxample. ibm.com) 

• .org organizations/standards bodies (for example, ieee org) 

For intemattonal access. <typc> can be furthcr broken down into multiplc com¡xmcnts. For cxample. co.uk and 
co.nz refer to institutions in the Unitcd Kingdom and Ncw Zealand respective!~ 

Again. you oftcn necd to use thc full IP nante whcn you !cave your domain: othcnvise. you can JUSt use the 
systcm name. For cxample. ifyou \\ant to send somethmg from kirk.trck.com to spock.uck.com. ~ou can simply 
use tite addrcss spock. If. ho\\e\·er. you want to scnd from ldrk.trek.com to xena.warrior.com. you typically have 
to use the fully qualificd namc (in othcr \\Ords. xena warrior com). In a network cmironmcnt where you 
frequently work with multiple local dornains you can. in facL sct up a domain scarch list to look for a host nante 
in a senes of domams. 

Making the Address Translation 

You can tn\·okc all TCP/IP.sen·¡ccs using eithcr thc IP addrcss or IP namc of thc targct systcm. For cxample. you 
can mi u ate a F1lc Tmnsfcr Protocol <FTP) session usmg euhcr of thc follmúng t\\'O comrnands: 

• FTPSPOCK 

• FTPI921102 

Assuming thatthe sYstem named spock has an IP address of 1 n 0.11.2. both of these commands accompltsh 
cxactly the samc thing. but the first \·ariation 1s ccnainl~ cas1cr to rcrncrnbcr 

Because the underlying TCP/IP protocols can't do much with the sYstcm name. TCP/IP sen·ices such as Telnet. 
FTP. SMTP. and others tnYoke a translation process that com·ens the host name into its corrcspondmg IP 
addrcss. This tmnslation occurs "undcr the cm·crs." so you nc\·cr sce it happemng--you only sce the results. 

Thc first stcp in the translation proccss is to look up thc host namc in a host tablc file storcd on thc originaung 
(local) systcm. This filc--nomlally namcd hosts--JS manually maintaincd and it cont:uns a list of s~ stcm names 
and the correspondmg IP addresses for those SYSlems. lf the spccificd host name is present in the local host table. 
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the process is complete. and the IP address is retumcd to the requesting ser. ice. That service then initiatcs 
acti\itv over the nctwork using t)¡c IP address If. however, the speeified host is not present in the local host tablc. 
the translation process will tum to one or more systems in the network that have been designatcd as a name 
scn·cr. 

A name server is a system on the network that maintains a database of host names and their eorresponding IP 
addresses. In a nutshell. a name server prmides a way of centralízing the information containcd in ,·arious 
svstems' host tablcs--name scrvers 
~·ere de\·eloped to eliminate the need for each system to downlood a single master hosts file whenever a nctwork 
change was made. Any given host name can appear in both a name server database andina local host table. 
However. using both host tables and name servers crcates a reasonable balance between speed and managcability. 

On one hand il is difficult and often unreasonable to Ir:'' to maintain a curren! Iist of al! host names and IP 
addresses on every syslem in the network. On the other hand retrieving an IP address from a name servcr takes 
more time than rctne\ing it from a local host table file. By using both approoches. indi,idual system 
administrators or users can maintain a short Iist of frequentlv accesscd host names in the local host table file so 
access to those hosts can proceed at best possible speed Th~ IP address for Iess frequently accessed hosts can be 
retrieved over the network from a nan1e server. 

Finally. note that whenever a system resolves a name into an IP addrcss. it stores the results in a memory cache. 
The memory cache is always consulted frrst for nan1e-to-address resolution. If an enlr:'· isn't in the cache. then the 
system uses the hosts file and/or the name server to resolve the name. Memory cache speeds up ú1e process of 
accessing the same host over and over again. but the cache is Iost whenever a system reboots 

Name Scrvers 

TCP/IP often provides severa! different ways of performing the same task. Names servers are no diiTerent. In 
today's TCPIIP markel you will run into three common na me server implementauons: 

• Domain Name Server (DNS) DNS is the most wide-spread implementation of a name server--for examplc. 
DNS is the preferred name server implementa! ion on the Internet. DNS is a sophisticatcd implementation 
that cvcn allows name scn·ers Lo contact one another in thc cvent they cannot resolve a namc in thcir own 
databases. When most people say namc server, they are referring to the DNS implementation. 

• Network Information Service (NIS) (forrnerly called yellow pagcs or yp). NIS was developed by Sun 
Microsystcms as pan of its TCP/IP network archilecture. Although there are plenty of technical diiTcrences 
between DNS and NIS. they can be viewed as functionally idcntical (but not interoperable) solutions for the 
purpose of this discussion. 

• Windows Internet Naming Serv1ce (WINS). This is a relatively ncw service thal despite the namc. is not 
really used for native TCPIIP traffic. WINS is a facility that allows NetBIOS-bascd host names to be 
resolved over TCPIIP. It is an importan! componen! in Microsofl's implementation of native Windows 
nctworkmg scrv1ccs over TCPIIP. 

Intcreslingly cnough, thcM! name server implementations are not exclusive of onc anothcr--a systcm can engagc 
them as ncedcd. For examplc. if an HP system can't resolve a namc via NIS. it may invoke DNS. Similarly. a 
Windows 95 or Windows NT system can use both WINS and DNS 10 resolvc names. 

As you can see. IP names play an importan! role in TCP/IP networking bccause they add structurc to thc nctwork 
and thcy allow uscrs lo rcference systems by casy-to-rcmcmOCr namcs. Just rememOCr. all IP namcs c\'cntually 
get translatcd mto IP addresses before action can be taken. 
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IP Address Construction 

Under the TePfiP architecturc. each systcm in a network is assigned a four b~1e (32 bit) address. tcrmed the IP 
address. Instcad of representing these b~1es as hexadectmal ,·alues. howe,·er. they are nom1ally rcpresented using 
the formal w.x.y.z. where w. x. y. and z are rcplaced with a decimal number betwcen O (hex 00) and 255 (hcx 
FF). For example. 192.0.0.12 is a valid IP address. 

This four-b\1C address is then further broken down into a network address anda system addrcss. For examplc. the 
IP address 192.0.0.12 identifies systcm "12" within network "192 0.0". Similarly. IP address 128 10.20 12 
identifies system "20.12" within network "128.10". The breakdown ofhow many b~1es are used for the nctwork 
portian of the address and how many bytes apply to the system is predetemuned based on thc class of thc IP 
address. There are three real address classcs. and they are as follows: 

• Class A. Tlus class follows the formal "neh\ork.host.host.host." \\ith the net\\ork bvte fallmg in the rJnge 
between O and 127 (exclusive ofü and 127). and the host b~1es being grcater than O. For examplc. in the 
address "6~.0.1.12". "6~" identifics the network and "O 1.12" idemifies the host systcm. In case you're 
wondering. "O" is nota legal network addrcss and "127" is used to define a "loopback" addrcss within an IP 
host s~·stcm. 

• Class B This class follows the fomillt "network.network.host.host'' "iú1 the first (lcft-most) net"ork byte 
falling in the range from 128 to 191 (including 128 and 191). and the host b~1es being greaterthan o. For 
example. in the address "130.10 1.0.68". "130.101" identifies the network. and "0.68" idcntifies the host 
system. 

• eiass e This class follows the fommt "network network.network.host." with !he first nctwork byte falling in 
the rangc from 192 to 223 (including 192 and 223). and the host bytes being greatcr !han O. For example. in 
the address "200.1. 1.3 7". "200.1. 1" identifies the network. and "3 7" identifies the host systcm. ClasS e is ÚlC 

most common implementation ~cause it pro\'ides thc greatest flcxtbility for creating multiplc nctworks. 

NOTE. There is a fourth tvpc of address--Class D. This \'irtual address class is used for multi-cast addresses. 
which are intendcd for multtple systems that possibly reside m different networks. Class D addresses have no 
network or host components and addresses begin with a b~1e that falls in thc range of 22~ to 23~ (mcludmg 
22-l and 239) n 

Note that m all classcs. vou cannot assign "O" or "255" as host numbers. These numbers are rcservcd for TeP/IP 
broadcast messages. As a general rule. ~·ou can sclcct whateYer address class makcs scnse for thc composition of 
your cntcrpnsc-wide network. lf you'rc gomg lo hook up mto the Internet hmvcver. you nccd to obtain approval 
for ~our class ass1gnment and addrcss mngc through your local Internet access providcr. 

Assigning IP Addresses 

Once you'\'e detennined and possibly registcred the class and range of addresses you are going to use. you can go 
alxmt the busmess of configuring your systems All systems can be manually configurcd to use a spcc1fic lP 
address. A.ltemati,·cly. some systcms (for cxample. PCs. Macintoshes. and UNIX systcms) can dynamically sct 
their IP addresses using the scrviccs of an address scrYer. 

NOTE: You musttake lntemet access into consideration when vou develop vour IP address plan. lfyou 
are ne\er going 10 conncct your nctwork to thc Internet or ifyou are only going to conncctthrough a 
proxy scn·cr (which hidcs your mtcmal IP addrcsscs). then you can use whatc,·er addrcsses you dcsirc. 
lf. howe\CL ~ou are going to conncct to the Internet usmg a comcnuonal gatc\\ay or routcr. thcn you 
must onl~ use thc IP addresses you rcg1stercd n 

f7f! 
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Before you set up an IP address scrver. you must decide on which dynamic addrcss protocol you can tand want 
to) use. The three popular choiccs are the Re,·erse Address Resolution Protocol (RARP). the boot protocol 
(bootp). or the D)11amic Host Configuration Protocol (DHCP). 

• RARP and boot. These two protocols were developed to handlc diskless UNIX workstations When a ~·stem 
boots up using RARP or bootp, the system broadcasts its LAN adapter address. and the address scrYer 
returns an assigned IP address. In order to use RARP or bootp. a network administrator must manuaJIY crcate 
and maintain a file on an address serYer tlmt maps specific LAN adapter addresscs to speci fic IP addrcsscs. 
Bootp has the added capability of downloading addit10nal configurJtion information. such as the addrcsscs of 
the namc scr-vcrs and gatcways. 

• DHCP. Titis protocol was developed as mt alternative to bootp. Unlike RARP and bootp. a DHCP addrcss­
scryer does not need to be configurcd witlt the hardware address of cach and eYery system it will sen·ice. 
lnstead the DHCP sen·cr assigns IP address from a pool of addrcsses. Therefore. when a system makes a 
DHCP rcquest. it will reccive an IP address from the pool that may or mav not be the same IP address it used 
the last time. Like bootp. DHCP can al so dO\mload additional configuration information to the requesting 
system. 

Although DHCP was devcloped as a general purpose TCPIIP protocol. its popularity and use haYe soared because 
Microsoft has adopted DHCP as its preferrcd methodology for IP address assignment in Windows 95 and 
Windows NT TCPIIP networks. Microsoft's dccision has. in turn. cominced a number ofPC and Mac network 
software yendors to introduce support for DHCP in their client software packages. And \\ith Sen·ice 1'-Jck 2 of 
NT Sen·er ~.o. Microsoft broadened the scope of DHCP by enabling an NT -based DHCP sen·er to lmndle 
address assignment requests from bootp clients. 

You can mix and match your IP assignmcnt methodologies. Sorne systems. such as AS/~OOs and dedicated 
sen·ers. can have manually configured IP address Other ~·stems can use bootp. and still other ~·stems can use 
DHCP. The flexibility (and related administmtive complexities) are yours to choose. 

IP and MAC Addresses 

As importan! as IP addresses are (and thev are very importan!). they are not the only requirement for delivering a 
message to a ~·stem in a TCP/IP LA>'l enYirmmtent. IP addresses are logical addresses that operate aboYe the 
leve! ofthc physical LAN adapter address (the MAC address). In order for a ~·stem to haYe the opportunity to 
examine tltc IP address in a mcssage. tlmt mcssage must get past the LAN adaptcr. 

Specifically, when a LAN adapter card sces a message on tlte LAN. it will onlv look at tlte contents ofthe 
mcssagc undcr two circumstanccs: 

• Tite message is a broadcast message for all systcms in the LAN. 

• The messagc contains the LAN adapter's address. 

In both of thcsc cases. thc LAN adaptcr passcs the mcssagc on to the operating systcm so the operating ~·stem 
can dctemunc what protocol the mcssage applies to (for cxample. TCPIIP. APPC. IPX. and so onJ In the case of 
a TCPIIP messagc. thc receinng system will then verify the IP addrcss contained in the mcssage. lf the lP 
addrcss doesn't match. it will. in most cases. be ignored 

TCP/IP nemorks could function bv broadcasting c\'el}· single mcssage and forcfng all the systems to look al each 
messagc. As ~ ou can probably imagtne. thls \\ ould creatc extra ovcrhcad on the systcms bccausc ú1cy all must 
examine C\'CI}' single TCP/IP message. Titankfully. howcver. TCP/!P prondes a protocol to disco,·cr the LAN 
adaptcr addrcss tlmt corresponds toan IP address. That protocol is the Address Rcsolution Protocol (ARP). 
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Hcrc's ho\\ ARP works. The first time Svstcm A wants to senda messagc to Systcm B. it sends out a broadcast 
message usmg ARP. Becausc it is a broadcast messagc. each systcm in !he local LAN sces it. Whcn System B 
sees the messagc. it finds its 0\\11 IP addrcss in iL recogmzes thatll is a ARP request. and retums a mcssagc to 
Systcm A containing its LAN adapter address. From that point on. S~·stem A can dircctly address System B usmg 
both its LAN adapter address and IP addrcss. 

Combining Name and Address Resolution 

Thc IP name. IP address. and LAN adapter address come into play whenever you begin communicating ,\ith a 
TCP/IP system For cxamplc. whcn you initiate a Telnet connection toa hosL thc following stcps occur· 

l. The IP name is translated into an IP address using a hosts file ora DNS/NIS/WINS lookup. 

2. The IP address indicates ifthe target system in !he same LAN (in othcr words. it has the samc nel\\ork 
address as t11e source system) or ifthe message needs to be forwarded through one or more gateways (as 
explaincd in !he next scction of this chapter). 

3. Once the message rcaches the LAN where the target systcm resides. thc target system's LAN adapter 
address is discovered via ARP This discovery ""' be perfonned by the source system if it is on the same 
LAN as !he target sy·stcm. or by the gateway servicing the target sy·stem. 

Thc beauty of TCP/IP is that these steps happen behind the scenc You simplv enter telnet <host name> or ftp 
<host name> and all of thc underlymg sen-ices and protocols kick m to take you to your destinallmL wherever it 
happcns to be. 

IP Routing 

The nctwork portian of an IP address dctennines which computers a system can connect to without rcquiring thc 
sen·ices of a router or gateway (TCP/IP networks gcnemUy use the term gatewav even though a TCP/IP gateway 
1s reallv a router). Under the TCP/IP architecture. two systems with different network assig¡m1ents can only 
communicate with one anothcr through a gateway-...cven ifthcy are locatcd immedmtely ncxt to each other and 
connectcd to the samc physical nctwork. 

A TCP/IP gateway can be a dedicated router or it can be a computer sy·stem that also acts as a router. For 
example. vou can configure an NT Server s~stem to be a gateway by adding the Multi-Protocol Routing (MPR) 
nctwork sen•icc. MPR can run concurrcntly with othcr nctwork SCr\'lCCS (for cxamplc. file sharing. printcr 
sharing.. or Wcb serúng). Most UN1X systems can also prodde gatcway sen:icc (eithcr routed or gatcd) in 
addition to thelf normal application loads 

Regardless of what typc of de,·ice it1s. a gateway systcm maintains atable of nctwork addresscs anda record of 
thc physical conncctions associated \\ith those addrcsscs. Thercfore. when a gateway rcccivcs a requcstto 
forward a message. it símply looks atthc net"ork address ofthc target sy·stem. finds !he physícal interface 
associated with that network address. and forwards thc message over thatmterface. 

How does a sy·stcm know whcn it necds to forward a message to a gateway'' Whcnever a sy·stcm gocs to senda 
message to another sy·stem. it compares the network address of the target svstem wíth its own network address. lf 
thc two are diffcrcnt thc originating systcm must forward thc mcssagc to a gatcway. 

Nccdless to say. cach systcm must know what gatcways are a\·ailable for use. In the casicst scenario. cach systcrn 
is configurcd with thc address of a single default gateway. and all cross-nctwork messagcs are delivered to that 
gatcway. That gatc\\ay can. m turn. forward thc mcssagc on to other gateways. but this additional routing is not 
yis1blc to thc onginal systcm 
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In more cornplex net\\orks. rnultiple gatew3ys rnight be 3Yailable tosen ice dilferent networks For ex3mple. onc 
gateway might be ayailable for traffic to and frorn a business partner's priYate TCP/IP network. and 3 second 
gateway rnight sen ice general Internet traffic. Although. you can configure all ofthe traffic to go to the default 
gatewav and Jet the default gatewav handle re-routing the messages through another gatcway. this 3pproach 
creatcs additional oYerhead and it introduces a single point of 
failure. 

Alternatively. you can configure routing inforrnation in each system that tells it which gateway to use to rcach 
what network. In this example. ,·ou tell the systerns to use the lirst traffic for rnessages e~']Jiicitl" addressed to the 
partncr's network and use the sccond gatew3y for all other traffic (the sccond gateway is the default gate"ay). 

As discussed previously m the "IP Address Construction" section ofthis chapter. IP addresses fall into dilferent 
classes that determine which portion of the address is used for nctwork identilication and wluch portwn is used 
for systcm identification. TI1e way that thcse classes are interpreted on e3ch ~·stem is actually handled through 
somcthing called a sub-nct mask 

A sub-net mask is a series of 1 andO bits that are logically "ANDed" to the IP address ofthe targct ~stem in 
arder to determine which address bns are used for network identification. For example. thc thrce common IP 
classes use the followmg dcfault sub-net masks: 

Class A: nct\\ork.host.host.host Mask: 255.0.0.0 

Class B: network.nctwork.host.host Mask: 255.255.0.0 

Class C: network.network.network host Mask. 255.255.255.0 

You can. ho\\e,·er. c~1end a subnet mask to ercate network di,·isions that dcviatc frorn thc standard class 
assignmcnts. For example. you could break a Class C nctwork into two additional subnets by cxtcnding the mask 
one more bit. Addresses with 3 1 m Úlllt bit loc3tion \\Ould belong to 3 dilfcrcnt subnet than addresses with a O in 
that bit loc3tion. The nlllsk in this case \\Ould be: 255.255.255.128 (128 decimal= IOOOOOtKl binary) 

Extending subncts is frequently done in pri,·ate networks that ill!\·e outgrown their original IP address 
assignrnents. Sorne Internet acccss proYiders also use lhiS tcchnique to 3Ssign IP address ranges to their local 
customcrs. 

Once a ~·stem has detennined the net\\ ork address of the target system using a subnet mask. it can make the 
decision if tllllt mcssage needs to be routed ú>rough a gate\\ay and. tf so. what gatewav nccds to handle ú1e 
messagc. 

Additional TCPIIP Protocols and Services 

As discussed carhcr m thts chapter. thcre archundrcds ofprotocols and scmces associated with TCP/IP. So far in 
this chapter you ha ve explored m3nv of thc most essenl!al--and most comrnon--of these protocols and sen·ices. 
Chanccs are bctter than average that !OU will run into add.ttional protocols and scn·ices in an!· rcasonable sizc 
TCP/IP net\\ ork. 

From a networking perspcctive. some of the addnioml TCP/IP and TCP/IP-rclated protocols and ser\'ices you 
tmght encounter include thc follo\\ mg 

• AnvNet and D-Jta Lmk Switching (DLSw). TI1ese are tunnehng protocols used to transpon SNA traffic 
through a TCPIIP nemork. In elfect. both protocols establish end-to-end SNA connections ú1rough a TCP/IP 
nct\\ork. 
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• The Internet Control Message Protocol (ICMPl. ICMP is responsible for reponing hnk-levcl errors :llld 
routing uúormation to TCP/IP systems. 

• NetBIOS over TCP/IP (NBT). Ths is a protocol used by Microsoft lo enable NetBIOS/SMB sernces (for 
example NT -based file :llld print serving) to opcrate m·er a TCPIIP network. 

• Routing lnforrnation Protocol (RIP) and Open Shortest Patlt First (OSPF). Both of these are protocols uscd 
by TCP/IP gateways and routers to share route inforrnation with one anotlter. lbis is how gatewavs mfonn 
other gateways of the routes they are responsible for. 

• Serial Line Internet Protocol (SLIP) and Point-to-Point Protocol (PPP). These ¡,\·o protocols enable full­
functlOn access to TCPIIP networks over leased line or dial-up connections. PPP was de,·clopcd as a 
rcplacement for SLIP and oJfers both performance and security advantages. 

• Point-to-Point Tunneling Protocol (PPTP). PPTP is the general tunnehng scrvice for vinually any LAN­
based protocol Microsofi's NT Scf\·er and NT Workstation use PPTP to transpon IPX. NetBEUI. and NBT 
traflic over TCPIIP links. enabling you, in effect. to tunnel your local LAN traffic through any TCP/IP 
network (including the httemet). 

In addition to the network-related services. you might also run mto the following apphcation and SCf\"tce-oricnted 
protocols. 

• Gopher. This is a SCf\,Ce that lcts you list. scarch. and browsc text files stored on a sef\·cr 

• HypcrText Transfer Protocol (HlTP). HTIP is the underlying protocol uscd by World \Vide Web (\V\VW) 
servcrs H1TP provides a means oftransferring files and HyperText Markup Language (HTI'v!L) documents 
from a Web servcr toa Web browscr 

• Internet Message Access Protocol ~ (IMAN). IMAP~ for is a clientfsef'·er protocol for mail rctrieval and 
management. Using IMAP~. a client-side mail program can view or retrieve mail stored on an SMTP sef\·er 
IMAP~ is more sophisticated than POP3. which is describcd later. 

• Internet Relay Chat (]RC). This scf\·ice enables multiplc clients to establish a common link on a sef\·er so 
they can "chal" with one another in real-time by tvping inforrnation and reading the responses 

• Lme Print Daemon/Line Print Requestor (LPD/LPR). LPDILPR proddes a means to print a file from one 
svstem on a primer anached to another system. LPR is the chent-side of this service. and LPD is the server­
side. 

• Network File Svstem (NFS). The NFS sef'·ice prm·ides a means of sharing directories and files in a TCP/IP 
ncLwork T\\O NFS follow-up scrvices are also used for this same purpose: lhc Andrcw File Systcm (AFS) 
and thc DJstnbutcd File System (DFS). 

• Post Office Protocol 3 (POP3). POP3 is a mail-retrie,·al protocol thatlets a client-side mail program retrieve 
mail messages from a mail sef'·er and store them locally. POP3 is afien uscd by PC/Mac-bascd mall 
programs (for example. Eudora) to dmmload ma1l from an SMTP sef\·er. 

TCP/IP Drawbacks 

Most TCP/IP serdce protocols operate usmg Enghsh-hke commands. HTIP employs commands such as GET. 
SEARCH. and LINK. Smlilarlv. FTP uses basic directives such as DIR. GET. and PUT E ven thosc protocols 
that don't use English commands sull rely on smtple. b)te-onented command sequenccs and responses (for 
example. under the Telnet protocol. option negotiation begins with the 255 250 command scquencc and ends with 
the 255 240 sequencc). 
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Consider the following Simple Mail Transfer Protocol (SMTP) convcrsation that sends a message from 
john@enckcom to morrison@lizardking.com via the mail gateway gateway2.hcaven.com: 

Client 
· Server 
220 gatcway2.heaven.com Sendmail ready 

HELO mail.enckcom 
250 gateway2.heaven.com Helio mail.enckeom 

MAIL From:enckii_ijmail.enckcom 
250 enck@mail.enckcom .. Sender ok 

RCPT To:morrison@lizardkmg.com 
250 morrison@lizardking.com .. Recipicnt ok 

DATA 
35-J. Entcr mail. cnd with "." alone 

Dcar Jim: 
How are thmgs in lizard land0 

-- John 
250 Mail accepted 

QUIT 
22 I gatcway2.heaven.com dchvering mail 

lt's imponant to note that the precedmg conversa! ion is not pseudocode: this is how the SMTP protocol really 
opcratcs The SMTP client transmns the kevword HELO. and the server docs. indeed rcply 250. In fact. the 
emire SMTP protocoi consists of English-Iike commands and numerical responses. (Note that the exact phrasing 
that follows each ke~word mighl vary slighlly from one machine lo !he ne:\t bullhey all follow thc same general 
formaL) 

Basing TCP!lP sen ice prolocols on high-level commands and responses makes them exlrcmely easv lo leam 
easy 10 program. and easy lo debug. Unfonunatcly. whilc this approach makes life caster for programmcrs and 
protocol developcrs. tt prcsents significan! headaches for network managers. In panicular. thcrc are threc majar 
drawbacks: 

• TCP/IP is not kind to network band\\idth. Sincc its inccption. TCP/IP has asswned it \\ill have sufficient 
bandwidth at Its disposal. Other network protocois (for examplc. IBM SNA Digital DECnet. No,·ell IPX) 
are more scnsitive to the fact that bandmdth is a valuablc commodity that is hard to come by. Thcse other 
protocols use bn-oriented nags for commands and responses instead ofTCP!lP's multiplc-character 
scqucnccs. 

• TCP/IP is opcn to \'iew Anyone with a network monitor can see C\·eryone's diny laundry (soto spcak). You 
could cenainly arguc that anyonc wilh a nctwork momtor can sec cvc~thing in thc nctwork anywny. But. 
with TCP/IP. you dotú havc to \\Ork vcry hard. all thc infomtation is laid out bare. You don't cvcn have to 
decode bit-leve! nags as you do wnh SNA DECneL or IPX. 

• TCP/IP makes it easy for hunmns to masquerade as protocols Most of its application-lcvcl protocols use 
sockcts as a mcans of commumcation. Using Telnct. for instancc. you can attach toa spccific sockct and stan 
manuallv typmg in the prmocol. So a hacker can Telnet into an SMTP socket and typc HELO. and so on. 
You'd be surprised (and horrified) to leam what vou can accomplish when you disguise yoursclfas a 
protocol 

None of thcse drawbacks ha ve slowcd down the growlh and acceptance ofTCP/IP. Nonethcless. they all raise 
issues útat you should address during thc dcsign and opcration of ¡¡¡¡,- TCP/IP network. You need to watch your 
available bandwidth. control who Ims acccss to network monitor software. and most imponantly. keep clase tabs 
on who is acccssing your TCP/IP servcrs and why. 
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Telnet and IBM Systems 

In most TCP/JP environments. Tclnet functions asan intcractive. character-levcl sen ice. That mcans that whcn 
you typc a character on the kcyboani the Tclnet client sends that character o\·er thc nctwork to thc Tclnet seNcr. 
which then passes the character on to thc application. Furtherrnore. Telnet was designed with the ASCII character 
code in mind--Telnet chents assl111le they will be communicaung \\ith the Telnct sen·er using ASCII encoding 

Unfonunatclv. charactcr-level operation and the use ofthe ASCII character set are contrary to the way that IBM 
terrninals function in mainframc. System/3X. and AS/~00 emironments. In particular. IBM 32711 ¡mainframe) 
and 5250 (System/3X and AS/~00) terminal types use these alternate approachcs: 

• IBM tcrminals are oriented toward block-mode operation mstead of character-mode operation. In the lB M 
ennronment mforrnation typcd on thc kcyboard ts storcd locally until an Entcr key or function kcy is 
prcssed. Al that point the input data is transmined as a block of rnformation. As shown in Figure HU. this rs 
a stark conttast to character-mode operation.. where cach key is transmitted over thc nctwork as 1t is being 
pressed. 

• IBM terminals use the EBCIDC character codc instead ofthe ASCII charactcr code. 

These t:wo differenccs affect how IBM dc\ices operate in thc Telnet enVIronment from both the chcnt and sen·cr 
pcrspectivc. For exarnple. ifan IBM terminal initiates a Telnct client conncction using VfiOO cmulation. thc 
Tclnet clicnt must providc EBCDIC to ASCII translation and prO\•idc terminal emulation for the follmúng 
rcasons: 

• To translate display highlights. 

• To translatc function kcy opemtions. 

• To compensate for the difference bctween block-mode and character-modc operations. 

From a purcly tcchmcal perspccth·e. thc EBCDIC/ASCII translallon is a minor issuc while thc tcnninal emulation 
rssue rs significantly more difficult (but cenainly not impossiblc). 

Using an lBM marnframe. System/3X. or AS/~00 as a Telnet scncr for VfiOO-style traffic causes similar 
difficultics. As in thc case ofthc client. the IBM Tclnct servcr must provrde EBCDIC/ASCII translation and 
terminal cmulation. but for the sen·er. terminal emulation mcans: 

• Translating display highlights sequcnces into IBM highlight attnbutes. 

• Translating kcystrokes mto standard IBM function kcvs (for examplc. PF l-PF2~ ). 

• Translallng charactcr-modc opcrations into block-mode operations. 
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Character-Mode TELNET 

user input 
Networtc: Output 

"T he •a1n n 
Sp~11n. 

Ea.cn cl"·arac-.er a user types 
1n a chara:te;-r~r::le TELNET 
&e.!.5i0'1 is lransm•Lled over 
:he network. as .1 is type.::t 

Block-Mode TELNET 

User input 

Networl< Output 

; CP/IP t-e¡:¡c:Jt:r :·¡· 
TCP-IF' h: •• ct.:r •';¡' 

. cp:¡p 1-eader :"e' 
1 CF:'IP 1-eader ' 
tCF 1!P t-caU..:r .,. 
TCF.IIP 1-eader . ·a· 
rcp:¡p l·ear.1er ·r 

Each cha~acler .'!: u ser 
lyoes 1n a Bloc;..-Mcae 
TELNET sess.ic~l ,s 
t:ut:~ed by ~he cli&"tt 
an::l tra"'lsm•ttcd as a 
tlac:.. o! d•~mc:ers 
wh2:-. <1 ~tmnsrnt:• "!:!~' 

IS pn~ssed 

FIG. HU Character-Modc and Block-Mode Operalions 

Thc servcr sidc of lB M Tclnet al so has onc othcr intcrcstmg considcration. Beca use thc lB M tcmtinal 
cn\"ironmcnt isblock-miented and Telnct is traditwnally character-oriemed. a lot ofunnecessarv traille is 
gcncrated on thc nctwork. As noted. the T clnet chent typically scnds out chamctcrs as they are bcmg typed. lf 
thcsc characters are going toan IBM Tclnet sen·er. tite sen·er stmpl~· collects thcm until it rcccives a temtination 
key (for example. the Entcr kcy) al wluch point it sends thc block Ío thc application. From a nct\\orking 
pcrspecti\·c. thc overhead of scnding charactcrs out onc m a time is much lughcr than the ovcrhcad of scnding 
thcm out as a block (which is the trddttionaiiBM approach). 

TN3270 

In order to allc\"iatc many of these conccms. lB M dc,·ciopcd an lB M 3270 terminal type for thc Tclnet 
cm·ironment. Relea sed in 19XX. the Tclnct 18M 3270 tcnninal tYpc is a negotiatcd option bct\\ ccn the Tclnct 
scn'cr and clicnt that addrcsscs many of thc dtfficulties associatcd with Telnct and thc lB M cnúronmcnt. Titcsc 
difficulties are addresscd by instiiiing grcatcr awarcncss for the IBM cn\"ironmcnt into the Tclnct 3170 clicnt 
program. Somc ofthc bencfits ofthc IBM Tclnet 3270 solution include. 
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• Suppon for block-mode opcrations. The Telnet 3270 client collects kevstrokes and forwards them on to tite 
Telnet server as a block when a trigger key (for example. Enter ora function key) is presscd 

• Flexible mapping for lBM 3270 keys. Keyboard mapping files enable terminal keys to be mappcd into lBM 
3270 kevs (including function keys) as desired. 

• Translation of display attributes. The Telnet 3270 client translates IBM field attributes mto tite appropriatc 
highlight sequences for the chent terminal. 

• EBCDIC/ASCII translation. The Telnet 3270 client can translate and S\Útch bctwccn EBCDIC and ASCII 
character codes as needed. 

These features work together to crea te a Telnet client envuonment that has thc look and feel of an lB M 3270 
terminal. Thus. information can be entered into structured display forms: the Tab key can be uscd to mo,·e from­
field to field: and incorrect information entered into fields can be changed prior to transmisston. 

The Telnet 3270 solution can be used by ASCII terminals accessing lBM systems. by lBM terminals accessing a 
UNIX systems. and by lBM temtinals accessing lBM systcms oycr a TCP/IP network. Use ofTelnet 3270 to 
accommodatc ASCII terminal access is by far the most popular scenario. 

IBM 3270 suppon is typically mcluded in a separate Telnet program--usually called TN3270. This mcans it is not 
uncommon to find Tclnet client environments that feanue multiple Telnet programs. For examplc. thc lBM 
RS/6000 includes both Telnet and TN3270 programs. The Telnct program negotiates for the cturent terminal typc 
whilc the TN3270 ncgotiates for the IBM 3270 termmaltypc. 

NOTE: An enhanced verston ofTN3270 ts also a\·ailable. This ,·ersion--termed TN3270E--<:nablcs 
sorne addnion 3270 features in the Telnet emironment the most imponant fcature being primer suppon. 

TN5250 

When TCP/IP connectivity was first introduced to the IBM AS/~00 environment. thc AS/~00 supponed Digital 
Vf!OO and lBM 3270 Telnettcmtinall)pes. Tclnet access using the VflOO terminaltypc poscd exactly the same 
difficulties found m the mainframe environment (for examplc. ASCII instead of EBCDIC and charJcter-mode 
instcad ofblock-mode). so Tclnet 3270 access seemed a more logical choice. Utúonunatcly. 3270 access into tite 
AS/~00 had its own sct of problems. 

Telnet 3270 traffic going into the AS/~00 goes through the exact same handling routines applied to "real" lBM 
3270 terrninals attached to the AS/~00. These routmes translate the 3270 data streams and function keys mto 
5250 data streams and function keys. so apphcation programs only "see" 5250 temunals. Because 3270 and 5250 
tcrrninals are no! functionally identical. the translation process introduces new considerations regardmg keyboard 
support data entry licld handling. and screen display attributes. 

To address these constderations. IBM deYelopcd a definitton for a new Telnet terminal typc. the Telnet 5250 
terminal. lntroduced in 1991. Telnet 5250 opcration providcs all ofthc bcnefits ofTelnet 3270 opcration (for 
cxamplc. block-modc suppon. EBCDIC/ASCII translation. and so on). and al so addresses the limitations of the 
3270-to-5250 translation process by making the Tclnet client program aware of the unique characteristics ofthe 
5250 terminal. Thus. a Tclnet 5250 client provtdes thc following fcatures not found in a Tclnct 3270 client: 

• Suppon for 5250-spccific keys The Tclnct 5250 client pcrmits flexible keyboard mapping like Tclnet 3270 
and al so pro\'idc chent-based emulation of the "Rol! Up". "Rol! Down". "Field Extt". "Field +". and "Field­
". and other umque 5250 keys. 
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• Enforccment of numcric-only ficlds. Thc Telnet 5250 client rccognizes numcric data cntry ficlds and rcstricts 
data access on a local basis. 

• Suppon for thc fuH range ofhighlight anributes. Thc Telnct 5250 client pro\"idcs dircct translation betwccn 
5250 highlight attributes and the actual terminal running the Tclnct chent program 

The cnhancements available in the Telnet 5250 solution make it superior to Tclnct 3270 for acccssing an AS/-100 
vía Tclnet. As in thc case ofTelnct 3270 chcnts, IBM 5250 suppon is normally avaílablc as a scparatc clicm 
program. oftcn callcd TN5250. 

- 11-

Network Management 

In thc pasl network managcmcnt was primarily a centralized endcavor catried out by a virtual pncsthood of 
technicians who starcd at arcanc co111111and-line screens aH day. Thc grow1h of thc distributcd chcnt/scrvcr 
enterpnse model has signíficantly changcd thc face of nctwork managemcnt--simplifying it in so me arcas. whilc 
cloudmg ít e\·en funher in othcrs. Managcmcnt tasks can now be distributcd to the most appropriatc machine. and 
,-arious tasks exccuting on dilferent platforms can now, under sorne circumstanccs. be integratcd. 

The Problems of Problem Determination 

Networks were once either centrahzed or CO\'ered a relatively smalllocal area Whcn data commw1ications or · 
nctnorking problcms involvcd lcascd or dialable lincs. thc long distancc catricr stcppcd m and mn loopback tests 
until thc problem was isolated (or until tl1e data conununication analysl resolved it out ofborcdom or 
dcsperation) 

Today's networkíng picture is much larger and more complicated. Stmple coaxial-based LANs now mtcrface wíth 
fiber-optíc metropolitan arca nctworks (MANsl that. in tunt. interface with onc another to fonn WANs TI1c 
ccntralizcd pomt-lo-point conncctions uscd in the past ha,-c becn replaccd with large. gray clouds of packct/ccH 
switchíng nct\\Orks or dual-purpose voicc/data ISDN conncctions Not aH ofthesc changes crcatc problcms. In 
fact. the openíng of votce circuits to the gcncml (albeit oftcn unsuspecting) public has enablcd tnany companies 
to implcmcnt combincd \"Oícc/data nctworks. Thcse have resultcd in highly cffccti,·e. multiplc vendor networks 
thal also produce largc cost savings--not a bad package. 

Thesc typcs of combined networks are extrcmcly frequcnt in large manufacturing operations. such as U.S. car 
manufacturers. In tllis scale of operatíon. ít is often typical to find a broadband nctwork running through the local 
plams to handle thc combincd \"Oicc/data traffic. Thc broadband networks within the plams can thcn be ticd 
togcthcr via direcl satcllite (elfcctivc. but a liltle priccy). more convcntional TI. X.25. or ISDN links. or high­
specd A TM or framc-rclay conncctions. 

Becausc such large operatíons typicaHy involvc manv diiTcrent computer systcms t11at must cxchangc data havíng 
a Yaricty of nctworking protocols. using a conunon sct of transports can be more cffcctivc than implcmcnting 
multiplc nctworks and attcmpting lO bndgc thcm togcthcr. 

Problem Determination: Centralized Networks 

rrt 
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From a human pcrspcctive. fauh isolation is normally a rudimentary. logical process of ehmmauon The 
application of this logJe is most readily apparent in thc case of centralized (or hierarehical) networks. which 
feature a rigid and well-defined structure. !f. for example. a user's terminal fails. the problem can be pursued in 
one of the follo"ing manners. dcpcnding on the nernork arelutecture (see Figure 11.1 ). 
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FIG. 11.1 Points of Failure in Point-to-Point and Hicrarchieal Networks 

lf the temunal is on a point-to-point line to the computer. only three items necd analysis: the terminaL the line. 
and thc line interface in the computcr. Running dJagJlostics on the ternunal and line interface ts nonnally a 
straightforward procedure. lf dcnccs on both ends pass. the problcm is probablv in the middle. Lmc-level 
diagnostics can thcn be pcrformcd at ú1e modcm levcl úuough thc use of loopback tests. 

TI1e seenungly more complicatcd case. in wlnch a terminal is on a controllcr that interfaces to thc mam computer 
,·ia a line. is actually easier to diagnose. In úus scenano. ú1e failure eould be at the terminal. the ternunal 
eontroller. the line. or the line interface in the main computer. Howcver. because the terminal controller provides 
a critica! functwn betwcen ú1c tenninals and the computer. the failure can be more casily isolatcd For exan1ple. if 
the terminal controller handles 16 terminals and only onc of 
the tenmnals has fatled ú1e problem can be isolatcd to the tem1inal (or tts eonnectionto U1e tem1inal controller). 
Diagnostics can then be run on the terminal lo determine tf n indced is the poinl of failure. lf all tenninals fail. the 
problem should be pursued first al U1c tenninal controller. Because most temünal controllcrs are intclligent 
deúccs. diagnostic routincs can be used to further detcrmme whethcr it has a failure. 

Most tem1inal controllcrs will repon the loss of a hne (mdJcating problems at the line or linc mtcrface leve!). 
TI1ercfore. furthcr ISolation can be pcrfonncd by running the linc mterfacc diagnostics in thc mamfmmc. or by 
running loopback tests on the line. The key point m all oftlus is that the introduction ofadditional hardware (in 
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other words. the termmal controller) in a hierarchical network does not cornphcate problern analysis: mstcad. thc 
structure of the network and the well-dcfincd rclationship between nctwork cornponents actually assists in thc 
troubleshooting process. 

Although both of the previous em·ironrnents rnight seern rclati\-cly casy to troubleshoot. in actual cmironrnents 
the problcrn is usually cornpounded by the sheer number of devices invol\·ed. In a large SNA nel\\ork. it is not 
unusualto find thousands (or even tens ofthousands) of terminals distributed across hundrcds or thousands of 
Iine controllers. !mes. and terminal controllcrs. So although a failure in a terminal rntght not be vcry difficult to 
d.tagnosc. determining which terminal controller. line. and line 
interface is associated \\ith that terminal can be an awesorne task. 

Problem Determination: LANs 

The degree of difficulty ofproblem detcnnination in a LAN dcpends on both thc topology and thc disciphnc of 
the LAN. The three basic topologics (ring. star. and bus) all require different types and amounts of cables and 
connection deviccs. As with vmually every manufactured product. whcn the componen! count increascs. so do 
the possible points offallures. The threc general LAN types (sec Figure 11.2) bavc spccific pccuharitics. as 
described in thc following paragraphs. 
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FIG. 11.2 Examplcs ofRing. Star. and Bus Nctworks 

In a tokcn-passing ring nctwork (for cxamplc. IEEE 802.5). the framc being passed from onc computcr lo the 
next ts on thc ring. TI1crcforc. anv break m thc ring is cntical to thc opcration of a tokcn-ring nctwork. To preven! 
this tragcdy. thc cabling and connection systcms of most ring networks are self-hcaling--spccificallv. circuits 
automaucally clase whcn cables are dctachcd from computers on the ring. In fact. most tokcn-nng nctworks are 
cablcd using central hubs. rcsulting m a phvsicallavout that 
looks verv much likc star nct\\orks (dcscribed ncxl). 

In a star nch\Ork. indi\'idual computcrs are attachcd to one anothcr via hub units. Star networks can be opcrated 
on either a contcntion basis_ whcre each computcr competes with thc othcr computcrs for acccss to thc nctwork 
or can be token-passing. In etthcr case. thc hubs are comrnon points through whtch all data flows. 
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Bus networks are widely used in contenúon networks (as in Ethernet and IEEE 802.3 networks). although thcv 
are occasionally used \\ith token passing networks (as in IEEE 802.4). In the most basic case. a bus LAN is a 
single main cable to which computcrs attach. As in the case ofthe ring. the integrity ofthe main path must be 
kept intact and all conncctwns must be propcrly terminated--if an "open" conncction is present in thc network (in 
other words. a cable run with no termmation at the end). the network will be unusable. 

Despite these difTerences. any malfunction in any ofthese networks translates mto one common problem· finding 
the point of failure. And regardless of the LAN of choice. discovery is no cake walk. One reason for th1s 
difficul~· is that LANs do not have the dlrcct user-to-node relationships that centmlized networks ha,·c. For 
example. a terminal failure m a cemralizcd network is normally reponed by the user who wants to use that 
temünal. Therefore. if a terminal is broken and no one wants to access it. it nüght go unreported for a long tmte. 
On the other end of the spectrunt. ifthe centml computer fails. all users will notice it and the source ofthc 
problem will become qmckly e\'ident. 

In a LAN. however. each node is a potential resource for other nades. E ven though no one nüglu be directlv 
attending a PC. it nüght be in use by the network at large beca use it contains files or controls a primer uscd b~ 
other PCs in the nctwork. Because of these interdependencies. the absence of a resource is normally c\'idcnt more 
quickly and is usually more critica! to the 0\'emll opemtion. 

Although the discussion to this point has focused on hard failures in a node. more serious problems are a nodc 
that intennirtently fails ora malfwtction that corrupts tlte infomtaUon (and thercfore degrades performance). 
These ~-pes of problems are much more difficult to diagnose than hard failures. beca use there is rarcly a point 
from which to start. The use of monitoring equipment or software is instrumental in isolating thesc typcs of 
problems. because thc condition is mrcly reproducible or trackable by mere mortals. 

And fmally. somc problcms cannot be diagnosed--no mattcr how much dlagnostic cquipment and software is 
used. If. for cxamplc. a nctwork gocs mto an extreme! y dcgraded condition evcry Thursday bet\\ccn 2 and 3 p.m .. 
it might take months or vcars to lcam that an ovcrhcad Air Force plane 1s pcrfomüng advanccd radar testing on 
that same schedule. Somctimcs thc big picture of ncl\\Ork troublcshooting gets prctty large. 

Problem Determination: W ANs 

Whereas LANs are more complex to troubleshoot !han ccntmlized networks. MANs and W ANs are more 
difficull to manage tltan LANs For onc tlting. both MANs and W ANs lypically intercmmect othcr networks. so a 
MAN or W AN is a colleclion of networks. each ofwh1ch is difficult to managc in itself. 

Considcr thc nctwork pictured in Figure 1 U. A LAN of PCs pcrforms manufacturing funcúons. whilc a LAN of 
PCs with an attachcd midrange computcr handles shtppmg functions Two central systems servicmg traditional 
tenmnal networks are then respons1blc for the accounung and adntinistratn·e/salcs funcúons. rcspcctivclv. And 
all four of these networks are ticd togcthcr tluough high-spccd dlg•tal (T 1) links. 
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FIG 1 1.3 Sample W AN 

In this examplc cnvironmcnt thc flow of infomtation between Manufacturing. Shipping. and Accounting is 
critica!. It cnables thc company to track and coordinate parts receivcd final goods in invento.,·. shipmcnts. and 
billings. Thc Sales/ Administration system rclies on infomtation maintaincd by the othcr systems for tracking the 
status of customer orders or finding the aYailability of in,-entoried goods. 

Each of the self-contamed networks \\ithin the larger W AN has critica! depcndcncies on one or more of the other 
small networks. lf. in the examplc. the manufacturing LAN fails to communicate \\ith thc accounting S\'Stem. 
imponant infomtation is no Iongcr being reponed--pans rcceived can no Ionger be tied to accounts payable. and 
new inventO'!' cannot be addcd into assets. Therefore. any problem \\ithin any of thc networks is critica! lo the 
cntirc network. 

Butthe nctwork analyst (who is probably not locatcd whcre thc failurc is) must dctemlinc ifthe problcm is in thc 
manufacturing LAN or in the link between the LAN and the accounting system. Fonunatcly. the approach taken 
hcre ts similar to the approach uscd for centmlizcd networks. A quick cal! to the manufacturing opcmtion should 
detcmtine if thc problcm is thc LAN itself or the link between the LAN and the accountmg systcm. lf the 
problem is in Ute link. the troubleshootcr nceds to pursue thc bridge betwecn thc LAN and the link the line 
interface on Ute manufacturing S\'Stem. and of coursc. the line itsclf 

Again. Ute problem is not insum10untablc when analyzed in its own right. But when the network grows to 
worldwidc stzc and intercormccts many differcnt centralized S\'Stems. LANs. and MANs. the problcm becomes 
much more intense beca use of the sea le and nwnber of variables. A link between Kansas and Ohio migltl use T 1 
transmission. but a link betwccn Ncw York and Denmark might use a Utird-party. world,vide packet-s\\itching 
nct\\Ork (PSN). 

lVJ 
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A WAN-wide failure can be simultancously evasive and disastrous. Let's go back to the examplc ofthc large 
manufacturer using a broadband network. Broadband is a high-bandwidth data communications scheme capable 
oftransmiuing voice. \ideo. and data simultaneously. Therefore ifa forklift runs over the broadband cable and 
se,·ers iL all kinds of systems will be afTectcd (for examplc. computers. tclephones. and tclcconfercncing 
equipment) lf. on the other hand. a minor elcctncal componen! fatls in a computer or interface device causing 
distonwn or degradation on the broadband network. only selectcd opcrations will be affcctcd. and sonmg through 
the confusion \\ill be a chore. 

Given thesc large networks and the complex problems they pose. the necd for nel\\ork diagnostic equipment and 
software should be ob\ious. 

Approaches to Network Management 

Network management is best facilitated when the lowest layers of the networking and data communications 
software are sensllive to failures and capable of reporting them. Furthermore. the best possible network 
management solution uses mtelligent equipment at alllevels- equipment that is capablc of detecting errors in 
Itself and in the equipment with which it interfaces. automatically notifying pcrsonnel of the situation. and 
executing the repair of some conmwn problems. ldeally. terminal controllers repon workstation failures. modems 
repon line problems. and LAN interfaces in computers repan any irregularities they expcrience. 

Many vendors and data communication prO\iders have staned to provide this levcl of intelhgence in their 
products However. bccausc nctworking solutions often involve mature (or old) data communication solutions. 
the data communications protocols often cannot carrv (let alone detect) this special infom1ation toa common 
nctworkmg rnanagement point 

This lack of integrated nctwork diagnostic products has long fostered the use of indcpcndenL nonintrusi,·e 
diagnostic products These products grant vistbihty to low-level data communications activities without 
mterfenng with the activities. These types of products mclude breakout boxes. line monitors. and LAN monitors 

Breakout boxes serve to isolatc and display the electrical signals wilhin an interface. For exan1ple. an RS-232 
breakout box shows when data is tmnsmined. when data is received. and the ,·arious electrical interface 
handshakes that accompanv the transfer ofdata (that is. Request-to-Send. Clear-to-Send. and so on). Although 
these dc\ices do not actually displav the data being carried over the interface. thcy show all of the other 
characteristics of the interface Brcakout boxes are avmlable for a wide variety of interfaces. including LAN 
mterfaces 

In contmsl data communications line monitors can be used to view the electrical signals and digital iiúormation 
being JXISsed on a standard data communicauons lme. Thcsc monitors perform no dctcction or isolauon on their 
own: they just provide a viewpon from which the data communications analyst can diagnose the problem. 1l1e 
cvolution of the linc monitor "asan important stcp in thc dcvclopmcnt of data commwtications managcmcnt. 
Befo re this typc of cquípment. traditional electronic instruments like osciiloscopes had to be applied to the 
individual signa! lines. and data was newed as analog electncal pattems (square wavcs. sine waves. and so 
fonh). With line monitors. the same inforrnation appcars as digital data that can be \iewed in binary or chamcter 
formal. Line monnors are spcciahzed clectronic deúces produced. for the most pan. by third-pany companies 
such as Digilog lnc. and Tektromx lnc. 

LAN monitors are similar to line monitors. exccpt thatthev morutor the traffic and electrical signals opcrating on 
a LAN. This eqUipmenttends to be more sophisucated (and e~-pensive) than line momtors becausc Il must 
actually interpret and prescnt the frames (for example. 802.3. 802.5. and Ethernet) for analysis. By úewing the 
data at tlns low le,·eL one momtor C31llrack multiple LAN disciplmes (for example. DECnet. TCPIJP, and Novel! 
IPX) opcratmg on the same physical LAN. Some LAN morutors can be funher keyed into monitoring one or 
more spccific disciplines. HP IS a leading manufacturer ofthis L!l'C ofLAN monitor 
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Bccausc any computer in any LAN looks at c\-ery frame that passcs by. software has been de,·elopcd for PCs and 
workstations to perform the function of a LAN monitor While operating in this mode. the PC docs not typtcally 
participate in the network (although it technically can l. Rather. it displays and breaks out frame le,·el and 
protocol-Icvcl traffic. The popularity ofthts approach has risco to the point that many manufacturers (lead by HP 
and Digital) promote the dedication ofPCs or workstations to this task.. In elfect. that computerbecomes the full­
time network monitor. All major manufacturers and many third-party companies produce software that pcrfonns 
this function. 

NOTE: Microsoft now includes a basic Network Monitor application in its Windo\\s NT -1.0 opcrating 
system. Although it is has only limited functionality. ll has the am·antagc ofbeing free \Úih \VindO\\S 
NT. and can be verv use fui in basic troubleshooting and for viewing net\\ork trame. 

Most of the intelligent de\"ices used in nctworking have special interna! diagnostic routincs tltat perform so me 
confidencc testing of the raw hardware and interfaces. For cxamplc. termmals. tcmlinal controllers. modcms. and 
computcr interface cards nomtally lmve thesc diagnostics available. Unfortunatcly. opcrating thc d.iagnostics 
often involvcs removing the unit from the network. In many higlúy d.istributed W ANs. this might not be a 
practica! approach because the technical personnel might not be ncar the equipment in question. 

Emulation and exercise equipment is often uscd to d.iagnose these remole problcms. This type of equipmcnt 
emulates thc controlling equipmenl. but instead of nmning the live em·ironmenl it scnds and receiYcs test 
messages to exercise the remole equipmcnt and then records and reports any failures. Excrcise routines can al so 
be run by computers instcad of specializcd instrumcnts. When used in this fashion. the d.iagnostics might run 
concurrently wnh other nctwork operations (although thc deviccs being tested \\111 not parucipatc in thc nomml 
network acti\'itics) 

In TCP/IP nctworks, you do have one othcr important d.tagnostic too!: the ping command Tite ping command is a 
simple TCP/IP utÍlitv that sends a test message out toa system in the network and waits for a response back If 
you rccci\'e a res¡:xmse. you lhen al lcast know that the systcm you are testing is propcrly connccted to thc 
network_ and you can then moye your tests up to the next lc,·el and loo k at configurntion issues instead of 
network attachmcnt issues 

lt must be noted that the pnnmry purpose of momtoring these d.iagnostic products is to aid thc net\\ ork or data 
communications analyst in determimng the problem. Thesc produciS do nothing on tlteir own and ltaYe httle 
Yalue lo non-teclmical personncl. In fact. there is a risk associated by allowing non-technical pcrsonncl to use 
monitoring products. because ther will gain Yisibihty lo all kinds of information travcling through the net\\ork-­
for example. passwords. pcrsonncl information. and financia! details 
nommlly llow through net"orks unencl)pted. Tins is clearly a good reason to control who has access to network 
monitonng products. 

Monitoring and dtagnostic products are. in realitv. just simple tools that paJe m companson to full-blown network 
managemcnt products. Thcrc are a ,·ancty of nCh\Ork managcmcnt products on the markct that mnge m pncc 
from lumdreds to millions of dollars. Origmally thesc products wcrc implemcnted using proprictary interfaces. 
but thc industry is know moYing toward standards-bascd nct\\OTk managcmcnt. 

Tite Desktop Management Interface (DMI). a standard promoted by the Desk"top Management Task Force 
(DI'viTFl. pro,·ides a common nmnagement frame\\ork for products and management protocols from d.tlfcrent 
\'Cndors. DMJ cstablishcs a standard mtcrfacc for communicauons bctwccn managcmcnt apphcations and systcm 
com¡xmcnts. More products are stanmg to comply \\ith the s¡xcification_ which rcvoi\'CS around a Managemcnt 
lnfommtion Fommt (MIF) database. a language used to spccify the manageable attributcs of DMI-compliant 
de\"ices MIFs ha,·e been releascd for sercral basic components. such as the CPU. opcrating systcm. and disk 
dm·es. Funher MIFs are undcr devclopmcnt for network interface cards (NICs). printers. and other devices. 
Opcn\"icw for Windows (HPl. LANDcsk Manager (lntel). and Systems Management Server (Microsoft) all use 
the DMI. 

/VS 
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The DMI's Servicc Laver runs Iocally. and collects information from de\ices bv accessing the MIF databasc. 
Compliant devices communicate with the Sen·ice Laver throÚgh a Componen! Interface. and pass infom-.aúon to 
the management applicauons. There are sorne similariúes betwccn DMI and SNMP. SNMP. instcad of a MIF. 
stores data in a management infom-.aúon base (MIB). 

In the pasL DMI has been linúted in scope. The DMI itself. although it specifies a defirútion for collecting 
management infom-.ation. has no guidelines for passing data across the network. Without the ability to gel 
information from a remote machine. DMI is very limited in its usefulness and rcquires proprietary mcans to move 
the infom-.ation. The DMTF's Remote Desktop Management Interface (RDMI) standard remedies that deficiency. 
enabling management products to share infom-.ation across multiple platforms and opcrating systems. 

Apple Computer Inc .. IBM Corporaúon. Ki NETWORKS lnc .. and S un Microsystems have formed an alliance to 
implementa common agent teclmology. which facilita tes collcction of network ll1allagement information from 
hardware and software components from multiple vendors. The common agcnt technology consolidatcs and 
smthesizes this information. using exisúng ll1allagement protocols including both SNMP and DMI. Common 
agent technology pernúts DMI-enabled network components to be managed in an integrated fashion. and 
provides existing management consoles \\ith immediate access to DMI infom-.aúon. Thc conmmn agent 
technology is actually an SNMP implementaúon that supports integrated management of DMI-eompliant 
components and SNMP subagents. lt is al so capable of convcrtmg DMI data into SNMP fommt. Consequcntly. 
network managers can support both SNMP and DMI resourccs. 

Network Management Products 

Network managcmcnt products opcrate on at least two lcvels. At the lower leve!. a nctwork management protocol 
must be m place to ferret out problcms in the network. These problems are then prescntcd to the uppcr leve!. 
which collccts and correlates thc infommúon so it is undcrstandable by humans ( or application progrJms \mttcn 
bv humans). Generally spcaking. the functions providcd by network mamgcment products include: 

• Network status. Network managemcnt products enable the curren! state of the network to be monitored This 
includcs showing which dc\"ices are online and which are not. as well as the following infom-.atimr 

• Error rcporúng. lf information is being corrupted in the network or devices are not perfonning propcrly. 
thcse cvents \\ill (or should) be reported with thc status infom-.aúon. OfteiL you can use úlis mforn-.auon to 
solve problcms befare they become more serious. 

• Perfom1ance. In the context of network managemenL perfom-.ance nom-.ally refcrs to line use. By shomng 
the amount (pcrcent) of usage on a line-by-line (or controller-by-eontroller) basis. pcrfom1ance infom-.aúon 
enablcs you to reYiew the cffccti,·eness ofthc nct\\ork layout. 

• Hard fault alamts. One of thc pnmary purposcs of network managcmcnt products is to proYidc an inmtediate 
alert m the cvent of a senous failure in the network To accomplish this. the product must detect and isolate 
the failure. 

• Network modificauons. Network n1a0agement products proúded bv a vendor for use on a spccific type of 
computer often imegrate thc procedures for implcmenúng changes in the nel\vork under the large umbrella of 
net\\ork management. The theory is that modifications to the network are importan! and directly affect the 
state of the network. so the change procedurcs should be part of the network management product. However. 
if the product is from a third party or is intended for use on =Y different computcr systems. this leve! of 
functionahty will probablv be absent· 

In tenns of the OSI Reference Model. network management funcúons are defined by the Common Management 
lnfom-.ation Sen·ice (CMIS) and Common Management lnfonnation Protocol (CMIP) standards CMIS and 
CMIP were dcvcloped by the ISO as part of the application-layer Network Managemenl standards. In the context 
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of network management products. CMIP pcrfonns the Iower-Iayer data collcctions functions and reports its 
finding lo CMIS. 

Network management is one area where the demand has excecded ISO's ability to define standards. Witness the 
increasing popularity of Simple Network Management Protocol (SNMP). The SNMP definition facilitates the 
reporting and collcction of nelwork errors. Originally targetcd lo bring network management tools to the TCPIIP 
emironmenl SNMP pro\ides funetwns similar to those in CMIP. 

As a result ofthe decline in popularity ofthe OSI Refercnce Model (following its de-emphasis by the U.S. 
goverrunent). the populanty of SNMP has increased m the eyes of most vendors. From the manufacturer's 
pcrspective. SNMP represents a rclaiivcly simple network managcment too l. Implementing SNMP involves 
having computers and mtclligent network devices report errors to SNMP and designating one or more computers 
to recetve the report ofthe errors collected from SNMP. Therefore. in a multivendor network where sorne (or all) 
of the computers report to SNMP. a single SNMP monitor station can track the network opcrations of severa! 
computer types. End users apprectate that SNMP can be used in a multivendor environment 

There are many ,-endors in the world of network managemenl with each offenng its own sophisticated network 
managemcnt archttecture. Note. however. that the architcctures are not mutually exclusive. and there are some 
advantages to running all three architcctures together. While the low end ofthe market is quite opcn and mcludes 
numerous products such as ManageWise. a joint vcnture of Nm-cll and Intel. the high end of the market is largely 
dominated by HP, IBM. Cabletron Systems. and Sun Microsystems. The various company approaches are 
explored in the follo\\ing sectwns. 

IBM SystemView/NetView 

NetView is the network management elcment of IBM's systems management software. SystemView. 18M has 
improved performance over older olTerings by enabling CPU-intcnsi,·e GUI processes to be offioaded 10 client 
workstations 

In 1990, IBM's System View Series was ncvcr widely accepted largcly because it depended on tite OSI CMIP 
protocol al a time when SNMP was beginning lo be more widely used. Current vcrsions of System Vi e" are 
unrecogmzable when comparcd to the 1990 CMIP versions. IBM has now embraced SNMP as the defacto 
managemenl standard of the da y_ and has C\·en embraced objcct technoloiD· in an attempt to make systems and 
network management a littlc easier. While the earlier versions focused mainly on the mamframe and SNA 
architecture. SystemView todav is olTered on four platforrns: MVS. OS/~00. AIX. and OS/2. s,·stemVtew 
consolidates many systems and network managcment applications into a smglc product: prcviously. IBM 
customers had to purchase management apphcauons separatcly _ 

In rclcasing tite Svstem View Series. lB M has acknowledged thc growing trcnd toward multi-,·cndor. chcnt/server 
systems. and has given the product thc abthty to managc rcsourccs from many ditfcrent vendors. SystemV1ew 
provides utilitics for change and configuration managemcnl. scheduling. workload balancing. storage and print 
managemenl. software distributiotL systems administration. and many additional functions. Addiuonally. tts 
point-and-click interface and use of a process-oncnted modcl 
marks a mm·e towards stmphfied and more integrated management 

Featurcs of Svstcm View AII four lntplcmenlations of Systcm Vicw support all of thc systems management 
funetions defincd by thc S\SlemView architecture. which includc business managcmcnt. change managemcnl 
configurauon managemenl. opcrat1ons managcment (including net\\ork managcment). performance managemenl 
and problcm management Fcatures include 

• 
• Client Support. SystemView is ablc lo manage clients including IBM OS/2. HP-UX. Macintosh. NetWare. 

SCO UNIX. Sun Solaris. SunOS. \Vindows NT. and Windo"s 3.x. 
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• Storage Management. SystemView's Hierarchical Storage Management (HSM) facility. pan ofthe ADST AR 
Distributed Storage Manager (ADSM) feature. automates !he process of moving infrequently used files lo 
lower-<:ost storage media. HSM retains files that are more frequentlv accessed on local file systems. which 
resuhs in a faster response time. With !he HSM system. users access all files. regardless of location. as if 
they were local. 

• Data Management. The DataHub for UNIX Operatmg Systems data managemcnt facility pemlits the 
administrator to manage multiple databases from a single control poinL and without ha\"ing 10 know !he 
dilferent SQL syntaxes of !he differenl databases. 

• Change Managemenl. Increasingly. mobile workers can cause !he network manager more !han a few 
headaches. Change management is not a simple task. although System View's Software Distribution for AIX 
facilitv olfers significantly more automation !han previously available for this task. 

• Performance Monitoring. The Performance Reponer facility tracks system resources. such as disk utilization. 
and checks them against pre-set pararneters 

• Remole Monitoring. The Nways Campus Manager Remole Monitor provides real-time performance 
monitoring across a multivendor network 

SystemView for MVS SystemView for MVS. runningon a System/390 MVS plalform. permits !he managemenl 
of a distributed enterpnse from a single control point. System View for MVS is able to manage MVS. VM and 
VSE hosts. SNA and IP resources. AIX and OS/400 systems. NetWare and other LANs. and severa! other 
network resourccs. It combmes more than 36 systems and nen,ork management apphcations. pro\'iding access 
from a single. graphical window. 

SystemView for OS/400 SystemView for OS/400 is a modular solution. also controllable from a single poinl. lts 
Automation Center/400 application automates tite nmbook. enabling !he administrator to define importan! system 
conditions and define actions lo take automatically should !hose conditions occur. For managing and analyzing 
performance data. tite Performance Tools/400 application is included Tite System Manager/41Xl apphcauon is 
used to centrallv manage distribution. operations. software. and problems from a single AS/400 system. 

SystemView for OS/2 The newest addition to the SystemVtew famil), S)'StemView for OS/2 is bcst used in 
smallto medium-sized networks. 11 is based on IBM's NetFinity producl. and integrales NetFinny's fcatures for 
hardware management. inventory. file transfer. and more. So me of !he features included in System View for OS/2 
includc rcal~timc monitoring. software process monitoring. performance monitonng mctrics. anda software 
inventor-y dictionary for automatically finding alrcady-installed applications. Al so fcatured is suppon for DB2/2 
and Lotus Notes. which can be used to store and reuse 
configuration and performance data. 

SystcrnVicw for AJX SystemVicw for AIX can managc an cntcrprisewidc. hctcrogcncous cnvironmcnt of multi­
\'endor dc\"ices and operating systems. Like the other System View products. it manages the network from a 
single consolc. However. the adininistrator can choose to share management functions and distribute some 
processes from the server to client "orkstations. Opemtional tools include: the LAN Management Utihties. for 
managing and monitoring IP. IPX. and NetBIOS devices: LAN Network Manager for AIX. for viewing status 
mformatwn aboul tite LAN. LoadLeveler. for job management 
and balancmg: and N el Vtew for A! X for managmg muJtivendor TCP/IP networks 

Net View for Al.X tite net\\ ork management elemcnt of System View for AI.X supports up to 30 operators who 
can share access to managemenl functions. System access ts controlled through the distributed security features. 
anda sequcnual logon function is included for seamlcss transfer of control from one operator to !he next. 

IBM's SvstemVicw Ach·ance Tcam progmm might ultimatcly result in even more integration and features. This 
program invites tlurd-party vcndors to mtegmte their products into !he SvstemVicw framework. Tite plan makes 
allianccs with vcndors offering network and s~ stcms managcmcnt products that support Systcm Vicw platfonns. 
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Mernbcrs ofthis tearn include Bay Networks_ Boole and Babbage Inc. (San lose_ California)_ and Cisco Svstcms 
lnc. (San Jose- California). 

IBM and Ti,·oli 
IBM has entered into an arrangement to acquire Tivoli Systerns_ a pro\'idcr of systcrns rnanagcmcnt 
software The deal will bring Tivoli's innovativc rnanagerncnt technology into IBM's familv of svsterns 
rnanagernent products. and \\ill ultimately providc for an evcn more cornprehcnsivc solution. 

Cabletron Systems' SPECTRUM 

Cablctron is positioning its SPECTRUM product asan alternative to products likc HP Opcn-Yicw or lB M 
Systcrn Yiew. SPECTRUM 3.1 runs on severa! opcrating systcrns. including HP-UX (it is thc onl,- other nctwork 
rnanagerncnt systern other than Opcn Vicw to run on that plalforrn). Opcn View docs not ha ve a distnbutcd 
arclutecture. which might rnakc SPECTRUM a better altcrnative for sorne si tes. Cablctron is atternpung to cxtcnd 
SPECTRUM into the entcrprisc chcnUservcr arena with new systerns rnanagerncnt apphcations that facilitatc 
policy-hased managerncnt Bcsidcs Cabletron. severa] third-pany cornparties offer products that enhancc the 
functionality of SPECTRUM with extrJ features such as performance and capacity mcasurcrncnt and 
configurauon rnanagemcnt. 

SPECTRUM is protocol-indcpcndent and uses an artificial intelligence technology Cablctron calls lnducti,·c 
Modcling Tcchnology (IMT). Through IMT. SPECTRUM can find solutions and solvc problcms on its mm. with 
no human intervention. SPECTRUM crea tes a modcl that picturcs every single cntity in thc nct\\ ork_ including 
cabling de\ices. topologics. and applications_ Thc objccts not only havc intelligcnce about thcmsciYcs. but also 
about thetr relationships to othcr objects Yersion 4.0 of SPECTRUM gives thc administrator the abilitY to 
manage not onlv the local domain_ but any network that has bcen configured b,. SPECTRUM--gi\"ing 
SPECTRUM enterprisewidc capabilitics 

HP OpenView 

HP OpenVicw. likc SystcmVicw. ts an integrated nctwork and systems managemcnt cnvironmcnt consisting of 
se,·eral related products. lt is capablc of managing NetWarc and Windows NT servcrs and PCs. anda large 
varicty of serYer platforms Thcrc are a wide varicty of third·pa~· managcmcnt solutions writh:n for Open Vicw 
available on severa! platfonns. including HP. 9000 systcrns. S un Solaris workstations. and Windows NT -hased 
systcms. 

1l1c HP OpcnYtcw Network Nodc Manager ts at thc ccntcr ofOpcnYiew. Network Nodc Manager. a nctwork 
rnanagcment platfonn_ pro\"ides a full ,·ie" of the nct"ork through TCP/IP and SNMP managcmcnt. The utility 
nms thc OpcnYicw OSF/Motif interface_ and pcrmits many tasks to be canied out with littlc or no programming. 
Thc Nctwork Nodc Manager includcs thc follo"ing subsystems: 

• E\·ent Browscr. This subsystcm ¡x:nnits cvent filtcring and pnoritization. and cnablcs thc adnunistrator to sct 
and customizc alarms a.nd configure CYents on a pcr-nodc basts 

• Disco,·ery This subsystcm will automatically gcncratc a map of a TCP/IP nctwork. monitor thc status of 
nctwork nodes. and discm·cr dc\"ices across W ANs 

• M lB Apphcauon Buildcr This cnablcs thc admmistmtor to crcate MIB applications for M lB objccts wnh no 
programnúng. 
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For Iarger networks. tasks can be distributed among severa! opcrators to reduce the processing load on thc 
management station. This is accomphshed mth the OperationsCcnter apphcation. which offers manager-lo­
manager commumcations and hot-backup facihties. two importan! steps IO\\ards incrcasing OpenView's 0\-crall 
scalability. By rustributing these tasks to upto 15 otheropcrators. it becomes possiblc to manage a much largcr 
network thtough cooperative management of multiple domains. This application \Úll al so offioad much of thc 
GUI processing from the server to opcrator consoles. thereby frecing up the servcr for more management tasks. 

Tite AdminCentcr portien ofüpenVicw proúdes configuration change management functions for the enterprisc. 
AdminCenter graph1eally displays the entire administration domain. All network ot>iects are discO\·ered 
automattcally. and their status is represcntcd with a color-<:oded schema. 

HP entered mto an alliance \\ith Novell in 1996 to integrate its HP Open View systems management platform 
wtth Novell ManagcWise. Tite alliancc further opens up OpenView. giving users of OpenView thc ability to 
manage NctWarc environments from thc OpenView framework. 

HP is also making available its long-awaited Windows NT -based agents. ex1ending its rcach further to thc 
Windows world. Tite combination of NT and NetWare support significantly expands the reach of Opcn Vicw and 
prO\·ides for a much more comprehensivc view of a multi-vendor enterprise. Tite Windows NT agent will al so 
facilitate mtegration between Open Vtew and Microsoft Systems Management Scrver. 

HP is planning a number of enhancements to the Open View for Windows platform to enhancc its PC 
management capabilities and bring thc Windows version closcr to the UNIX irnplcmentation in terms of 
functionality. HP plans to add support for the DMTF's Dcsktop Management Interface (DMI). thus cnabling uscrs 
to monitor the configuration and invento¡;.· of desktop workstations. Tite DMI Browscr facility \\ill also pcmüt 
users to perform remete locking and booting. However. users \\ill need 
two browsers: onc for monitoring SNMP M lBs and another for DM! MIFs. 

Sun Microsystems Solstice SunNet Manager 

S un Microsystems is follo\\ing the sante path as HP and IBM. and merging systems and network management. In 
tite past. a major complaint about Sun's management platfonn was that it could not scale to very large networks. 
S un has significantly expandcd its SunNct Manager over the past ycar witlt new implcmcntations. including the 
Solstice Site Manager for smallcr networks and the Solstice Domain Manager for large or mulUple sttes 

Solsticc Entcrprise Manager 
Tite high-end version. Solsticc Enterprise Manager. is still in the works--but will be capable of managing 
in cxccss of 10.000 nodes. Sun Microsystems' recent alliance with Computer Associates will ultimately 
produce a single product. meant lo control an entire enterprise network. Tite new product will combine 
CA's Unicenter systcms rnanagcmcnt and Opcnlngrcs databasc. with Sun's Solsuce SunNct mart.~ger 
network management platform. 

Stte Manager can support a LAN of up to 11111 nodes. and can rcport to Domain Manager. which can handle up to 
3.000 nodes. Site Manager and Domain Manager offer a consisten! interface and feature sct. which makes it 
much easier to run both systems. Doma in Manager can be configured to receivc information from multiple Si te 
Managers. and can al so send and receivc information to other Domam Managers Site Manager can access 
Novell's NetWare Management Agent (NMA) agent. wluch pcnnits Site Manager to acccss the NetWare scrver's 
file system and print queucs. and other kcy attnbutes Doma in Manager is availablc in onc of thrce 
confignrations: a standalone platform. as a central manager where multiple Site Managers are eonnected to one or 
more Domain Managers. and where multiple Domain Managers are interconnccted as a cooperative management 
platform. Tite ability to enablc multiplc Domain Managers to share information gives the system a grcat deal of 
po\\er and scalability: the Domain eonsoles can be connccted in a peer-to-peer fashion. thus pcmtitting multiple 
adnünistrators to sharc the adntinistmtion of the net\\ork. 
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By distributing thc management processing load throughout the network. Solstice Domain Manager 1s capable of 
handling a wry large network. This 1s done through one of two ditTerent types of agent technolog1es. TI1e first 
agcnt directly accesses managed objects. and the second is a proxv agcnt. which works as a middlc manager. The 
pro~·y agents commurticale ,,;th the managemenl platform through ONCIRPC. translating thc RPC protocol into 
a protocol that the managed element can understand This mechanism permits Domain Manager to control a largc 
mnge of rcsourccs. 

Three application program interfaces (AP!s) are provided for building tools to complcmcnt Domain Managers 
funcuonality. These mclude the foll0\\1ng: 

o 

o 

Manae.er Sep;ices API. This API oro\Jdes ONCIRPC-hased coroDlllnicalion se!"\ ices asan altemati,·e to 
SNJ\11"' orU;:::,t. 1 11ese sen·1ces penmt oou1 DOmam Ma:nagcr ano ~nc J\tlanager to extena to othcr protocols. 
and sealc well to large networks This API also pro\'idcs access to Solaris' access control and authenucation 
mechanisms. 

Agent Sef\·ices API. This API is used to manage multiprotocol environments through an intennediary 
protocol. A pro~·y agent can be written to this API. effectiYely e~1ending Domain Manager's reach e\ en 
more. 

o Datahaseffopology Map Sef\·ices API. This API gives managers the means to modify the management 
database and customize the topology display. 

LAN Alternatives 

Whilc IBM's N el View is \'ery etTecti\'e in ccntralized networks and \V ANs. its applicabilit\' to a LAN 
cmironment is lcss than ideal. In a LAN cmironment. all nctwork acti\'ity flows through thc common LAN. and 
this LAN can be tappcd and monitored whereas in centml and W AN en\'ironments. therc is no single common 
thread for communications 

In this LAN environment. multi,·endor equipmenl can opcmte mulliplc protocols in the samc phvsical network. 
At the lowest possible le,·cL they all share the san1e ( or ,-ery similar) data link and physical interfaces. Thus. m a 
smgle network. the Digital LAT protocol might nm alongside HP's NS protocol. Digital's DECnet protocol. 
TCP/IP. and Novcll IPX. but they all use either the 802.2/802.3 fmme definition or thc Ethernet fmme dcfirtiuon. 
By focusing in on this lo\\est common dcnominator. a 
LAN monitor can track all of these protocols and more. 

This is the approach taken by DigitaL HP. and Sun. All three pro\"ide products to monitor thc LAN operation at 
this low le\'el. Thus. nomesponding addresses can be dctcctcd along with exccssiYc rctrics or rcjcctoons. In 
addnion to thcsc low-lc\'cl functoons. lhe!· also pro\"ide producls lo mooulor their own specific protocols--so 
Dig1tal products monitor DECnct and LAT. HP products monitor NS. and S un products momtor TCP/IP. 

Unfonunatcly. wlicn a LAN cxtcnds inlo a \VAN. tl1esc monnoring tools do nol also rcach out mto lhc widc area. 
Tims. 111 a \VAN composed of multivendor cquopmcnt. multiplc producls from multiplc companics musl be 
cmploycd to !rack the nclwork beyond the LAN. Fonunatcly. as thc use of W ANs has begun lo sprcad. so has thc 
dc\'clopmcnl of comprehensi\'e network management tools likc System Vicw. This rcmains a fast-paced arca of 
gro\\ th. 

Ccntralized consolcs. such as HP's OpenVicw and IBM's SystcmVicw. are uscd m tlw managcmcnl ofcomplcx 
nch\ orks. Howc\·cr. thesc central consolcs ha\'C not bcen as uscful as thcy could be for cntcrprisc nctworks. The 
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root oftheir problem is scalabihty: the console gets bogged down when 11 reachcs a cenain number of deúces. 
Tvpically, after this threshold has been rcachcd an additional management console must be added 
Unfonunately. information is not shared between consoles. lntelligem management agents (IMA.sl and mid-lcwl 
managers (MLMs) address this problem. The lMA is ablc to actas an intelligent manager. diagnosing and 
repamng problems as they occur. The MLM IS similar. but is able to manage other agents. The IMA typically 
resides in a managed device. while !he MLM resides in !he workstation and o\·ersees a cenain domain \\ithin !he 
network. The enterprise console then manages a group of MLMs. The MLM scnds summary rcpons to !he 
enterprise console. so !he console is less likcly to become overloadcd. Cabletron Systems' SPECTRUM net\\ork 
manager offers a good example of MLM features. 

There are many obstacles to efficiently managing a network. panicularly in a muluvendor em·ironment. Hubs. 
routers. NI Cs. workstations. and servers might all come from different compames. 

Traditionallv. network management products have come to run on UNIX platforms. However. Microsoft's 
Windows NT is gaining recognition as an acceptable platform for !bese critical applications. Severa! products. 
including SPECTRUM and Digital's PolyCenter NetView. now suppon Windows NT. 

Cabletron Focuses on Integration 
Cabletron is also planning integration with Microsoft's System Management Server (SMSl. 1llis 
integration \\ill enable a SPECTRUM console to issue SMS commands: in a future release of 
SPECTRUM. data sharing between the two WIII be pemlittcd. Cabletron has focused on case of acccss in 
SPECTRUM ~.0. which \\ill be able to send network managerpent repons toa Web ser\·er. 1llis feature 
will enablc anyone with a Web browscr and proper access to view managcment reports from an) 
location. 

1l1e trcnd towards integrauon is being sccn throughout the network management mdustry. Novcll lnc. (Provo. 
Utah) and Intel Corp (Santa Clara. California) have a new Yersion of the Manage\Vise nelwork management 
suite that bener integrates !he t\\O companies' management applications. Manage\Visc 2.0 combines scparate 
consoles for lntel's LANDesk and NoYell's 
NetWare Management System. lt integrales the NetWarc DirectOI}' Ser\·ices (NOS) and urtifics network 
management and administration for !he two managemcnt platforms. NDS mamtains a central directon· of 
authorized users. and provides for a single poml of administration for entcrprises with multiplc ser\-crs. 
ManageW1se 2.0 will also offer better SNMP suppon. 1luough Manage\Vise. an SNMP consolc will be able to 
managc a NetWarc scrvcr 

Products like SystemView and OpcnView often work with tlurd-pany products lo expand thcir reach into other 
arcas--such as a Net\Vare network. Novell's net\\ork management products are supponed by both IBM and HP: 
uscrs of SystemView and OpcnView can gain immediate access to NetWare statistics through NO\·cll's products. 

Novell offers two nctwork management products: LANalyzer for Windows and Managc\Visc LANalvzer is an 
inexpcnsi,·e. software-<:>nly nctwork anal~-;.cr meant for smallcr nctworks or for ponable use. Running on an IBM 
8(1386 processor. LANaJ,-¿er will continuously monitor traffic on an Ethernet or token-ring segment. capture and 
decode NetWare packets. and derive a vanety of statistics such as band\\idth usage. traffic patterns. and packet 
counts. Howevcr. bccause it can only monitor a singJc scgment at a time, it is usablc only on smallcr nctworks 

For managing multiplc segments símultancously. No\'Cll offers thetr ManagcWtse network management 
software ManageWisc is a more full-featured íntegratcd set of management SCI'\'Íces that is used for controlling 
the network on an end-to-cnd basís. Like LANalyzcr. 11 manages Ethernet and token-ring networks running 
Net\Vare 3 or ~- It offers extensi,·e standards suppon. including SNMP. IP. IPX. and RMON: and severa! 
enhanccments are m·aílablc from third panies IBM. SunSoft. and Hewlctt-Packard have all agrced lo suppon 
Managc\Vtsc 2.0 in their O\\ TI ~ stcms managcmcnt offcnngs. 

No,·ell takes the approach of offering nctwork managcment as a nelwork scn·tce. mtegrated into the nclwork 
itself. as opposcd to presenting itas a centralizcd system. Manage\Visc is installcd on cach Net\Varc SCI'\'CL and 
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enables an administmtor to rnanage all NctWare scn·ers from a single site. Because it is a distributcd scn·icc. it 
can takc advantagc of thc processing powcr that cxists on the network. and minimizc network tntffic. Beca use 
Manage\Visc enablcs for shared acccss to the management information it collects. multiplc consoles can 
coopcmtively manage a heterogeneous en\'ironment. Users of !BM's System View can take advantage of the 
ManageWise nemork agent to get a dvnamic ,;ew ofthe Net\Vare topology directly from SystemView. 
Similarly, users ofHP's OpenView gain immediate access to NetWarc statistics from the OpenView enterprise 
canso le 

Version 2.0 of Manage\Vise permits managers to move easily between SNMP managemcnt and NDS network 
administration. lt uses NDS as a security measure for SNMP rnanagcment b,- enabling stafTto authcnucate 
managers on the network and suict access to management functions. ManageWisc's SNMP agenl technology 
pcmüts NetWare scn·ers to be managcd from any SNMP management eonsole. and also ntakcs its nct\\ork 
mapping sen·ices a,·ailable lo other consoles. Because it disllibutes its intelligent management agents throughout 
thc network. the nccd for continuous polling is kept toa mínimum. 

Remote Monitoring (RMON) 

RMON lechnology makes management tasks thal were previously available otúy in thc SNA cnvoronment 
possible for a distributed intemehmrk:ing emironment. Thesc features include network sccunty. net\\ork design. 
and simulation. An embedded RMON agent can be beneficia! to the corporale network. as the number of 
interconnected LANs and desktops continue to incrcase. RMON lends stability to the network. and enablcs 
net\\Ork managers to support more users and segments without incuning band\\idth usage pcnalties. Mosl majar 
intemel-\\ork:ing vcndors support embeddcd RMON. including 3Com (Santa Clara. California). Ba' Nct\\orks 
(Santa Clam. Califontia). and Cisco Systems (San Jase. Califontia). 

The RMON and RMON 2 standards were created to pcrmit troubleshooting and diagnosis of problems in an 
cnterprise network. and to provide the means to proactivelv monitor and diagnose a distributed LAN. In thc 
RMON modeL a monitoring dcúce. known as an agent or probe. monitors a network segmenl. gathers stalistocs. 
and monitors for user-dclined thresholds thal. whcn excecded trigger an alamt. These probes communicate \ia 
SNMP wilh a central management station. As networks get more complex and far-rcaching. standards such as 
RMON are becoming cssential. Thc original RMON 1 standard supportcd the moniloring of traffic only through 
lhc MAC (Data Lmk) La~·er of the OSI modcl. and was limited in its uscfulness. 
RMON 1-based probes only \'iewed traffic on thc local LAN segmcnl. and did not identif)· hosts beyond the 
routcr lcYeL 

The RMON 2 standard supports the Network Layer and Application Layer as well. mak:ing it usablc for 
managing an enterprise net\\ork The RMON 2 standard ho\\ever. docs not support high-spced LAN/W AN 
lopologies. switched LANs. or monitonng of network dcvices (lhe as-yet-undelined RMON 3 standard might 
accommodate these technologics) RMON 2 still goes far beyond the previous spccification in providing a more 
complete \'iC\\ of network lraffic. because !he RMON groups map lo the maJar Network Layer prolocols. such as 
IP. IPX. DECneL Appletalk. Vincs. and OSI 

Tite importance of Network Layer support os e\'ident when looking al a distributed emironmenl. where resourccs 
miglll be on difTerent physical LAN segn1cnts. Thcsc multiple LAN scgmcnts might be connectcd by routers or 
switchcs .1\n~· uscr. gi\·cn thc right authorizmion by thc administrator. can acccss any remate rcsourcc in thc 
distributcd net\\Ork. RMON 2-based products are availablc for deployment m S\\itched inlemet\\Orkmg 
cnvironmcnts. 

RMON can be used by managers lo go beyond those functions afTorded by SNMP for network managemenl. and 
can accommodate a much larger enterprisc. SNMP is used to configure and monitor nemork de\'Íccs. but lhere 
are so me limitalions SNMP rnanagement software usually polls thc software agents on a continua! basis. As a 
rcsult. therc is a finitc amount of dc\·iccs tluu can be monitored OCforc thc amount of traffic rcachcs an 
unacceptable leve! TI1c IETF (lntemel Engincenng Task Force) Remate Network Monitoring Managcmcnt 
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Infonnation Base (RMON MIB) spccification adds an e:~.-ua MIB that defines managed OQjccts. using standard 
SNMP mecharusms The RMON MIB is mainly used to suppon 
momtors or probes that are not constantly connected to the management software The RMON MIB al so 
diagnoses and logs events on network segmcnts. detects and repons error conditions. and e:~.-pands SNMP's two­
Je,·el hierarchy to providc thc net\\ork manager with more flexibilitv. A RMON monitor can send data to more 
than one management apphcatioll and the alens can be sent to the most appropnate statoon. 

There are 10 basic RMON MIB groups. nine of which support Ethernet topologies and the tcnth rescn·ed for 
parameters that are specific to token ring The 10 groups are: 

• Statistics. This group shows data concerning net\\ork uses. traflic lcvels. and other infonnation for 
troubleshooting. It counts Ethernet or token-ring frames, octets, broadcasts. multocasts. and collisoons. 

• History. Provides trend analysis of the data in the above Staustics group. 

• Alanns Pemlits thresholds to be configured such that events can be triggcrcd whcn thosc thresholds have 
becn cxcccded. 

• Hosts Perrnits SNMP managers to rcceivc infonnation on network nodes that Iack SNMP agems. 

• Host TopN Perrnits reports to be defined such that the top "n" moWng hosts are listed for different 
variables. For example. a repon can be genemted that shows the top "n" number of nodes that generatcd a 
specific number of errors o\·er a time penod. 

• Traffic Matrix. Pcmlits a matrix that cross-rcfcrences destinalion addresses against source addrcsscs. and 
plots ,-alues for frames. octets. and errors for cach traf!ic pattem. This pennits the manager to disco,·cr which 
convcrsations genera te thc most traffic or crrors. 

• Filters. Enables the manager to define packet match conditions to capture relcvant data for analvsis. 

• Packet Capture. This group prondes capture buffers to hold inforrnation derived from actoons taken by the 
Filters group. Captured packets are used by scwral network analysis software tools. such as Novcll's 
LANaJ~·;.er 

• Evems Gcncrates an cvents log 

• Token Rmg. Actuallv severa! groups rolled into one. the Token Rmg group includes token-ring-spccific 
functions. such as ring station order and sourcc routing. 

Largc tokcn-ring intcmctworks oftcn must be managcd with minimal management and monitoring tools. simply 
becausc of linuted availability. Tokcn-ring Rl\.10N rcpresents a standards-bascd approach to managing a token­
nng LAN. Ho\\eYer. many of the exostmg tokcn-ring probcs lack support for token-ring-specific fcatures. such as 
autosensing ring spced or thc abohty to stop beaconing aftcr a number of unsucccssful insertion attcmpts. Titcre 
are also. of coursc. bandwidth issues to consoder. The RMON management application acccsscs the RMON 
probes through m-band SNMP functions. which means that the bandwidth consumptoon of information rcqucsts 
can be a majar cons1dcmtion. 

Major vendors of RMON products mclude Arrnon Net\\ork:mg (Santa Barbara. Cahfomoa). Frontier Software 
(Tcwksbury. Massachusctts). and He" lctt-Packard (Palo Alto. Califomoa). In terrns of thc OSI modcl. RMON 2 
supports Layer l (Phvsocal). Laycr 2 (D-dta Lmk). Layer 3 (Nctwork). and Layer 7 (Application) Most RMON 
products. however. do accommodate all se\·en lavcrs. although suppon for the Transpon. Sessioll and 
Prescntatoon layers are not yet standardized and are unplemented through proprietary cxtensions. 

RMON Agents 
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Both 3Com Corp. and Cisco Svstems lnc. ha\·e plans for offering RMON agents that pass data to 
RMON management applications. The agents \\ill be built into the companies' S\útches as a standard 
featurc. RMON agents scnd data from each pon on a switch toa management application. Thc agents 
perfonn the same task as RMON probes. which are attachcd to the links between 5\Útches. although the 
stand-alone probes are a more costly solulion. 

Frontier Software has creatcd a supersct ofRMON 2. knmm as EnterpriseRMON. that overcomes the limitations 
of RMON 2 and suppons all scvcn Iayers of the OSI modeL Frontier's NETscout funher e:>.1ends RMON bv 
supponing switchcd LANs and high-specd LAN/W AN topologies. (In the future. Frontier is al so planning on 
adding suppon for Fast Ethernet and ATM.) The abiltty to monitor LAN switch and mterswitch traflic pcrmits 
NETscout to ntanage a virtual LAN (VLAN) em·ironment A 
NETscout probe de,·ice can be managed from any RMON-compliant management software product: similarly. 
tite :NETscout Manager applicalion can manage any RMON probe. 

VLAN (Virtual LAN) Technology 

VL!\Ns represen! sofiware-<lefined groups of endstations that communicate as though thev wcre physically 
connectcd. The end stauons can, however. be Iocatcd on different segments throughout the greater network. 
YLANs al so carry the advantage of allo\\ing for policy-based management. which pcnnits the network ntanager 
10 assign pnorities to different types oftraffic. This model pcnnits the network manager to manage thc net\\ork 
from a business pcrspecti\·e. instcad of a purcly technical one. The network manager would, under tlus paradignL 
be ablc to establish policies that would limn the an10unt oflime a user could be on the net-work. the amowlt of 
bandwidth each user would ha,·e access to. and which applications are accessiblc. 

The log¡cal groupmg of VLANs make it easter todo moves and changes. and pro,ides for better use of 
bandwidth. One of the biggest problems of VLAN technology has been Iack of interopcrability. Cisco Systems is 
addressing this problem by spcarheadmg a Slandard that could be used to create multivendor YLANs. The Iack of 
interopcrability has. until now. meant that in order to deplov VLAN technology. a company must stay \\ith a 
single ,·endor. SC\·eral other networking vendors are supporting the standard (the IEEE 802.10 Interopcrable 
LANIMAN Secunty standard) as a way lo build mulllvendor VLANs. 

IEEE 802.10, Cisco. and VLANs 
IEEE 802.10 was originally created lo address security within a shared LAN em·ironment Undcr Cisco's 
plan, the spcc does not ha\·e lo be modified to apply to VLANs Cisco propases that 802.10 be uscd in 
routcrs and switches for idcntifymg net\\ork traflic thal belongs to specific YLANs Cisco suppons 
802.10 in its own routers. The IEEE 802.10 Interoperablc LANIMAN Secunty standard would be used 
as a way lo identil)· VLANs by tagging frames for dcli\wy 10 diffcrenl VLAN segments. However. a 
method for shanng address data still must be defined. Cisco propases that a ~-b\1e field in the 802.10 
frame be used lo hold VLAN ID data: that field was originally intended to caiT\· sccurity information. 
Network hard-ware from multiple Ycndors would lhen be interoperablc because they would all be able 10 

scnd frames to differcnt VLAN segmcnts. 

VLAN technology could potentiallv add a grcat deal of flexibility and sccurity to a network. and save a 
tremendous amount oftimc and money (notto mention headaches). In a Iargc. increasingly mobile 
entcrprise. managers must spcnd an mcrcasingly high pcrccntage of thcir time accommodatmg moves. 
additions. and changes. The VLAN modcl would significantly reduce thc time spenl on thcsc tasks. and 
cnable uscrs to movc more freely betwecn Iogtcal LANs. 

Switches must also be ablc 10 sharc addrcss tablc data. and there are no proposals for how switches could 
cxchange frame informatwn. Managemcnt is another issue of VLAN inter-operabihty that needs lo be addressed. 

l't) 
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There have been no definitions laid out for VLAN management objects. and al! switches have diiTercnt 
proprictary MlBs. 

Most VLAN systems require users to define the VLAN based on LAN segments or Media Access Control 
(MAC) addresses. Although VLANs simplify managemenL one major limitation that existed until rccently is that 
the manager had to issue new lP addresses manually whenever a new VLAN is established More recen! 
developments permit a single station running multiple protocols to belong to multiple VLANs. This tcchnology 
creates \irtual workgroups based on protocol type or subnetwork 
address. and requires less configuration on the pan of the network manager. The enterprise-mde VLAN is 
destined to become a reality. due m part to lBM's Switched Virtual Network architecture. This 
architecture provides a defmition for grouping users over an A TM backbone using software. on its Nways 
switches and hubs. For more information about Yirtual LANs. see the "LAN Emulation" section in Chapter 12. 
"High-Speed Networking." 

Managing Mobile Computers 

Businesspeople carrying lapiops to their homes and with them on busmess trips have become a common sight 
Titese travelmg road warriors often have the ability to dial into the corporate network to access applications. data. 
and cntical corporate information. However. for the network manager. this mcreased mobility brings new 
challenges. 

ThcMMTF 
How do you manage something that is only occasiOnallv connected and has no fixed geographic 
location·> The Mobile Management Task Force (MI\ITF) lTilght have the answer. The MI\·ITF was 
orgaruzcd to create extensions to SNMP 2. which would permit network managers to troublcshoot and 
control mobile clients using low-banch,idth remote or mrcless links. 

A proposed SNMP agent will provide for better network administra !ion over mobile users. Thc MMTF 
has proposed a specilication for a mobile Management lnformation Base (MIB) e"'tensiOn for TCP/IP 
networks Tlus MIB will permit SNMP consoles gather configuration and location data from dial-in 
devtces. 

Wireless Communications 

Wireless is not likely to evcr replace traditional wired networks. but there are arcas where it can be uscful. 
Wireless is not suitable for a data-intensi,·e corporatc cn\'ironment. but might make sensc for temporarY 
conncctions. shop-Ooor applications. or m othcr situations whcrc wiring might not be pmctical. Most wirclcss 
LANs send data much slower than standard 10 Mbps Ethemet--usually at about 1 or 2 Mbps. although frequency­
hopping can specd up the throughput somewhat. The thrce types ofwireless svstems are: Wireless LANs. which 
establish a link within a limitcd arca. such as a building. wireless remote bridgcs. which connect buildings within 
a 25-milc rangc: and nationwidc W ANs. which can maintain a connection between a largc mobilc workforce. 

Commercial IP software products are staning to appear that enable mobile PC uscrs to kccp a wirelcss network 
conncction over mulllple segments m a largc TCP/IP nct\\ork. W1th such a system. proprictary protocols are no 
longcr reqwred for large wirelcss nemorks. Typicallv. if a user moYes bcm·een segments. thc wirclcss conncction 
gets dropped. Uscrs on multi-<:ampus nctworks oftcn are rcqmred to restatt their hardware bccause ofthis 
hnutauon 

Mobile IP 
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IP6_ currently under de,·elopment by the lE T F. includes specifications for mobile IP that will cnablc 
mobtle users to maintain thcsc typcs of connections more efficiently. Under this draft. a mobilc nodc 
will always be idcntificd bv a fixcd homc address, regardless of where it is physically pluggcd into thc 
Internet The remole node nill have a "care or• address that specifies the currcntlocation. Packcts 
addrcsscd 10 the fixed homc addrcss will be transparentl\· routed to the "care or· address. 

Ofthe many types ofwireless technologies. Cellular Digital Packet Data (CDPD) technology holds pcrhaps the 
grcatest potentiaL although it has not been widely dcployed. CDPD tcchnology scnds data over a ccllular nctwork 
that is airead)· being used for vo•cc transmission: as such. it does not require cstablishing an entircl,- ncw 
infrastructure It scnds data packets betwcen voice transmissions on an existing cellular channel without ha\"ing 
any ncgauve impact on the voice communication_ Thc packets mercly fill up unused \'oicc spaccs in a ccllular 
transmission. Tite CDPD standard is non-proprietary. and allons cxisting applications 10 be adapted to the 
wircless env~ronment It supports multiplc protocols. including IP. and uses ccllular telephony standards alrcad)'---­
in use by ccllular telcphone uscrs 

COMA 
Code Di\'lsion Multiple Access (CDMA) is another emcrging digital wireless tcchnology that promiscs 
imprm·ed call quality and new wireless features. [The kcy word hcre. as in all wirclcss tcchnulogies. is 
"emcrging_ ") Like CDPD. COMA holds grcat potential in promoting open wirelcss standards. and 
uhimatcly more widespread commcrcial acccptance of wircless sen ices. A new industl) group. the 
COMA De\·elopmcnt Group (CDG). plans to address intcrnational development of COMA standards. 
which will eyentually permit wircless systems in aH countries to intcropernte. 

Security and Firewalls 

Tite move to opcn computing and chent/servcr architectures has brought a great many ad,·antages. but 
administcring secunty has become a greater problem than cver beforc--espccially in situations where thc 
corporatc network is conncctcd lo the public Internet For examplc. by itsclf. TCP/IP has no inhercnt sccurity. 
Many a worricd administrator has spent more tlmn a fcw sleeplcss nights wondcring whcn thc nc:-..1 hackcr will 
wandcr iñto lus domaw. 

Firewall products enforce strict control ovcr acccss to the network. usually taking the approach of dcnying any 
type of access that is not expressly pcrrnined. Howevcr. although thesc tools might kecp hackers at bay. thcy 
might al so kcep lcgitimatc uscrs from takmg full ad,·antage of tcchnolog•cs that nught othem ise be al thcir 
disposal--such as strcaming video 

Proxy SCJYcrs. on thc olhcr hand. will pcrmH access to all Internet rcsources whth: still maintaining sccunty. 
Undcr this ty¡x of system. a command is cxccuted toan HITP proxy sen cr nmning on a scparate fircwall 
machmc. Thc proxy takcs rcqucsts and cxccutcs thcm. rcquesting whatevcr information 1s rcquircd from outsidc 
remate scrYcrs. and thcn dcli\'crs the response to thc protccted machine. A proxy scrver can al so reta in a cache of 
data. wluch retums requestcd documents more quickly. Because the data is then stored locally. it is a\'ailable 
immediatd\'_ and thc pro,-y does not Ita\ e to go out and look for it cach time it is requestcd Caching is done 
usuallv on the proxv scf\·er. rathcr than thc local client Although pro,-y software is widcly 3\'ailablc. each 
protocol rcqmrcs lts o"n proxy scrYer. which means a lot of admmistrative ovcrhcad. 

IPSec 
As prC\'IOUSI\' mentioned TCP/IP Itas no inhcrcnt sccunty of 1ts own A proposcd IETF sccurity 
standard IPSec (Internet Protocol/Sccurity). will be appcaring in firewall and TCPIIP stacks soon. IPSec 
is not spcc•fically mandated for thc ncxt version ofTCP/IP. version6. although it will work with both 
,·crsion 6 and thc currcnt Jtcration. 

m-
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The other typc of firewall is a simple packet-filtering router. which decides whether to fom·ard a packet bascd on 
the IP address and TCP pon number m the packet header. These are much less secure !han pron server solutions. 
but are more transparent to the end uscr. 

The Security Administrator Too! for Analyúng Nemorks (SAT AN). a security too! designed bv Dan Farmer. 
stirred up sorne controversy when Fanner dccided to make it freely available on the Internet. SATAN detects 
vulnerab!lities in networks. and can be a valuablc too! that hclps administrators find their networks' weak spots 
However. it can also be uscd by a hacker to find the network's weak spots. 

The application can be valuable to the administrator who nms it. reads the repon of mlnerabilities. and fixes all 
the holes. lf the administrator docs so first. any hacker that subsequently applies SAT AN to the network mil 
come up empty-handed SAT AN is easy to use. although its intuitiveness is a double-edged sword. First-time 
hackers wnh little experience can easily break into a system. and the repon clearly describes any mlnerabihlies 
and tells how to fix them. 

lf you're worried about an outstde SAT AN attaclc. get a copy of Gabriel. a free SA TAN detector that wams 
adrninistrators of network intrusion 

- 12-

High-Speed Networking 

Asynchronous Transfer Mode (ATM) Networking 

Asynchronous transfer mode (ATM) technologv lends nselfto applications with high bandwidth requirements. 
such as ,·ideo and mullimedta. A Thl not only enables thc network to shtp hugc amounts of data. it can also 
reduce use ofthe server With an ATM configuration. a NctWare server. for example. no longcr has to wait for an 
Ethernet transmisswn that would othennse cause data to gel backed up in the cache. 

ATM networks are built on a star topology. with a centrallv located A TM switch and each desktop wired directly 
to !he smtch. A TM is a high-bandmdth packet-s\\ilching and multiplcxing mechanism. Nel\\Ork capaci~· is 
divided mlo cells of a fixed stze. whtch include header and information fields. Thesc ce lis are allocated on 
demand. Tius lugh-spced protocol will ulumately bnng many ad\•antages lo wide-arca networking. Howcver. the 
technology can be costly and might require other pans of the network 
to be upgmdcd to handle the load. A sen·er opumized for a lO Base-T nctwork will probably require upgmding lo 
handle the increased amoum of data no"ing in from the clients. Besides the servers. the clienls nught also need a 
hardware upgmde 

More !han ever. computer networks are being pushed to thcir limils Huge applications. increased end-user 
demand for dala. and high-demand apphcations such as videoconferencing and multimedia are creating a need for 
more bandwidth than is often m·ailablc on a tmditionaiiO Mbps LAN. ATM. unlikc Eúternet and token ring. is a 
connccuon-oriented teclmology In an Ethemel LAN. !he amount ofbandwtdth available lo each user decreases 
as more pcople use thc nelwork. However. in an ATM nct\\ork. the amounl ofbandwidth availablc lo each 
conncction rcmains constant 
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Earlier implemcntations of ATM uscd fiber optic cable and optical transcetvers. allhough commerctal acceptance 
of A TM depcnds on tls effecti,·e deploymem on a variety of media. A TM technology is raptdlv mo,·ing towards 
the desk"top leve!. and is now available over Category 5 unshielded twisted pair (UTP) and Typc 1 shieldcd 
twtsted pair (STP) cabling. UTP and STP are lhe most commonlv used tvpcs of media in lhe ~-pi cal LAN 
environment. Category 5 UTP and T~-pe 1 STP both suppon ATM transmtssions up to !he full155 Mbps Cable 
lenglhs can reach 100 meters. anda ma.umum of two conneclions pcr 100 meters is allowcd. 

Suppon for Category 5 UTP coppcr wiring means lhat A TM can now be brought to the desktop in a manner that 
is transparem to end users. FORE System's (Warrendale. Pennsylvania) PC A TM product line rccognizcs lhc 
necd to bring A TM to !he desktop. and includcs driver suppon for NetWare. Windows NT. and the Macimosh 
OS. In additiOIL LAN Emula!Jon techniques will pemut existing applicallons running over NetWarc. \Vmdo\\s. 
DECnct. TCP/IP. MacTCP. and AppleTalk to run unchanged over an A TM nctwork LAN Emulauon al so 
prm·ides the means to establish imemctworkmg betwccn !he ATM 
and Ethernet or token ring LAN. 

A recen! LAN emulation spccification. suggested by thc ATM Forunt. cnablcs ATM 10 be dcploycd m a LAN 
cnvironment wilhout having to changc !he system software. In addttion. úte price is grJdually dccreasing on all 
fronts as compelition increascs and new vendors enter lhe market. However. before ATM is widely acceptcd 
more telephone service providers must est.ablish lheir ATM sen ices. and ATM interfaces must be built into 
nctwork opemtmg systcms. 

lf ATM is brought to even· desk"top. every chent gains !he abili~· to send data al spceds of 25 Mbps-155 Mbps. or 
more than 15 times the extsting data rate of a standard Ethernet LAN. The ATM architecture itsclf. ho\\e,·er. has 
no uppcr speed hnut. 

ATM technology is still young. expcnsive. and lacking in standards. andan end-to-cnd ATM network is still not 
a rcalistic possibility. h ts uscd primarily 10 suppon more spccific. highly demand.ing applications thin a 
trad.itional nctwork would not be able 10 supp01t. A network with onlv ord.inary. run-of-the-mill needs and 
productivity applications runnmg. for example. so me database programs. producti,·ity apps such as \\ ord 
processing. spreadshects. and e-mail. can run on a standard lO Base-T network for quite so me time without 
slowing down. lmplementing an ATM network for thcsc ordinary tasks is like dri\ing to the comer supcrmarket 
in an lndy 500 rJcccar. 

ATM takes all ~-pes of tmffic. mcludmg data. voice. artd video. and transfonns ti into 53-~te packets. which can 
lhen travel d.irectly over a network na swttchmg. Titis small packet size lends nsclf 10 real-!Jme applicauons. 
such as ndeo. In order to increase spced the S\\ nches can route tmffic through multiple paúts. The link. however. 
will appear as a pomt-to-point conncction. or Yirtual circuit. Bandwidth is a\·ailable on demand and uscrs do not 
need 10 bear the expense of a dedJcated line 

Beca use of the lack of standards. ,·arious ATM swttches are often incompatible. The ATM Forum has done a 
considerable amount of groundwork for dcfinmg ATM standards. ho\\ever. and more vendors are stanmg to 
comply and offer complete ATM productlincs. An ATM solutwn can be costly bv the time !he switclung 
cquipmcnt is patd for. \\orkstations are upgrJdcd and tr.J.ining has bccn planned. (In thc ncar futurc. howcver. it 
is likclv tltat ATM will cometo be acccptcd as a robust and complete backbone technology.) 

Thc A TM Forum is a consonium of m·cr 5011 organizauons. One of thc lirst companics to relcasc A TM products 
was Fore Svstems. onc of the ATM Forum's principal members. Foro rclcascd !he first ATM adapter cards m 
1991. the first ATM LAN S\1 ítches m 1992. and remains thc lcader in this market. Fore approaches ATM wilh a 
four-ticrcd archnccturc. as follo\\ S: 

• Layer 1: A TM Tmnspon Scn·ices. Titesc sen·ices comen non-ATM traffic to ATM ce lis. allowing all !)-peS 
of trJffic to make use of A TM fcatures. 

• Lavcr 2. VLAN (Vinual LAN) Sen· ices. A VLAN is a logical association of uscrs with a conunon broadcast 
domain. VLA1'1 technolog' pcmHtS a network to be destgned based on logical rclationships. instead of 
physical conncctwns 
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• Layer 3: Distributed Routing Services. Althougb VLANs eliminate a substantial amount of routing. some 
routing might still be required such as establishing communicat10ns between dlffercnt VLANs. or 
com·ersion between different MAC [\pes (Ethernet to token ring). 

• Layer ~: Application Scf\ices. This !ayer makes the sef\ices in the above thrcc laycrs availablc to 
existing applications. 

An A TM network can ~- three [\pes of traffic: constan! bit rate (CBR). variable bit rate (VBR). and a\ailablc 
bit rate (ABR). CBR accommodates voice and \ideo. and rcquircs the ATM network to act like a dedicated 
circuit and provtde sustained bandwidt!L VBR traffic is sirrúlar. except that the bandwidth requircmcnt is not 
constan!. ABR traffic docs not require a speeified arnount ofband\,idth or delay pararneters. and is uscful for 
most common applications such as e-ntail or file t.ransfer. 

The A TM network uses thrce techniques to manage t.raffic. They are as follows: 

• Traffic shapmg. Tlus ts pcrformed at thc user-network interface IC\cl and ensurcs that the traffic matches thc 
negotiated connection between the user and the network. 

• Traffic policmg. This is pcrformed by the A TM network and ensurcs that traffic on each connection is within 
the pararneters ncgotiated at the establishment of the connection. An A TM switch uses a buffcring tcchruquc 
called a "leaky bucket" in arder to policc traffic In the leaky bucket system. traffic flows (lcaks) out of a 
buffer ( buckct) at a constan! rate. regardless of how fast the traffic flows into the buffer 

• Congestion control. This is sull being defined by the A TM Forunt. 

More on Conge.tion Control 
The ATM Forunt is still defming the congestion control techniquc oftraffic managcment. althougb two 
schemes have been proposed to control t.raffic flow. bascd on either an end-to-end or link-bv-link basis. 
End-to-end schemes control the transmission rate where the LAN meets the A TM dC\ice. Tite dmwbacks of 
this method are that some cells can be lost and it requires a considemble arnount ofbuffer spacc. A link-by­
link flow control mechanism can suppon more users and uses less buffer space. This too. has tts drawbacks: 
it is more expensive and equipment to implcment link-by-link control is not commcrcialh· available .. A.n 
mtegrated proposaL bemg considered by the ATM Forum. would establish a default end-to-end mechartism. 
with an optionallink-by-hnk scheme. 

For ATM to be widelv acceptcd. howevcr. switching systems must be capablc ofinteropcrating. Thc ATM 
Forum's Private Nctwork-to-Network Interface (PNN]) is a dynanuc routing protocol that can be used to build a 
multivendor ATM S\\1tching network. PNNI pennits c:hffcrent vendors' switching hardware to interopcrate and 
establish a S\\itchcd nnual circuit (SYC) routing S\'Stem. Underthts modeL severa! S\\itches can \\Ork together 
and act like a single S\\llch. PNNI distributes information about network topology between swttchcs. so that paths 
can be calculatcd. lt also pro\'ides for altentate routing m the event of a linkage failure. 

A TM Management 

A TM networks. likc traditional nctworks. nccd tools for analyzing and managing switchcs and conncctions. 
Howcvcr. these typcs oftools are in shon supplv for ATM networks. As more software vendors rcspond to the 
demand the a\·atlability of ATM analvsts tools will be another contributing factor to thc \\idesprcad acccptance 
of A TM (A consonium led by Fore Systems has created a solution to the lack of managcment tools for A TM 
ncl\\orks. Forc propases to cxtend Remate Monitoring. or Rmon. to ATM networks. providmg fault and 
performance monitonng scrnccs on ATM networks.) 
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Slow ATM 

You might not need A TM if you don't have demanding applications like \"idcoconferencing. but you might sull 
want more speed AT &T Corp. 1s oiTenng a new option. referred toas "slow ATM." The sercice runs at 1.5 
Mbps. insteadofstandard ATMs mínimum of ~5 Mbps. The ATM Forum is. howe,·er. workmg on a standard for 
25 Mbps A TM. Either sen·icc would add e~tra spced over a standard network configurauon. "hile bcing lcss 
costly than standard ATM sen·ice. Man,· more low-end users could be expccted to mO\·e from 56 Kbps frdme 
relay to the 1.5 Mbps sen·ice. rather than mo\"ing immediately to 
high-spced A TM. llJC low-speed A TM network technology lcts you move graduallv to lugh-spccd A TM. as the 
necd arises: th1s is an ideal solution for casmg into ATM technolo¡,•y without having to makc a b1g comnutment 

A TM and Frame ReJa y lnternetworking 

The ATM Forum and the Frame Relay Forum have jointly established a new standard--the Frame relay toA TM 
PVC (Pcm1anent Vinual Circuitl Sen·ice lntemetworkmg lmplcmentauon Agreemcnt--to lct uscrs mix frdmc 
relav andA TM traffic on the same high-speed network. This will pcrrnit frame-relay si testo move 10 higher­
band\vidth ATM without ha\ing to make an absolute choice hctwccn the t\\o technologies. As a result. protocol 
com·ersion software is unnecessary. Thc ab1lity to use a ntixed model perrnits a company to use A TM at high­
volume snes, while retaining frame relay at lo\\er-volume sites such as branch offices. and enabling the moto 
commumcatc. 

lfyou use frame relay. but want to upgrade to ATM as a central hub. a hybrid frame-rclay/ATM intemct\\·orkmg 
service might do the trick. Protocols adopted by the Frame Relay Forum and ATM Forum facihtate thc 
establishment of such a hvbrid network. Under the scmcc. the carricr pro\"ides protocol translations that cnablc 
the ATM switch to tal k to the framc-rcla,· switch. The system lets you bring A TM into an existing framc-rclay 
network. instcad of having to decide on dcploymg onc or 
the other. 

FU NI 
Frame re la y to ATM intemctwork:ing prov1des for transparcnt link:ing of frame rclay si testo A TM si tes. 
Onc way 10 achieve this IS through a new standard known as the Fran1e U ser Nctwork Interface (FUNI). 
a sen·ice that pcrforms a protocol convcrsion bct\\ een frame rclay and A TM. This scn·icc pennits a 
nctwork manager to use extsting framc rclay cquipmcnl whilc grJdually scahng up to A T!\.1 \\ ithout 
lta\·ing to makc changcs to tl1c cxisting framc rclav nctwork. FUNl is actnally a low-spccd. framc-bascd 
A TM solution Tite FUNl standard IS still undcr de,·clopmcnt. whilc framc rclay 1s widcly· aYailablc and 
fairly stable. The diiTercncc bctwcen FUNl and frame rclay is that FUNl allows signahng and now 
control lO be extended to cqUipmcnt on thc customer prcmiscs. and it might be an attrJCUYc solution for 
sitcs \Üth many diffcrcm appllcations nccdmg low-spced conncctions into an ATJ\.1 nctwork. 

SNA Access to A TM 

lB M is also work:ing to suppon A TM in LAN/W AN cnYironmcnts. Pncc is onc major barricr to w1de arca ATM. 
but anothcr is thc amount of work rcquircd 10 mtcrfacc A TM with lcgacy nctworks. IBM's solution for joirung 
A TM mth its SNN APPN mstallcd base uses thc H1gh Pcrforntancc Routmg (HPR) featurc to providc nativc 
acccss to widc-arca ATM nct\\orks Forman/APPN. SNA is wcll suned for intcrfacing mth ATM bccausc ofits 
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sen·ice features. Howe\-er. SNA routing is less suited to high-speed networl..ing. HPR ovcrcomes thesc 
limitations. IBM's proposal is that the native interface to ATM take place through the HPR fcature. Undcr th1s 
model. mainframe SNA and APPN would connect directly toA TM usíng either LAN emulation or Frame Relay 
emulat10n. 

The APPN/ATM lntemetworking specification. submitted by IBM to the APPN lmplementers Workshop. defines 
a mcthod for SNA uscrs to migrate existíng applications to ATM. Thc AJW is a consonium ofvendors that 
íncludes IBM. Cisco Systems. and 3Com. The specification maps !BM HPR class-<>f-senicc routing to A TM's 
Quality-of-Senice spccification The specification \\ill permit APPN/HPR users to make use of 1\pp 's class of 
sen·ice across an A TM neL \\ithout ha•ing to change existing APPC applications. The APPN class of scn·ice 
defines route sccurity. transmisswn priori~· and bandwidth 
betwcen session panners. HPR is an APPN e"1ension that providcs the abili~· to bypass failures and eliminate 
network congestion. The specification would permit users to deploy SNA class-<>f-senice routines over an ATM 
neL WJthout having to change existíng applications. IBM's HPR/ ATM proposal is pan of its strategv of hclping 
users migrate to switched network envuonmcnts. 

A TM Inverse Multiplexing 

The ATM Forurn is workíng on another way to ease the migration to IBM environments Their Asynchronous 
Transfer Mode inverse multiplexing (AIM) techrtique provides for a more cost-effective deplo~ment of 
broadband ATM over a WAN. by allm•ing a manager to stay with theJT less expcnsive T-1 links as opposcd to 
moving toa more costly T-3 connection. T-3 runs at 45 Mbps. whereas a T-1 link runs at 1.544 l'>lbps. AIM 
establishes a lugh-speed conncction using multiple. point-to-point TI línks that are managcd collectl\-cl~·. The 
AIM spccification pcrmits A TM dc\ices to be linked WJth a smgle T -1 hnk: as thc nctwork rcquiremcnts gro\\. 
additional hnks can be added until volumc JUStifies the use of a T -3 link. AIM scnds parallcl strcams across 
muluple T -1 línes and dynamicallv balances the ce lis over all available links. 

Quantum Flow Control 

A consonium of vendors known as thc Flow Control Consonium are proposing an altcmativc to A TM. making it 
cven more cmúusing for potential ATM users. Tite group. which includes Digital Equipmcnt and ten othcr 
comparues. says that thcir Quantum Flow Control (QFC) specification complcmcnts the ATM Forum's Tmffic 
Management Working Group's work on the A•·ailablc Bit Rate (ABR) specification. QFC is designed to 
interoperate with the ATM and Forum's Exphcit Ratc spccification for ABR services. 

LAN Emulation 

LAN Emulation (LANE) defines how existing applications can run unaltered on the ATM intemetwork. and how 
the A TM intemetwork itsclf can communicate •\ith EthemeL token ring. and FDDI LANs. LANE. a spec1fication 
of the A TM Forum. is an intemetworking stmtegy that permits an A TM node to establish connections to the 
Media Access Control (MAC) protocol scction on the Data Lmk Layer. This capabili~· pennits most major LAN 
protocols to run over an ATM net\\ork. without hanng to modify the LAN applications. LANE does th1s through 
three distínct teclutiques: data encapsulation. address resolution. and multicast group management. 

Each end station in the ATM network possesses a LANE driver. which establishes the IEEE 802 MAC Layer 
interface Tite dn•·er will translate thc MAC-Ia•er addresses to ATM addresses through tite LANE Sen·er's 
Address Resolution Sen·ice. Funhemtore. the MAC la~·er interface is transparent to high-lcvel protocols. such as 
IP and IPX. lt is tiJTough litis mcchanism that a point-to-point A TM switched vinual circuit (SVC) connection is 
cstablished and data can then be transmitted lo othcr LANE end nodes. 
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Multiple LANs can be ernulated on a single ATM network. allowing for the crcation of,·irtual LANs (VLANs). 
A LANE dri\·er locatcd on an access dcúce. such as a router or hub. fwtctions as a proxy for rnultiplc end 
stalions conncctcd to the deYicc 

LANE offers ad,·antages over a traditional LAN bridge emironrnent which is not scalablc enough to support a 
large internetwork. ln addition, the LANE rnodel supports ~narnic configuration, rnaking it unnecessarv to 
define physical connections and allo\\ing a host to be physically rclocated. while rcrnaining with the same 
VLAN. 

Because existing 802 fmrne typcs are used in the LANE emironrnenl an ATM adapter can appcar toan end 
stauon asan Ethernet or Token Ring card Consequently. any protocol thal runs on Ethernet or token ring can 
al so nm on the A TM network. 

The ATM Fonmt's LAN Ernulation Over A TM l. O spccification describes how an end staiJOn cornrnunicales 
with the ATM nelwork. The specificauon consisls of two parts: the LAN Emulation Client (LEC) and LAN 
Emulauon Sen·ices. The latter includes the LAN Emulation Server (LES). Broadcast and Unknown Scn·er 
(BUS). and LAN Emulation ConfigurJtion Server (LECS). The ATM Fonmt has gane out ofits \\ay to 
demonslrate the compuler industry's atlinily for bizarre acron~lllS. by collecti,·ely refening lo thts mechanism as 
the LAN Emulation Uscr-lo-Network Interface (LUNI) 

Dcspile the strange narne. LUNl (pronounced "loony") gocs a long way loward pro\'iding muJti,·cndor 
compatibihty. Through the LUNl spccification. yendors can easily establish interoperability between thetr 
\'arious end stations. 

Each ATM LAN end station has a unique MAC-layer address, as do standard 802 LAN end stations. When one 
ATM end station is transntining data to another ATM end stauon. the first station "illlook for the second 
stauon's MAC address. After the first station has disco,·ered the second station's A TM address. any extsting 
LANE connection between lhe two can be uscd. lf there is no existing connection. the first station will initiate a 
conncction usmg A TM signaling 

lf an end station on an ATM LAN wishes lo connecl with an end station on an Ethernet LAN. a few more sleps 
are inmlvcd. Supposc John stts in front ofa workstation on an ATM LAN and wants lo send the results ofthe 
World Series to Dan. whose machine is connecled toan Ethernet LAN. Tlus is where the LAN Emulauon 
Sen·ices (LES) come into pla,· John's machine will send an address request message to the LES which sends the 
request toa router on the Etlternet LAN. Tite router acts as a pro~·y LEC for the end stations on thc Ethernet 
LAN. and stores allthe addresses ofall the Ethernet stations. mcluding that ofDan's machine. When the address 
request ts sent to the Ethernet rouler. it is then broadcast to all ofthe end stations on the Ethernet LAN. Dan's 
machine \\ ill eYentually recen· e the request and respond to the router. which then uses its own A TM address to 
makc thc conncction. 

Typtcally. connectionless LANs use bridges or routers to add additional end stations to lhe internetwork ATM. 
on the 01her hand. is connection-oriented. and data sen\ between dcYtces on an ATM network is seen only by the 
dcstinauon station. An ATM net"ork can use l\\O typcs of conncctions: a pcnnanent virtual circuil (PVC) ora 
switched ,·inual Ctrcuit (SVC). The PVC is manuallY configured where the SVC tS ~·namically created by the 
A TM 5\\ltch. 

Also. the ATM network uses a different address structure from the connectionless LAN. LANE takes care ofthe 
PVC and SVC connections transparenth. using an address resolution procedure to bridge the different 
addressmg schemcs and enable the two to be connected. Producls such as Fore Systems' forelhought 4 O include 
ATM Forum LANE l.O software. which establiShcs a seamless connection between the ATM and Ethernet LAN 

A TM LA.,"! emulation mitigates much of the complexitv of the A TM network. but is only an interi m approach on 
the road to full-scale ATM. Through emulauon technology. a shared-mcdia LAN. such as Ethernet and Token 
Ring. can co-exist wnh ATM. Tlus pcnnits a company to rctain thctr original invcstments. wlulc implcmentmg a 
gmdual migra! ion to A TM 
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Multiple Protocols Over ATM (MPOA) 

MPOA an exlcnsion oflhe LAN emulation conccpl is uscd lo map nclwork !ayer addresses--such as lP or IPX-­
lo ATM. Undcr an MPOA sccnario. routing prolocols such as IP can use the ATM Qualily ofSenicc (dos) 
features. with lhe ultimale goal of allo\\ing a LAN 10 work over A TM \\ithoul having 10 migrale the LAN 10 
native ATM. As \\ith LAN emulation. MPOA crcales an ATM SVC (!milchcd \irtual circuit) whene,·er a data 
relationship is established creating a Yirtual roulcr of sorts. This permils nelwork managers 10 crea le \inual 
subnetwork thal go beyond rouled boundarics regardless of physical 
Iocations. The MPOA archilecture is compatible mth all routing prolocols capable of carrying addresscs uscd by 
A TM. and is compatible wilh A TM's P-NNI speof!cation. 

There are lhree components 10 the MPOA archilecture: 

• Edge devices. Thesc intelligenl s\\ilches forward packets between legacy LAN segments and the A TM 
infraslructure 

• ATM-attached hosts. Adaptcr cards that implement MPOA and enablc thc A TM-attachcd hosts to 
communicale \Úth each other and with legac~· LA.Ns connecled by an edgc dcvice. 

• Roulc scrver. This is actually a vinual scrver. nota physical devtce. It pcmlits the network-layer subnctwork 
lo be mapped to A TM. 

Frame Relay 

Frarne rclay switching is a typc of packet switching thal uses small packets. lt al so requires less error chccking 
than other packel S\\"Ítching mechanisms: instcad it relies more on end user deviccs. such as routers or front-end 
processors. lo pronde error correction. Fr.une relay is similar to X.25 in that it is a band\\idth-on-demand 
lechnology. lt establishes a pool ofbandwidth \\hich is madc available lo multiple data scssions sharing a 
common nrtual circmt 

The Frame Relay lmplementers Forum. a consonium that includes Cisco Systems. Digital Equipmenl Nonhem 
Telecom. and StrataCom. has established a common specificauon for frame relay connections. The specification 
is based on the ANSI frame relay standard and includes an exlension thal establishes a local management 
interface . 

. In the past. frame relay networking technology was used only in large W AN environments. although it is coming 
to be uscd as a too! to carry muluple ~'JlCS of traffic. including data, fax and cven SNA traffic. 1t is less costly 
lhan a dcdica1ed pri,·atc line solutton. and ex1remelv fast. Frame relay offcrs a number ofbencfits. SNA ovcr 
frame rclay adds sa\'ings by cnabling uscrs to climinate pri\'ate hncs typically uscd to support critical 
applications. A high-spccd frame relay nelwork willlet users transmit data ata rate of 1.5~~ Mbps 

Voicc Support and NNI 
Although it docs 1101 currcntly suppon voicc 1ransmission. the polential of voice suppon ts lantalizing. 
Fran1c relay voicc suppon would Ie1 ~-ou make voice calls on the frarne rclay net. potenually saving big 
moncy on mtcmational calls 

Ho\\ever. Nctwork-lo-Network Interfaces (NNI) have not yet been sufliciently developcd. NNis are 
uscd to lel carriers mlerconnccl lheir scparate nelworks. and are an essential pan of intemational frame 
rclay. 

Frame relay tcchnology IS bccoming much more attmctJ\'C cconomically. and caniers are gctting mtcnsely 
competlli\'c. In many ctrcwnstances. framc rclay IS supenor toa pnvate line for data networking sccnarios. Thc 
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carricrs' pricing modcls should OC takcn into account whcn considering a frnmc rclay soluuon. Pricing se he mes 
are complex. and include pon charges for ph~·sically connecting to the network. charges per PVC (pemtanent 
Yinual circuil)_ and charges for local access. Other charges include COC (cemral-{)ffice connectionl tariffs_ which 
cover the cost of thc connecuon betwcen local acccss sen:icc and the intcrcx:change carrier 

The lack of s\\itchcd ,;nual ctrcuit (SVC) serYiccs has dclayed the \\idesprcad implementation offrame re la~- in 
the past. Howevcr. manufacturers and ser\'ICC providcrs are starting to implemcnt thcse ser\'iccs in camcst. Thc 
lack of SVC serYiccs causcd customers to mstcad rcly on frame-relay PVCs. SVCs would perrnit a net\\ork 
manager to establish a frame rclay connection on dcmand. and replace the need for PVCs between si tes. 

Software is starting to become aYailable to integrate ,-oice. fax. and data networks o\'er framc-relay. Products are 
aYailablc to enable a frarne relay network to handle all three types of traffie. This type of soft" are "ould 

· naturally give priori~- 10 1·oice traffic, sending it at a Conunitted lnfoml3tion Rate--which reduces dcla\'s 
typically associated with sending voice over frame relaY. 

Switched Multimegabit Data Service (SMDS) 

Switched Multimegabit Data SerYice (SMDS). a eonnectionless sen·ice. can be advamageous in some 
multivendor networks over A TM or frarne relay technologies. Net:work design under an SMDS architecture is 
actually quite simple. With frarne relay_ on thc other hand. you havc to assign and configure PVCs (pennanent 
Yinual circuits) betwecn locations. ATM has similar complex dcsign requircments. SMDS. on the othcr hand. 
establishes any-to-any connecti1ity. Each location has its 0\\11 E. 16~ address. so all you ha\'e todo is asstgn ita 
pon connection specd. After a si te is hooked u p. it can communicate \\ith any othcr si te on the SMDS net. 

SMDS is a scalablc solutiOIL and is capable ofkecping pace with an incrcased numbcr of si tes ata lm1 
incremental eost. SMDS pon speeds are also scalablc. In addition. the ATM Forum and SMDS lnterest Group 
haYe establishcd a spectfication for intemctworking SMDS and A TM sernces. SMDS nctworks haYC a group 
addressing feature. which can be used to create muhiplc Yinual pri1·ate nctworks that can be casi!,- modificd as 
needcd. Howe1·er, it is limitcd 10 data only, and is not suitcd for real-time multimedia as is ATM. 

Fiber Channel 

TI1c ANSI Fiber Channel standard offers higher a\'ailablc bandwidth than ATM. and more products supponmg 
Fiber Chatmel are a1·ailablc m thc markctplace. S un and HP both haYc workstations that suppon Fiber Channcl 
nctworks. ATM was designcd as a eell-based. high-speed nctwork architecturc for data and voice tmfftc. Fiber 
ChanneL on the othcr h:md is a high-speed architccturc for connecting nctwork dcvices. such as PCs and 
workstations. and high-specd hardware (such as hard drives) that 
are usually connectcd dircctly toa system bus. Thc bus (ehanncl) offers the combination ofhigh trJnsnlission 
specd with lo\\ Ol'erhcad. The standard suppons four speeds: 133 Mbps_ 266 Mbps. 530 Mbps. and l.Oú Gbps. 
Fiber Channcl N!Cs supponing thesc speeds are currcntll· a\'ailablc. ANSI has approYcd 2.13~ Gbps and 4.25 
Gbps Fiber Channcl specifications (although thc teehnology for these ratcs havc not \'Cl been madc conuncrcially 
avatlablel. Commercially al'ailablc A TM products. on thc othcr hand_ usual! y suppon only thc mtddlc of thc 
A TM trJnsmisswn m te r.mgc. 

Swnching in Fibcr Channcl nctworks is done by (X)rts logging dircctly onto cach othcr. orto conncctmg dcúccs 
(thc "fabric")_ Ftber Channcl archilccture consists of fi1·c laycrs· 

• FC-0_ Titis ts thc ph~sicallaycr. and includes thc Opcn Fiber Control svstcm. lf a conncction ts brokcn. Opcn 
Fibcr Control pcnnlts thc rcceJ\'ing dCYJCC to changc ovcr toa lowcr-lcYcl lascr pulse. 

• FC-1. Tius ts thc tmnsnussion protocol la) er. 
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• FC-2. This is the Signaling Protocollayer. FC-2 defines three sef\ice classes: Class 1 is a dcdicatcd 
connectioiL class 2 provides for shared bandwidth. and class 3 is thc samc as 2 cxccpt that it docs not 
confirm frame dclivcry. 

• FC-3. This !ayer defines common sef\·tces. 

• FC-4 TIIis !ayer includes the Upper Layer Protocols (network and channel protocols) 

High-Performance Parallel Interface (HIPPI) 

Fiber channcl is meant to be thc succcssor to H!PPI (high performance parallel interface). which was dcYclopcd 
to connect heterogencous supcrcomputers \\ith 18M mainfrnmes. Like HIPPL the pnmary applicat10n for fiber 
channel has been clustcring. or joining processors togcthcr in a pomt-to-point link for parallel processing. lt can 
al so be uscd to link the proccssor toa storage array. The advantage of frame relay over HIPPI •s that proccssors 
can be located severa! kilometcrs apan. whereas HIPPI hada much shoner maxinmrn distance (al lcast during tls 
carlicr incamation). Fiber channcl is not currently used as a 
LAN backbone technology (although it is being proposed for that purposc). 

Is Fast Ethernet sull not fast cnough? Although 1 OOBase-T. ATM. and othcr fast networking technologies are 
probably more !han most pcople need. Sorne arcas. such as scientific visualizatioiL fluid dynanlics. structural 
analysis. and even cinematic special effects. rcquire a gtgabit-per-second throughput. HIPPL a connection­
oricntcd. circmt-swllchcd transpon mcchanism. offcrs an incredible data rate ofup to 1.6 Gbps. Originally 
designed in the late 1 980s as a supercomputcr tcchnology. lhe latest incarnation of thts ANSI standard •s now 
applicd to "orkstation clusters and intememorks. Although it is linutcd toa distance of 50 mctcrs in a pomt-to­
point connectton oYer coppcr w1rc. it can rcach 300 meters over mulumode fiber. and up to 1 O kilomctcrs o\·er 
single-mode fiber. In addition. thc original spccification has been extended to allow thc 50 meter coppcr wire 
connccuon to be extended to 200 meters by cascading rnuluple switches. 

Much has been done to cxtcnd the capabtlittcs of HIPPI below thc supcrcomputcr leYcl: it can now be applied to 
an Ethernet ínternetwork or \\OrkstatiOn cluster HIPPI works well mth most LAN and WAN technologiCs. 
including all mrieties of Ethernet. FDDI. A TM. Fiber ChanneL and standard TCP!IP protocols 1t is capablc of 
hnking workstations and other hosts. and connccting workstations to storage svstems at vcry high spccds. While 
HIPPI offers greater potential !han other high-spccd tcchnologies such as ATM. HIPPI can cocxtst "ell with an 
ATM nctwork. combining ATM's \\idc-arca possibilities with thc super htgh spccd throughput ofHIPPI over the 
local arca. (HIPPI-ATM interfaces are still undcr dcvclopment bv thc ANSI committce and HIPPI Nct"orking 
Forum. Such a connecuon would cncapsulatc HIPPI data. send it ovcr thc ATM nctwork. and thcn rcbuild it at 
thc othcr cnd.) 

Fast Ethernet 

The Fast Ethernet spcctfication proYides ten u mes as much band"idth as a traditional IOBasc-T nctwork Sorne 
consider thc technology to be O\"crkiiL espcctally for smaller networks running standard productivitY 
applicat10ns. Very fcw corporatc users cvcn use more lhan a fe" Mbps of bandwtdth. and do well with their 
cxistmg Ethcmets. Howcvcr. thcrc are cases m which IOOBasc-T and othcr fast networkmg sccnanos are 
pracucal and economical Fast Ethernet ncl\\orks nught provc m\"aluable to 
profcssionals in thc fields of cngmeenng. CAD. and multimcdta. Usmg Fast Ethernet as a backbone m a 
clicnt/scr\"cr nct" ork might makc scnsc. cspcctally if a htgh nuntber of clicnts want to acccss thc backbonc 
nctwork. 

IOOBascT is an cxtcnsion ofthc IEEE's offictal X02.3 Ethernet standard The IOOBasc-T nctwork interface cards 
are fairly easv to install and widch a\atlablc. and use standard t\\o-pair UTP \\lnng (catcgo'!· 3. 4 or 5). Chances 

'):o6_ 
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are. vou airead\' have category 3 or ~ winng m the walls. which makes upgradmg to IOOBaseT fairlv economical 
There are actually three phvsicallayers to the IOOBasc-T specification: 

• IOOBase-TX. The most common !ayer. IOOBase-TX is full-duplex capable but suppons onlv category 5. 
Most Fas! Ethernet products 1arget category 5 installations only. 

• 100Base-T4. This is a four-pair system for category 3. ~- or 5 UTP cabling. IOOBase-T ~can be more 
difficult to install and maintain because it requires four pairs of winng. and there are fcwer products 
a\·ailable. 

• IOOBase-FX. This is a multi-mode. two-strand fiber system. Use of fiber optic cable yields a maximum 
distance of 2 kilomcters 

Allthrcc typcs of systems can be interconnectcd through a hub. 

Hybrid 10/100 Mbps network interface cards (NlCs) can run $100 more than straight 10 Mbps cards. (although 
prices are likely to come down when the marice! for Fast Ethernet matures). These hybrid cards are usuall,· 
software-configurable and capable of running al eithcr speed. They can al so include an auto-negotiation fcature. 
which is a techmque used bv the card to communicate with the hub to automatically determine the en\'ironntcnt. 
1t will automatically sense whethcr itts 10 Mbps. 100 Mbps. half-duplcx. or full-duplex. Some Fast Ethernet 
products might pcnmt cables for both 1 OBaseT and IOOBaseT nctworks lo be directed to a stnglc hub. 

Despitc adYancements in HKlBase-T. IOBase-T is still the most \\idely uscd network infrastructure. typically 
implemcnted in a star configuratwn with a central 1mb. Howeyer. as demand for data increases and applications 
grow in size. high-speed LANs are gradually becoming more imponant. Teclmology such as Fast Ethernet can· 
pro\'ide thc faster response umes that impaticnt end users necci as well as the addiuonal bandwidth that is 
reqmred by high-cnd applicauons. 

The Fast Ethernet standard has become the predominant standard for high-pcrfonnance networking Ltke lO Base­
T. IOOBase-T is based on the Media Access Control (MAC) protocol section ofthe Data Link (Laycr 2) section 
of the OSlmodel. As a result. l!XlBase-T can be easily integrated mto an existing IOBase-T net\\ork and run 
O\'Cr eXIsting cabling. Beca use many vendors now suppon 1 OOBase-T with new products. including hubs. routci-s. 
bridges and interface cards. Fast Ethernet networks enjoya high leve! ofmultivendor suppon. Adding IOOBase-T 
toan existing IOBase-T net\\Ork can be a gradual process and is often largcly dctennined by cxisting cabling. As 
new stations are added to the network. dual-spccd 10/100 adapters can be installed in anticipation of full 
migratton 

Data can mo\·e between lO Base-T. and IOOBase-T stations without protocoltranslation becausc Fast Ethernet 
retains the same protocolas plain Ethernct--Carricr Sensc Multiple Access Collision Dctection (CSMNCD). A 
simple bndge will cam· out this movcmcnt betwcen IOBase-T and IOObasc-T. Migration from IOBase-T to 
1 OOBase-T ts quite simple. beca use of the lugh leYel of compatibtli!Y and beca use Il is based on the same 
technologv and protocols. Most 1 OOBase-T NICs are actually 10/100 cards and can run al either 1 O or 100 Mbps. 
Many cards are auto-sensmg and will automattcally dctcct whcthcr 11 IS conncctcd 10 a 1 O Base-T or 1 OOBase-T 
1mb 

An altcrnati,·c to lOO Base-T. is IOOVG-Am·LAN. 1lüs IWVG teclmology climinates packct collisions and 
pro\'ides for more efficient use of network band\Údth. 1lte IOOVG also pro\'idcs some facilities for prioriuzing 
ume-sensnive tmffic. Despite thesc tcchrucal advantagcs. many nctwork profcssionals still prcfcr 1 OOBasc-T 
simply beca use it is more familiar-it uses many of thc samc acccss mcchanisms found on standard 1 O Base-T 
nets. Ho\\C\'Cf. l::x!ing bascd on thc samc mccharusms mcans that lOOBasc-T is not smtable for timc-scnsit1vc or 
real-time applicatwns. such as vidcoconfcrcncmg. 

Gi:,!ahit Ethernet 
Gigabn Ethcrnetts thc ncxt stcp m the evolution of Ethernet. 1lus wondrously fast gigabil-pcr-,econd 
Ethcrncttechnologv is still a long \\3\ off. and is currenth· httlc more than vaporous talk commg out of 

' .. 
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standards committres. Howe,·er. this promising technology is likcly to be less expcnsiYe than A TM and 
more scalable, notto menuon less expensive to deplov becausc the costs normally associated with framc 
conYersion are absent. The IEEE 802.3 working group studying Gigabit Ethernet mighl if all goes wcll. 
have a spccification by 1998. Under the group's initial design. Gigablt Ethernet would retaín IOOBasc­
T's frame size and eSMA/eD scheme. but 
would use the phys1cal layer of the Fiber ehannel architecture as underiYing transpon mechanism. 

- 13 -

Software Considerations 

The advent of multivendor net:works and client!scrver architectures has rcsulted in more software being cross­
platform m nature. eross-platform software developmcnt is simple for programs without·a GUI: a simple 
recompile of a e prograrn will do the job. lt 1s more complicated for programs with a graphical front-end. but end 
uscrs now expectthis front-end from deYclopcrs. Fonunately. there are SCYeral development tools aYailable for 
this purpose. These mclude: 

• Uniface 6 (Unifacc eorp.). Uniface can be uscd to crea te a generic interface. which IS defined in an object 
repository instead of in code. 

• Zapp Developer's Suite (lnmark Dcvelopment eorp. ). This suite is actually an application framcwork. which 
mcludes a sct of e++ class libraries with prebuilt scrYices. Screcns can be designed by dragging and 
dropping interface objects. and thc resulting e++ code that is automatically generated can be compiled for 
either UNIX or \Vindows 

• UIM/X (Biuestone eommunications. lnc.) UIM/X is an obJect-oriented development tool. lt uses na ti ve 
libraries to create a more compliant look and feel. and has an interactive GUI builder. The UIM/X eross 
Platform Toolset pro\'ides dcvelopcrs with a set of cross-platforn1 mterface components. 

• WinSoek 

WinSock (Windows Sockets) 1s an opcn API des1gned by Microsoft that provides the means of usmg TeP/IP 
mth Windows Tite ncwest version. WmSock 2. will add suppon for IPX/SPX. DEenet. and OSI. WinSoek 2 is 
transpon indcpendcnt. and includcs a complete sct of APis for programming to multiple network transpons 
concurrentl). (In addition. WmSock 2 will permit applications to take am·antage of high-spced ATt\1 switching 
tcchnologY. The !\PI will pcrmit existing applications to be 
adaptcd to ATM with only a mmimal amount ofreprogrammmg.) 

The OAG and Multivcndor Application lntcgration 
Tite Opcn Applications Group (OAG) has dcmonstr.ned a spccification for multivendor apphcation 
integration Two mcmbers of the consonium planto dehver systems with snap-together ftmctionalitY by 
next year. Thc OAG spccification will enablc client!serYer applications to be integrated "out ofthe box." 
without having to add on extra software interfaces The apphcations will pass data directly betwccn one 
another m a common format Compliant 
applications will contain an API "rittcn to thc OAG messagc formal spccification. known as thc 
Business Documcnt Exchangc lf widcly acccptcd. applications wrinen to this spccification will be 
capablc of rccogmzmg each othcr's data. 
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Macintosh File Sharing 

The Macintosh is not mdcly used in corporate networks. although it docs have its niche arcas. such as graplucs 
and multimedia. Severa! utilities are 3\·ailable to enable PCs to recogmze Macimosh files. TCP/IP ships \ÚÚt the 
Macintosh hardware and is actually simple to configure on the Apple Macintosh platform. Any TCPIIP 
apphcation can work "ith the Macintosh TCPIIP drivers. 

AppleTalk is the Macintosh's nati,·e network protocol. although TCPIIP might actually be simpler. Somc tlCt\\ork 
managers prefer to avoid AppleTalk on úte corporate net. despne the fact útat there is actually littlc jusnfication 
for this. Alúwugh AppleTalk uses a small packet size. thts docs not necessarily mean it will generate more trame. 
AppleTalk does generate. however. some additional traffic because of the automation inherent in úte protocol. 
De\"ices communicate with each other over úte AppleTalk network in arder to make AppleTalk a plug-and-play 
neh\ork: it is not neccssary 10 ha\·e to typc in addresses 
and setup data for each device. TCP/!P is moving more toward this model with Dynamic Host Configuration 
Pro toco! (DHCP). which i.s ,·en· sinular to tlte AppleTalk Address Resolution Protocol (AARP). 

Tools such as Wall Data lnc. 's RUMBA enable the Mac to participate in IBM-based nel\\orks. With this too l. 
Mac users can conmtunicate with IBM mainfrantes and ntinicomputers. and wiút other platforms. Mac RUMBA 
client software integrates Wall Data's (Ktrkland. Washington) snaps mainframe gatewav technology with the 
compan~·'s RUMBA PC -to-mamfrarne chent software 

Component Technology 

The concept of distributed objects holds great potential. A distributed obJCCt is a software component that 
perfomts functions for other objects. They can be dtstributed throughout the network and accessed b,· any 
network user "ith authorization. and the OQjccts can be assemblcd into complete chstributed applicatwns 

Thcre are four separa te. and somettmes conflicting. standards for distnbuted objects: OLE. CORBA. DCE. and 
OpcnDoc. These standards offcr a way for different objects to communicate. regardless of ,·endor origin. and 
bnng de,·clopcrs a higher le\·el of abstraction. lnstcad of focusing on chents and sen·ers. the de,·elopcr works 
with uscrs. objects. and mcthods. ll is no longcr ncccssary to tmck which scrvcr process is cxccuung cach 
funcuon bccause this infom1ation is cncapsulated "ithm cach object. When a mcssage is sent to an object 
requcsting action. the objcct will then executc the appropriate methods. The object encapsulates data. fwtctions. 
and logic. which is then shiclded from the receinng application. 

Object technology can also simpJify maintcnance and net\\ork managemcnt tasks. For examplc. changes and adds 
can be abstracted to thc point" ofplugging or unplugging ,-isual objects in a graplucal interface. 

OLE 

Component technologv's goal is to pcmut derclopmcnt. managcment. and other tasks through interopcrable. 
cross-platfonn. oiT-the-shelf components. \Vmdo\\ s deYelopcrs have at their dJsposal a large collection of Visual 
Basic ActiveX ctistom controls. Based on Microsoft's OLE (object linking and embedchng) technology. ActiveX 
has eYolved from the earlier VBX and OC:\ models. OLE. ho\\e\·er. carries a high leanting cun·e and lacks 
objcct-oricn.tcd fcaturcs such as inhcritancc. J tcchniquc whcrcby both data and fwtctions are mo\'cd from one 
oqjcct into a ncw o~¡cct. 

Nctwork OLE 
Microsoft is workmg on a ,·erswn of Net\\ork OLE to pro\'! de this same functionality. Network OLE 
will use RPCs to distribute componenls throughout the enterprise. Network OLE will be rcleased with 
thc next Ycrs10n of Windows NT. lt ildds ~ t.hird ticr toa client/servcr nctwork. with business rules and 
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code cncapsulated mto components and distributed across the network. This third !ayer is transparem 10 
the end user. who ""' not have to know where the OLE objects are located. 

OLE (Microsoft) is based on the Common Objcct Model (COM). an open spcc for object technologv. OLE 
objects are interopcrable. and can be created in any one of 5e\'eral languages. OLE is only availablc on Windows 
platforms Mtcrosoft's Visual Basic 4.0 takes sorne steps towards a Distributed OLE model. which pcrmits VB 
functions to be dcclared remole. 

Under pressure to atlcast marginally embrace opcn systems and the World Wide Web. Microsoft has come up 
· with an OLE enhancement technology it calls ActiveX. Besides Windows. Acti\·eX suppons Macintosh and 

UNIX. and supports a large set of tools and programrning languages Microsoft's goal in releasmg AcuveX ts to 
make 11 easier to crcate mteractive applications and World Wide Web pages. AJready. there are more than 1.000 
reusable ActiYeX controls-which mcans that when you are 
building a Web page. ~ ou don'! have to build every piece from scratch. AJthough it doesn't compete directl,­
against Sun Microsystem's enormously popular Java language. Microsoft cenainly had Java's market m mind 
when they created this little gem. Ja,·a progranuners can access ActiveX controls from Java applcts. and Acm·eX 
al so establishes a bridge to Java lo let other programming languages use Java applets as reusable components. 
Microsoft's Visual J++ Java developmenttool integrales the Java language with ActiveX. 

NeXT Computer is planuing to beat Microsoft at its own' game. by otfering distributed OLE technologv befo re 
Microsoft relcases its own distributed OLE products. NeAI plans 10 shtp an e~1enswn of its current OLE object 
emironment. called Distributed OLE for Wmdows. With Ibis tool. developcrs can create Windows applications 
that send OpenStep objects across a distributcd network 

CORBA 

Common Object Rcquest Broken Architecture (CORBA). however. does support objcct-<Jricnted dcvclopment. 
OpcnDoc is a CORBA-based platfom1 developcd by an industrv alliance led by Applc Computcr. lnc OpcnDoc 
is beller suited lo cross-platforrn dc,·elopment and works well on UNIX Mac. and OS/2 environmcnts. OpenDoc 
docs suppon OLE andan OLE 2.0 OQject can be cmbedded in an OpenDoc componen!. Becausc OpcnDoc is a 
deriva ti ve of CORBA. il is networkable CORBA 2.0 has a method for distributingobjects throughoutthe 
enterpnse. CORBA's ORB (Object Request Broker) architecture affords devclopcrs more freedom than OLE in 
tem1s ofprogramming languagcs and operating systems. OMG's (Object Managcmcnt Group) CORBA 2.0 is 
based on the ORB structure. ORBs facilnate interoperability and establish a single platfom1 on wluch OQjccts 
requcst data and semces on the clicnt side or provide them from the server sidc. TCP/IP is used by CORBA as a 
standard communications protocol Compared with the other standards for dtstributed objects. CORBA is still 
immature and lacks some features for large-scale productwn. 

Version 2.0 of the CORBA specification includcs 1he lntcmetlnteropcrability Objcct Protocol (IIOP). which 
prondes for multivendor.connectintv. The previous tmplementation of CORBA although it prO\·ided for 
portabilitv. did not mclude a spccificatwn for interopcrabtlity The 3\·ailability of llOP will significantly increase 
CORBA's potentialto become widclv accepted. 

TI1e ORB model is rapidly maturing. and se\·eral vendors are bringing ORBs to market. Sorne of these products 
extend the CORBA spccificauon to support mission-cntical apphcauons. by providing fault tolcrance. suppon for 
shared mcmory. and multithreadtng. Microsoft OLE-based applications will commuuicate wtth CORBA 
apphcauons through a CORBA 2.0 ORB. 

CORBA tübject Management Groupl pro\"ides the spccificattons for the devclopment of ORBs An ORB 
instantiates OQjects. establishes communications betwecn objccts. and im·okes methods on behalf of objects. Thc 
CORBA Interface Definition Language tlDL) is uscd to define the object's interface. but thc existing 
spccificauon. 1.2. does not pro\"idc for a standard communicatwns protocol. As a rcsult. few ORBs are 
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intcropcrable bctween vendors. (The ncxt ,·ersion. 2.0. will specify such a standard.) CORBA does not spcCifv a 
mcchanism for locating or sccuring o~jccts 

ExpcrSoft's PowcrBroker 4.0 is an cxtcnsion to thc XShell 3.5. lt is thc only product availablc that supports both 
thc Common ~jcct Requcst Brokcr Architecture (CORBA) 2.0 and Microsoft's OLE. This is accomplished 
through the product's Meta object request brokcr. which works as a translation !ayer that understands thc two 
o~jcct modcls. as well as thc predominan! ot!ject-'oricntcd progmmming languages. CORBA 2 O defines 
mappmgs bctwccn object-<Jriented languages. ORBs are a typc of software that defines how a software object is 
idcntified and uscd across thc network. CORBA and OLE are intcgmted 
through the PowcrBroker OLE feature. wluch a u tomates interactions between OLE automation cltcnts and 
PowerBroker o~jects. 

OpenDoc 

OpcnDoc devclopcrs are currcntly able to more easily nugmte a component bctween platfonns. and OpcnDoc is 
much more intcroperablc than OLE. OpcnDoc is promoted by Componen! lntegmtion LaborJtorics (SUJtnyvalc. 
California). an Apple-led consortium. 

' The OpcnDoc (Componen! lntegmtion Laboratorios) consortiunt compriscs severa! vcndors. including Applc. 
IBM. and Novcll. Similar to OLE. OpcnDoc is bascd on IBM's Systcm ~ject Model (SOM) and prescnts a 
visualizanon S\'Stcm for compound documents (Mcmbcrs of the consortium are planning to pro\'ide OpcnDoc 
suppon in thcir applications. and de\·elopmcnt kits havc become available.) However. OpcnDoc is a latccomcr. 
into thc distributed Object markct 

OpcnDoc introduces a component-bascd architecture suitable for cross-platforrn development. lt is implcmcntcd 
as a sct of sharcd hbmries. whtch includc thc protoeols for creating software components across a nuxcd 
envuonmcnt. TI1c standard is \'Cndor-mdcpcndent. and has a layercd architccturc that ofTcrs five scrdccs: 
Compound Documcnt ScrYiccs. Componcnt Serviccs. ~¡ect Managemcnt Scrvices. Automation Scrvtces. and 
lntcropcmuon ScrYices. Many ofthe fcatures ofüpcnDoc can be accesscd through API calls. OpcnDoc ts bascd 
on the CORBA-compltant System Object Model (SOM). Devclopcd 
bv IBM. SOM is a too! for creating coopcrauvc objccts. it's used in thc OS/2 Workplacc Shcll. and has provcn 
itsclf to be a reliable and maturc technology 

The goal of OpcnDoc is to cnable users to call up compound documents that might includc gmphics. tcxt. or 
other elcments. without having to Ill\'Okc all úte various applicattons involved m creating them Undcr the 
OpcnDoc ncw. vcndors replacc thcir tradaional largc applicauons with pan editors and part vi e\\ crs. and 
thcrefore represcnts a significan! change m the way software ts crcated and used. Thts differs from the trJditional. 
application-centered modcl. whcre users call up spccific appltcations to crea te platfomt-spccific documcnts. 
Dcspitc largc vendors' attempts at throwing C\.CJ)1hing imaginable into onc largc 
application. !l is impossiblc to pro\'idc C\'CI} feature that every uscr could posstbly want. OpcnDoc mstcad makes 
fcaturcs separatcly avaih1blc as parts. so cnd users can customizc thc1r apphcation cnnronmcnts to suit thcm_ 
Companics are starting to dchver OpcnDoc parts to the markct. 

DCE 

Distributed Computing Ennronmcnt (DCE¡ ts onc ofthc most mature standards. Mtcrosoft's OLE. bccausc it is 
proprictary. is nota true standard but has bccome a de facto standard for Microsoft ennronmcnts OLE ts widely 
uscd but spccificattons havc not bcen pro,·idcd to othcr vendors. OpcnDoc tS not widcly acceptcd. 

A product of thc Opcn Soft\\arc Foundation tOSFJ. DCE is fulh· ,·endor-indcpcndcnt and is widelv a\·ailablc 
from sc\·cral Ycndors and most OJXratmg, systcms. lt includcs scn:iccs for locating distributcd objccts. :md sccurc 
acccss facilities. It also mcludcs a protocol for communicaling in a hctcrogcncous cnYironmcnt. 

. ''J. f 1 
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The \\idesprcad availabilitv of DCE objects makes it a good framework for building applications. The DCE 
Remole Procedure Call (RPC) is not dependen! on one protocol or network type The DCE RPC lets a scrver 
communicate \\ith muluple cliems on different types of networks. and DCE's Global Directory· Scr.·icc (GDS 1 
and Cell Director.· Ser. ice (CDS) is a useful technique for managing an intemetwork. In this modeLa local node 
set is represcmed as a CDS on the bigger GDS hierarch~·-

DCE has bcen commercially available only for a shon time. and supponing commercial software products are 
still not widcly available orare in their early stages of developmem. When bctter tools beco me availablc. 
managing the disuibutcd emironment \\ill be easier. 

OSF's Disllibuted Management Em·rronment (DME) is DCE-enabled managemem ser.·ices. DCE's 
administra! ion is consolidated under DME. prmiding a programmable process for managing the disllibutcd 
cmironmem. lmplemcnting a successful DCE migrauon ntight take years and it requires dcrailcd planrung and 
strategtes. Mtgration is hindered by DCE incompatibilities. a slow emergence of standardization. and resisrance 
by users and managemem. While majar vendors have announced DCE suppon. there are not yct any apphcation 
dcvelopmem or management tools: although sorne products do offer DCE suppon. DCE dccrcases the 
complexity of a migration to a disllibuted compuung emironment by reducing the amount of variables. 
stmplifying tr.msition and lessenmg dependence on multiple vendors. 

The Motif GUI was one of the carliest successes of OSF. Motif has been accepted as a srandard open S\·stcms 
interface by most majar UNIX vendors. DCE includcs RPC technology. which provides application and lile 
sharing. emerprisc sccurity. and directory· services. Thcsc are alltransparent to operating systems. hardware. and 
protocols. 

More widcspread a'·ailability has led toan incrcase in DCE's popularity: DCE is now availablc on \V indo\\ s NT. 
MVS, and AIX. DCE is a set of integrated directory·. security. and transpon ser. ices for building dlstributed 
applications that can run over multiple operating systems. It can suppon large-scale disuibuted en\'ironmcnts in a 
multi\ cndor environmem. Other ObjeCttechnologies lack the sarne level of standardization and securitv lo be 
cffcctivc in an enterprise-widc mulu,·endor emironment. More tool vendors are bringing products to thc market 
that makc DCE programnting casier. Sevcral UNIX vcndors havc shipped DCE codc \\ith their operating 
svstems. including IBM (ALX) and HP (HP-UX). 

Although DCE was originallv targeted sllictlv at interoperabilit~· bctween UNIX systems. there has bccn a 
ntigration to accommodate many dilferem operaung systems. Microsoft is planning to use thc specification as a 
way to move into the enterprisc. 

Data Warehouses and Repositories 

The combination of larger networks. multiple databasc products. anda greater demand for busmcss mformation 
on alllevcls demands ncw tools and technology. In suiving for an interconnected emerprise. madc up of 
heterogeneous hardware and software. thc data warehouse can provide an exccllem solution. Imagine an 
emerpnsc with a legacy mamframe systcm. a transaction processing environmcnL and several depanmental 
LANs. Imagine aganL an executive commg to you and sa~ing. "Give me a rcport on the Big Picturc " You sweat 
a little as \'OU imagine tr.·ing lo gather all this information from thcse various systcms and then imcgratc it all into 
a smglc rcport. You know vou will spend weeks on thc repon and thcn thc cxcutive willlook attt for ten scconds 
and lile it. having no idea thc amount of troublc it took you lo prepare it 

The data warehousc can be uscd lo bring logether a variety of infonnation from legacy systems. transaction 
processing cnúronmcnts. and olhcr arcas. Furthermore. an Exccutive Infonnation Svslem (EISI can be deployed 
on top of lhe data warchousc. which wtll provtdc thc cxecutivc or manager with dirccl access to this data. Thc 
cxccuuvc no longer has lo wail for reports. and you no longcr havc lo spend prccious time prcpanng cndless 
managcmcm re¡xJrts. 
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Systems "ithin the enterprisc are too often incompaublc or jusi unconnected. Take. for examplc. the poor fello" 
who has to generate a series of monthlv repons based on mainframe data. Every month. he has dcli\·ered to his 
desk a familiar \\Íde printoüi. that after unfolding e,·entually drops do\\n to the floor and across the hall. It is a 
major accomplishment whcn the mamfran1c guys even com·en thc datasct into a delimited ASCII file! Of coursc. 
they have to deliver it by hand on a floppv disk. and then this unfonwmte soul has to nmssage and rekey the data 
mto a Lotus spreadsheet. 

However. ifhe had one ofthe many data mining applications that are currently available. not only could he have 
directly accessed tl1at data. but he could have "drilled dmm" to any level of detail dmm toan indJYidual 
transaction 

ls this a familiar scenario? It is likely that most large companies have situations likc tlris. wherc data has bcen 
cntercd once but must be entercd again beca use of a computer rncompatibility. What nl.akcs it cvcn more 
frustrating is that it is no longcr C\'Ctt neccssary. Yet. thc problem continucs to incrcase as data gets more sprcad 
out and depanmental LANs are created as autonomous entities. A centralizcd 111111111gement of th1s wealú1 of 
mformation is absolutCiy esscntial. 

Tiüs centmhzation can be achieved through the repository--a "meta" data system Llmt collccts mfonnation about 
the various data that exists through the enterprisc. The repository provides infonnation about data relalionships. 
regardless of fom1at. It does not actually hold the databascs. but rathcr proYides a son of centraL m·crall vicw. 

Running on top of this reposit01y is the data warehousc. which is able to bring together and mampulatc corporate 
data. and make it more accessiblc for thc end user. The warehouse puts data into a consisten! formal for 
simplificd access. Thc rcpository/warehousc model proYides an effcc!i,·e platform for connectiYitv throughout a 
hetcrogcncous cntcrprisc. By having access to all corporatc data. cnd uscrs are cmpowcrcd and thc company 
maintains a competitin::: edge. 

TI1e data warchouse docs not nccessarilv take thc fonn of a central physical data store. Although th1s 1s onc 
opuon. the distributcd data man approach to data warchousing lets thc end user sclcct a subsct of a larger scheme. 
\rhich is organizcd for a particular usagc. 

TI1e data from the data warehouse appcars to the end uscr as a single. logical databasc. In reality. the infommtion 
might come from multiple databases and hctcrogeneous platfonns. The difTerences bctween thcsc DBMSs and· 
platfonns bccomc transJXlrcnt to thc cnd uscr. 
End usc.:rs an.: able lo acccss this infonnatton \\ ithout lta\·lng to access thc product10n applil.:ations tltJt ,\ere uscd 
10 creatc the data in thc lirst place. One oftl1c most effecti,·c approachcs to data warehousing is a tlucc-ticrcd 
architecturc that uses a middlc\\an.: !ayer for data acccss and connectivlty. The first Licr is th~.: hosL whcrc thc 
production applications opcratc. the sccond tier is the depanmental scrver: and t11c third ticr is the desktop. Under 
this modd. thc host CPU. or first !ayer. can be rcserved for the opcrauon of tl1e productwn applications: the 
depanmental scrver lmndles querics and reponing: and thc desktop nmnages personal computations and graphical 
prcscnlations of thc data Thc data tlCl.:CSS middlcwarc ts thc kcy elcmcnt of this ntodcl. Middlcwarc JS what 
translatcs thc user rcqucsts for infonnation into a fonnat to which thc scrvcr can TCSJX>nd. Tius thrcc-ticrcd 
arclutccturc can thcn cstabltsh conncctions wllh many d1ffcrcnt typcs of data sourccs on diiTcrcnt platforms. 
mcluding lcgacy data. 

Tasks im·oh·cd in building a data warchousc include extmcting thc production data on a schcdulcd basis. 
rcmoYíng rcdundancics. and catalogmg thc mctadata. Aftcr cxtracting and rcstructuring opcrJlional data. thc data 
warchousc cm·ironmcnt thcn placcs it in a databasc that can be acccsscd by thc cnd uscr. A tradiuonal RDBMS 
can be uscd although muiUdJmcnsional databascs offer spc:cial adYantagcs for thc warchousc cnnronmcnt. 

With thc incrcasing use of data warchouscs. comparucs nught nccd to cxtcnd thc capabililles of thc nctwork to 
providc acccss 10 thc warehouse across the entcrprisc. Thc numbcr of cnd users nccding access to thc data 
warchousc 1s increasing. partly duc to thc trcnd towards downsizing. and climination of m1ddlc ma1tagcrncnt One 
solutwn 1s thc estabhshmcnt of thc daw man. a smaller. dcpanmcntal databasc that contains a relevan! subset of 
thc largcr data \\archousc. and is s~ nchronucd with thc central data warchouse. Thc data mart might contain 

:; 
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information that is most frequently requested or relevan! to orlly spccific departtnents. This can keep !he load on 
the data warehousc down. and make it easier to retrieve information. 

World Wide Web 

The World \Vide Web is emerging as a too! for mternal corporate networking and communiéations. Sorne large 
comparties are deploying Web scrvers strictly for interna! communications and applications 1 afien referred to as 
intranets). anda wav for employees. regardless of location. to access databascs and other infonnauon. Beca use 
data mitten for posting on a Web site is created in a common formaL using tite HTML mark-up language. the 
originating platform is irrelevant. 

Through thcsc typcs of mtemal intranets. uscrs can access apphcations through theu Web browscr. instead of 
having to log in through a remote access program. 

The Intemet and World \Vide Web are also being widcly used to offer publicly accessible data such as customer 
contacl systems. where customers can check bank balances. arder status. or other inforrnation. 

Networking vendors are using ihe Web to dcliver network management inforrnauon. Viewing tlüs data o\·cr tite 
Web presents many obvious advantages. Network managers can access this critica! information from any 
location. from any computer equippcd \\ith a modem anda Web browscr. With thrs capability. it is no longer 
ncccssary lo logon to !he in tema! network orbe physically in front of a spccific management canso le 10 ,·iew 
network management data. 

Web Plans-Cabletron. NeXT. and mM 
Cabletron Systems lnc. (Rochester. New Hampshue) is planning a Web reporting utility in the next 
vcrsion of its enterprisc nel\\ork management software. Cabletron's Spcclrum 4 O entcrprisc 
management software \Úll include a reporting option that "ill scnd updated inforrnation toa Web scn·er. 
NcXT Computer basa software objectlibral)·that will penrtil devclopcrs to wnte Web applications that 
can link w1th a back-end object-oriented client/sen·er system. Jbe too! set will mclude a number of 
objects for building electrortic commerce-enabled Web sites. including crcdit card authorization.objccts. 
catalog objects. and inventol}' objects 

IBM IS offering a solution for linking fBM PC Sen·ers lo !he lntemet thal will enable customcrs to 
. manage LANs through !he lntemet from any PC. or from a workstation cquipped with a Web browscr. 

The solution will pcrmit !he management of remole locations around the world whilc also pcmtitting !he 
adnunistrator to performmanagement tasks from any desk'top Tius function 1s includcd m IBM's PC 
SystcmV1cw -1-.0 systems managcmcnt software. 

The Wcb is emerging rapidly as a too! to make nct\\orks more powcrful. Tiüs attractivc scction ofthe lntcmet is 
an effective \\av to make inforrnation readih· available. both mtemally and c~1cmally. IBM has madc a 
commitmcnt to Web technology with its MVS Web Sen·er. which can enablc a mainframe to be uscd as a Web 
slle. (!BM is also planning a similar access too! for thc AS/41XJ.) Lotus Dcvclopmcnt Corp .. now an IBM 
subsidial}'. also has a product to incorporatc !he Web in intemet\\orks. Thc InterNotcs Web Publishcr pcrrnits a 
Lotus Notes databasc to be publishcd and accesscd ovcr !he Web. 

Standardizing on thc Web for internal publishing addrcsscs many network limitations and compatibihty 
problems. TI1e Wcb IS !he easicst way available for enabling Macintoshes, UNIX workstations. and lntcl-based 
PCs to share Inforrnation. Anyonc can create a page in HTML from anv platform. which can then be made 
availablc lo anvone with a Web browscr. regardless of operatmg system or hardware . 

. ll '1 



Managing Multivendor Networks 

Glossary of Terms 
~ 

Numerics 

IOBASE2 A spccification for thm coaxial cable often used mth the IEEE 802.3 LAN standard 

!liBASES A spccification for thick backbone cable often used with the IEEE 802.3 LAN standard. 

IOBASET A spccification for 1:\\isted-pair cable often used \\ith the IEEE 802.3 and 802.5 LAN standards 

IOOBASET Also known as Fast Ethernet. An extension ofthe IEEE 802.3 LAN standard that boosts thc spced 
ofan Ethernet ncl\\ork from 10 Mbps to ltXJ Mbps. The three Iaycrs of IOOBASET includc IOOBASE-TX. 
supponing Category 5 UTP and STP cabling: IOOBASE-T4. supponing Category 3. 4 and 5 UTP cabhng: and 
lOOBASE-FX. supponing two-strnnd 
fiber optic cable. 

20/20 A V AX-based spreadsheet package de,·elopcd by Access Technology and often used in conJWlction "ith 
Digital Equipmcnt's ALL-IN-1. See also ALL-IN-1 

360 Sce Systcm/360 

370 See Systcm/370. 

390 S ce S ystem/3 90. 

802.2 See IEEE 802.2 

802.3 See IEEE 802.3. 

802.-1 Sec IEEE 802A. 

81125 S ce IEEE 802 5. 

2780/3780 IBM Re mote Job Entry (RJE) stations. This symmetrical protocol is often used in thc context of the 
IBM bisynchronous contcntion protocoJ that dirccts thc flow of acti\'ity bct\\een thesc RJE stations and the 
mainframc 1t 1S also frequentlv used to implemcnt RJE from onc typc of computer to another. 2780/3 780 stations 
are non-SNA deúccs. Scc also RJE 

3080 An lB M Systcm/3 70 mainframc. 

3090 An IBM Systcm/370 mainframc 

3151 An IBM ASCII workstation (for multi,·cndor compatibilitv). 

31M An IBM ASCII \\Orkstation (for multircndor compatibility) 

z control wut for the 32711 workstation family An SNA Physical Unit (PU) Type 2. See also 3270. 3274 and 
327ú. 

3178 A 3270 workstation (LU 2). Scc 3270. 

3179 A 31711 color \\Orkstauon (LU 21. Sec 31711. 

3180 A 5250 \\Orkstauon (LU 7) Scc 5250. 
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3196 A 5250 workstation (LU 7). Scc 5250. 

3197 A 5250 color workstauon (LU 7). See 5250. 

3262 A 3270 primer (LU 3). Sec 3270. 

3268 A 3270 primer (LU 3). Sec 3270. 

3270 A famil~· of IBM workstations and printers generally used with IBM mainframes (9370. ~300. and 3090). 
Members of thc 3270 fanuly include the 3178 display station. 3179 color display station. 32 78 display station. 
3279 color display station. 3287 primer. and othcrs, Thcsc units inteñacc with the 317~. 327~. or 3276 control 
unit. In SNA terms. they are dcfincd as Logical Unit (LU) Types 2 (3270 workstations) and Typc 3 (3270 
pnntcrs). 

327-t An IBM control umt for the 3270 workstaUon family. The 327~ connccts one or more 3270 devices With a 
host computer Yia a cornmunications control node (3705. 3720. 3725 or 37~5) or lntegratcd Cornrnunications 
Adapter. In SNA terms. thc IBM control unit is dcfined as a Physical Unit (PU) Type 2. Scc also 3270. 317~. and 
3276. 

3276 IBM control unit for thc 3270 workstation fantily. The 3276 is a 3274 with a built-in tcmunal. Likc útc 
327~. u ts a Physical Unit (PU) Typc 2 but also includes a Logical Unit (LU) Typc 2 Sec also 3270. 317~ and 
327~. 

3277 A 3270 workstation (LU 2). See 3270. 

3278 A 3270 workstation (LU 2) See 3270. 

3279 A 3270 color workstation (LU 2). Sec 3270. 

3287 A 3270 primer (LU 3). Scc 3270 

3289 A 3270 printer (LU 3). Scc 3270. 

3705 An IBM communication control node lnteñaces the mainframe to 327~ control units. In SNA. tlus is a 
Physical Unit (PU) Type ~- Scc also 3270. 3720. 3725. and 37~5. 

3720 IBM communication control node. In S NA. a Physical Umt (PU) Typc ~ device. See also 3270. 3705. 
3725. and 37~5 

3725 A latcr modcl of thc IBM 3720 communications control node andan SNA Physical Unit (PU) Typc 4 
devicc. Scc also 3270. 3705. 3720. and 37~5. 

37-t5 An IBM communtcatwns control node. In SNA a Phvsical Unit (PU) Type -t dence. Scc also 3270. 3705. 
3720. and 3725. 

3770 An lB M RJE workstauon that suppons a consolc. printcrs. card rcadcrs. and card punches. Thc 3 770 is 
Slmtlar to thc 2780 and 3780 RJE workstauons m funcuon but mtemcts with the host (mainframc) m a sltghtlv 
dtfferent manncr. Thc 3770 15 a Logtcal Umt (LUJ Typc 1 SNA device. Scc also RJE. 

3780 Scc 2780/3 780. 

3812 A 5250 printcr (LU -n Scc 5250 

-t2HI A 52511 pnnter (LU ~). Scc 5250 

216 
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4214 A 5250 primer !LU 4l. See 5250. 

4224 A 5250 primer (LU 4). See 5250. 

4225 A 5250 primer (LU 4 l. See 5250. 

4234 A 5250 pnmer (LU 4) See 5250. 

4245 A 5250 primer (LU 4). See 5250. 

4250 A 3270 printcr (LU 3). Sce 3270. 

4300 An IBM Systcm/370 mainframc. 

5210 A 3270 primer (LU 3). See 3270. 

5219 A 5250 primer (LU 4). See 5250. 

5224 A 5250 printer (LU 4). See 5250. 

5225 A 5250 printer (LU 4). See 5250. 

5250 A familY of IBM workstations and printers used with IBM's mid-rangc computer Iinc (AS/400. S\stcm/36. 
and Systcm/38). Members ofthis family include the 5251 displaY station. 529! displaY station. 3197 color 
display station. 5256 printer. and others. These units interface \\ith the 5294 or 5394 control unit. Thc 5250 
family is classified asan SNA Logical Unit (LU) Type 7 deúce for workstations anda Typc 4 de\·tcc for 
pnntcrs. 

5251 A 5250 workstation ILU 7). Sce 5250. 

5256 A 5250 primer (LU 4 ). See 5250. 

5262 A 5250 pnntcr (LU 4). See 5250 

5291 A 5250 workstation (LU 7). Scc 5250. 

5292 A 5250 color workstation (LU 7). Sec 5250. 

5294 An IBM control unit for thc 5250 workstation fanuly. Tite 5294 interfaces with a mid-rangc hosl. In SNA 
tcmts. thc 5294 is an SNA Physical Umt (PU) Type 2. Scc also 5250 ami 5394. 

5360 An IBM s,·stcm/36 mid-range SYStcm 

5380 An IBM System/38 mid-range syst~m 

5394 Likc thc 5294. a control unit for thc 52511 \\Orkstation family (anda PU 2 devicc) Sec also 52511 and 5294. 

9402 Tite systcm unit dcsignation for thc low cnd of the AS/400 mid-rdngc sYstem linc. Tite 9402 S\ stcm unit 
includcs thc Dll4 and [)116 modcls. 

9404 Thc s, stem unit dcsignauon for thc nuddlc of thc AS/400 mid-rdngc systcm linc. Thc 9404 syslcm unit 
includcs thc DIO through D25 modcls. 

9.JU6 Thc system unit dcsignatwn for thc high cnd of thc AS/.JOO mid-mngc system linc Thc lJ .. mr, systcm unit 
includcs thc D35 through D80 modcls. 
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9370 An IBM System/370 mainframe. 

A 

Accumaster Integrator An AT&T nernork management product that collects and rcpons network information 
generated by AT&T's Network Management Prótocol (NMP) 

ACF Advanced Communications Functions An IBM prcfix attachcd to products that support SNA functions 
For cxample. ACFfVT AM mdicates that this version of VT AM supports SNA devices. 

ACK Acknowledgment. A control character transntitted by a rcceiver asan affirmativc response to the sender. 

ACU Automatic call unit. A device uscd with a standard modem to dial the telephonc numberfor the origmating 
equipment. Dcdicated ACU devices were popular (and nccessary) beforc the a<h·ent of Hayes and Hayes­
compatible modems. ACUs work with asynchronous or synchronous modems. 

ADCC A.synchronous Data Communication Controller. An HP aS)Tichronous controller card for thc CISC 
modcls of the HP 3000 computer line. Thc ADCC is used to mterface tcrmmals \\ith the computer vi a eithcr thc 
RS-232C or RS-422 standards. Sec al so A TP and DTC 

ADCCP Advanccd Data Communications Control Protocol. The ANSI implementation of a bít-oriented 
symmetrical protocol bascd on lB M SDLC. Because of the ANSI endorsement. support for ADCCP is oftcn 
specified in connectiYity snuations im·oinng the U. S government. 

address A set ofbus (or b~1es) that uniquely identifies a device on a multidropped (or multipoint) data 
commumcations lmc or m a nctwork. 

ADSL AS)·mmetric Digital Subscriber Lme. A transpon technology capable of significantly increasmg the 
capacity of existing phone lines. 

Aegis A proprietarv operating S) stem for Apollo's Domain engineering workstations. 

AIX A<h·anced lnteractive Executive. IBM's primary (but not oniv) implementation of UNIX. Vcrsions of Al X 
are available for IBM cngineering \\Orkstauons. PS/2s and for the System/370 mainframe S)"Stems. Scc also IX. 

ALLBASE/SQL A HP product for the HP 3000 to implement networl.;-wide databases 

ALL-IN-1 DEC's electromc mail and officc automation product for thc V AX system. 

analog transmission Transmissions in \\htch thc nath·c data processing digttal signals are conYcncd into 
wa,·cforms for tr.msnussion. This transmisswn is uscd whcn scnd.mg infonnation ovcr voicc-gradc phonc lines. 
Scc also dJgttaltmnsnussion 

ANI Automatic number •dentificatwn. A scrv1cc lmplcmcntcd bv ISDN that enables the receiver of a phone call 
to sce the phone number ofthe caller on a spec1al dlspla'. See also ISDN. 

ANSI An1encan Nauonal Standards lnstnute. ANSI 1s a nonprofit. non governmental bodv supponed by more 
than 1.01111 trade orgamzat10ns. profess10nal societ1es and compames. ANSI 1s thc American represcntation at 
ISO. 

API Application program interface Ongmally an IBM term. API has now taken on a much broader usagc. APl 
rcfers to an interface a,-ailablc to an applicauon for commumcating with other apphcations See also APPC. lPC. 
and RPC 

")._lf 



Managing Multivendor Networks 

Apollo An engineering workstation manufacturing company that was acquircd by HP in 1989. Apollo's products. 
its Domain line. uscd both conventional (Motorola MC68000-scries processors) and parallcl RISC tcchnology 
(which Apollo terrned PRISMl. 

APPC Advanced Program-to-Program Communications. An IBM term used to refer to an interface that enablcs 
two programs running on separate systems to commurticate \\ith one another. In most cases. APPC refers to the 
LU 6.2 interface. Sec also APL IPC. and RPC. 

ApplcTalk Applc's CSMA/CD-based LAN tcchnology 

Ap¡1lication La~·er 11JC seventh (top) layer of the OSI Rcference Model. The Application Laycr defines scn·ices 
available to the application and to the user. This layer mcludes utility functions such as file tr.msfer and \"inual 
ternunal scn·ices. See also OSI Reference Model. 

APPN Adnnced Pecr-to-Pecr Networking. An IBM terrn that refers to the capability oftwo intelligent 
microcomputer systcrns in a nctwork to communicat_c dircctly without involving any highcr-lcvcl SNA dcYiccs. 
In most cases. APPN refers to the capabili~· ofm·o PU 2.1 deviccs to conmmnicate with one another. 

Arcnet A LAN implementation developed by Datapoint that uses a token-passing disciphne operating O\·er a 2.5 
Mbps physical network. Arcnet became popular in implementing carly PC networks because it offered a 
reasonable levcl of performance at a reasonable price. Arene! can be implemented in many topologics. but It 1s 
usually Implementcd as a star 

ARPA Advanccd Rcsearch Projects Agcncy. Now callcd O ARPA SecO ARPA 

AS/~00 lntroduced in 1988 as the flagship oflBM's mid-range product line. The AS/~00 (Application 
Svstem/~00) \\as modcled after both the System/36 and System/38-the two systems the AS/~IM1 was targetcd to 
replace 

AS/~00 Office IBM's electronic mail and office automation product for the AS/~00. 

ASCII American Standard Code for lnfonnation lnlerchange. An ANSI-defined code lhat defines the b!t 
composition of characters and svmbols ASCII defines 128 different symbols using 7 binary bits (thc e1ghth bit is 
resen·ed for pari~·l: DEC. HP. and Sun all use the ASCII encoding system. although larger IBM plaüornts use 
EBCDIC--a similar but incompatible codc. See also EBCDIC. 

ASP Attached Suppon Proccssor. An IBM Job Entry Subsystem for the OS/SVS operating system See also JES 

Asynchronous A data transmission method m which each chamcter (eight bits) tmnsmitted is bounded by astan 
bit and onc or more stop bits. Undcr asynchronous communications. no timing or clocking infommtton is 
exchangcd ~twccn parucs. Sec also Synchronous .. 

As~ nchmnous Transfer 1\lode (A TM) A high-specd protocolthat offcrs cvcry client on the net\\ork lhe 
capability to scnd data at speeds up to 155 Mbps. 

A TP Advanced Ternunal Proccssor. A HP asvnchronous controllcr card for HP 3000 CISC computers. The A TP 
mterfaces terntinals with the computer using euhcr RS-232C or RS-422 standards. The ATP is similar lo thc 
ADCC. but can perfornt more functiOns locallv. See also ADCC and DTC 

AUI Attachment unilmterface. 1l1C interface on a LAN bet\\ecn a network device (for examplc. a workstation 
or computer) anda medmm attachment wtit Often uscd lo describe a cable (in other \\Ords. the AUI cable 
attachcs the \\Orkstalion to the MAUl. See also MAU and tmnsceiver. 

Automountcr P-Jrt of Sun's Opcn Net\\ork Compulmg (ONC) architccturc. Automounter works wuh Sun's 
Network File s,·stcm (NFS) to automaticallv mounl and dismount files on demand. See also NFS and ONC. 
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B 

Backbone The main cable of a bus or tree LAN to whtch nodes or other LAN segments can anach. 

Baseband A data comrnunications mediurn (such as coaxtal cable) used to carry data in many LANs. See also 
Broadband 

Batch A self-<:ontained task that requires linle or no opcrator input to run. Batch jobs are nommlly runas 
backgrow>d tasks in most computers (in other words. no speeific terntinal or input devices are associated with itl. 

Baud A measurcment of spccd as sampled in seeonds. Although baud is often interchanged wtth bits-pcr-sccond 
(bps). the two units of measurement are not necessarily thc same Whilc bps always rcfers to bus. baud 
encompasses greater dimensions lf the sampling resolution is bits. then baud equals bps. lf. howe\-cr. !he 
sampling is based on two bits. then baud and bps are not equal. 

BCC Block check character The result of a transmission verification algorithm pcrforrned on !he block of data 
bcing transmined. The one- or two-<:haracter result is norrnallv appended to !he end of the transmission See al so 
CRC andLRC 

Bell 103 A T &T modem that either originales or answers phone transnussions usmg asynchronous 
communications at speeds up to 300 bps. 

Bell 113 Same as Bell 103. except the 113 modem c-Jn only originate or only answer (and not automaticaUy 
switch between answering and originating). 

Bell 201 AT &T modem providing synchronous data transmission at spccds up tó 2400 bps. 

Bell 202 AT &T modem providing asynchronous data transmisston at speeds up to 1 KilO bps. Requires a four­
wire linc for full duplcx operation 

Bell 208 AT &T modem providing synchronous data transmission at spccds up to 4KOO bps. 

Bell 209 AT &T modem providing synchronous data transmission at up to 9600 bps. 

Bell 212 A T &T modcm providing full duplcx. asvnchronous or synchronous data tmnsmiss10n al spccds up to 
121111 on a dial ncl\\ ork. 

BSD Bcrkelcv Software Distribution. Pan ofthe Universitv ofBcrkcley responsiblc for !he on-gomg 
mamtenance and distribution of Berkelev's version of UNIX 

BIOS Basic lnput/Output System. In PCs. the BIOS is a central sen·icc Joadcd from ROM chtps that provides 
the corc SC!Ytces for accessmg dc\'lces (for examplc. thc monitor. kcyboard diskene. hard disk and so fonh) 

B1SDN Broadband lntegmtcd Sernccs Data Network. An ISDN implemcntation that uses high-spced fiber-<Jptic 
hnks. Scc al so 1 SDN 

Bis~·nc Binary Synchronous Communication A b)1c-oncntcd protocol using synchronous transmission. Bisync 
\\as widcl~ 
uscd by IBM bcforc ns transnion lo ú1e bii-<Jriented SDLC protocol 

BIU Basic infom>ation w>it. Thc SNA data formal that consists of thc RH and RU information. See al so BLU. 

BLU Baste link unit TilC information containcd in an SDLC frame that is composed of SDLC control data plus 
PJU plus SDLC control data TI1e PIU. in tum. is composcd of thc TH and BIU. with ú1e BIU bcing thc 
combimt10n of RH and RU infonnauon. 
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BPR Business Process Re-Enginccring. A method of restructuring business processes to aclueve a grcater lc,·ci 
of automation. a more efficient flow of information throughoutthe business .. anda belter undcrstandmg of thc 
critical business processes bY ns panicipants. 

BRI Baste Rate Interface. The low-end interface of the Integrated Servtces Data Network (ISDN) that offers two 
6~-Kbps dataivoice hnes anda third 16-Kbps management ctrcuit. Scc al so ISDN and PRI 

bridge Normally a set of de\ ices used to connccttwo remole networks. \\ith cach network unaware thatthe 
other network is. in fact. remole. Bridges operate on Layer 2 (data link laver) ofthe OSI model. They can be used 
to form W ANs and differ from gateways and routers in thal they do not pcrform any emulation or translation 
scrviccs. See also gatcway and router. 

Broadband A data communications medium ( such as CATV cable) capable of transmiltmg 'oice. ndco and 
data simultaneously. See also baseband. 

BSC Binary Synchronous Commtm.ication. See Bisync. 

BT AM Basic Telccommurucations Access Method. An JBM mainframe subsystem that handles apphcation 
access and routing within the network. See also TCAM. RT AM and VT AM. 

BTOS An UNIX-Iike operatmg system for the Urtisys mtcrocomputer line that originated from its Com-crgent 
Technology subsidiar)·. BTOS is a modified \'ersion of Convergent's own CTOS opcrating system. Scc al so 
CTOS. 

Bus topolog~· A LAN topologv that features a linear backbone on to which nodes are connected Scc also trcc 
topolog,. nng topolog,·. and star topolog,·. 

e 
CAD Computer aidcd destgn. Design and engincering processes aided by the use of computers. In most cases. 
CAD contributes to the imtial design and test phases through úte use of sophisticated design and modeling 
packages nonnally run engineering workstations 

CAM Computer aided manufacturing. Manufacturing processes aided by computers. With respcct to 
manufactunng. e AM con tributes in the arca of process control and quality assurance. 

CASE Computer aidcd software engineering An approach to the devclopment of application programming that 
uses other programs to help generate pans of ( or all of) the final product. At a mirtimum. e ASE might be thought 
of as a progmmm~ng too! 

CBEMA Computer and Business Equipmcnt Manufacturcrs Association. An association of U.S. manufacturers 
that. among oiher things. sponsors thc .\.3 standards commillcc of ANSI. See also ANSI and X.3. 

CBX Coniputcrizcd branch exchangc. A tclcphonc routing cxchange drivcn bv an intelligent devicc (111 other 
words. a computen. 

CCIR Consultative eommiltcc for lntcmat!Onal RadJo. An intemational standards body that sets the rules and 
rcquircmcnts for radio commmúcations. CCIR is a committcc wühin thc IntcmauonaJ Telccommunications 
Union (!TU). Scc also ITU and CCITT. 

CCITT eonsultativc Conunittec for lntcmauonal Telegraphy and Tclcphony An intemational standards body 
which scts thc rules and rcqmrcmcnts for imemational communications. CCITT is a committcc withm thc largcr 
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lntemational Tclecommunications Union (ITU) and is best knmm for the devclopment ofthc X.25 standard for 
public data nctworks. See also CCIR and !TU. 

CCN Cluster controller nodc. Sce cluster controller. 

CD Carrier Detcct. Alead in thc RS-232C interface that signals that information is bcing rcceivcd over thc data 
link. CD is also sometimes eallcd Data Carrier Detect (DCDl. In the full 25-pin RS-232C standard CD is pin 8. 
In the abbreviated 9-pin PC interface. CD is pin l. See also CTS. RS-232C and RTS 

CDE Common Desktop Emironment. Part ofthe COSE agreement between major UNIX vcndors to prcscnt a 
common mterfacc to all UNIX implementations. 

CGM Computer Graphics Metafile A device-independent formal for the prcscntation of graphics. Dcfined as 
ISO standard 8632. 

Cl Computer Interconnect. A high-speed fault-tolerant connection betwecn DEC V AX systems anda Star 
Coupler m V AXclusters See al so Star Couplcr and V AXclusters. 

CICS Customcr lnformation Control System. An 18M transactmn-orientcd databasc/data communicauons 
systcm for mainframcs. 

CIM Computer.integrated manufacturing. A total solution to the computcrization of manufacturing opcmtions 
that mtegratcs as many rclatcd functtons as possiblc (for cxamplc. administration. cngineering. purchasing. and 
manufactunng). 

CISC Complex (or complete) instruction set computer. The traditional architccture for computers m which 
uscful software functions are supponcd by hardware. Scc also RISC. 

CIXCD DEC's improved vcrsion of its baste Cllink between V AX systems and Star Couplcrs in VAXclusters. 
Thc CIXCD is uscd with the V AX 9000 systcms 

Class>c HP applied the term Classic to lis HP 3000 CISC models after it rclcased lis HP 3000 RISC modcls. 

Cluster controller A deYice uscd to control the interface to multiple workstations. Cluster controllers are 
commonly uscd in remate locations to interface multiple workstations with a single data commurucations linc. 
IBM cluster controllers (often referrcd toas CCNs) includc thc 3274 and 5294. Under SNA. a cluster controllcr is 
a PU 2 dcYice. 

CMIP Central Management lnformation Protocol An OSI standard for the low-lcvcl functions required to 
pcrfom> net\\Ork management. Scc also CMIS. 

CMIS Central Management lnformation SerYicc. An OSI standard for the h>gh-le,·el functmns required to 
pcrform net\\Ork management. Scc also CMIP. 

CMS Com ersational Monitor System. In an lB M m:nnframe enYironmenl CMS is the interface between the 
user and the central Control Program (CP) ofthe VM opcrating systcm Mult>ple copies ofCMS are uscd to 
suppon multiplc users (but st>ll onlv one CPl. See also CP. 

coaxial In general. a cabling svstem that uses a central conductmg core that is surroundcd by an insulating 
mcdium that is. in tum. surrounded bv a protective sheathing Coaxial cable is uscd by 18M to connect its 3270 
family or,,orkstations. Sce also twmaxtal. 

COMMAND.COM A program supplied with MS-DOS and PC-OOS that pcrforms the bUllt-in DOS 
commands For example. DIR and n·PE are interna! commands. whtle FORMAT and COPY are externa! 
commands All intemal commands are contained within COMMAND COM. 
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common communications support One ofthree SAA interfaces. Thc common communications support 
interface defines the data formats and protocols that can be uscd in an SAA emironment. This includcs. for 
example. the SNA 3270 data formaL DINDCA and SNADS. See also common programming interface. common 
user interface. DCA. DIA. SAA. and SNADS. 
common programming interface One of thrce SAA interfaces. The common programming interface defines a sct 
of routines for accessmg files, programs and communications dcviccs undcr SAA Sec al so common 
communications support. common user interface. and SAA 

common u ser interface One of threc SAl\ mterfaccs. The common uscr interface defines thc charactcristics of 
tcxt and graphics screens gencratcd by SAA-compliant programs and how thc uscr intcracts with thosc displays. 
See also common communications supporL common programming interface. and SAA. 

communications controller In an IBM mainframe environmcnL a communications controllcr is channcl­
attached to the host and sen·es to control the data communication network. lB M communication controllers 
(often referred toas either CUCNs or FEPs) include thc 3705. 3725. and 3N5. Undcr SNA. a commurucations 
controller is a PU 4 devicc. Scc also FEP and !CA 

compound document A documcnt that can mclude tc~1. graphics, \"ideo and voicc data. 

conditioning A process applied to standard analog phone lincs to prmide filtering in suppon of lcss error-prone 
data transmission. Vanous lcvels of conditiorung are availablc at various costs and are implcmented through 
spcciahzed eqmpment. 

connectionless A type of net\\orking scn·ice in which the sending side rcquircs no director indircct acccss to 
the rccching sidc(s). 

connection-oricnted A ty~ of nctworkmg serdcc in whtch thc sending and rccctving sides are in dircct or 
indircct contact with one anothcr. 

CORBA Common Objcct Request Broker Architecture A specification for the development of ORBs. CORBA 
cstablishcs an ennronmcnt for software objccts 10 communicatc with each othcr. 

CP Control Progmm. In an IBM mainfran1c emironmeni. CP IS the central management facility under the VM 
oJXratmg systcm 

CPF Control Program Facihty An IBM opcratmg system used on the System/38 computers 

CP/M An opcrating svstem for microcomputers created b,. Digital Rescarch. CP/M was king of the hill among 
microcomputer opcrating svstems prior to IBM's adoption of M S-DOS (PC-DOSl. 

cps Charactcrs pcr sccond A mcasurcmcnt of data communicauons SJX!Cd and throughput. 

CPU Central proccssing unlt Thc corc proccssmg umt of a computcr systcm_ in most cases containcd in a single 
chip 

CRC Cvclic Redundanc' Check. An error dctection scheme in which the block check chamctcr (BCCl is 
deri,·cd from diYiding allthe scriahzed bits m a block b' a predetermined binary numbcr. See al so BCC and 
LRC 

CSMA/CD Canier Sensc Multiplc Access wuh Collision Dctection. The LAN discipline (protocol) used by both 
Ethernet and thc IEEE XllLl standard Undcr CSMA/CD. a de,·ice that mshes to transmll on the net\\ork first 
listens for othcr acu\"itv. lfthe network is quict. the dence then anempts to transmit. Data collisions are dctccted 
and rcsult in OOth trJnsnuttcrs rctrytng thc1r tr.msmissions aftcr a mndom amount of time_ ~ 

CSU Channel sen·ice umt The mtcrfacc lo a Digital Data Sen·icc linc. The CSU takes data ofTthc DDS line and 
feeds it toa Data Sen·ice Umt (DSU lthat. mtum. mterfaces with the terminal or computcr cqmpment. In many 

;rn 
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cases. a CSU is combined mth a DSU. into a smgle umt called an integrnted service unit (!SU). See also DOS. 
DSU. and !SU. 

CTERM A DECnet protocol used by one DEC hostto forward mformation from a temtinalto anothcr host. llus 
is the protocol used by the standard DECnet SET HOST command 

CTOS An opcrating system praduced by Convergen! Technology (Unisys) for its line of microcomputers. CTOS 
is a mullltaskmg. multiuser operating system that is sunilar in structurc to UNIX. 

CTS Clcar to Send Alead in the RS-232C interface. CTS is raised in response to receipt of the Rcquest to Scnd 
(RTS) signa!. In bricf. when one side ofthe link wishes to transmit. it raises the RTS·!ine. Ifthe other side is 
ready to rcceive. it responds by raising the CTS line. Once transmission has bcgun. the Carrier Dctcct (CO) line is 
also raiscd. In the fui! 25-pin RS-232C standard CTS IS pin 5. In the abbreviated 9-pin PC interface. CTS is pin 
8. Scc also CD. RS-232C. and RTS. 

CTS-300 DEC's commercial operating systcm for the PDP-1 I fantily of computers. See al so DSM- I I. RSTS. 
and RSX. 

CUCN Communications controller nade. See communications controller. 

CUT Control urutterrmnal. Another terrn used by IBM for its genera!-purposc workstations. 

D 

DAP Data Access Protocol. A low-levcl DECnet protocol responsible for U1e movement of infonnation from 
systcm to system. 

O ARPA Dcfensc Advanced Research Projcct Agency. forrnerly kno\\n as ARPA. An agen~· within the U.S. 
Dcpanment of Defensc that was instrumental in the development of TCP/IP. The agen~··s RPANET network 
was the precursor of the madem Internet. See also TCP/IP. 

DASD Otrcct acccss storage de\'ice. An IBM terrn that refers lo IBM mass storage devices (disk dri,·es). 

Data Link Layer The sccond (from the bottom) !ayer ofthe OSI Reference Madel. The Data Link !ayer defines 
the protocols uscd to move data across the Physical Laycr (for examplc. HDLC. LAP-B or IEEE 802.21. The 
Data Lmk Layer is sometimes also called the Logical Link Layer See also OSI Rcference Madel 

DB2 IBM's relational database for mainframes running the MVS or VM opcrating systems. 

OCA Document Content Architecture. An IBM document speeification that defines the structure and contents of 
documents in both re\'isablc and final fonns. Under DCA. revisable documents includc U1eir editing history. 
whilc final fom1 documents are the net result of al! edits. 

DCD Data Carrier Dctcct. See CD 

DCE D-Jta communications equipment. A dence such as a madem that facilitates a data communicauons hnk. 
TI1c DCE interfaces with the data terminal equipment (OTE). which is the origin or destinauon of thc 
1nfonnation A complete link mcludes a DTE interfacmg wnh a DCE that mterfaces with another DCE that. in 
tmn. interfaces w1lh another DTE. In direct connection cnvironments. one si de of the connection (normally the 
computer) emulates a OCE interface. See also DTE. 

ODCMP Digital Data Communications Message Protocol. A DECnet b\1e-oriented protocolthat ensures the 
mtegrity and corree! sequencmg of messages bctween adjaccnt nades. DDCMP can be uscd for synchronous or 
asynchronous transmissions and is most frcquently used to implement DECnct widc-area cormcctions over 
convcnuonal lcased hncs. 
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DDM Distributed Data Management. An IBM product gearcd for I!S mid-range machines DDM enables a 
svstem to access remote files o,·er a nemork at both the record and the file levcl See also DIA and SNADS. 

DDN Defense Data Network. The multivendor \VAN uscd by the U.S. Dcpanment of Dcfensc. 

DDS Digital Data Semce. A leascd line using digitaltmnsmission that can pro,·ide data commumcations mtes 
up to 56 Kbps. When DDS is employed !he modems uscd \\ith analog lines are replaced by a Channcl Service 
Unit (CSU) anda Data Sen·icc U ni! (DSU). See also CSU and DSU. 

DEBNA Digital Ethernet V AXBl Net\\ork Adapter. Replaecd by the DEBNL Scc DEBNL 

DEBNI Digital Ethernd V AXBI Network Interface. A DEC controller card for V AX computers that interfaces 
!he V AXBl bus with the Ethernet LAN. The DEBNl replaccd !he DEBNA See DEBNA 

DEC Digital Equipmcnt Corporauon. 

DECmate An office automation (word processing) nucrocomputer. 

DECnct Digital's line of products that allow commurtications between DEC systems. 

DECnet-DOS A DEC software product for PCs and PS/2s running MS- DOS (or PC-DOS) DECnet-DOS 
enables the PC to participate in a DECnet net"ork (normally through a Ethernet adapter in the PCJ TIIe functions 
provided b' DECnet-DOS include task-to-task communicauons. remole file access and VT 220 terminal 
cmulatwn 

DECnet/SNA Gatew3\· A LAN-atlachcd galcway belwecn SNA and DECnet. TI1c lB M si de of !he gatewav 
might altach 'ü an SNA SDLC connecuon or Yia a direct channcl attachment toa mainfmmc. Spccific SNA 
scrvJCCs are run in othcr DEC hosts to prondc functwnal serviccs across thc gatcway (such as tcnninal acccss. 
file tr.msfcr and document exchange). Sce gatcway. 

DECrouter LAN-auached bridges to facihtate widc-area connections within DECnet networks. A router can be 
uscd to connect l\\O Ethernet LANs using DDCtv1P or X.25. A routcr on onc LAN can communicatc with 
anothcr router or \\ ith an mtcgr.Jtcd commumcations card within a DEC host systcm. 

DECsen·cr Digital's LAN lernünal server See tenninal scnu. 

DECstation Digital's line of PCs based on lntel processors and lheir line of engineering workstalions based on 
RISC tcchnolo¡,•v The DECstation ~ 1011 and SOOO use a RISC design while the DECstauon 200. 300. and ~00 
modcls use standard PC arclutectures. See also V AXstalion. 

DECwindow~ DEC's arclutccturc for a graphical uscr interface that proYidcs a common_ multtwindowcd 
gmphical cnvironmcnt from wluch thc cnd uscr can acccss applications rcstding on other systcms. DECwindows 
is pan ofDEC's Nel\\ork Apphcation Suppon (NAS). See also NAS. 

DELNI Digllal Ethemcl Local Nctwork lmcrconnect. ProVIdes conneclwn lo eighl Ethernet scgmcms mth a 
ninlh connection that can be uscd 10 optionalh anach the DEL Nito the LAN backbone. The DELNI can be uscd 
as a st:md-alone deúcc lo creatc a small DECnet nel\\ork. or can be nel\\orked into a main LANas dcscribed 

DELQA Digital Ethernet LAN-Q-bus Adaptcr A DEC comroller card for Q-bus computers lhal imerfaces thc 
compuler "Ilh lhe Ethernet LAN. The DELQA replaces the DEQNA 

DELUA Digital Ethernet LAN-Unibus Adaptcr. A DEC controller card for Unibus computers ll1at mterfaces the 
computer mlh lhc Ethemct LAN. Thc DEL UA rcplaces thc DE UNA. 

ns 
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DE MCA Dtgital Ethernet MicroChanncl Adapter. An Ethernet ThmWtre adapter card for PS/2 computers 
DEMCA uses a standard MCA slot. 

DEMPR Digital Ethernet Multi-Point Repeater. A DEC LAN product that prmides eight Thin\Vire pons. with a 
mnth pon to opuonally connect to the standard Ethernet cable. Like a DELNL a DEMPR can be used to 
tmplement a standalone ThinWire LAN orto integrate ThinWire de\ ices into a main Ethernet LAN. 

DEPCA Digital Ethernet PC Adapter. An Ethernet ThinWire adapter card for PCs. DEPCA uses a standard 8-bit 
PC slot. 

DEQNA Digital Ethernet Q-bus Network Adapter. The DEQNA was replaced by the DELQA. See DELQA 

DeskManager HP's electronic mail and office automation product for the HP 3000 computer. 

DESPR Digital Ethernet Single-Pon Repeater. A DESPR provides conversion between an Ethernet transcei,·er 
connection anda Thin\Vire connection. A DESPR tS used to attach a ThinWire de\'lce toa standard Ethemet 
transcei,·cr. See also DEST A 

O ESTA Digital Ethernet Station Adapter. A DEST A provides conversion between a Thm\Vire connection and 
an Ethernet tmnsceiver. A DEST A is used to attach a standard Ethernet device into a Thm \Vire network. See al so 
DESPR 

DESVA Digital Ethernet Micro V AX 2000 Adapter. A DEC controller card for the Micro V AX 2000 that 
interfaces the computer with the Ethernet LAN. 

DE UNA Digital Ethernet Urubus Network Adapter. The DEUNA was replaced by the DEL UA Sec DEL U A. 

DHCF Distributed Host Command Facility. An lBM product runrung as a remote processor. DHCF mterfaces 
with the mainfmme-resident HCF subsystem to provide disllibuted access. ln apure IBM emironment. it is often 
uscd to gain 3270 terminal access from a mamframc toa remole. nonmainfrarnc system. In the mulU\'Cndor 
arena. DHCF is often emulated to allow 3270 tenninals to access thc non-IBM systcm ,;a thc mainfmme HCF 
facili(\". 

OlA Document lnterchange Archttecture. One ofthree dlstnbution techniques used by IBM to move mformation 
from system to svstem m an SNA network. DIA is spccifically focused on the movement of documents in both 
re,·isable and final fornt. See also DCA DDM and SNADS. 

digital transmission. Transnusswn m which mformation IS sent in tts discretc bit form. That is. each bit is 
represented as a O ora l. See al so analog transntission 

DISOSS Distributed Officc Suppon System An IBM product that enables documents creatcd b) differcnt 
products to be distributcd and sharcd among lBM systcms. DISOSS is commonly used asan interface pomt for 
transmittmg documents to and from non-IBM computers 

DMA Dtrcct Mcmory Access. A hardware method of readlng and writing directly to memory without involving 
the mam CPU 

DNA Digital Network Architecturc. DEC's architccture for thc intcrconnectwn of its computcr and computcr­
related devices. This is equivalen! to lBM's SN A. HP's Ad\·anccNet. and Sun's O N C. 

DoD U S. Depanment ofDefense. Sce also DARPA 

Domain l. A sct ofhosts on a LAN that share a smgle database. typically for moving mail bctween hosts. 2. The 
name for Apollo's (now HP's) lme of engmcering workstations. Sec also Apollo. 
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DOS Disk Opcrnting Svstem. Introduced in 1981 by Microsoft Corp. as the opcrnting system for IBM's X080· 
bascd IBM PC. 

DOS!VS Disk Opcrntmg SvsternNinual Stomge. An IBM System/370 architecture opcmting systcm. 

DOS!VSE Disk Opcmting System!Vinual Stornge htended. An IBM Systcm/370 architecturc opcrating 
.systcm. 

dpi Oots pcr inch. A tenn used to describe the resolution ofprinters. Most dot-matrix printers offer lcss than 200 
dots pcr inch resolution. while most laser or inkjct printers offer atleast 300 andas high as 1.200 dots pcr mch. 
The higher the dcnsity of dots. the beuer thc resolution of printed chamcters. graphics and imagcs In contras!. 
typeseuing equipment can offer dpi resolution of 1.270. 2.:HO. and even higher arnounts. 

DS/1000 and DS/JIHJO HP 1000 and HP 3000 ncl\\orking semces that have bccn rcplaced by NS/1000 and 
NS/3000. The OS serviccs relied mostly on HP HDLC hnks for networking. while thc NS products use standard 
IEEE 802.3 links 

DSO Digital Service mte O. The transmission mte (6-1 Kbps) ofeach ofthe 2~ circuits in a TI COilllection. See 
also TI. 

DSI Digital Sen·ice rate l. The combincd tmnsmission rate (1.5~~ Mbps) ofall2~ circuits in a TI conncctions. 
See also TI. 

DSM-11 OEC's business-onented opcrating system for the POP/11 series computcrs See also CTS-300. RSTS. 
andRSX. 

DSR Data Set Ready Alead in the RS-232C interface. OSR 1s uscd to s1gnal that the modem (or DCE dc\"icc) is 
ready for communications. The counterpan to DSR 1s Data Tenmnal Rcady (DTR). whieh is the 
computer/tcmlinal's signal that it is rcady to communicatc. In most cases. no communication can takc place 
unlcss both the DSR and DTR signals are rmscd. In the full 25-pin RS-232C standard. DSR is pin 6. lnthe 
abbreYiated 9-pin PC interface. DSR 1s pin ~- See also OTR and RS-232C. 

DSU Data scn·iec unit. A dcYice that interfaces bctwecn a challllel sen ice unit (CSU) anda tenmnal or 
computcr TI1c DSU and CSU work togethcr to interface the computing dcYicc toa digital data sen·icc (DOS). 
See also CSU. DOS. and !SU 

DTC D1stnbutcd tenninal controller. For the RISC-based HP 3000 systems. DTCs are used lo interface the 
asynchronous tcrminals mto the LAN-bascd svstcm. Scc also ADCC and ATP. 

DTE Data terminal cqwpment. A de\'icc such as a tcmlinal or computcr that is thc origin or dcstinat10n of 
infomlallon flowing m·cr a data commwucations lmk. TI1c DTE interfaces with data communication cquipmcnt 
such as a modcm. that handles lhc actual data comnnmications processing and interfaces with anothcr DCE 
de,·ice (that interfaces with anothcr DTE de\ ICC). \Vhcn direct colll1cct links are uscd one side emulates a DCE 
while thc othcr pcrforms nonnal DTE functions. Scc also DCE. 

DTP Distnbuted Transaction Proccssmg. An OSI uppcr-laycr scn·ice for Implcmcllling transaction-bascd 
proccssmg. Dcfincd as ISO standard 10026. 

DTR Data Tcmunal Readv. A lead in the RS-232C interface Data Temunal Ready 1s uscd lo signa! to thc 
modem (or DCE de,·iecl that IliS rcad\ for communicaiions. Thc countcrpan to DTR is Data Set Read\· (DSR¡. 
which is thc modcm's signal that it 1s rcady to communicatc. In most cases. no communication can takc place· 
unless both thc DTR and DSR s¡gnals are r"iscd. In in-dial situations. DTR is nonnallv raiscd when the Ring 
lndicmor (R[) is m1scd to tcllthe modemto answer the phonc. In the 
full 25-pin RS-232C si:Indard DTR is pin 20 In the abbrcnatcd 9-pin PC interface. DTR is pin ~ Scc also DSR. 
Rl. and RS-232C. 
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Duplex See half duplex and fui! duplex 

E 

EBCDIC h1ended Binarv Coded Dccimallnterchange Code. A definition for !he bit compositions of charncters 
and svmbols. EBCDIC uses 256 eight-bit paneros to define 256 different characters. numbcrs and symbols. IBM 
mid-range and mainframe systems use the EBCDIC standard. See also ASCII. 

ECMA Europcan Computer Manufacturers Association. A standards organization composed of Europcan 
computer manufacturers. ECMA partieipates in both CCm and ISO activities. 

ECMA 40 ECMA specifications for HDLC frame structure See also HDLC. 

ECMA 49 ECMA definition of HDLC clements of procedures. See also HDLC. 

ECMA 60 ECMA definiuon of HDLC unbalanced class of procedures. Sce al so HDLC. 

ECMA 61 ECMA definition of HDLC balanced class of proccdures. See al so HDLC. 

ECMA 71 ECMA standard for transpon protocol (for ISO/OSIIayer 4). 

ECMA 80-82 ECMA definitions of the physical and logicallink control for CSMA/CD. Sce al so CSM/VCD. 

EDI Elcctronic data mterchange. A se! of sel"\·ices for infom1ation and document exchange. The intent of EDI is 
to reduce or climinatc paper flow for common business transactions. 

EIA · Elcctromc Industries Association. A U.S. trade organization speciahzing in !he electrical and functional 
chamctcristics of interface equipment El A has a el ose working relationship with ANSI. 

EISA Extended lndustry Standard Architecture An altemative lo !BM's MCA bus structure for !he PS/2. EISA 
was developcd by a group of nine manufacturers led by Compaq Computer. See also MC A 

EMA Enterprise Managemenl Architecture DEC's products and services thattmplcment network management. 

EMI Electron1agnetic Interference Elcctromagnetic waves that can potentialh· interfere with !he opcmtion of 
electromc devices The U.S. Fcdeml Communication Comntission (FCC) is responsible for deciding whether an 
electronic deúce (such as a computerl genemtes too much EMI or radio frequency interference (Rfll. Sec also 
FCC and RFI. 

end node A node in a network that cannot forward or reroule packets intended for other nodes. See al so node. 

ESDI Enl1anced Small Device Interface A disk interface standard thal offers stomge of 34 scctors per cvhndcr. 
Because of its spced and density. ESDI is used in both PCs and mid-mnge systems. See also MFM. RLL. SCSL 
and ST506. 

Ethernet A LAN standard that uses the Carrier Sense. Multiple Access with Collision Dctection (CSMA/CD) 
d!sciplme. Ethernet was origmally developcd bv Xerox Corporat10n. See also IEEE 802.3. 

EU End User. An IBM SNA term 

F 

FAL Ftlc Access Listener. FAL IS a DECnet module thatlistens for network requests to access its local files. In 
effect. FAL is a network file sel"\·er for DECnet. 
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Fa;1 Ethernet Scc IOOBASET. 

FCC Federal Communicatíons Commíssíon. An agency of thc U.S. goYemment that regula tes thc use of 
electromagnetic waYcfonns_ such as tclcdsion waYcs. racbo wa\·cs and othcr electro ni e and magnctic cmisswns. 
Scc also EMI and RFI. 

FDDI Fíbcr D•stributed DJta Interface. FDDI ís an ANSI standard for fibcr-optíc nctworkíng FDDI uses a 
tokcn-passíng díscíplíne oYera ring topology at spceds up to 100 Mbps. Interfaces to tradítwnal LANs cnablc the 
FDDI network to actas a W AN or MAN for the LANs attached to ít. See also MAN and W AN. 

FEP Front-cnd processor. A phrasc often uscd to refer to íntellígcnt communicatíons controllcrs Scc also 
communications controllcr. 

Fibcr Channci. A hígh-speed arclutecture for connectmg network deYíces and lugh-speed hardware. Sometimos 
seen as a replacement for HíPPI 

FIPS Federal Infonnatíon Processing Spccíficatíon. Spccificatíons adopted and publíshed by thc U.S. 
go,·ernment that are mandated for use by thc govemment and its agencies. 

FIPS 1-1 FIPS codc for infomtatíon interchange. 

FIPS 7 Implementation of FIPS I- I and related standards. 

FIPS 15 Subscts ofthc FIPS 1-1 code for infonnation intcrchangc. 

FIPS 16-1 Bit scquencing of thc FIPS 1-1 code for seri¡tl transmiss•ons. 

FIPS 17-1 Character and parity structure for FIPS 1-1 transnussions. 

FIPS 35 Codc cxtension tcchniqucs using 7 or 8 bits. 

FIPS 71 Ad,·anccd Data Communication Control Procedures (ADCCP). Scc also ADCCP. 

Fircwire Sec IEEE 139~ 

fractionai TI One or n!ore of the 2~ 6~-Kbps chmmels of a TI líne. brokcn out by the local tclcphonc officc and 
offercd to local customcrs. Fractwnal TI cnablcs a rangc of customcrs to share the bcnefits (and cost l of a full TI 
linc. Scc also TI. 

framc A block of informaiion orgamzcd in a spccific fonnat. Dcpcndíng on thc net\\ork. a framc might ha\'e 
origin and destination informauon in it. or might be included as part of anoú1cr structurc (such as a packct) that 
defines thc routing informallon. Sec also packct. 

FT AM File Transfcr. Acccss and Managcmcnt. An OSI uppcr-lcYcl ser\"icc for file transfcr bct\\Cen opcn 
systcms FT AM is dcfincd as OSI standard X571. 

FTP F1lc Transfcr Protocol FTP is a TCPIIP apphcation that cnablcs the transfcr of files bctwccn host 
computcrs. 

FTSC Federal Tclccommunicauons Standards Comnunce. A U.S goycrmncnt advisorv body to thc National 
Communications Systcm agcncy. 

FTSC 1003 FTSC dcfinition ofsynchronous data link control proccdurcs (ADCCP) Sec al so ADCCP. 

FTSC 1005 FTSC dcfinition of codíng and modulauon rcqmrcmcnts for 2.400-bps modcms 
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FfSC 1006 ITSC definition of coding and modulation reqmrements for 4.800-bps modcms. 

FfSC-1007 ITSC defimtion of coding and modulation nequirements for 9.600-bps modcms. 

FfSC-1 008 ITSC definiuon of codmg and modulation for 600/1200-bps modcms_ 

FfSC 1010 ITSC definition ofbit sequencing the ANSI X3.4 information code for serial transmissions. 

FfSC 1011 ITSC dcfinition of character and parity structure for ANSI X3.4 transmissions 

Full duplex Simultaneous. independent bidirectional transmission. 

FU NI Frame U ser Network Interface. A sen·ice that performs protocol converswn bemeen Framc Relay and 
A TM nem orks. 

G 

Gabriel A software product that dctects the prcscnce of SATAN. See also SATAN. 

Gateway A de\ice that pcmlits the network acu\'ity on one type of nctwork to flow mto anothcr typc of 
network. A gateway is differcnt from a bndge or router m that it must perform com·ersion and/or emulation tasks 
to tie two (or more) heterogcneous nel\\orks together. whúe bridges and routers link two homogenous nemorks. 
A gateway maps to all seven layers of the OSI modcl. See also bridge añd router. 

GCS Group Control System .. ln an IBM mauúrame em·ironment. GCS is used with the VM operaung system to 
host SNA-orientcd subsystems such as ACF!VTAM: 

GOSIP Govemment OSI Pro file. A set of requirements issued by the U.S and Utlited Kingdom govemments to 
dictate the use ofOSI-compliant products wtthin thc govemment and its agencies. 

GPI Graplucs Programming Interface A gcneralized interface within OS/2 controlling fonts and graphics as 
displayed and printed on a variel\· of devices. 

Groupware A type of software that factlttates sharing of clectronic data and processes throughout a group of 
cnd uscrs. 

GUI Graphical user mterfacc A tenn used to describe a graphical interface as secn by the end user of a 
computer systcm. Specifically. a GUI enables a user to select applications bv selccting icons and graphics 
representations presented on the screen. GUI products include the Apple opcrating system. Microsoft Windows. 
the OS/2 Presentation Manager. HP's NewWave and DEC's DECwindows. 

H 

H4111)(1 and H4005 See transcei,·er. 

half duplcx Transmisswn in onc of two ducctions at any givcn time. but not both ducctions simultancously. 

HASP Houston Automatic Spooling Program An IBM Job Enlf\' Subsystem (JES) for the OS/SVS operatmg 
s~·stcm. 

HCF Host Command Facility. An IBM package origmall\' dcsigned to interface mainframes with 81011 
lnfonnalion Processing machines running thc companion DHCF package. HCF 1s commonly uscd asan interface 
from IBM to non-IBM computers. See also DHCF 
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HDLC High-Lnel Data Link Control. A bit-Ic,·cl protocol for data transmission. HDLC is ISO's 
implemcntation of the IBM SDLC standard HDLC is often uscd as a h1gh-specd gencrnl-purposc computer-to­
compUicr 1 in k. 

heartbeat A function performed by transceivcrs on Ethernet and 802.3 IEEE net\\orks that signals their 
cominuing operaúon. 

High Peñormance Routing (HPR) A mccharusm uscd in lB M networks to providc an SNN APPN nel\\ork 
with native access toa wide-arca ATM net"ork 

HiPPI (High Peñormance Parallellnteñace) A method for connectmg heterogcncous supercomputcrs with 
IBM mainfr.1mes. 

HP Hewlett-Packard Campan~. 

HP 125 HP's implementa! ion of a combined tcnnmal and PC systcm. The HP !25's mcmory capacity was. 
howe,·er. rathcr hmitcd 

HP 150 HP's rcviscd implemcntation of a dual tcmünal and personal computer. TI1c HP 150 al so featured touch­
scrcen opcration 

HP 700 A monochrome HP terminal. 

HP 1000 HP's line ofrcal-time tcchnical minicomputers. The HPIOOOs use a proprictary CISC architecturc. 

HP 2620 A monochrome HP tenninal 

HP 26~0 A monochrome HP temünal. 

HP2697 A color HP ternünal 

HP 3000 HP's lme of general-purpose business computers. TI1c HP 3000 productlmc includes both CISC and 
RISC models. Thc CISC modcls include the MICRO 3000 and Series 70. Thc RISC modcls includc thc HP 3000 
Series 900 Series. 

HP 9000 HP's line of engmccring workstations. TI1e HP 9000 linc includes both RISC and CISC models. 

HP-GL Hcwlett-Packard Graph1cs Languagc. Thc command sct used b\· HP plotters. HP-GL is a \'ector-oriented 
interface that describes the objects to be printcd/plotted as a series of mathematical shapes. HP-GL also suppons 
color. Because of its widesprcad use. HP-GL is oftcn uscd asan intcrmediary fom1at for converting gmph1cs 
from one svstem ( or package) to another. 

HP-18 HP's implcmemation of the IEEE ~88 gencral-purposc. bus interface uscd to interface tape and disk 
drivcs to systcm proccssors 

HP Portable The HP Penable and HP Penable Plus were HP's inuial MS-DOS. penable PC offerings. 
Unfonunateh. the~· lacked such things as built-m disk or diskette dri\·es 

HP-UX HP's UNIX implementation for the HP <JOOO Senes computers. 

HSC Hierarchical Storage Comroller. A DEC de,·¡ ce that allows shared access to a sct of disk dri,·cs. Thc HSC 
is used in V AXclusters to actas the mtermediarv betwccn a Star Coupler and thc drivcs See also Cl. Star 
Coupler. and V AXcluster. 
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ICA Integrated Communications Adapter. An IBM device used in a 9370 and 4300 Series maínfmmes as a 
commurucauons controller. For the 4300. an !CA is an altemative toa stand-alone 3705 or 3725 communications 
controller 

ICMP Internet Control Message Protocol. ICMP is responsible for the detcction and rcporting of link-leve! 
crrors 

IEEE Institute of Electrical and Electronics Engineers. A professional soctety that often participates in the 
development of standards. IEEE rccommendations are usually forwardcd to ANSI for its endorscments Among 
the best known fEEE standards are the 802.2. 802.3. and 802.5 LAN spccifications. 

IEEE -+88 A general-purpose bus interface most conunonly uscd to interface tape and/or disk dnves to system 
proccssors. 

IEEE 801.1 A standard that defines the Logical Link Control (LLC) leve! of LAN communications. IEEE 802 2 
is used with the 802.3. 802 4 and 802 5 medium access control (MACl standards. In terms of layers. 802 2 
resides abovc thc MAC standards. 

IEEE 801.3 A standard that defines the medmm access control (MAC) !ayer for a Camer Sense Muluplc Access 
with Collision Detcction ¡CSMNCD) bus network. The IEEE 802.3 standard is not idcntical to Ethernet: 
however. both Ethernet and 802.3 de,;ces can coexist on the same cable. The IEEE 802.3 standard has been 
adoptcd bv ECMA as ECMA-80. 81 and 82 and bv ISO as ISO 8802/3. Sec also Ethernet. ECMA and ISO. 

IEEE 801.-t A standard that defines the mcdium access control (MAC) !ayer for a tokcn-passing bus network. 

IEEE 801.5 A standard that defines the mcdium aecess control (MACl !ayer for a token-passing ring nctwork. 
IBM's Token Ring conforms to thts standard. 

IEEE 801.6 A standard defining aMAN bascd on a fiber-optic ring 30 miles in length. The standard suppons 
data mtcs of 1 5 Mbps to 155 Mbps. 

IEEE 901.9a A standard for running two nctworks ovcr IOBaseT n;nng. See also tsochronous Ethernet. 

IEEE 1003 IEEE definition ofponablc operating systcms (POSIX). Scc also POS IX. 

IEEE 139-t A local de,·tee mterface for ATM or Fast Ethernet. nhich pcnnits either to be routed to indindual 
devices. See also Fire\\1re. 

IMF/3000 and IMF IV3000 HP 3000-based software that proúdes intemctive (únual temtinal and batch) 
capabihty wnh an IBM mamframe. IMF/31Kl0 uses bisynchronous communications. and IMF Il/3000 uses SNA 
SDLC commumcauons IMF 11 1s also known as SNA IMF. · 

INP lmclhgent Ne1nork Processor. An imelligent HP controller card for the HP 3000 CISC compUiers that 
pro,·ides b1smchronous. SDLC. and X.25 communicauons. 

Internet Interoperabilit~· Objcct Protocol (IIOP). A pan of thc CORSA 2.0 specification that adds 
muhi\·endor connecumv to lhe ORB model. 

IP lmemet Protocol. Sce TCP/IP. 

IPC lntcrproccss communications A mcchanism that cnablcs 1\\0 programs to communicate with onc another. 
The tenn Net-IPC is oficn uscd to describe a net\\ork-levcl interface between l\\O programs. Sec also APL 
APPC. and RPC. 
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IPX A datagram protocol establishcd b' Nm·cll for use m send.ing data over Nctwarc ncmorks. In thc OSI 
model. IPX tS a nctwork-laycr protocol. See also NctWare. 

ISA lndustrr standard architccture. A tcrm used to describe the original bus srructurc used in thc PC/ AT and 
subsequcntly adoptcd by thc industry as a defacto standard. See also EISA and MCA. 

ISDN. Integratcd Sen ices Digital Network. A digital-based net\\ork for voice and data lines. From a broader 
perspectivo. ISDN ts targeted to be an international sen•tce for thc intcgration and nctworkmg of Yo ice and digital 
infonnation. 

ISO Intemational Standards Organization. A volun~·. independcnt organization chancred to define 
intemational standards for communications of al! types ISO is bcst known for útc dcvclopmcnt ofthc sc,·cn­
laycr Basic Rcfcrcncc Modcl for Open Systems lntcrconnection. termcd the OSI Modcl. Sce also OSI Rcfcrencc 
Modcl 

ISO 6-'6 ISO dcfinition of a scvcn-bit charactcr sct. 

ISO 1155 ISO standard for the use of longitudinal parí~· for error dctection. 

ISO 1177 ISO structurc for asynchronous (stanlstop) and synchronous tmnsmiss10n. 

ISO 17-'5 ISO basic mode control procedures. 

ISO 2022 Code extension techniqucs based on thc ISO 6-'6 seYcn-bit character set. 

ISO 2110 ISO dcfinition of a 25-pm DTEmCE conncctor and pin asstgrmtcnts. Scc also RS-232C. 

ISO 2111 ISO basic-modc control procedurcs for code-mdependcnt inforrnation transfer. 

ISO 2628 Complcments to the ISO 21 I 1 baste mode control proccdurcs 

ISO 2629 ISO baste mode control procedures for con\ersational infonnation messagc tmnsfer. 

ISO 3309 ISO dcfinit10n of HDLC frame structurc. Scc al so HDLC. 

ISO -'335 ISO dcfinit10n of HDLC clcments of procedures. See a1so HDLC. 

ISO -'902 ISO dcfiniuon of37-pin and 9-pin DTEffiCE conncctors and pin assignmcnts. Sce also RS-232( and 
RS-H9. 

ISO 6159 ISO dcfiniuon ofHDLC unbalanced class ofprocedurcs. Scc a1so HDLC. 

ISO 6256 ISO dcfimuon of HDLC balanccd class of proccdures Scc a! so HDLC. 

ISO 7-'98 TI1c ISO Open S\stcms lntcrconnect baste Rcfcrence Modcl. 

ISO 8072 Tmnspon Ia-er dcfinitions for ú1c OSI Rcfcrcnce Modcl. 

ISO 81173 Tmnspon larcr conncction-onented scrviccs for thc OSI Rcfcrcncc Modcl. 

ISO 8208 ISO standard for X.25 packct leYCJ protocol. 

ISO 8326-27 Scss10n Lawr conncction-oricnted scn·iccs for thc OSI Rcfcrencc Modcl. 

ISO 83-'8 Nctwork Larcr dcfinitions for thc OSI Rcfcrencc Modcl. 
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ISO 8473 Network Layer connectionless services for the OSI Reference Model. 

ISO 8571 ISO definition of the File Transfer. Access and Management (FT AM) application. Scc also FT AM. 

ISO 8602 Transpon Layer connectionless sen ices for the OSI Reference Model. 

ISO 86!3 ISO definition ofüffice Document Architecture (ODA). See also ODA 

ISO 8632 ISO dcfimtion of Computer Graplucs Metafile (CGM). See al so CGM. 

ISO 8648 Network Layer intemal organization in the OSI Referencc Model. 

ISO 8802/2 ISO standard for class 1 logicallink control. 

ISO 8802/3 ISO's equivalen! of the IEEE 802.2 and 802.3 standards for a CSMA/CD LAN. Sec also IEEE 802.2 
and IEEE 802.3. 

ISO 880214 ISO's equivalen! ofthe IEEE 802.2 and 802.4 standards for a token-passing bus LAN. See also 
IEEE 802.2 and IEEE 8024. 

ISO 8802/5 ISO's equivalen! of the IEEE 802.2 and 802.5 standards for a token-passmg ring LAN. Sec also 
. IEEE 802.2 and IEEE 802.5. 

ISO 8822-23 Presentauon Layer connection-orientcd sen·iccs for the OSI Reference Model. 

ISO 8832-33 ISO definiuon for Job Transfer and Manipulation application cJTMl. Sce also JTM. 

ISO 8878 ISO standard for the use of X.25 as a connection-oriented scn·ice 

ISO 8886 Data-Lmk Layer definitions for thc OSI Reference Modcl. 

ISO 9040 ISO defmition of the Vinual Terminal Sen ices (VTS) apphcauon. See also VTS. 

ISO 9314 ISO standard for Fibcr Distributed Data Interface (FDDI). See also FDDI. 

ISO 9548 Session Laver connectionkss sen "ices for the OSI Refcrence Model. 

ISO 9576 Prescn~nion Layer connecuonless scn·ices for thc OSI Refcrence Modcl. 

ISO 9594 ISO standard for dirccton· scmccs bascd 011 the CCITT X 500 standard Sec also X.500. 

ISO 9595-96 ISO defimuon of nct"ork managcmcnt applications (Cl\11S and CMIP). Scc al so CMIS and CMIP. 

ISO lllCJ20/21 ISO standard for message handling scn·ices bascd 011 thc CCITT X 400 standard Scc also X . .tOO 

ISO 10026 ISO standard for Distnbutcd TrJnsacuon Processing (DTP). Scc al so DTP. 

Isochronous Ethernet Sec IEEE 902.93. 

ISU Intcgratcd Scmcc Unit. The combmation of a channel scn·icc urut (CSU) and data scn·icc unit (DSU) into 
onc dcúcc. The ISU •s uscd to interface computcrs and terminals toa cbgital data scrvicc (DOS) line. Scc also 
CSU. DDS. and DSU. . 

ITU lntemational Tclccommumcations Union The rru IS an agcncy under thc United Nations charged lO define 
standards for intemauonaltclccommurucations. Thc CCilT is a committcc ofthc ITU. Sce also CCITT. 
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IX Interactive Executive. An IBM implcmentation of UNIX that runs as a guest opcrating system undcr thc VM 
operating system on mainfmmcs. 

J 

JCL Job Control Languagc. An IBM tem1 for thc mstructwns uscd to control execution within a Job Entry 
Subsystcm (lES). JCL is also oftcn uscd as a general tcm1 for the instructions required to define a scqucncc of 
cvcnts to be run on a computcr. 

JES. Job Entry Subsvstem. A spcc1fic lB M Job Entry Subsystcm for the OSNS I opcrating system Umt is also 
known as JES I and RES. In more general tcm1s. a job cntry subsystcm controls thc batch job en\"ironmcnt and. as 
part of that en\"ironmcnL collccts infom1at10n from Re mote Job Entry (RJE) workstations and distributcs 
informauon to RJE \\orkstations. 

JESI Job Entry Subsystem ,-crsion 1 An IBM Job Entry Subsystem (lES) for the OSNS I operating svstem. 
See lES. 

JES2 Job Entrv Subsystem \'Crsion 2. An IBM Job Entry Subsystem (lES) for thc MVS operating systcm. Sec 
lES. 

JESJ Job Entry Subsystem ,-ersion 3. An IBM Job Entry Subsystcm (lES) for the MVS operating svstem. See 
lES. 

_job In general. a spccific task or sct of tasks associated mU1 a givcn user or application. Sec also Batch. 

JTI\-Í Job Transfcr and Manipulation. An OSI uppcr-la)cr scrvicc for thc transfer and sharing of¡obs bct\\een 
open svstems. Dcfined as ISO standard 8832/33 

K 

Kbps Kilobits per sccond. 1.02~ bits pcr sccond (approximatclv 128 b)1es pcr sccond). 

KBps Kilob,"tcs per sccond. 1.02~ b\1CS pcr sccond (approxinmtclv 8.192 bits pcr sccond) 

Kcrmit A file transfer protocol de\ clopcd by Columbia University in thc City of New York and oftcn used to 
transfer files betwccn PCs and mid-rangc computcrs. In most implcmcntations. Kcrnut also includes tcnninal 
cmulation. Kermit was indecd namcd aftcr thc Muppct. 

L 

LAN Local Arca Nct\\Ork A commumcations architccturc that JXISscs mformation bctwccn multiple .systcms 
O\'CT rclallvcly short d.istanccs at ,·cry lugh ·spccds 

LANIC Local Arca Nct\\ork Interface Controllcr. An HP controllcr card that mtcrfaces the HP 1000 and HP 
3000 toan 802 3 LAN 

LanWorks A sct of products jomtlv de' clopcd b' DEC and Applc Computer that enablc VAX and IV!acintosh 
s~stems to share files. primers. documems and mail ¡¡,a common nct\\Ork. Latcr combined into Path\Vorks. 

LAP-8 Link Access Balanccd. rc\"ision B. CCIITs implemcntation ofa balanced. bit-oncntcd protocol based 
on the lB M SDLC standard. LAP-B IS most widcl' knm' n as thc protocol of choice to conncct a computcr toa 
packct-swnching X.25 net\\ork 
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LAT Local Arca Transpon. An Ethernet-base<! DEC protocol implemenled for terminal scn·crs lo cnablc 
lerminals connccted lo a sen·er lo establish logical sessions on DEC hosl nodes \\ithoul connccling through 
inlen·ening hosl nodes (as in the case of a SET HOST command). LAT also anem¡xs to minimizc network usage 
by grouping indhidual characters into a single transmission. See also CTERM and termmal scn·cr. 

LA VC Local Arca Vaxcluster. A DEC V AXcluster solution that uses standard LAN conncclions 10 share access 
lo a sct of disk dlives between multiple V AX systems 

LDAP Lightweighl Directo!}· Access Protocol. A subset ofthe X.500 Slandard designed for imeropcmbility 
and case ofuse. LDAP and X.500 provide the means 10 creale a uruvcrsal network directo!}· system. 

Leased Jine A pennanent circuit provided by the telcphone company (or srmilar organi7.ation). A lcascd line can 
be a dirccl pomHo-poinl conneclion ora multipoint com1eclion. Lcased lmes are available for eithcr analog 
(voicc grade) or digitaltransmissiOn. Analog lincs can also be conditioned 10 reduce errors. Scc also 
conditioning. 

LEN Low-Entry Networking. An IBM standard that enables adjaccnl nodes to initiate and tenninate 
communications "ith one another using LU 6.2 APPC. 

LLC Logical Lmk Control. Tbe highcsl sublayer in Layer 2 (data link laver) of the OSI model. In the IEEE 
standards. 802.2 is thc LLC. In Ethernet the LLC and thc medium access control (MAC) are cnmeshcd. Scc also 
MAC and OSI Rcference Model. 

LocaiTalk Apple Computer's cabling for the AppleTalk LAN. 

Location Broker Pan ofHP/Apollo's Network Compuling Systcm (NCSl architecture. Global and Local 
Location Brokers determine whatlocal sen·ices \\ill be availablc on a network-wide basts. See also NCS 

logical unit See LU. 

LRC Long!ludinal redundancy check. An error dctection scheme in which a check chamcter is generatcd on the 
basis of the exclusive OR of all the chamcters in the block. See also BCC and CRC. 

LSI Largc Scalc lntegmuon. An approach lo printcd circuil board design that uses a small number of indt\'idual 
components (chips). with cach componen! being responsible for a range of funclions. See al so VLSL 

LU Logical wlit Logical umts are pan of the lB M SNA structure and corrcspond lo cnlities (for exmnplc. uscrs. 
progmms) that requcst or transmil infom1ation through the network. 

LU T~·r>c O (LU O) Dircct-link communicalions. 

LU T~·¡¡c 1 (LU 1) Data processing "orkstation commumcauons. 

LU T~·pc 2 (LU 2) 3270-type workstation communications 

LU T~·pc 3 (LU 3) 3270-type pnmer communications 

LU Ty¡>c 4 (LU 4) 52511-lvpe pnnler communications. 

LU T~·¡¡c 6.1 (LU ,6.1) Progmm-lo-progmm communicauons using one of the following SNA data strcam 
forntats: chamcter string. 3270. logical mcssages SCf\'ICCS. or uscr-dcfined 

LU T~-J>C 6.2 (LU 6.2) Progmm-10-progmm communications using cither the SNA general data strcam fom13l or 
a uscr-dclined data strcam. 

LU T~-1"' 7 (LU 7) 5251-type workstalion communications. 
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LUNI LA.,'\1 Emulation User-to-Network Interface. Pan ofthe ATM Forum's LAN Emulation Q\·er ATM 
specification. which enables multi,·cndor end statwns to communicate with an ATM nci\\Ork. 

M 

MAC medium access control. The lower Icvcl of LAN communications that handlcs diSCipline and topology of 
the LAN. MAC corresponds to the Physical Layer (laver 1) ofthe OSI Rcference Model. See also LLC and OSI 
Refcrencc Model. 

MACH A multiuser. multitasking opcratmg system dircctly descended from UNIX that offcrs lower o\·crhead 
and higher performance than UNIX. 

MAN Metropolitan arca net\\ork. A somcwhat smallcr. spccial implementation of a W AN. MANs use fibcr­
optic transmissions to prO\·ide high-specd communicatwns ovcr rclatively small distanccs (but distanccs that are 
bcyond thc range of a traditional LAN). Sec also FDDI and W AN. 

MAP Mannfacturing Automation Protocol. A transport systcm defined by the mannfacturing mdustry to 
accommodatc its specific needs and requircmcnts. 

MAPI Messagmg Apphcauon Programming Interface. A propnetary protocol created by Microsoft that pcnnus 
de\"Ciopcrs to crcate mail-cnabled applications. 

MAU Mcdium attachment unit. A devicc that physicallv attachcs toa LAN to perrnitthc connection of one or 
more de\"ices (orLAN segmems¡ to that LAN ,-ja an AUI. See also transceiver and AUl. 

Mhps Megablts pcr second. 1.0~8.576 bits pcr sccond (approximatcly 131.072 b~1es pcr sccond). 

MBps Megab\les pcr second. 1.0~8.576 bytes pcr second (approximateh· 8.388.608 bits per sccondl. 

MCA Micro Channcl Architecture IBM's impro,·ed proprictarv architccture for the PS/2 that rcplaced the bus 
architcctures uscd in thc original PC/XT and PC/ A T. 

MCP l\1aster Control Program Tite opcrating system for the Burroughs line of Unisys computers 

MFI\1 Modified frequency modulation. ·A disk cncoding techmque that results in 17 sectors pcr C\ hnder. MFM 
is the onginal (and sull \\idcly usedl encoding tcchmque for PC disk chlves and uses the ST-506 interface Sce 
also ESDI. RLL SCSI. and ST-506 

MFT Multiprogramming with a Fixed numbcr ofTasks. An IBM Systcm/360 architecturc opcrating S\Stcm. 

M Hz One mili ion cvcles pcr second Tite usage ofMHz has dramaticalh·mcrcascd since lis associated mth PCs. 
In that arena. thc highcr thc MHz. thc raster thc proccssor can opcmtc (lxcausc thcrc are more antilablc cyclcs 
pcr secondl 

MicroVAX Tite lo" endofDEC's VA.,\: linc The Micro VA.,\: Imc mcludes the MicroVAX 2000.I'vhcroVAX IL 
and Micro V A.,\: 301Xl senes 

MicroVMS DEC's implcmentation of thc VMS opcrJting system for the Micro V AX computers. 

Millisecond One thousandth of a second 

MIPS Mil hon mstructions pcr sccond A unu of measurement applied to the performance of con)putcr s~·stems 
For cxamplc. a computcr ratcd at 3 lv11PS can pcrform J mi Ilion mstrucuons in onc sccond. Tiu: highcr thc MIPS 
mtmg. thc lughcr thc performance. 
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modem Modulator-Dcmodulator. A device that convetts bctween the dignal data format uscd by computers and 
the analog signals transmittcd over a telephone circuit 

MPE MultiProgramming Em·ironrnent. HP's operating ~·stem for the HP 3000 Series computers. Note that a 
spccial version ofMPE (MPE-XLl runs on the HP 3000 RISC ~·stems. 

MPOA Multiple Protocols Over A TM. An e:\1ension of the LAN emulation concept. used to map network layer 
addresses--such as IP or IPX--to ATM. 

MRJE/1000 and MRJE/3000 HP 1000- and HP 3000-based software products that pro\'ide bisynchronous 
multilea\'ing RJE suppott to IBM mainframes. 

MS-DOS Mlcrosoft Disk Opcrating Svstem. An operating ~·stem acquired and modified by Microsoft 
Corporation for use in microcomputers. 

MS Windows Mtcrosoft Windows. Microsoft's graphical user interface (GUI) that enables the user to sclect 
from ntultiple on-screen applications. each applicauon occupying a screen window. See al so GUI. 

MTA Message Transfer Agent. In an X.-100 network the MT A forwards messages bctween U ser Agcnts (UA) 
or among other Message Transfer Agents. See also MTS. UA and XAOO 

MTBF Mean ttme bctween failure. The length of time (on average) a unit should operate without failures. 

MTS Message Transfer System The network of routes available bctween Message Transfer Agents in an XAOO 
electrortic mml net\\ork. See also MT A and X.400. 

MTTR Mean ume to repair. The amount oftime (on average) it should take to repair a specific failure. 

multidrop A connection enabling multiple devices to share one physicalline. This is often used in the context of 
a data commurucations line that has multiple terminals attachcd to u. See al so multipomt. 

multipoint A connection bctween multiple de, ices that enables all attached de\ ices to share a common link. 
Thts is often used in the context of sharing a leased telephone line among three or more points. Scc al so 
muludrop 

MVS Multiple Vittual System ¡also known as OSNS Release 2). An 18M System 370 architecture opcrating 
system. MVS is availablc in several packages. 

MVS/ESA MVS/Extended System Architecture. The top of the MVS opcratmg ~·stem line. TilC resource 
rcqmrements of MVS/ESA dictate that it can only be used on top-<>f-the-line mainframes. 

MVS/SP MVS/System Product. The low-cnd MVS opcrating ~·stem line. requirmg the least amount of memory 
and storage 

MVSIXA MVS/extended architecture The middle of the MVS opcrating svstem line. requiring more resources 
than MVS/SP. but less than MVS/ESA. 

MVT Multiprogramming with a Variable Nuntbcr ofTasks. An 18M System 360 architecture opcratmg ~·stem. 

N 

N AK NegaU\'C acknowlcdgmcnt. A transnussion-control chamctcr transmittcd by a rcccivcr as a ncgativc 
response to the sendcr. Thc nomml rcsp::mse toa NAK is to rctr • .msmit the prcvious sequcncc 

Nanosecond One btllionth of a second. 



Managing Multivendor Networks 

N APLPS Nonh American Presentation Leve! Protocol Svntax An ANSI standard for thc presentation of tcxt 
and graphics 

N AS Network Application Suppon. A sct of software products dcvclopcd by DEC to intcgrate products on 
different systcms. NAS is similar m conccpt to IBM's SAA. 

NAU Network address unit. Any of the three addressablc units in an lB M SNA network (in other words. SSCP. 
PU. andLU). 

NCCF Nctwork Conm1unicatwns Control Facility. An IBM NetView module that collccts mamtenancc and 
status information from the SNA network. Sce also NetV1ew. 

NCP 1. Network Control Program. In IBM environmcnts. the NCP is the software nmning in the 
cornmunications controller to control thc data commumcations environment. In DEC ennronmcnts. thc NCP is a 
utilitv that interfaces with lower-lcvel network management modules. 2. In Novell cnvironmcnts. the Nctware 
Control Protocol. 

NCS Network Computmg Systcm. An arclutccture developed and promotcd by Apollo (now HP) for 
implementing Remole Procedure Calls in a heterogeneous computer environment 

NETBIOS Nctwork Bas1c Input Output System. A low leve! interface developed by IBM to allo" PCs to share 
files ·and commurucate \Úth one another over a network. In brief. NETBIOS enables a PC progran1 to open. el ose. 
read \\Tite and lock network-based files. NETBIOS is often emulated by other network systems and forms the 
basis of Microsoft networking architectures. 

NETdisk P.&n of Sun's Opcn Network Computing (ONC) architecture. NETdisk prov1dcs a network-based 
bootmg mechanism for disklcss \\Orkstations. See also ONC. 

Nct-IPC See IPC 

NctVicw IBM's products and sen·ices that providc network managemcnt functwns in an SNA nctwork. Pan of 
the grcate~ s~·stcmVicw systcms managcmcnt hnc. NctView is comJX>Scd ofa series ofmodulcs. including 
Network Communications Control Facihty (NCCF). Network Problcm Dcterminatwn Apphcation (1\'PDA). 
NctV1ew Logical Data Manager (NLDM). NetVIe\\ Management Productil"itY Facility (NMPF). and opuonally 
NetVIew/PC Sec also NCCF. NetVIew PC. NLDM. NMPF. and NPDA. 

NctVic\\/PC A PC-bascd product that enables non-SNA devices to panicipate m thc Nctwork Managcment 
Architecture offered by NetVicw. Sce also NetView. 

l'ictWarc TI1e net\\Ork opcrating system uscd m file sen·ers in NO\·ell networks. 

Nctwork La~cr The third !ayer ofthc OSI Reference Modcl. Network Layer sen·iccs find the bcst poss•blc 
routc for ::1 mcssagc (or packct) to takc through thc nct\\ork. Scc also OSI Rcfcrcncc Modcl. 

Nct\\ork Lock Mana~cr Pan ofSun's Opcn Network Computing (ONC) architecturc. TI1e Network Lock 
Manager pro,·ides record and file Iockmg in conjuncuon "ith Sun's Ncmork File Systcm (NFSJ. See also NFS 
and ONC. 

NcWS Nctwork-cxtensiblc \Vindowing s,·stcm. Sun's origmal Gmphical U ser Interface (GUI) for the SunOS 
opcrating system. One uruquc aspcct of N e \V S is that it extended Adobe Svstems' PostScript technology mto thc 
nCl\\Orking cnvironmcnt. And hkc many othcr S un products. NcWS was liccnsed to othcr companícs who )X)rtcd 
thc interface to othcr OJXraling systcms and cnvironmcnts. Sun has sincc moved on to use thc O¡xn Look GUI It 
co-de,-cloped with A T &T. Sce also GUI and Opcn Look. 

NcwWa\c HP's archuecturc for a Gmphical U ser Interface (GUI) that pro,·ides a common multiwindowcd 
gmphical cm·ironmcnt from which thc cnd uscr can acccss applications rcsidmg on othcr systcrns. Scc also GUI. 
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NFAR Nel\,ork File Acccss Routines. DEC routincs that can be used by programmcrs to integrate DECnct file 
access into thcir programs. 

NFS Network File System A specificauon creatcd by Sun Microsystems for a nel\mrk-based file server that 
allows for record-leve! and filc-lcvcl access m a LAN cnnronmcnt. 

NIT Network File Transfer. A DEC utility for file transfer ,;a DECnet. Files can also be transfcrrcd from one 
svstem to another via the standard COPY command. 

NIDL Network Interface Definition Compiler. Part ofHP/Apollo's Nctwork Computing System (NCS) 
arclutecture. NIDL enables each participating progrant to declare the fomtats and types of data it will be sltanng 
through NCS. Sce also NCS 

NIS. Network lnfommtion Sen·ices. A module within Sun's Open Network Computcr (ONC) architecture that 
maintains a common list of files in thc NFS and who can acccss what files. Fonnerly caBed YP. See also ONC 
and NFS 

NJE Network job entrv. NJE provides a mechanism to distnbute thc processing of a job ( or jobs) among 
mulllple hosts. 

NLDM NetView Logical Data Manager. An IBM NetView mOdule that monitors the infonnation being 
collected from thc network and looks for and reports any failures. Sec also Net View. 

NMA Network management architecture. A general tcnn uscd to rcfcr toa vcndor's or product's approach to 
managmg a nctwork. 

NMP Network Management Protocol. A low-level protocol developed by AT &T that collccts network failures 
and status data. See also Accumaster lntegrator and UNMA. 

NMPF NetView Management Productivny Faclllly. An IBM NctVicw module that provides online assistance to 
thc personncl monitoring thc nctwork. See also NctVicw 

nade An elcmcnt of a LAN that has full routing capabihtv. See also cnd nade. 

NonStop A Tandem Computers productline bascd on faulttolerance 

NPDA Nctwork Problem Dctcnnination Applicatlon. An IBM NetVicw module that presents the current status 
ofthe network. Sec also NetVIC\\. 

NRJE/30011 An HP 3000-based soft"are product that pro,·ides SNA RJE access to an!BM mainfrJmc using 
SNA SDLC commumcations. Also known as SNA NRJE and NRJE 

NRZ Non-rcturn to zero. A line transmisswn schcme whcrcby multtplc contiguous 1 bits are scnt as opposing 
pulses. instcad of two pulses with smular amplitude scparated by a retum to the zero (base) Iine NRZ is 
frequently used by IBM cquipmcnt and infrcquently used by other vcndor's eqmpmcnt. 

NS/10011 and NS/.'000 HP 10110 and HP 3000-based products that provide networking sen·ices in the HP 
AdYanceNctncl\\ork 

o 
ODA Officc Document Architccture An OSI upper-layer sen•ice that defines the fomtat for complcx documents 
contaming text. data. grJplucs. ,.o1ce. and video Dcfined in ISO standard 8613 
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OEM Original equipment manufacturer. The tenn OEM is uscd to describe companies that use equipment 
manufactured bv another compam· as pan of their productor solution. In most cases. the tdentitv of thc onginal 
manufacturer is concealed from the end uscr oftite product. Sec also V AR. 

OfficcVision IBM's mtegration of office automatwn and electronic mail products wtth thc PC and PS/2 
em·ironment. OfficeViswn can link PCs and PS/2s "ith AS/-1110 Officc or PROFS. Scc also AS/~00 Office and 
PROFS. 

OL TP Online transaction proccssing. An approach to application processing that breaks up tite\ arious 
interaetions between a user and applicatton and cnables them to be processed in small pans (transacuons) 
Transaction processing enYironments have spccific routmg requircments. and the programs processing thc 
transactions must be multithreaded 

ON C Opcn Network Computing Sun's architecture for the interconnection of its computers and computer­
related devices 1lús is equivalcnt to IBM's SNA. DEC's DNA. and HP's Ad\·anccNet. 

Opcn Look AT&T's graphical user interface (GUI)"for UNIX. de,·elopcdjointly witit Sun Microsystems. Opcn 
Look pro\"ides tite uscr witit a graphics-oriented. multi,\indowed interface. Sec also GUI. 

Oraclc A relauonal data base product amilable on multiple computer systems developcd and marketed by 
Oracle Corporation. 

ORB Objcct Rcquest Broker. A typc of middlcware titat facilita tes intcropcrabiltty. and cstablisitcs a smglc 
platfomt on whicit ob_¡ccts rcqucst data and scn·iccs on thc client si de or pro\"ides thcm from the scrvcr Stdc 

OS/2 Opcrating System/2. A multitasking opcrating system for 18M-compatible computcrs that includcs a 
graphtcal uscr interface calied the Presentat!On Manager. OS/2 \\as originally de,·elopcd jointly b,· Microsoft and 
!BM. Dcvclopment is now solely the responsibility of IBM. 

OS/SVS Opcrating Svstem/Single Vtnual Storagc. An IBM System/370 arclutecturc opcraung systcm. Also 
known as OSIVS2 Rclease l. 

OSIVSI Opcration Svstem/Vinual StorJge l. An 18M Svstem/370 architecture opcrating svstcm 

OSIVS2 Opcraung System/Vinual Storage 2. See OS/SVS for OSIVS2 Release l. MVS for OSIVS2 Rclease 2. 

OSF Opcn Software Foundatwn. A group of computcr-rclatcd compames titat camc togethcr to define an 
mdustrvwtdc standard for UNIX titat IS separate and distinct from AT&T's standard 

OSF/Motif Tite graphical user interface (GUI) rcleascd by tite Opcn Software Foundation for its ,·ersion of 
UNIX. See also GUI. 

OSI Rcfcrcncc Modcl Opcn Systcms Intcrconnccuon Rcfcrcncc Modcl. A laycrcd arclutccturc for thc dcsign 
and unplemetUation of standards that relate to tite intercmmection of computer systems. The OSI Model is can·ed 
mto sc,·cn la~ crs. ll1esc sc,·cn laycrs_ from top to bottom. are: 

Laycr 7. Application (cnd~uscr and programming scn·ices) 

Laycr 6. Prcscntation (data comcrs10ns and transfonnations) 

La~cr 5 Scssion (logtcal link sct~up and managcmcnt) 

La,er ~. Transpon (dcli,·erY and deii,·erY acknowlcdgment) 

La~·cr 3. Nctwork (routc managcmcnt) 
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Layer 2. Data Link (data packaging and transmissiOn) 

Layer l Physical (physical transmission media) 

p 

PA Precision Architecture HP's nan1e for its RISC architecture. 

packet A group ofbinarv digits--includmg data. origination and destination information--that is switched as a 
whole. See al so 
frame. 

Packet switching A networking technique m which multiplc dC\1ces convert information into smaller packets 
and then send them on a common network. Within the network. packets ean be routed or rerouted through many 
different nodes. as seen fit by the network. Packet·S\\itching networks ean be more cost effective than leased or 
dialable networks beca use chargcs are typ1cally based on the volume of data instead of conncct time or distance. 

PAD Packet assembly/disassembly. A deúce that converts between the X.25 packet protocol (nonnally LAP-B) 
anda nonpacket protocol (such as those used by asynchronous terrninals) so that nonpacket devices can use a 
packet network. In addition to the protocol conversion. the PAD takes large blocks of information from the local 
device a11d brcaks them into smaller packets for the network. Conversely. the PAD also takes the small packets 
from the net\\ ork and assemblcs them into a large block of information for the local device. 

PAM Personal Apphcations M en u. An HP software program implemented in HP PCs in place of the standard 
COMMAND.COM program tltat comes with MS-DOS. PAM provides menu-dnven ser\'ices instead of 
COI\1MANU.COM's command !me interpretation. 

parallel A data transmission metlmd in which the bits in a chamcter are sent at tl1e same time on 8 channcls 
rather !han on a single channel. See also sena!. 

parir~· The addition on a noninformation bitto a b~te. ntaking tl1e number of ones in a b~te either al\\ays ·odd or 
always C\·en This pennits the detection of errors in b~tes that ha\·e single-bu errors 

Pathworks A collcction of products that enables PCs. PS/2s and Macintosh computers to partic1pate 111 a 
DECnet net\\ork This includes storing files. sharing pnnters and emulaung terrninals. 

PBX Pri\·ate branch excltange A pri,·atelv owned telephone routing S\'Stem. 

PC Personal computcr Origmall,· a terrn uscd to refer to the IBM Personal Computer bascd on the lntcl 8088 
processor as mtroduccd m 1981. The terrn PC has. however. gonc on to refer toa larger class of machmes that 
run M S-DOS (or PC-DOS) and prO\ 1de some degrcc of hard\\arc compatibility with the IBM PC. 

PC/AT Personal Computer/Advanced Technolog) IBM's first release ofa Personal Computcr usmg thc lntcl 
811286 proccssor. Thc bus architecturc of thc PC/ AT (two 8-bit PC-stylc slots and six 16-bit slots) \\Cnt on to 
become popular m both 80286 and 80386 machines 

PC Conwrtible 181\1\ earlv attcmpt atan laptop computcr bascd on thc lntcl 81188 proccssor running thc MS­
DOS 

(PC-DOS) opcrating svstcm 

PC-DOS IBM's omplcmcntation ofMS-DOS. Scc also I\IS-DOS 

PC,jr IBM's homc computer bascd on ots original PC dcsign. Thc PCJr featurcd hmotcd mcmory and c\pansion 
capabihttcs 
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PCL Primer Command Language. HP's generalized interface for its Jine of laser. ink-jet and dot-matri~ printers. 
PCL uses scalablc fonts and raster graphtcs bul is not implemented in a htgh-lcvel language. Sec also raster 
graplucs. 

PC LAN IBM's PC networláng producl. 

PCM Plug compatible mainframe. Full-scale computer systems manufactured by companies other than lB M 
(such as Amdahl and Hitaclu) lhal run IBM opcrating systems (for e~mple. VM. and MVS). 

PC-NFS PC Network File System. Pan ofSun's Open Network Compuling (ONC) architecturc. PC-NFS allo\\s 
for PCs and PS/2s lo access information storcd in !he Network File System (NFSl. PC-NFS also includes TCPIIP 
functions for tenninal access and file transfer. See al so ONC 

PC-NFS Lifeline Backup An add-on to Sun's PC-NFS producl. PC-NFS Lifcline Backup permits mulliplc PC 
disks on the network lo be backed up lo a single network disk or tape. See also PC-NFS. 

PC-NFS Lifeline Mail An add-on to Sun's PC-NFS producl. PC-NFS Lifeline Mail pennits a PC or PS/2 to 
pantctpate in TCP/JP and UNIX electronic mail. See also PC-NFS. 

PC-NFS Progrmtmter.s Toolkit An add-on lo Sun's PC-NFS producl. lt implcments Sun's RPC and XDR in tlte 
networked PC enúronmenl. See also PC-NFS. 

PC-RT Personal Computer Reduced instruclion set Tecluuque. See RT S~·stem. 

PCSA Personal Computer Systems Architecture. now called Pathworks. See Pathworks. 

PC/XT Personal Compuler Extended Technologv. The follow-up lo the onginal PC (PC/AT). also based on !he 
lntel XIIXX processor. 

PC/XT 286 A follo" -up productto both thc PC/XT and PC/ A T that combined attributes of both machines into 
one system The PCIA T 286 expcrienced linúted success. 

PDL Page Description Language The generaltenn for a softwarc-bascd printer mterface that defines the page 
layout and contents. E~amples of PDLs mclude GPI. PCL. and PostScripl. See also GPI. PCL. and PostScripl. 

PON Public data network. A telcphone company lhal offcr.s data sen•ices lo lhe pubhc. A public data nelwork 
docs not ha,·e to use packet switching. Sec also PSN 

PDP DEC's linc of 16-bit tecluúcal computcrs. The PDP computer.s use DEC's Q-bus architecturc and nm 
severa! DEC opcrating svstems 

Phascs In DEC tcnmnolo~. thc \'arious rcnsion lcYels ofDECnct are tcmtcd phases. Sincc its first rclcasc in 
1976. DECnet has had five maJor phases· 

Phasc l. Basic scn·ices for PDP-11 s~·stcms 

Phasc 11. Support for all DEC computcr.s and opcratmg S\ stcms 

Phasc 111. Support for network tenninals and X.25. 

Phase IV. Support for Ethernet. 

Phasc V. Support for OSI standards. 
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Physical Layer The frrst (lowest) laver ofthe OSI Reference Madel. The Physical Layer defines the phvsieal 
mterfaee for the network (for example. RS-232 for point-to-point networks. CCm X.21 for interfacing to public 
data networks and 802.3/4/5 for LANs). See also OSI Reference Madel. 

ph~·sical unit See PU. 

Pie k An opemting system developed by Ptck Systems that features integmted multiuser and databasc suppon. 

PJU Path information unit. The combination of the TH and BIU information from the IBM SNA data format. 
See also BLU. 

pixel The smallest elemem of a screen display. Each pixel m a display can be manipulated in terms of color and 
intensity In most cases. the higher the number of pixels. the higher the resolution of the displ3\. 

PM. Presentation Manager. The gmphical user interface for OS/2. See also GUI. 

PNCP Pcripheral Nade Control Point. A point in a PU 2.1 nade that provides lintited IBM SNA managcment 
functions to facilitate LU 6.2 peer-to-peer communications. The prescncc or absence ofthe PNCP facthty 
diffcrentiatcs between a PU 2 1 and PU 2 deúce 

Point-to-point A physical cmmection between only two terntinals or computers. 

¡1ollin~ A methad by which a master de\1ce tmcks the status of its attached devices. When the master den ce 
polls its attached de\ ices. each deúce responds. indicating that it is present. 

POP Post Office Protocol. An electronic mail protocol for UNIX systcms devclopcd by Berkele' Software 
Distribution 

POS IX Definitton of an opemting s~stem easily poned from one computcr to anothcr. Developed b,. IEEE as 
standard 111113. 

PostScript A print description language developed b\' Adobe Systems that pro\'ides multifont. htgh-resolution 
out pul. PostScript features scalable fonts and mster-bascd gmphtcs. Because it is implcmented as a high-level 
lan¡,'ll:tgc. PostScript can be implemented on Yinually any computer ~·stem. PostScript is also used for fonts and 
grJphics dlsplays (and callcd Display PostScnpt in that contexO. Sec also mster graplucs. 

POWER Priorit,· Output Writers. Executwn Processors and Input Rcadcrs. An IBM Job Entry Subsvstem. 
POWERJVS is for thc DOS/V S opemting ~·stem. and VSE POWER is for the DOS/V SE opemting ~·stcm. 

POWERscn·er An IBM linc ofservers for use in engmccring workstation nctworks. The POWERservers use a 
RISC arclutecturc and are pan ofthc RS/6000 computer hne See also POWERstation and RS/61100 

POWERstation A linc of IBM engineering \\Orkstations usmg a RISC architecturc Thc POWERstations are 
pan of thc RS/601XI computer line Sce aiso POWERserwr and RS/6000 

POWER!VS Sce POWER 

Presentation La~·er The si~th laver of the OSI Refcrence Modcl. Thc Prcscntation Laycr standards ensurc that 
data ts prcsented to cach application in a formal that can be undcrstood. Thts includes SCIIJEBCDIC conversion, 
data comprcssion/expansion and so fonh Scc also OSI Refcrcnce Madel. 

PRI Prima~· Rate lntcñace. Thc htgh-cnd mtcrface in thc lntegratcd SeT\iccs Data Network (ISDN). The PRJ 
offers 2:1 64-Kbps data/\'mce lmes anda twem,·-founh 16 Kbps managcmentline. Scc also BRJ and ISDN. 

PRISM Pamllcl Reduced Instructton Set Multiprocessmg HP/ Apollo's tem1 for tls approach to thc RJSC­
arclutccturc Domain computcr 
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Professional 300 A DEC product that implcmcntcd thc basic PDP-11 computer archnccture in a dcsktop modcl 

PROFS Profcssional Officc Systcm An IBM office automauon and clcctronic mail product for thc YM 
operating svstcm (and thcrcforc for IBM mainfr.unes). 

protocol A sct of rules by which two or more deviccs agree on information and code structures requircd for 
successful and error-free communicat10ns. 

PS/1 Personal System/1. IBM's homc computer introduced in I990 and based on an 80286 processor. Thc PS/1 
is an entrv lcvel system that docs not use cither the ISA or MCA bus standards. See aiso ISA. MCA. and PS/2. 

PS/2 IBM's replacement to its originalline of PCs. Most models in the PS/2 line fcature IBM's MCA bus 
arclutecture. Sce also M CA. 

PSDN Packet-Switching Data Nctwork. A data network offcnng packct-switching data sen·ices. Scc also PDN 
and PSN. 

PSN Packet-switching nctwork. Also packet-switching node. A packet-switching network routes small fmgments 
of infonnation (calicd packets) over a series of switched cucuits. A packct-switching node is a dcYice within tlte 
packet-switching network that can route a packet between severa! other packet-s\\itching nodes. See also X.25 

PSPDN Packet-switching pubhc data nctwork. A public data nctwork offering packet- S\\itching data scn·iccs. 
See also PDN and PSN. 

PU Phvsical unit In IBM terminology. a physical unit controls thc attached lmks and resources (logical units) of 
a nodc See also LU. 

PU Typc 1 (PU 1) Workstations (for example. 3270) 

PU T~·pe 2 (PU 2) Cluster controllers (for examplc. 327~) and mid-rangc processors (for examplc. System/1X) 

PU Type 2.1 (PU 2.1) Mid-range processors (for examplc. System/3X) that contain a PCNP. See also PCNP. 

PU Type-' (PU -'l Communications controllers (for example. 3705). 

PU T~·1•e 5 (PU 5) Hosts that contain a SSCP. See aiso SSCP. 

PW2 Personal Workstation Squared (the power oftwo). The Unisvs line ofPCs dcri,·ed from the SpcnY line of 
PCs 

Q 

Q-Bus Intenta! and pcripheral bus used in the DEC Micro VA.\: and PDP-11 Series computers. 

R 

RAID Redundan! Array of Inexpcnsi,·e Disks. A cluster of disks. viewed bv the end user as a single device. that 
nmrors data to multiplc dn\·es. RAID prondcs fast throughpul. fault tolerance. and error correcuon. 

Rainhow DEC's original offering in the PC market. The Rainbow ran MS-DOS or CPIM but was not hardware­
compatible mth the IBM PC. 

RAM Random acccss mcmory. The higlt-spced but volatilc memory used by computers of all Stzes. 
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raster graphics A type of graphics haodling in wluch the nnage is broken into a horizontal senes of dots. mth 
each !me of dots called a raster. Using this approach. the higher the number of horizontal ro" s. the finer the 
resolutton of the pnnted page. See al so dpi. 

RD Receive Data. Alead in the RS-232C interface. RO is used as the rcception line for mcoming information. In 
the full25-pin RS-232C standard. RO is pm 3. In the abbre\iated 9-pm PC mterface. RO is pm 2. See also RS-
232Candffi. 

ReGIS Remole Graphics Instruction Set. DEC's graphics interface to its Vf family of graphics temünals 

RES Remole Entry Sc'"'ices. See JES. 

REX Remole Execution. Par! of Sun's Open Network Computing (ONC) architecture. Enables a user on onc 
system to exccute commands on another system. See also ONC. 

RFI Radio frequency interference. Radio waves that can potentíally mterfere with the operation of electronic 
devices. The U.S Federal Communications Comnüssion (FCC) is responsible for rcgulatmg whether an 
elcctronic device (such as a computer) generales too much RFI or electromagnetíc interference (EMI). Sec also 
EMlandFCC 

RH Request/Response Header The pan of the IBM SNA data formal that defines the type of data in the RU. Sce 
also BLU. 

RI Rmg lndicator. Alead in thc RS-232C interface. RI !S used to tell the terminal or computer that thc phone is 
ringing. Nor.mally Rl is used \\ith dial-up modems. in which case the recei\ing dc\ice can decide whcthcr 11 

wants to answer the cal! or not. In the fui! 25-pín RS-232C st>mdard. Rl ís pm 22. In the abbreviated. 9-pín PC 
interface. Rl ís pm 9. Sce also RS-232C 

ring topolog~· A LAN topology that features a central ring on to \\hích nodes are connected. Sec also bus 
topology. trec topologv. and star topologv. 

RISC Reduced ínstructíon sct computer. An archítecture for computers in whích more functwns are moved ínto 
software while relyíng on h1ghly optimucd hardware to obtam optimwn efficíencv. Sce also CISC 

RJE Remo te job entry. Thc abílitv to submit JObs on a computer from an IBM RJE work-station (a comb1natíon 
of multiple den ces. such as a card readcr. card punclt pnnter and console) toa Job Entry Subs\ stcm RJE IS 

afien uscd as a general mcans for file transfcr: m this sJtuation. a computcr emula tesan RJE workstation .when 
commumcatmg \\Íth anothcr computcr rwmíng tor emulatmg) a Job Entry Subsystem (JES). Sec also JCL and 
JES. 

RJE/1000 and RJE/3tHJO HP 1000- and HP 3000-bascd software products that provide RJE access to IBM 
mainframcs usmg btsynchronous commumcaoons 

RLL Run lcngth limíted A disk cncodmg tccluuquc that results in 26 sectors per cylinder. RLL uses the ST -506 
interface and ís often uscd m place of MFM encod1ng on PCs becausc it IS a denser storage techníque (although ít 
does reqmre drives that are ccnified for RLL cncodmg). See also ESDI. l\1FM. SCSI. and ST-506. 

RMON 2 A standard for remate momtonng. RMON 2 prondes thc means to proactivcly momtor an cnterpnse 
network. usmg an agent or probc to gather stausucs and monitor for prc-sct thrcshold levels. 

RMS Record Management Serví ces The pan of DECnct that handles rcquests to access remole files. RMS 
interfaces mth FAL vía DAP Scc al so F AL and DAP 

ROM Rcad only mcmof\. A tvpc of memory that can be rcad from but not \\TÍttcn to. In contras! to RAM. ROM 
15 lO\\ -spccd. nom·olatile mcmory 
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RPC Remole proccdure call. A set of routines that enables a program operating on one svstem to commumcatc 
mth a program rurming on another system. This interaction nnght be for the simple purpose of program-to­
program communications or can be used to implementa network-distributed application. whereb~· the indJúdual 
tasks of the applicatton are dJstributed across multiplc svstems and coordJnated through RPCs. See al so APL 
APPC. and IPC. 

RPC API RPC Applicatwn Piogram Interface. Part of Sun's Open Network Computing (ONC) architecture. A 
high-level interface that programmers can use to implement ONC RPC. See also RPC and ONC 

RPCGEN RPC Generator. Part of Sun's Open Network Computing (QNC) architecture. A programnung aid that 
automates parts ofthe RPC codJng requirements. See also RPC and ONC. 

RS-232C An EIA standard for computer/terminal interfaces that defines the electrical and mecharucal 
characteristtcs for the interconnection of data terminal equipment to data conmtunications equipment for use at 
stgnaling rates up to 20.000 bps. RS-232C is frequently assoctated wilh a 25-pin connector. Oftcn in a PC 
environment. only thc followmg 9 ofthe full25 lcads are used: Carricr Detcct (CD). Rcccivc Data (RO). 

Transmil Data [TD), Data Termmal Rcady (DTR): Signa! Ground (SG). Data Set Rcady (DSR). Requcst To Send 
(RTS). Clear To Send (CTS). and Ring lndicator (Rl). See also CD. RD. TD. 
DTR SG. DSR. RTS. CTS. and Rl. 

RS-422 An EIA standard for computcr/terminal mterfaces that defines thc electrical and mechamcal 
characteristics for thc interconnection of data tenninal cquipment to data communtcaltOns cquipment for use at 
stgnaling rates up to 20.000 bps. RS-422 ts frequently assoctated \\ith a 5-pin connector 

RS-449 An E lA standard for computer/termtnal interface that defines the electrical and mechanical 
' chamcteristics for the interconnection of data terminal equipment to data communications equipmcnt for use at. 

stgnalit)g rates up to 2.000.000 bps. RS-449 is frequentlv assoctated with 37-pm and 9-ptn connectors. 

RS/6000 RJSC Svstcm/6000 lntroduced m 1990. the RS/6000 is IBM's hne of RJSC -based engmeenng 
workstations and servers The RS/6000 line mcludcs thc POWERstation engmccring workstations and 
PO\VERscrver net\tork scn·crs 

RSCS Remote Spooling Communications Subsystem. Thc IBM Job Entry Subsystem for the VM opcrating 
svstcm. RSCS does not. howe,cr. suppon attaclmtcnt to SNA devtces. 

RSTS DEC's timc-sharing opcmting system for the PDP/11 Series computcrs See also CTS-300. DSM-1 L and 
RSX 

RSX (RSX-11. RSC-llM. RSX-11M-PLUS) DEC's real-time andlor priority-driven multttasking opcratmg 
svstcms for tite PDP/11 Series computers Scc also CTS-300. DSM-1 L and RSTS. 

RT S~·stem Onc of TBM's carl~ enginccnng workstations. Thc RT s,·stem. onginally called thc PC RT. was 
bascd on IBM-propnctan RISC proccssors and had httlc m common "ith thc rest of the PC linc. 

RTAM Remole Tclecommumcattons Acccss Mcthod. An fBM mamframe subsystem that handlcs application 
access and routing \Úthin thc nemork Scc also BTAM. TCAM. and VT AM 

RTE Real Ttme Exccutivc HP's opcmtmg s~ stcm for thc HP 1000 series computer. 

RTS Rcquest To SendA lcad m thc RS-232C interface RTS 15 raised b~ one sidc ofthe hnk when it \\ishes to 
transnut lf the othcr SJdc 15 rca~ to rccci' c. it rcsponds b' mismg thc Clear To Send (CTS) linc. Aftcr 
transmission has bcgun. thc Carricr Dctcct tCD) linc is also raised. In the full25-pin RS-232C standard RTS is 
pin 4 In thc abbrcviatcd Y-pin PC interface. RTS 15 pin 7. Scc also CD. CTS. and RS-232C. 

RTS Rchablc Transfcr Sen ice. In an X 400 electronic mail nemork. RTS \\Orks m concen mth Messagc 
Transfcr Agcnts (MT As) toe usure that thc bcst possiblc routc for a mcssagc is takcn Sec al so MT A and X 400. 

'H? 
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RU Response Unit. The informational (data) ponion of the IBM SNA data formal. See also BLU. 

S 

SAA Systems Applications Architecture. A set of routines and transpon mcchanisms developed by lB M to 
isolatc the dcvclopmcnt of applications from thc specifics of the systems on which they will operatc. Undcr SAA 
a program can be implemented on one type of IBM system and then easily moved to another type of lB M system. 
An SAA-compliant application ·uses thrcc SAA-defined interfaces: the common uscr interface. útc conmwn 
programnúng interface and thc common comnmnications support. See also common~user interface. common 
progranmting interface. and common communications suppon. 

SATAN Security Administrator Too! for Anal~-óng Networks. A free program that is used to detect 
'ulnerabilities in nctworks. Sec also Gabnel. 

SCSI Small Computer Systcms Interface. SCSI is an intelligent bus-<Jriented interface that enables a computer 
to transfer data betwecn a disk. tape or other computer. A SCSI subsystem can suppon up to scven devices and 
each ofthesc devices can communicate directly with one another. Thus. under SCSL a computer can requcst the 
disk to back up to tape. and thc disk will transfcr directly to the tape without any funher interaction from thc 
computcr. SCSI has beco me popular as a hard disk mterface that offers storage of 26 or 36 scctors pcr track. Onc 
final advantagc to SCSI as a disk interface is that it handles the 
relocation ofbad disk arcas on its own. SCSI is used in both PCs and mid-range systems. See also ESDI. MFM. 
RLL and ST -506. 

SDLC Svnchronous Data Link Control. A bit-<Jriented protocol developed bv IBM for use in SNA nctworks: 
SDLC ts the de facto replaccment for IBM bisynchronous communicallons protocols. IBM subnuncd SDLC to 
various standards organi?.ations. and it has been adoptcd as ADCCP. HDLC. and LAP-B. 

SecureRPC A pan of Sun's Opcn Nct\\orkmg Computing (ONC) architecture. SecureRPC providcs additionai 
secunty lo Sun's implementation of RPC. See aiso ONC and RPC. 

serial A data tr.msmission mcthod in which thc bits in a character are scnt one after the othcr ovcr a single 
éhannel. See parallel. 

Scssion La~·er The fifth !ayer ofthe OSI Reference Model. The Session Layer defines serviccs that managc the 
adnunistrath·c functions associatcd with mo,·ing infotlll3tiOn between two systems. such as requesting a logical 
link. mamtaining the link and thcn tcaring it down whcn the transfer is complete Sec also OSI Refcrcncc Modcl. 

SG Signa! ground. Alead in the RS-232C interface Stgnal ground prmides a common rcfercncc ground 
betwcen both si des of thc data communications hnk. In thc full 25-pm RS-232C standard SG is pin 7. In thc 
abbreviated 9-pin PC interface. SG ts pin 5. Sec also RS-232C. 

Sixcl DEC's graphics interface for printcrs. Stxel uses the lower six bits of a b\le to correspond to six vertical 
printcr dots. (In contras!. most Epson pnntcrs use all ctght bits to correspond to etght ,·enicai pnntcr dots). The 
ad\·amage to stxel is thatthc charactcrs gcnerated by using onlv the Iowcr six bits stay \\ithin thc rcalm of 
nomtal. dJsplavable ASCII characters. Thus with stxel. graphics data can be sent to the primer ovcr vinually any 
typc of data communications link. 

SLIP Serial Lmc Internet Protocol. A point-to-point link that can be used in a TCP/IP network lo cmmect two 
TCP/IP dcnces togethcr over a standard scrialline. 

SMP Symmctric multiproccssmg. A multiprocessor implementatwn of a computer wherein an application can be 
broken idecomposcdl into smallcr tasks tltat can be dlstributed across the multiple proccssors and run in parallcl. 

SMTP Simple Mail Transfer Protocol SMTP prondcs basic elcctronic ntail functions in a TCP/IP network. 
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SNA Systems Network Archítecture IBM's architccture for thc intcrconncctions of its computcr and computcr­
. related de\iccs. Tius 1s equi,·alent to DEC's DNA HP's Ad\·anceNet. and Sun's ONC. 

SNADS SNA Distributions Services. A distribution sen·ice for IBM computers opcrating in an SNA 
ennronment that allows for the transfer of files. documents. and electronic mail See also DDM and DIA 

SNMP Simple Network Management Protocol. A lower-level sen·ice that hunts through thc nctwork for failurcs 
SNMP is often Implemented \\ithin TCPnP 

SPARC Scalable Processor Architecturc. Sun Microsystems' implementation ofa RISC architccture computer. 

SPARCscn·cr S un Mierosystems' !me of file and network sen·ers bascd on its SP ARC dcSign. Tite hig.h end of 
the SP ARCsen·er line pushes mto the traditwnal mid-range market in terms of power and architecture. 

SPARCstation Sun Microsvstems' !me of engincering workstations based on its SPARC design. 

S¡>cctrum The code name for the HP 3000 !me of RISC computers. 

SPX Sequenced Packet Exchange. A Novel! protocol that runs on top of Novell's oldcr IPX protocol. Unlikc 
IPX. SPX provides guaranteed delivcry of network messages. In the OSI model. SPX is a transpon la) cr 
prolocol. , 

SQL Structured Query Language. A standard that defines the language for extracting infomtation from a 
database. 

SSCP Svstem Sen·ice Control Point. A point in a host that prondes SNA management functions. TI10 presencc 
of an SSCP enables a de\ice to beco mean SNA PU 5 

SSP s,-stem Suppon Program. The operating system for the IBM System/36. 

ST-506 A disk interface commonl' used in PCs. The ST-506 interface can use either MFM or RLL encoding. 
See also ESDI. MFM. RLL. and SCSI. 

Star Cluster A dc\'ice lltal imerfaces muluplc DEC VA)( svslems ¡,·,a Cllinks) toan HSC. Titis enablcs 
multiplc V AX systcms to acccss one or mofe scts of disk driYes malntamed by one or more HSCs. Scc al so CI. 
HSC. and V AXcluslcr. 

¡¡¡p-1bf>RI\l~~·a&~~ ~l\w.Y that fealurcs a central hub lO" hich nodos are connected. See al so bus topology. 

StarLAI'i A LAl'l implementauon developcd bv A T &:T that uses 1-Mbps cables in a s1ar topologv. HP used lhe 
original StarLAN implcmentalion. titen upgraded il 10 a IO-l\1bps opcrating spced and changcd thc namc 10 
SlarLAN-111 

Status Monitor Pan of Sun's Open Nel\\Ork Computing (ONC) architecture. The Status Monitor enablcs one 
systcm 10 dctcnninc whcthcr anothcr systcmlills bccn rcstartcd. See also ONC. 

S un S un tvitcrosystcms A manufacturcr of cngmccring \\Orkstations and thc architcct of NFS. ONC and 
SPARC Sec also NFS. ONC. and SPARC 

Sun-3 Sun Micros~stems' linc of engmccring \\Orkstations bascd on the Motorola MC6XOOO linc of processors. 

Sun--t S un Micros~stems' linc of cnginccring \\Orkstations bascd on ns SPARC dcsign. TI1c Sun-l.tcnn has bccn 
discontinued ll1 fa\·or of the SPARCservcr and SPARCstation tcnns. 

Sun386i S un Microsystcms' linc of eng,mccrmg ''orkstations bascd on the lntcl X03Xó linc of processors. 
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SunLink Sun's line of products for multivendor connectivity. 

Su nOS Sun's operatmg system for its engineering workstations. SunOS is based on both AT&:T and Berkeley 
versions of UNIX. 

switched line The line connection ntade as a result of dialing via the phone svstem (as opposed toa perntanent 
lcascd linel. 

s~·nchronous A form oftransmission in whtch the sender and receiver exchange timing information on scparate 
charmels to senda frame with no space or marking between characters. Because no start/stop bits are required 
s~·nchronous transmission is more efficient than asynchronous trnnsmission for long messages. See also 
asynchronous. 

System/3X A general temt used to refer to the IBM Systcm/34. System/36 and System/38 lines of mid-range 
computers. 

S~·stem/360 An IBM mainframe first releascd in 1964. Becausc ofthe wav it handled multiple tasks and 
managed large arnounts (at that time) of disk storage. the System/360 paved the way for the ntainfrante defimtion 
oftoda,·. 

S~·stem/370 The System/3 70 was first released in 1970 as the follow-up to the IBM System/360 mainframe. The 
most importan! improwment in the System/3 70 was the introduction of ,·irtual storagc ntanagemem. The 
System/370 rentains the underlying architecture uscd m today's IBM ntainframe products. 

S~·stcm/390 A system releascd by IBM in 1990 as a follow-up to the IBM System/370 ntainfrnme. The 
performance of the System/390 has been grcatly cnhanccd ovcr that of thc System/3 70 through thc use of fibcr­
optic links and high-speed charmel communications. 

S~·stempro Compaq Computer's mid-range computcr offering featuring multiple Intel processors opcrnting in 
conjuncuon \\ith thc Extended Industry Standard Architecturc (EISAlbus. 

T 

TI A standard definition for digital transmission in the Bell System T -carrier digital environment. TI defines a 
path havmg 1 5H Mbps that can be broken mto 24 channels of 64 Kbps sernce Each of the indivtdual channcls 
is said to havc a Digital Signa! Leve! Zero (OS-O) ratc and all 24 as a whole result in the Digital Stgnal Lcvcl One 
(OSI l rate. See also Fractional TI. 

TCAM TeleCommunications Access Method An IBM ntainfrnme subs~stem thal handles applicatton access 
and routing within the nel\\ork. Sce al so BTAM. RT AM. and vr AM 

TCP/IP Transntission Control Prolocol/lntemet Protocol. TCP/IP is a set of network scn·ices lhal provide 
mteroperability betwccn heterogeneous systems. The TCP portian is responsible for providing rehable and 
rcco\·erable commwticauons betwecn two end points. Tite IP portions sels up the routing used by TCP lo 
transnnt. Joimng TCP/IP are l\\O other lo\\ -leve! sen·ices--User Datagram Protocol (UDPl and Internet Control 
Message Protocol (ICMPJ-- that are responsiblc for progranHo-prograrn communications and error reporting. 
respeeuvely. Above TCPIIP are sen·ice applicauons to provide file 
transfer (FTP). tenninal access (TELNET) and elcctromc matl (SMTP). TCP/IP was developcd bv thc Dcfense 
Advanccd Research Projects Agencv (OARPAl and is commonly uscd as a transpon mechanism in 
govemmcntal. engineering and educational environmcnts. See also FTP. ICMP. SMTP. TELNET. and UOP. 

TD Transnnt Data. A lcad in the RS-~32C interface. TO is used to transmit itúomtation across tllC mterface. In 
the full 25-pin RS- 232C standard TO is pin 2. In the abbrcvtated 9-pin PC mterfacc. TO is pin 3 Scc also RS-
232C and RO. 
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TELNET TELNET is a TCP/IP application that enables a user to log on toa remote TCP/IP svstem. 

tenninal sen·er A product that connects temúnals toa LAN. enabling the terminals to establish sessions on host 
nodes. See also DECserYer. DTC. LAT. and TS8. 

TH Transmission header. The pan of the SNA data formal that defines the origin and destination of the message. 
See also BLU 

ThickLAN An tem1 used to define the standard bascband coaxial cable ( IOBASE5) used as the backbone in 
most IEEE 802.3 and Ethernet LANs 

ThinLAN An tenn used to define the thin coaxial cable ( IOBASE2l uscd to interface PCs and office equipment 
in a LAN enYironment ThinLAN segments can be interfaccd toa TbickLAN backbone (or segment l 

ThinWire TI1e DEC term corresponding to ThinLAN. 

TN Temlinal Node. An IBM SNA term 

Tokcn-passin~ discipline A LAN dlscipline whereby a spccific message. tem1Cd a token. is passed from de\'ice 
to de\"ice on the LAN. TI1e dence that possesses the token has the abilitv to tmnsmit on thc LAN and when the 
devicc is done transmitting. it releases the token to the next downstream de\'ice. Token passmg and CSMAICD 
are the two most prenlent LAN dlsc1plines is use. Sec also CSMA!CD 

token-llassin~ ring See IEEE 802.5. 

transcei\"Cr The de\'ice that attaches nodes toa LAN. Digttal's H~OOO and H~005 are tvpical transcel\-crs 
Transcei,·ers interface \\Íth transceiYer cables that attach to the nodes. See also MAU and AUI 

transparcnt data Bmary data transmitted \\llh the rccogmtion of control characters suppressed. · 

Transport La~·cr The founh !ayer ofthe OSI Reference Model. The Transpon Laycr standards ensure that 
mfom1ation gets de!i,·ered lo the intended dcslinauon and thalll is dehvcrcd free of errors. Sce al so OSI 
Reference Model. 

tree to¡wlo~~- A LAN topology that fcatures a !mear backbone onto which nodes or other LAN segments are 
connected. TI1e tree topology and bus topology are similar anci m fact. the two terms are oflen mterchanged. See 
also bus topologY. ring topologv. and star topology. 

TS8 Terminal Sen·er g-pons An HP tenninal sen·er that enables temlinals to access HP 9000 hosts m·er a LAN 
nmning TCP/IP 

TSO Time Sharing Option An IBM productthat enablcs dlfferent uscrs to use a mainframe by shanng the total 
3\'aJlablc CPU on a JXrccntage of u me bas1s 

TTY Telctypc. Originallv a spcc1fic kcvboard/hardcopy dence. the tem1 TTY has gone on to bccome a general 
industry tcnn dcscribing a dumb tcm1mal that IS o¡xratcd on a kc~ -by-kc~· or 1inc-b~·-Iinc basis. 

TurboiMAGE HP's proprietary rclauonal databasc product. 

Twinax IBM's tmnax.al cablíng S\'Slem for the 5250 famil\· ofworkstations. as used with the IBM mid-rnnge 
system line (for examplc. S~stem/36. System/38. and AS/~00). Tmnaxial is similar to coaxial except. as the 
namc implics. tt uses t\\O conductlng corcs. Scc also coaxial 
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u 
UA U ser Agent. A software ¡x¡ckage that interfaces betneen a user and the XAOO electronic mail network. See 
also XAOO. 

UDP Uscr Datagram Protocol. UDP proVIdes a means for two programs in a TCP/IP network to directly 
communicate with one another. 

ULTRIX DEC's implementation ofUNIX for the VAX computer. See also V AXELN and VMS. 

U ni bus An interna! and pcripheral bus used in Digital's V AX and PDP-11 Series computers. 

U nisys The company resultmg from the merger of Burrougbs and Spcrry. 

UNIX A multiuscr. multitasking operating system. UNIX was designed by AT&T (Bell Laboratoriesl to be a 
mdustrywidc opcrating system that could be implemented on virtually any typc of computer. In reality. however. 
severa! dlfferent ,-endors have implemented their own versions ofUNIX nith proprietal}· extensions that are 
largclv incom¡x¡tible with one another. 

UNMA Unified Network Management Architecture. AT&Ts multivendor network management product. 

V 

V.J CCITT international alphabct #5 

VA CCITT definition of structure for V.3 transmission over phone nemorks. 

V.21 A CCITT standard for 300-bps modem operation over switched phone circuits. 

V.22 A CCITT standard for 1.200-bps modem operallon over switched and leascd phone circuits. 

V.22bis CCITT standard for 2AOO-bps modem opcration ovcr switched and lcascd phonc lines. 

V.2.f A CCITT standard for the interchange circuits bctwcen DCE and DTE. Thc V.2.f standard ts compatible 
with thc RS-232C standard. Scc also DCE. DTE. and RS-232C. 

V.25 A CCITT standard for automatic calling or answering equipment on S\\itched networks. 

V.26bis A CCITT standard for l.21~}!2AOO-bps modem operation o\·cr switched phone circuits. 

V.27bis A CCITT standard for 2AOO/.f.800-bps modcm operation o\·er lcascd phonc circuits. 

V.27ter A CCITT standard for 2A1Ml!-t800-bps modcm opcration O\'Cr switched phonc circuits. 

V.28 CCITT dcfinilion of clcctncal charactcristics for Wlbalanccd ctrcuits. 

V.29 A CCITT standard for 9.600-bps modcm opcrauon o\·er point-to-pointleascd phone circuits. 

V.32 A CCITT standard rcgulating transmtssion up to 19.2 Kbps (asynchronous) or 1.2 Kbps (synchronous) over 
swnched or lcased phonc !mes. 

V.JJ CCITT standard for 12.200- and l.fAOO-bps modem opcration ovcr leased phone lincs 
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V.35 A wideJ,· used interface standard for data conncctions at rates up to 48 Kbps. defined by thc CCJTI Note 
that despite the specificauon. the V.35 interface is frequenlly uscd to accommodate rates up to and including 64 
Kbps 

VA2 CCITI error detection and corrcction scheme for modcms. 

V.42bi; CCJTI data-<:ompression method for use mth V.42. 

VAN Value added network. A pri\·ate network (norrnally over a widc arca) offcred on a commcrcial basis. DEC. 
HP and lB M al! offer connecti\"itv na their own proprict~· network.s. In thc case of these three manufacturers. 
this nctwork sen·iccs its own locations. thus giving thcir Customcrs local conncctimfto thc nch\ork at ,·anous 
locations across the countl)·. 

V AR Value-added reseller. A companv or organization that takes a product from one compam·. combines it with 
its own product (or service) and then resells the result to the end user. See also OEM. 

VAX Virtual Address eXtenswn. DEC's wide-ranging line of 32-bit mid-range and htgh-<:nd·proccssors. Capablc 
of running either VMS or Ultrix. these S\'Stems are typically installed on a DECnet (Ethernet) network. Tite V AX 
line includcs the 4000. 6000. 8000. and 9000 series of models. 

V AXBI The bus architecture used in the high end ofthe DEC V AX product line. 

V AXcluster A unique configurarion of V AX S\'Stems that cnable multiple V AX S\'Stems to share acccss to a 
large pool of disk storage V AXclusters were implemented by DEC to provide S\'Stems with computing and 
storage capacn:y similar to that of IBM mainframes. 

V ~XELN A real-tune opcrating svstem for V AX computers. See al so Ultnx and VMS. 

V AXmate A DEC 80286-based personal computer 

V AXstation DEC's line of engmeenng \\Orkstauons based on their proprietary V AX processor architccture. 

Vcctra HP's line of Pentium-based PCs. 

VINES Vinual Network Software PC ncl\lork software by Banyan Systems VINES is somewhat umque in that 
11 can be implcmemed on top of extsting ncl\\ork standards. hke TCP. SNA or XNS. 

\'lllual terminal Thc capabilitv to logtcally conncct to one typc of computcr (or node) from a diffcrcnt computcr 
¡or nodel. 

VLSI Verv large-scale integration. An approach to pnnted circuit-board design that uses the smallest possible 
numbcr of indl\ tdual componcnts (chips l. but with each component responstblc for a broad set of functions. See 
al so LSI 

VM Vinual Machmc. An IBM Svstem/370-stvlc operating system that can host other opcratmg s~·stems as 
rcs1dcm proccsscs. 

VME A gcncrJI-pufJX>SC bus architccturc Frcqucntly uscd in cnginccring workstations (such a Sun's) that use 
the Motorola MC68000 processor senes. 

VMS Vinual Management S\Stem. A DEC opcrating system for V AX computers. Sce also V AXELN and 
Ultrix. 

VS! S ce OSIVS 1 

VS2 Sec OS/VS2 
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VSE Vmual Storage b~endcd. An IBM Systcm/370-stylc operating S\'stcm. 

VSE/POWER Sec POWER 

V T50 An early DEC terminaltype. The V T50 models (for examplc. V T52 and V T55) wcrc not ANSI­
compatible termmals. The V T50 family includes models that support both tcx~ and graphics. 

V TIOO DEC's follow-up to its V T50 familv The VTIOO family (for examplc. V TI O l. V TI02. V Tl25) 
included support for both V T50 operation and ANSI-compatible operation. Thc V TIOO famil~· includcs modcls 
that support both tex~ and graphics. 

V T200 DEC's replacemcnt familv for the V TI OO. Thc V T2lKl family introduccd thc now famihar kc~·board 
layout \\ith scparate cursor. ediung and numeric keypads. The V T2lXl family includcs modcls that suppon 
monochromc tex~ (V T220). monochrome graphics. (V T240). and color graphics (V T241 ). 

V T300 DEC's follow-up to thcir V T200 familv. Thc V T300 includcs performance and crgonomic 
improYements to the basic V T200 design. The V T300 family includes models that suppon monochromc tcxt (V 
T320). monochromc graphics (V T330). and color graphics (V T340). 

V T 400 DEC's follow-up to the V T300 line. The V T 400 featurcs improvc9 mcmory.' scrccn fonts. and scssion 
capabilittes. 

[,·· ~· 

V TI 000 DEC's X Window tcnrunal. The V T 1000 includcs graphics proccssors in support of thc graphics­
intensi'.:c X \Vindo" environment. 

V TAM Virtual Tclecommunications Access Method. An IBM mainframc subsvstcm that handlcs application 
access and routmg \\ithin the network. See al so BT AM. RT AM. and TCAM 

V TS Vinuálterminal sen ices. An OSI upper-layer scrYicc to define a common terminal formal thatrmght be 
shared bctween open svstems. Defincd as ISO standard 9040. 

w 
. W AN Widc area nctwork. A nctwork composcd of svstcms that are rclaliYciy far apan. A W AN can al so 
cncompass a series ofLANs conncctcd togcthcr o\·cr a widc arca. Scc also MAN. 

windows An approach to thc uscr interface that offcrs multiplc applications to a uscr. with cach apphcation 
occupyinga relathely small spacc (wmdow) on thc scrccn. Thc uscr can lhcn sclcct applicati'ons b~- window and 
zoom mto or out ofthcm Scc al so GUI .AJso. the na me of the Microsoft productthat aiTords uscrs thrs typc of 
interface 

WPS-Pius DEC's word processmg software for VMS systems. Also uscd asan integral pan of ALL-IN-1. Scc 
also ¡\LL-IN-1 

X 

X.l CCITT dclinition of scr\'icc classes m pubhc data nctworks. 

X.2 CCITT definitiOn of scn·iccs and facrlllrcs in pubhc data nct\\Orks. 

X.3 CCITT dcfinition ofpackct asscmbl,/drsasscmbly (PADl facihtics in a packct-swrtching nctwork. 

X3A ANSI standard for a 7-bumfom¡auonmtcrchangc codc 
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XJ.15 ANSI spccifications for bn scqucncing of thc X3.4 codc in serial data strcams. 
' 

XJ.16 ANSI spccificat!Ons for character and parity structure in X.34 transmissions. 

X3.28 ANSI standard for the use of communication control characters. 

XJAI ANSI spccifications for codc extcnsions using the 7-bit V3.4 interchangc codc. 

XJ.66 ANSI definition of the Ad,·anced Data Communication Control Proccdures (ADCCPl. See al so ADCCP. 

XA CCITI structure of V.3 transmisswn oYcr public networks. 

X.20 CCITI spcc•fication for interfacing dcYiccs using asynchronous transmission. 

X.20bis A CCITI standard for interfacing tcmtinals (DTE) and computcrs (DCE) 0\'Cr publ1c data nctworks 
using asynchronous V -series modems. 

X.21 CCITI spccification for interfacing devices using synchronous transntission. 

X.2lbis A CCITI standard for interfacing terminals (DTE) and computers (DCE) over public data nctworks 
using synchronous . .Y:scries modems. 

X.25 A CCITI standard for intcrfacmg tcrminals (DTE) and computers (DCE) ovcr a packct smtching public 
data nemork (PSPDN). Beca use of its association with paékct-smtching data 'networks. X.25 has beco me almost 
s~llonymous with thc tcnn packet-switching nch\Ork. · · 

X.28 CCITI standard for startlstop deYice access toa packet asscmblv/disassembiY unit (P!\Dl. Scc also PAD. 

X.29 CCITI cxchangc procedures for a PAD anda packet-mode DTE (normally a computer). X.29 is commonly 
used to facilitatc tcnninal acccss over an X.25 nemork. Sec also PAD. 

X. 75 CCITI spccifications for control and tmnsfer bctwccn packet networks. 

X.400 A standard for implcmenting electrome mail on diYersc computcr systcms. XAOO has proYisions for thc 
cxchangc of mcssagcs. files and Ytdeo mformation. 

X.500 A standard for implementing common director:\· scrvices on hetcrogcneous computer systems. 

XDR Externa! D-Jta Rcpresentation. Pan of Sun's Opcn Nctwork Computing (ONC) architccturc. XTIR proYides 
a common formal for data lxmg cxchangcd among hetcrogcneous systems. Scc al so ONC. 

XENIX An opcrating system markctcd by Santa Cruz Opcratwn (SCOl and based primal")· on UNIX. but 
offcring somc compatibiltt~· w1th MS-DOS. 

XMI DEC's bus architecture used in the top-cnd V A.'\ 6000 and 9000 systems. 

XMODEM A public domain protocol dcsigned to enablc microcomputcrs to tmnsfer files o\·er tclcphonc lincs 
via modcms. 

XNS Xerox Nctworking Systcm. Xerox Corporation's nct\\orkmg serYiccs implemcnted o\·er an Ethernet LAN. 

XON/XOFF A s1mplc pacing mcchanism implemcnted bct\\ecn scnding and rccei,·ing uruts. Undcr this , 
mcchanism. thc scndcr transmits unul thc rccci,·cr scnds an XOFF chamctcr. signaling thc transnuiicr to pause. 
Whcn thc rccCJ\'Cr is rcad! for more dat~. is scnds an XON charactcr and thc transmittcr resumes sending. The 
XON and XOFF charJctcrs are nornmiiY thc DC 1 and DC3 control chamctcrs. rcspcctivcly 
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X Tenninal A graphics-based computer or terminal that suppons thc X Windo\\ protocol. 

X Window A spccification dc,·eloped atthe Massachusens lnstitutc ofTcchnology for a common graphical 
interface and set of protocols. X Window employs multiplc windows to enable a user to concurrcntlv access 
appHcations running on diffcrent svstems. 

y 

YP Ycllow Pagcs See NI S. 
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