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MEMORIA DE CALCULO
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QObietivo

Verificar que los potenciales de contacto y de paso en la red de tierras de {a subestacion
del pozo CNA 966 (Rancho El Tepetatillo), no excedan los valores limite de los
potenciales tolerables por el cuerpo humano, '

Verificar también que la resistencia a tierra de la red se encuentre dentro del rango de
valores recomendados por las normas.

Procedimiento ‘
Basado en la Norma IEEE Std 80-2000 Guide for Safety in AC Substation Grounding.

Referencias
Plano: Sistema de tierras. Pozo CNA 966 Rancho El Tepetatillo.
La red de tierras se construira en un area de 14 m de ancho y 16.30 m de longitud, fuera

del perimetro del area de la subestacion como se muestra en el plano.

Contribucion de corriente de falila monofasica de la Comision Federal de Electricidad en el

punto de acometida

Se ha considerado ia contribucién de potencia de corto circuito monofasico en el punto de
acometida igual a 100 MVA (4373.86 Amperes) con una relacién X/R de 10.0.

Se considerara para los calculos una corriente de 4375 Amperes simétricos.

Datos para el calculo

Corriente de falla 4375 A
‘Resistividad del terreno 300m
Resistividad superficial (Grava triturada) 3000Qm
Profundidad de la red 0.5m
Espesor de la capa de grava. 0.10m
Longitud de red ) 16.3 m
Ancho de red 14.0m
Area de la red 228.2 m?
Tiempo de duracion de ta falla 0.5 seg.
Relacién X/R en acometida 10.0
Longitud de varillas 3.0m
Diametro de varillas 0.0159 m



Disefo de lared .-

Calculo de la seccidn del conductor de la red:

Factor de decremento (Asimetria): -

Constante de tiempo subtransitoria equivalente:

T, = 10.0
1207

Tiempo de duracion de la falla:

=0.0265seg

t, =0.5seg (30ciclos) |

Factor de decremento:

2(0.5)

0.0265 T 0.0265
1-e

D, = {1+
4 0.5

D, =1.0262

Factor de proyeccion Cs:

No existe incremento fuiuro de la corriente de falla: Ce = 1
Corriente maxima de malla:

le = 4375 x 1.0262 x 1.00 = 4489.62 A

Seccién de conductor;

Conectores mecanicos T, =250 grados C

Férmula simpiificada

Akem= |-Ke \/E

De tabla 2 de la Norma, el factor de multiplicacién K;es 11.78

A = 448962 x 11.78 x 0.7071 = 37397.26 cmil = 37.39 kCM

Ef conductor de cobre calibre 4 AWG tiene 41.74 kCM de seccion.

Se empleara por resistencia mecanica el calibre 4/0 AWG (211.6 kCM) con
diametro de 0.0134 m.

Calculo de potenciales folerables

Factor de reduccion Cs

Factor de reflexion = w =-0,98

30+3000



De la figura 11 de la Norma:
Factor de reduccién Cs = 0.68

Calculando el valor de Cs:

30

0.09(1 - ﬁ)ﬁj
C=1- : = 0.6928

(2x0.1)+0.09

Potenciales tolerables

Paso:

0.157

Jo3

=[1000 +6(0.68)3000] ===

E, =2939.69V
Contacto:

0.157

Jos

= [1000 +1.5(0.68)3000] ===

E, =901.44V

Disefio inicial
Disposicidén de conductores y varilias
Conductores paralelos
Conductores transversales 5
Varillas de tierra

Resistencia a tierra de la malla
Longitud de conductores: (4 x 16.3) + (5x 14)= 13520 m
Longitud de varillas: 4 x 3.00 = 12m
Lr=135.20 +12.0 = 147.20 m
Area = 16.3 x 14 = 228.2 m?

1
Rg 0 + ! 1+ !
1472 ~f20x228.2 1405 20
2282

R, =1.0347Q



Corriente maxima de malla
le= 4375 x 1.0262 x 1.00 = 4489.62 A

Céalculo de GPR
le =4489.62 Ay Rg=1.0347 Q
GPR =4489.62 x 1.0347 = 464540V
4645.40 > 901.44 V

Célculo de potenciales en la malla

Calculo del valor de “n™:

| 2x135.20
‘T 60.6

0.
n, = \/L=1.0014
4x

V2282

= 4,462

n,=1.0
n, =1.0
n=4462x1.0014x1.0x1.0 =4.468

Calculo de K;:

Ki=1.0

Calculo de K:

K, =-/1+05 =1.2247

Célculo de Ly (Para calcular Ey):

3.0

N16.3% 4142

L, =135.20+|:1.55+1.22( J]le =155.84m

Calculo de Lg (Para calcular Eg):
Ls = (0.75 x 135.20)+ (0.85x12)= 111.6m



Calculo de K.

1 4.66 (4.66 +2x0.5) 0.5 1 8
K =—|Ln + - + Ln
27| | 16x0.5x0.0134  8x4.66x0.0134 4x0.0134 ; 12247  2x4.468—1

K = —I—[Ln(202.57 +64.28 - 9.328) - 0.928]

27
K, =0.7357
Calculo de K

Ki= 0.644 + {0.148x4.468) = 1.3053
Caiculo del potencial de malla

E_ =30x0.7357x1.3053x 4489.62
55.84

\E, =829.97V

Calculo de potencial de paso:

Ks=l[ R S (1—0.5““)}
7| 2x0.5 4.66+05 4.66

K, =0.436

K, =0.644+(0.148x4.468) =1.3053
4489.62

E, =30x0.436x1.3053x

E, = 686.85V

Comparacion entre el potencial de malla v el potencial de contacto tolerable
829.97 <901.44 V

Comparacion enire el potencial de paso en Ia malla vy el potencial de paso tolerable
686.85 < 2939.68 V




Resumen de resultados
La malla tiene una Ry menor a 5 Ohms (subestaciones de distribucion), por lo

que el disefo cumple con los requerimientos del Articuto 14 de la Norma IEEE Stid 80-
2000. Asimismo, los potenciales de malla y de paso son menores que los potenciales

tolerables, por lo que el disefic cumple con el Articulo 16 de la Norma anterior. -
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AISLAMIENTO: GUIA DE PENSAMIENTO .

1: MATERIALES
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2: De pulso (impulso):
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1. Podemt;é% ensar que los dateszhan revelado la distribucién exacta

G

de fallas Vs volta]e y por ﬁ 9’% ahi en adelante, deben usar-
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1 Gau531ana) d M:EV*S zg’(ﬂ aje y, por lo tanto, pudieran o
‘ te . la media (u) y la desviacion -
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esta malggSp‘r«e‘ etmes ““%’Ela prueba no obtendremos, en general la mis-

ma dlstm' ume

“@% J‘ aﬁﬁun ue (2) no sea rigurosamente cierta, no es irazonable
@};ﬁ;ﬁ aund gur
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( ):*pmrélo que se dijo y porque es- matematlcamente clerta..




La Distribucién Normal
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0.10 (10 %)




Nuestro problema:
Se tiene o conoce F(x). Deseamos que nuestros datos encajen em—una
distribucion normal (escoger p y 6) Un método simple es usar:
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niﬁe cresta para la cual la probabilidad de descarga
eﬁ@““o »

Y athstand Voltage). La tension de cresta 3¢ abajo del CFO
asl@c T ”1ghtmng Impulse Insulatlon Level. La tension de cres

i Basu: Switching Impulse Insulatlon Level. La tension de  --
cresta para la cual la probabilidad de descarga es 10% si se
usa un pulso de prueba de 250/2000 p seg.
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Para calcular el IL nece51tarmos ‘

M a'}*ﬂml)ortante jeeite m,; ag “'%lamtento no renovable el BIL 6 BSL
fe\gﬁ Wl:taje mAaximo axsa‘% l""?:‘i aislamiento no tendra descargas
&g' su‘bltas por vencumq%?{de a resistencia de aislamiento, cuando se
*s@im te a un nimero ey ‘em ©o7de pulsos estandar.




IDEARIO
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Pregunta: PFO=0.50 % es aceptable ?
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_ 1269.6-1273.6
1273.6x0.06

= ~0.500 que equivale a 48 % del PFO

casi nunca ocurrirad (1 en 50) por.lo que hayggue__e __uemﬂer el anal1s1
g

— La prob %v\ﬁda%asomada con cada '_:\cf‘" %e*g%?l/N (N=50) .
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pfo, pfop

1 0.00013
2 0.
3 0.02442

s

41.5 % indica claramente gwque subir el aj

. . oI i ’ ‘_}:ﬂ:|
@ma01on entrq;ﬁ éhsz tifasico y monofésico no.se percibe gran ~ ---
“3’ A j,@g_&, =
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*;ﬁque da un 10% PFO = 1386 kV, pensamos lo 51gu1en-
Sea'un PFO de 0.50 % se ubica cerca de 1250 kV. Este no -
que es mucho menor que 1386 kV.
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ISA Embraces
Open Architecture

By john McDonald, David Caceres, & Stuart Borlase, KEMA Consulting; Juan Carlos Olaya,
Interconexion Electrica S.A.; and Marco Janssen, KEMA T&D Power

Integration and
automation are

key factors when
upgrading or building
new substations.

nterconexion Electrica S.A.
E.SP. (ISA). Medellin. Co-
lombia, has embarked on a
program of installing stan-
dardized digital control systems
(DCSs) for its high-voltage trans-
mission substations. Although
ISA has been installing DCSs in
1ts substations since 1992, these
systems have all been of a non-
standardized design. This prac-
tice resulted in many problems
including the difficuity of pro-
viding additions or changes to a
system. the lack of interchange-
able parts, and the need for spe-
cialized knowledge and training
“r each substation and system.
A acquired these varied designs
trom public open bids. The com-
pany now has 10 different DCS
solutions from 6 different suppli-

hitp://www tdworld com

Frg 1. Cnntrol centers in the Purnm and La Sierra substation control rooms,

Incentives for Standardization

W By deve[;)ping a standard functional specification, the functionality of an apphed
substation automation systern (SAS) is consistent and independent of the supplier and
supplier product line.

B Lower design and engineering costs with the reduction in the number of different
SAS solutions,

& A reduction in operation and maintenance costs associated with training of
personnel, purchase and tracking of spare pants, and customized upgrades to the SAS.

W Standardization creates a simplified and cost-effective system because the
specification restricts the functionality to that only required to satisfy ISA’s specific
expansion and upgrade objectives at the time of bid.

M The specification of equipment with an open-system architecture that must
comply with international standards ensures a low-cost migration path with the

possibiiities to extend or replace existing parts of a SAS with the most suitable
preducts avaitable.

W A standardized specification will drive competing bidders to provide only the
required functionality at the lowest cost. The supplier also will consider the econo-

mues of scale in the bid price and the reduction or integration of functions and
devices in the system design.

Transmission & Distribution World

October 1599



Table 1: Non-Standardized Subsstation Automation Systemsin 1SA

Orctober 1999

Substation Year Yendor System Type
Substation Operating LAN Bay Level
Level System
San Marcos 230 kv | 1995 Schneider France 1SS 7000 vy VS APRILMet Telemecanique
{APRIL 5000}
Primavera 230 kV 1996 AEG Colombia Factory Link Windows NT Modbus Plus Modicon 984
ta Sierra 230 kV 1597 AEG Colomb:a Factory Link Windows NT Modbus Plus Modicon 984
Purmio 230 kV 1997 Schneider Colombia Factory Link Windows NT Ethway Telemecanique
. . TSX 1067
San Marcos 230 kv | 1998 Automatizacidn Celombia Factory Link Windows NT Ethway Telemecamque
{extenston) Avanzada TSX 107
Paez 230 kV 1998 Aistom Colombia Factory Link Windows NT ILSA IMOS-HV
Sabanalarga 230 kv | 1999 Schnewder France 1515 7000 (v8) Windows 3,11 LAN 7000 BC 7000
(extension) {APRIL 5C00)
Fundacién 230 kV 1999 Schne:der France NAT N.A D JBUS BC 7000
lextension} . {APRIL 5000}
Cerromatoso 230 kv | 1999 Schneider Colombia Factory Link Windows NT Modbus Plus SEPAM 2000
rSOChagoia 230 kv 1999 ABSB Sweden MicroSCADA Windows NT LON REC 561
Guatiguard 230 kv 1999 ABB Sweden MicroSCADA Windows NT LON REC 561
Chint 500 kv (SVC) | 1999 Siemens Cermany WwinCC Windows NT SINEC-H1 Simadyn +
5U200
La Virginia 230 kv 1999 Cegelec France ALSPA P320 UNIX CONTRONET CE2000/C370
San Marcos 500 kV | 2000 Automatizactén Colombia Factory Link Windaws NT Ethway Telemecanique
Avanzada TSX 107
r"Controlled trom Sabanalarga.

I

ers—many of them foreign—
in 14 substations. Clearly
there was a need for a change
to a standardized design.

ISA is the largest electrical en-
erey (ransmission company 1n
Colombia. It owns and operates
more than 75% of the countrv’s
power-transmission system. The
ISA transmission system consists
of: thirty-three 230-kV substa-
tions and four 300-kV substa-
nons: more than 6058 km (3765
miles) of 230-kV overhead transmis-
sion lines (66% of total countrv) and
1068 km (664 miles) of 500-kV over-
head transmission lines {100% of 1otal
country); and a total installed trans-
formation capacity of 5294 MVA, [SA
supervises and controis the operation
of the National Interconnected Sys-
tem (SIN) from its National Dispatch
Center. The SIN inciudes all of
Colombia’s 230-kV and 500-kV net-
work. as wel] as 30 hydroelectric and
60 thermal power plants.

[SA began studying the possible in-
iroduction of DCSs for its substations
in the late 1980s. In 1992 ISA pur-
chased the first DCS for the San Marcos
230-kV substation—Ilocated about 300
km (186 miles) southwest of Bozotd—
which went 1nto commercial operation
in September 1995. After that. ISA con-

The SAS prov‘ides the

and control.

tinued specifying and acquiring more
DCSs for its substations and now has 12
substations equipped with DCSs. Two
more DCSs will go wnto operation in
the next !2 months.

To reduce design. specification and
operation and maintenance (O&M)
costs. [SA inmtiated a standardization
project to coordinate and unify the
technical specifications and procure-
ment of future DCSs. In 1997, ISA
contracted with a local consulting
company {Mejia Villegas 5.A.), with
external advice from KEMA Consult-
ing, for the preparation of standard
technical spectfications for DCSs.
which was referred to as the substa-
tion automation system (SAS). The
standards address the application of the
SAS in the construction of new subsia-
tons. as well as in retrotit and exten-

Transmission & Distribution World

framework to enable existing

and future intelligent electronic
devices (IEDs) from various
suppliers to work together
to facilitate more efficient

and cost-effective monitoring

sion work in existing substations,

Incentives for Standardization

Table | summanzes the vari-
ous generations of non-stan-
dardized SASs (DCSs) currently
installed and planned for ISA's
substations.

1SA has found that the non-
standardized systems. such as
the one shown in Fig. |, provide
the required functionality, but
extensions or changes impose
complications because specific
and detailed knowledge of each par-
tucular system is required. ISA also
has found that 1t becomes dependent
on the manufacturer because it is al-
most impossible to add and integrate
products and functions from other
vendors, most of which are foreign
suppliers. This dependency has
driven up the price of each instalied
SAS. Some of the other major diffi-
culties with current SAS implemen-
tations 1nclude:

® The need for specific and inten-
sive training of personnel for sach
proprietary system and substation

® The need for a large siock of
different. specific spare parts for each
SVsIem.

The advantages of implemenung
a standardized SAS include signifi-
cant savings in investment and life-



Table 2: SAS Logical Architecture

Level 3 Remote Contro! & Supervision, and Corporate Users
Level 3 - Level 2 Communications and Interfaces
Level 2 Level 2 Processing System Online & Application &
Historic Substation
Data Repository User Interface
Level 2 - Level 1 Communications and Interfaces
Level 1 [ Bay Controller Basic User Interface
Level 1 - Level 0 Communications and Interfaces
Level 0 l intelligent Electronic Devices and Individual I/O Peints
Power System Equipment

cycle costs, and the functionality be-
comes 1ndependent of a supplier’s
product line and Q&M costs are re-
duced.

System Architecture

The SAS 1s a computer-based sys-
tem used to bring together indepen-
dently operating subsystems—such as
supervisory control and data acquisi-
tion (SCADA), communications,
protective relaying, power apparatus
control, metering, and alarm annun-
craton—inio a unified data acqusi-
won. monitoring and control svstem
a the substation. The SAS provides the
tramework to enable existing and futare
mtelligent electronic devices (IEDs) from
vanous suppliers to work together to
facilitate more efficient and cost-effec-
tive monitoring and control.

The SAS architecture consists of
two structured hierarchical levels,
the bay level and (he substation level
{Table 2). Equipment is interconnected
through a distributed data nerwork to
provide full-operation autonomy at the
bay level.

The standardized specification of
the SAS architecture required that the
SAS satisfy ISA's exisung functional
requirements with a low-cost migra-
tion path to satisfy 1SA’s fature envi-
sioned requirementis and expected
changes in integration and auioma-
tion technology.

" Functional Criteria

The control modes correspond to the
control hierarchical levels as shown in
Table 2. Control acttons arc only pos-
sible from one location. Selection of

cal control coverrides any control
aode higher in the hierarchy.

Level ! {Bay Level) Critenia:

B Dara Acguisition allows for the
acquisition of dara from [EDs and the

Selection of local
control overrides any
control mode higher

in the hierarchy.

means o acquire inputs thal are not
available from [EDs.

W Processing of Digital Status and
Alarms provides venfication and stor-
age of digital input data.

W Processing of Measurement Signuls
enables the acquisition of measurements
from energy-revenue meters and other
[EDs, such as multifunction measurement
units and protection devices

® [nrerlocking provides continuous
evaluation of the stats of power equip-
ment and-operating and protection trip
conditions before executing control
commands.

W Protecnion Trip Commands and
Transfer Trips are implemented n
hardwired schemes separate from the bay
controller.

W Communicarions with Local Area
Nenvork handles and monitors commu-
nication among all Level I devices.

W Awromaric Monironing and Con-
trol Functions are based on anatog and
status inputs acquired at the bay levei
to consolidate functions currently per-
formed-by separate control sysiems and
programmable logic controllers. Time-
critical functions, such as fault isola-
tion. are accomplished directly by the
protective relays. '

Level 2 (Substation Level} Criteria.

B Svstem Securire. Each user is as-
signed one name and code (password)
assoclated with a secunty level to de-
termine the accessible displays. the data
to be consulted or modified. and the
functions availuble 1n user interface,
both for its own operanonal works and
for engineering works.
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B Historical Dara Management
monitors specified substation events,
performs calculations on data. and
stores the informauon—ncloding data
from digital fault recorders (DFRs)
and sequence-of-events recorders
{SERs)—in bulk read/write memory

W Device Tuggng blocks the opera-
tion of substation devices at all con-
rol levels.

W Seguence-of-Events, Alarms, Re-
ports and Trending records, displays and
allows analysis ot histoncal and rew-time
daia with o | ms time resoluton,

B Operations Log allows operators
to establish a log of substation opera-
lions. equipment failures, equipment
maintenance and any other informa-
tion required for later reference.

& Muss Storage Backup of all infor-
mation in the processor and controlier
hard dnves.

W Automatic Monitoring and Con-
rrof Funcrions s simlar w Level |
functionality, but offers higher levels
ot monitoring and contrel for the
substation level

Hardware and Software Criteria

B Substanton Host Processor The
substation host processor must be bused
on industry standards and sirong net-
working ability, such as Ethernet.
X/Windows. Motif, TCP/IP. UNIX and
Windows NT. as well as an indusiry
accepted relational database with SQL
capability and emierprise-wide com-
puting. A full graphics user inwerface
(bit or pixel addressabie) must be pro-
vided with Windows-type capability.
There also must be interfaces 1o
Windows-type applications (Excel,
DDE inmterface and OLE intertace). The
substation host processor must be flex-
ibie and expandable, and transpor-
able to multipie hardware platforms
(PCs, Power PC, DEC Alpha, Sun and
HP). For a smaller substation, the host
processor may be a single processor.
For a large substation, redundant pro-
cessors with failover options may be
present. Smaller “slave™ or “server”
substations will have 1EDs. but may
not have 1 SAS The [ED daa from
these “server” substations will be sent
upstream to a larger “master” or “cli-
ent” substation that containg a SAS.

W Substanon Local Area Nenwvork
(LAN}. The substavon LAN must meet
industry standards to allow interoper-
ability and plug-and-play capabilities.
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Open-archttecture principles must be
followed. such as use of industry stan-
dard protocols (TCP/IP. IEEE 802.x
[Ethemnet], UCA 2.0, [EC 61850). The
LAN must interface to bay-level equip-
ment and be hardened for the substa-
uon environment. The LAN must have
enough bandwidth to support inte-
erated peer-to-peer data acquisition
and control requirements.

m User fnterface. The user interface
in the substation must be an mtuitive
design to ensure effective use of the
system with mummal confusion. An
efficient display hierarchy will resuit
in all essential activiues beimng per-
formed from a few displays. The
amount of typing must be mintmized
or eliminated. There must be a com-
mon “look and feel” for all displays.

A library of standard symbels must -

be used to represent substaunon power
apparatus on graphical displays.
Multiple databases must be avorded.
The substation one-line displays may
be similar in appearance to the dis-
plays on a SCADA/EMS.

B Communicanon Interfaces. Inter-
faces 10 IEDs are required to acquire
dama. determme the operating status of
each [ED. support communication pro-
tocols used by the [EDs. interface to
the SCADA/EMS and to provide data
1o corporate users over the wide area
network. Remote dial-in capabilities
may be constdered in the fuwre for
authonzed access 0 data and alarms,
the execution of diagnastic pro-
grams and to configure [EDs. An in-
terface to a time reference source,
such as a global posiuoning system,
should be available as well.

W Corporate Data Reposuory. The
corporate data repository enables us-
ers 1o access operational and non-op-
erattonal (load forecasting, engineer-
ing studies) substation data while
maintaining a firewall to substation
control and operation tuncuons. Both
operational and non-operational data
1§ needed. The uulity must determine
the SAS data users. the nature of thewr
application, the type of daty needed
and the frequency of update required
for each user. ISA identified the user
groups (operations. planning, engi-
neering, SCADA, protection, meter-
ing. mamtenance and information
rechnology) of the data from the SAS,
and also determined the user require-
ments for the type. periodicity. accu-

System support
should be provided
for comprehensive
diagnostic software

routines, online

software module
integration, as well as
online modification
of database
parameters.

racy and format of the data.

Performance Criteria

System performance critenia deter-
mine the operation of the SAS. and
allow quantitattve and qualitative

comparison of different vendor pro-

posals. Performance critena include
response times, system utilization,
storage capacity. availability and re-
dundancy. failure recovery, main-
tainability and expandability. Clear
criteria must be established to deal
with availability, minimal transfer
tumes, fault tolerance and redun-
dancy. which permits the vendor to
define the type of redundancy of this
equipment to comply with the re-
quirements. No single component
failure or detectable communication
error should disable or degrade the
performance of primary substation
monitoring and control funciions.
For maintainabality, self-diagnostics
must be performed by all SAS com-
ponents. and all problems or failures
detected must be alarmed. System
support should be provided for com-
prehensive diagnostic software rou-
tines, online software module inte-
gration, as well as online
modification of database parameters.

Supplier Pre-Selection

ISA has established a separate. stan-
dardized process for the acquisition of
SAS equipment. To ensure that a stan-
dardized technical specification results
1n the procurement of a standardized
SAS. ISA has adopted a rigorous
procurement strategy.

In the standardized acqusition pro-
cess, the main suppliers that [SA rec-
ognizes will be nvited to subrmt pre-
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selection proposals for the SAS. The
invitation includes a document of pre-
selection criteria and questions 1s-
sued with the standardized specifica-
tion, The pre-selection proposals wil
be evaluated by [SA and assigned
weighted scores based on the level of
compliance 1o obligalory requirements
and desirable reguirements.

The resulting scores of compliance
to obligatory and desirable require-
ments will be related to the prices of
the proposals to obtain a total techn;-
cal-economic score, The evajuation of
the proposals will result in the selec-
tion of two suppliers with the best tech-
nical-economical solutions for the SAS.
Selection two suppliers minimizes the
number of variations of SAS systems
installed in ISA and ensures a competi-
tive bid process. Demonstrations of the
proposed systems may be evaluated
before the final selection.

Contract Negotiation

Afier the pre-selection process. the
objective is 10 make an alliance with
one or both strategic partners, which
guarantees their participation in the
provision of the required SAS during a
five-year period. With this option, ISA
guarantees that the mosi recent and
standard hardware and software tech-
nology 18 used in the SAS. This will
produce significant ume and costs sav-
ings in the acquisition, negotiation,
contracting, development. implemen-
tation, manienance and training for
the SAS. The agreement with the pre-
selected suppliers will stipulate that
contract terms and prices are valid for
the five-year period. and that purchase
of the SAS from any one supplier de-
pends on ISA’s evaluation of the per-
formance of the supphers, the standard-
ization of the installed systems and
any new technoiogy available.

Organizational Changes

1SA requires organizational changes
1o ensure a standardized specification
and procurement process, and coordi-
nated management of the resources re-
lated to the SAS. ISA will create a group
of design, construction. operation and
maintenance personnel o specialize
in the standardized SAS technoiogy,
The main functions of the group will
be Lo partictpate in the planning. de-
sign and specification of the SAS: 1o
keep updated on the evolution of the



technology of the SAS; and to be in-
volved in all aspects of acquisition
and commissioming of the SAS. as well
as the maintenance and expansion of
SAS instailauons.

Summary

ISA. as a transmission utility 10 3
recently deregulated and privanzed
market, 1s facing several challenges
with the use of SASs. In a competitive
uulity environment, standardization
and open-system architectures for in-
tegration and automation of substa-
uons are key factors in considering
substation additions or upgrades to
ISA’s wansmussion system. The stan-
dardized SAS specification and pro-
curement process ensures that any sub-
stanon additions or upgrades are at
minimal cost by facilitating competi-
tive bids with comparable function-
ality. ISA’s substations interconnect
the various parts of the Colombian
transmission system, as well as the
interconnection to several distribution
networks. In a dereguluted market, in-
formation regarding the status of the
network and all of its components is
cnucal. Standardized open systems fa-
cilitate the requirement that data must
be supphied on an as-needed basis to
various users in the enterprise. because
the functionality of the SAS can be
revised accordingly Furthermore, the
functional requirements of the SAS
can follow the migration of the bust-
ness strategies of ISA, thus providing
more cost-effective soiutions. For ex-
ample. ISA is considering a decision
regarding the manping of substations
versus distributed control. The impie-

mentatien of this decision will be fa-
cititated by the flexibility of the SAS
standardized specthication and imple-
mentation process.

Vertical disintegration of the in-
dustry, unbundling of services, open-
transmission access and retail wheel-
ing are requiring the sharing of much
more data at the transiussion level in
real-time. Al the same time, a tremen-
dous amount of standardization activ-
ity is occurring in substation commu-
nications and protocols. Fortunately,
the primary groups sponsoring these
activiles—EPRI, [EEE and IEC—-are
working together with a high level of
input from vendors, utilities and con-
sultants. The great collective purchas-
ing power of major eiectric uulities 1n
North America has forced the vendors
to redesign their products. This amount
af industry support and harmoniza-
tion is proving to be the vehicle for
rapid deptoyment and acceptance of
an industry-wide comrnunication stan-
dard for field device integration that
will support the needs of automation
and integration projects being con-
sidered at many utilines. Wl
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ABSTRACT

The need for information in the deregulated, competitive utility environment places even greater
emphasis on the communication protocol. Historically, suppliers have developed their dwn
protocols that best suited their products The systems suppliers and integrators who tried to
integrate these products had a difficult ime making these products talk to each other Worse vyet,
even the same protocol had different versions that caused incompatibility between two systems
or devices With the greater emphasis on the communication protocol today, there is greater
emphasis on standardization of commuaication protocols. The most focused industry activity
today in protocol standardization is in the substation integration and automation area.
Specifically, these efforts address a standard intelligent electronic device (LED) protocol, as well
as a standard substation local area network (LAN) technology. The efforts also include a
standard protocol to bring the substation information out of the substation and into the utility
enterprise.

INTRODUCTION

Electric utility deregulation, economic pressures forcing downsizing, and the marketplace
pressures of potential takeovers have forced utilities to examine their operational and
organizational practices. Utilities are realizing that they must shift their focus to customer
service Customer service requirements all point to one key element, information — the right
amount of information to the right person or computer within the right amount of time The flow
of information requires data communication over extended networks of systems and users. In
fact, utilities are becoming among the largest users of data and, are the largest users of real-time
information



The communication protocol is needed for data communications and the subsequent flow of
information. Communications and protocols enable automation to be implemented. The success
of the automation applications 1s very dependent on the selected devices, the communications
media and the communication protocol Standard industry protocols for different application
areas (e.g., control center, substation, wide area network, customer site) allow the electric utility
the flexibility to choose the best products from suppliers for their system, without the constraint
of unique protocols and unique devices.

PROTOCOL FUNDAMENTALS

The communication protocol allows two devices to communicate with each other. Each device
must have the same protocol implemented, and the same version of the protocol. Any differences
in the implementation of the protocol in either device will result in communication errors.

If both devices are from the same supplier, as well as the communication protocol, there is little
risk that the devices would not be able to communicate with each other This is typical of the
situation where the supplier has developed a unique protocol to allow all the capabilities of the
two devices to be utilized. In other words, by using the supplier’s unique protocol, the utility
guarantees the maximum return on their investment in the devices. They are able to use all the
device’s functionality. However, because of the unique protocol, the utility is constrained to one
supplier for support and purchase of future devices

If both devices are from the same supplier, but the protocol is an industry standard protocol
supported by the device supplier, there 1s little risk that the devices would not be able to
communicate with each other The device supplier has designed their devices to operate with this
industry standard protocol, and with the same version in each device The utility is not
constrained to one supplier for future device purchases, and will be able to realize lower device
prices due to competition Industry standard protocols typically have much more overhead than a
supplier unique protocol, and therefore require a higher speed channel for the same efficiency or
information throughput. There is some risk that device functionality may be not be totally
realized by using an industry standard protocol. Were the devices designed before the industry
standard protocol was available? If so, there may be device functionality not supported by the
protocol. If the devices were designed after the industry standard protocol was available, the
supplier should have designed the devices in conjunction with the protocol functional
capabilities.

With the advent of open system concepts, which ideally allow devices from different suppliers to
communicate with each other (interoperate with each other), it should be possible for a device
from one supplier to talk to a device from another supplier, using an industry standard protocol.
In thus scenario, it is critical for factory testing to verify that the functions of one device are
supported by the protocol and by the other device, and vice versa Since the devices are from
different suppliers, there is risk that each device may have capabilities not supported by the other
device There is also risk that the protocol implementations of the industry standard protocol by
the two suppliers in each device may have differences. These differences would need to be found
and corrected during factory testing.



Having an industry standard protocol, where the device suppliers have designed their devices so
ail device functionality and capabilities is possible with this protocol, provides the utility the
flexibility to choose the best devices for each application With multiple sources for the devices
the competitive purchase process results in lower prices for the utility. Higher speed
communication channels are more prevalent today to make up for the increased overhead of
industry standard protocols

EPRI UCA PROTOCOL PROFILE

During the late 1980s, the Electric Power Research Institute (EPRI) commissioned a study into
the communications requirements of the electric utility industry. That study, released in 1991,
performed a needs assessment, looked at the then available open systems networking protocols,
and made recommendations regarding the best fit between available protocols and the industry’s
communications needs. The results of the study were the Utility Communication Architecture
(UCA1) The study recommended that the framework underlying the UCA be the OS] basic
reference model and that the protocols chosen be ISO standards, wherever possible. The UCA 1s
a subset of the 150/0SI standards chosen to be an internally consistent set of protocols that
conceptually provide all communications services that would be required in the electric utility
business and operations environment. Such a suite of protocols, which is chosen to provide a
vertical set of communications services, is called a profile. UCA1 included two profiles, one
using the full seven layer OSI model, and one Enhanced Performance Architecture (EPA) three
layer profile for simpler, less complex devices or IEDs.

UCA2 was developed by EPRI as an update of version 1 incorporating definition work done by
an industry group and several utility demonstration projects. Like version 1, UCA does not
define one communication profile, but rather provides for a selection of standards to create a
profile for specific applications. In all cases, the profile includes the Manufacturing Message
Specification (MMS) protocol standard at the application level as a messaging service, UCAZ2
provides increased functionality going beyond most proprietary and some de facto standard
protocols

Although UCAZ has been announced and documentation has been released, work still continues
in a number of committees to define the object models (software modules associated with
components such as breakers or switches) needed to support interoperability of devices This
work has been completed for basic power system devices, and is known as GOMSFE (Generic
Object Models for Substation and Feeder Equipment).

UCA devices are self-describing. The self-describing supplier-independent device object models,
when combined with the supporting profiles, provide a seamless view of real-time data
throughout the utility enterprise. Using standard commercial off-the-shelf PC and/or workstation
packages (e.g , MMS browsers), individual users anywhere in the UCA enterprise can, subject to
security and access controls, directly access real-time data from substation devices, or customer
interface — and beyond.

An [EEE Standards Coordinating Committee (SCC) of the IEEE, called SCC 36, oversees and
coordinates the further evolution of UCA specifications into IEEE Technical Reports. The



committee’s scope includes data communication standards for electric, gas and water utilities
Relevant IEEE standards committees manage progress of the various parts of UCA, and SCC 36
assures consistent and productive overall direction SCC 36 organized an [EEE review of the
existing UCA documents and determined how they can be adopted and/or revised as TEEE
Technical Reports (TRs), resulting in the publication of IEEE TR1550 in December 1999 SCC
36 1ssued a solicitation for members to numerous bodies that are developing standards related to
utility data communications, including for example, the American Gas Association, the
American Water Works Association, and within the [EEE (the Power Engineering Society, the
Industry Applications Society, and the Communications Society). EPRI continues its active role
in UCA development, It will support standardization committee activities, including IEEE, and
will continue to identify new utility requirements and solutions in data communications.

The UCA2 MMS and GOMSFE work is being integrated into IEC 61850 This substation
automation communications standard is bringing European and North American standards
developers together to produce one worldwide standard.

UTILITY SUBSTATION COMMUNICATION INITIATIVE

The EPRI UCA/Substation Automation Project began over five years ago to produce industry
consensus regarding substation integrated control, protection and data acquisition, and to allow
interoperability of substation devices from different manufacturers. In mid-1996 the Utility
Substation Communication lnitiative had its first meeting as a continuation of the EPR]
UCA/Substation Automation Project. Approximately 25 utilities and 15 suppliers are
participating, having formed supplier/utility teams to define the supplier IED functionality, and
to implement a standard LED protocol (UCAZ profile) and LAN protocol (Ethernet). Initiative
meetings are held three times each year, including UCA interoperability demonstrations of
supplier [EDs at every other meeting. New [ED products with this functionality are now
commercially available, and compiled in a UCA products list maintained by the Initiative
(available from ftp sisconet.com/epri/subdemo/products.zip). The utilities provide demonstration
sites for the implementation of the new IED products to demonstrate interoperability between
IED equipment from different suppliers. The widespread consensus and collective buying power
of many utilities caused the suppliers to redefine their products toward industry standards. The
supplier/utility teams are working together in two ways' redefinition of the supplier products, and
utilities providing actual substation demonstration sites for the implementation and testing of the
new products ’

DNP USER GROUP

Since 1993 vendor and utility membership in the DNP User Group has steadily grown to its
current worldwide membership of more than 300. The ongoing management of the protocol is
directly in the hands of the utilities and vendors who use it. The DNP User Group acts the focal
point for this ongoing evolution, bringing the DNP3 community together to collectively manage
and evolve the protocol.



A primary reason for DNP3’s success has been its stability, coupled with interoperability and
enhancements to ensure compatibility with existing implementations. Acceptance of the
conformance testing process now means users have a high-expectation that devices from
different suppliers will work correctly out-of-the-box The DNP Technical Committee responds
to market needs while ensuring that extensions to DNP3 do not make existing implementations
obsolete Both suppliers and utilities benefit from this commitment to compatibility and
continuity.

There is an updated DNP web site (www dnp.org) and a new DNP membership structure. The
goal of the new web site is to provide new features to enhance the site’s usefulness for both
visitors and members In addition to the Basic Membership level, a new Premium Membership
level providing additional membership services will be offered

CHOOSING THE BEST PROTOCOL

How do you choose the best protocol for your application? There are a number of questions to be
answered. First, what area of your system are you concerned with? 1s it the protocol from a
SCADA master station to the SCADA RTUs? Is it a protocol from substation IEDs to an RTU or
a Programmable Logic Controller (PLC)? Is it a local area network in the substation? This is the
first question to be answered

Second, what is the timing of your installation? Is it in the next six months, or is 1t in the next
eighteen to twenty-four months? Or, is it even longer term, in the next three to five years? In
some of the application areas technology.is changing quickly, and the timing of your installation
has a great impact on your choice of protocol. For example, if you are implementing new [EDs
in the substation, and need them to be in service in six months, your protocol choices will be
DNP3, Modbus and Modbus Plus. These protocols are used extensively in TEDs today. In some
cases, if you choose an IED that ts commercially available with UCA2 MMS capability today,
then you may chose UCA2 MMS as your protocol. However, if your time frame is one to two
years, you should consider UCA2 MMS as the protocol. You should monitor the results of the
Utility Substation Communication Initiative utility demonstration sites, implementing new
supplier IED products which have implemented UCA2 MMS as the IED communication
protocol, and using Ethernet as the substation local area network.

If your time frame is near term, such as six months, it 1s important that the protocol choices you
make are from suppliers who are participating in the industry initiatives and are incorporating
into their products’ migration paths to this future technology In this way, you are assured of
protection in your current investment, so that it does not become obsolete, and must be thrown
away and replaced by new technology, but can be incrementally upgraded to the new technology
as much as possible.

SUBSTATION PROTOCOL APPLICATION AREAS

There are various protocol choices depending on the protocol application area of your system. In
the previous section the first question to ask is the area of the system being considered. The



protocol choices vary with the different application areas. In the following sections different
application areas are reviewed with respect to the present state of protocol development and
industry efforts The time frame of development efforts 1s discussed to help determine what 1s
real for your specific project and its schedule for implementation.

IED to RTU/PLC (Within the Substation)

The need for a standard IED protocol dates back to the late 1980s. IED suppliers will be the first
ones to say that their expertise is in the [ED itself, and not in the addition of two-way
communications capability to the [ED, not in the communications protocol, and not in the added
functionality from a remote user. At the same time there were industry efforts to add
communications capability to the IEDs, each IED supplier was extremely concerned that any
increased functionality did not drive the cost of their [ED so high that no utility would buy it, and
that the performance would not be compromised by the added functionality Therefore, the cost
must remain competitive, and the performance must remain the same, as standardization is
incorporated into the [ED

With the TED suppliers’ lack of experience in two-way communications and communication
protocols, the result was IEDs with crude, primitive protocols and, in some cases, no individual
addressability and improper error checking (no select-before-operate). Therefore, each [ED
required its own communication channel, and RTUs at the time were limited in the number of
these channels that were available, if they were available at all. There was pressure on the
Supervisory Control and Data Acquisition (SCADA) system and RTU suppliers to be able to
communicate to these [EDs purchased by the utilities Each RTU and IED interface required the
implementation of a new protocol, and a proprietary protocol not used by any other IED.

It was at this point that the Data Acquisition, Processing and Control Systems Subcommittee of
the Institute of Electrical and Electronics Engineers (IEEE) Power Engineering Society’s (PES™)
Substations Committee recognized the need for a standard [ED protocol. The Subcommittee
formed a task force to examine existing protocols and determine, based on two sets of screening
criteria, the two best candidates [EEE Standard 1379, Trial Use Recommended Practice for
Data Communications Between Intelligent Electronic Devices and Remote Terminal Units ima
Substation, was published in March 1998, This document does not establish a communication
standard. To quickly achieve industry acceptance and use, it instead provides a specific
implementation of two existing communication protocols in the public domain.

The first protocol 1s DNP3, the Level 2-subset implementation as published by the DNP User
Group The DNP protocol was developed by GE Harris Canada (at the time, Westronic, Inc ) in
order to stabilize the expansion of unique protocols used to communicate between SCADA
RTUs and a variety of IEDs The DNP protocol used as its basis several IEC 870-5 documents,
which were then in development, but extended and/or modified these to accommodate North
American preferences and practices. There has been work done to harmonize the TEC 870-5
documents, which were later made International Standards, with the DNP variations. DNP is
essentially a four layer protocol using layers 1, 2 and 7 of the 1SO/OSI communications profile
set, and adding a pseudo-transport layer 4 to facilitate transmission of large data messages. It is
specifically designed for data acquisition and control applications, and focuses its application
information in the area of electric utility data transmission,



The second protocol is [EC 870-5-101, developed by IEC Technical Committee 57 Working
Group 03, including the 101 companion standard (profile). The TEC TC57 WGO03 was chartered
to develop protocol standards for telecontrol, teleprotection, and associated telecommunications
for electric utility systems, and it created IEC 870-5, a group of five utility-specific protocol
standards 1EC 870-5 specifies a number of links, frame formats and services that may be
provided at each of three layers, similar to the EPRI UCA specification. IEC 870-5 uses the
concept of a three-layer Enhanced Performance Architecture (EPA) reference model for
efficiency of implementation in devices such as RTUs, meters, relays, etc. Additionally, IEC
870-5 includes a “User Layer”, which is situated between the OSI Application Layer and the
user’s application program to add interoperability for such functions as clock synchronization
and file transfers. Another document developed by IEC TC57 WGO3 is IEC 870-5-101, a
companion standard (profile) that contains definitions specific to RTUs and TEDs Three other
companion standards that support the communications requirements for other utility devices
have been defined These are commonly known as 102 for metered values, 103 for substation
protection and automation, and 104 for network communications.

The task force decided to use the IEEE “trial use recommended practice” designation for this
work, with a limited lifetime, that these recommendations would fill a void on an interim basis
until a longer term, more permanent solution was ready to be implemented.

The EPRI/UCA Substation Automation Project began over five years ago, to produce industry
consensus regarding substation integrated control, protection and data acquisition, and to allow
interoperability of substation devices from different manufacturers. An open process has been
followed on this project, to review each major project document and milestone in the open forum
of standards-related organizations. There have been over 600 participants in this review process
worldwide. The Substation Protocol Reference Specification recommended three of the ten
UCAZ profiles for use in substation automation. Future efforts in this project are integrated with
the efforts in the Utility Substation Communication Initiative :

Generic Object Models for Substation and Feeder Equipment (GOMSFE) are being developed to
facilitate suppliers in implementing the UCA/Substation Automation Project substation and
feeder elements of the Power System Object Model. The GOMSFE work merges the UCA
Forum Substation and Feeder Automation work with that of UCAZ2 in order to produce common
generic object models for implementation of UCAZ2 compliant field devices in electric utilities

New 1ED products with this functionality are commercially available. The utilities are providing
demonstration sites for the implementation of the new TED products to demonstrate
interoperability between [ED equipment from different suppliers and to evaluate and recommend
a suitable UCA-compliant substation LAN

In summary, for TED communications, if the time frame for implementation is within six months
or so, the choice should be for products existing today, with DNP3, Modbus or Modbus Plus
communication protocols. However, if the implementation time frame 1s longer, say one year or
more, you should seriously consider EPRI UCA2 with MMS as the communications protocol.
With all suppliers, it 1s imperative that you evaluate their product migration plans. For example,



can you migrate from today’s IED with DNP3 to tomorrow’s TED with EPRI UCA2Z MMS
without replacing the entire IED? In this way, even with a short time frame for implementation,
you have the future option of migrating the [EDs in the substation to EPRI UCAZ2 in an
incremental manner, without wholesale replacement. As stated previously, if you choose an IED
that is commercially available with UCA2 MMS capability today, then you may choose UCA2
MMS as your protocol.

RTU/PLC to Master (Substation to Utility Enterprise)

This is the area of traditional SCADA communication protocols. The Data Acquisition,
Processing and Control Systems Subcommittee of the [EEE Power Engineering Society (PES)
began work on a recommended practice in the early 1980s as an attempt to standardize
master/remote communications practices. At that time, each supplier of Supervisory Control and
Data Acquisition (SCADA) systems had developed a proprietary protocol based on technology
of the time. These proprietary protocols exhibited varied message structures, terminal-to-Data
Circurt Terminating Equipment (DCE) and DCE-to-channel interfaces, and error detection and
recovery schemes. IEEE Std 999-1992, /[ERE Recommended Practice for Master/Remote
Supervisory Control and Data Acquisition (SCADA) Communications, addressed this non-
uniformity among the protocols, provided definitions and terminology for protocols, and
simplified the interfacing of more than one supplier’s remote terminal units to a master station

Unfortunately, this work was completed well after the industry need for the work, In the absence
of a standard, suppliers continued to develop their own proprietary protocols. Many of these
protocols became de facto standards due to their widespread use However, these protocols did
not incorporate ail of the advanced features offered by some other protocols already in use

The major standardization effort that has been undertaken in this application area over the last
few years is an international effort in Europe as part of the IEC standards making process The
effort resulted in the development of the IEC 870-5 protocol, which was slightly modified by GE
Harris (Canada) to create DNP. A number of years ago Working Group 03 of IEC Technical
Committee (TC) 57 commenced work on a “telecontrol” protocol. The primary idea was to
develop a single international standard that all suppliers would implement It addressed the
telecontrol domain where the primary constraints were low bandwidth communication channels
(in Europe, these typically ranged from 75 bps to a maximum of 600 bps), and a configuration of
a single master station interacting with simple devices (RTUs)

The design of the resulting telecontrol protocol, IEC 870-5, reflects these constraints 1t 1s a very
efficient protocol, and assumes a single master station scanning status and analog values from
simple RTUs over point-to-point communication channels. In the United States, GE Harris
(Canada) modified the protocol, primarily at the Data Link Layer, and named it DNP
(Distributed Network Protocol) This protocol incorporated a “pseudo” transport layer, allowing
it to support multiple master stations. The goal of DNP was to define a generic standards-based
(IEC 870-5) protocol for use between IEDs and data concentrators within the substation as well
as between the substation and the SCADA/EMS control center. Success led to the creation of a
supplier-sponsored user group that currently maintains full control over the protocol and its
future direction. DNP3 has become a de facto standard in the electric power industry, and is
widely supported by suppliers of test tools, protocol libraries, and services.



CONCLUSIONS

As we look to the future, it seems the time between the present and the future is shrinking! When
a PC bought today 1s made obsolete by a newer model with twice the performance at less cost in
six months, how do you protect your investment made today? Obviously, there is no way you
can keep up on a continuous basis with all the technology developments in all these areas You
must rely on others to keep you informed, and the choice of these “others” is critical. Every
purchase you make must evaluate the supplier not only on their present product(s), but also on
their future product development plans Is the supplier continuously enhancing and upgrading
their products? 1s the supplier developing new products to meet future needs? Do the existing
products have a migration path to the enhanced products, and the new products? These are all
important questions. The choice of the right supplier today will help ensure you stay current with
future industry developments and trends, and allow you to take advantage of these new
technologies with the least impact on your current operation
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ABSTRACT

Like most electric utilities, the Omaha Public Power District (OPPD) has installed various
equipment condition menitoring {(ECM) devices. These devices are monitored locally, or
monitored remotely via a dial-up connection The data downloaded through the remote
connection is stored in individual databases, and not in the corporate data warehouse. OPPD
discovered a potential catastrophic failure with a generator step up transformer, and was able to
“manage” the problem and avoid the ramifications of an unexpected failure with diagnostic
equipment monitoring. Last year OPPD began a substation integration and automation project
under EPRI Tailored Collaboration, resulting in a standard integration architecture for the
intelligent electronic devices (IEDs) in the substation This architecture i1s capable of integrating
ECM IEDs, resulting in the benefits of additional device data extraction and the sharing of this
data throughout OPPD utilizing the corporate data warehouse. Integration architectures will be
installed in two pilot substations that include ECM 1EDs. In addition, a Substation Automation
Training Simulator (SATS) with ECM IEDs will be used by OPPD for training, testing and
development

INTRODUCTION

The advent of industry deregulation has placed greater emphasis on the availability of
information, the analysis of this information, and the subsequent decision making to optimize
system operation in a competitive environment. The IEDs being implemented in substations



today contain valuable information, both operational and non-operational, needed by many
groups within the utility The challenge facing utilities is determining a standard integration
architecture that meets the utility’s specific needs, and can extract the desired operational and
non-operational information, and deliver this information to the users who have applications to
analyze the information. The ECM IEDs are a major source of this information, and can be
integrated into the substation architecture identical to the other substation IEDs, such as the relay
[EDs.

EXISTING EQUIPMENT CONDITION MONITORING DEVICES

The following equipment condition monitoring devices are currently instatled at OPPD.

s Six GE Harley LTC-MAP 2126 devices on three transformers in one substation

s Six GE Harley LTC-MAP 2130 devices on two transformers in one substation and four
devices on two transformers in another substation

e Four GE Harley LTC-MAP 3030 devices: one on the generator step up (GSU) transformer at
Nebraska City Plant, two on 345/161kV 300/400/500 MVA auto transformers, and one on a
GSU peaker unit transformer '

. The on-line Maintenance Action Planner (MAP) for load tap changers (LTCs) continuously
monitors performance data from various types of sensors, such as temperature and current. It
stores this data in non-volatile memory for downloading to a personal computer. These monitors
have analog input channels, which are used for sensor, current, and voltage inputs, and digital
input channels. OPPD monitors the main tank, LTC, tap position, phase current, motor current,
voltage, coil, contacts, and other items. Samples or readings are taken every five minutes, and are
stored locally until the data is downloaded. The downloaded data is reviewed every morning

The four conditions that are reported are:

OK (indicated by green)

Alert (indicated by vellow}

Alarm (indicated by red)

Communication failure (indicated by blue})

N N S I (NS

The majority of the non-OK reports are for communication failures. OPPD is sampling twelve
devices every five minutes and each device has one or two cards with thirteen to seventeen ports
on each card. In other words, there are a'lot of data points being sampled. It is common to clear
several hundred-communication failures every week. The majority of the other reports are for the
partial discharge (PD) channels, since OPPD has not standardized the settings in the partial
discharge monitors.

» Four GE Harley T-MAP 3100 devices
The on-line transformer Maintenance Action Planner remotely gathers and processes data in

order to access and communicate the on-line condition of transformers. The analog input
channels are used to monitor partial discharge (six different sensors and one additional for



ambient PD), currents, motor, top oil, and bottom oil The digital input channels are used to
monitor loss of AC, fans, contacts, GenBus, TCG (total combustible gas), and winding
temperature.

¢ One GE Syprotec TNU (transformer nursing unit) on a 345/161kV 300/400/500 MVA auto
transformer

This unit is part of an EPRI TC project. It is called up separately. It samples the oil for dissolved
gases and saves the data in the CPU in the TNU. This unit was to sample the gases in the head
space (gas space above the oil in the main tank). This portion of the TNU has not worked on the
unit at OPPD, resulting in dropping this part of the EPRI project. The TNU does a good job of
displaying the results of the on-line DGA (dissolved gas analyzer) results There have been some
" fluctuations in the DGA readings due to the wide ambient temperature swings experienced in
Nebraska.

o One Mitsubishi DGA also mounted on the Nebraska City Plant GSU

The Mitsubishi DGA does the same thing as the GE Syprotec TNU umt Unfortunately, the only
way to get the data from the unit is to take a laptop to the unit and download on site This is
currently being corrected

In summary, OPPD accesses these monitors by connecting a computer locally on site or by dial
up connection and downloading the data. Each type of monitor has its own software for
accessing the data. All data 1s stored in an individual database (not the corporate data
warehouse) Most of the monitors are set up to download the data on a regular interval, such as
every night.

Engineering Technical Support, Substation and System Protection, and Substation Engineering
are all involved in the monitoring program. Technical Support has the overall responsibility.

OPPD is going to add monitoring on all new critical substation class transformers. The
possibility of adding momitoring to circuit breakers and other substation equipment exists for
future applications

EQUIPMENT CONDITION MONITORING RESULTS

One specific incident will be discussed where equipment condition monitoring detected
problems with a GSU. OPPD made modifications to the FOA cooling system in an effort to
mitigate the occurrences, and reduce the duration of the internal electrical disturbances

History

Nebraska City GSU #1 isa 17 1 kV - 345 kV, 600/672 MV A Westinghouse shell-form
transformer, built in 1978 This transformer is part of a family of Westinghouse generator step-
up transformers, which have exhibited two known problems:



Uninsulated T-beams - Core laminations can come into contact with the vertical members of
the T-beam that are not insulated The subsequent hot spot involving the magnetic circuit in
the transformer will produce a variety of hot metal gases, including acetylene. The severity
of the heating and the associated insulation breakdown is directly related to the rate and
composition of the gases detected in the insulating oil

(Note: The uninsulated T-beam situation has been recognized for several vears as the
principal cause of problems associated with these transformers. However, OPPD tests
indicate that the failure mode described below may be a more serious concern. )

Open Winding Failures - Turn-turn failures in the high-voltage coils of these transformers
have been occurring at an alarming rate. The root cause of the problem is usually difficult to
determine since the failure is typically violent, and causes substantial coil and core damage.

The uninsulated T-beam problem will cause low level gassing, but did not show itself to be
progressive. The open winding problem, however, is a serious situation that should be
immediately addressed and continuously monitored

With these problems known, an extensive monitoring package was added to the OPPD
transformer in October 1997, The monitoring package installed consisted of a GE Harley T-
MAP 3100 system (Figures 1 and 2). This system was designed and installed to monitor the
following quantities’

* A B, and C phase 345kV Amps

e A B, and C phase Generator Bus Volts

e Cooling Group 1 Amps (Fans + Pumps)

¢ Cooling Group 1 Contactor Status

» Cooling Group 2 Amps (Fans + Pumps)

* Cooling Group 2 Contactor Status

¢ Top & Bottom Oil Temperature

e Ambient Oil Temperature

o Paruial Discharge Detection System

e Various Transformer Alarms also monitored by Power Plant

Figure 1 — GE Harley T-MAP 3100



Figure 2 — GE Harley T-MAP 3100 PD Sensor
Early Detection

At the time the transformer monitoring system was being installed, an upgrade was being
implemented at the Nebraska City generating plant to increase capacity by ~30 MW Increasing
the maximum net GSU transformer output from 660 MVA to 692 MVA required OPPD to
operate the transformer above its original nameplate rating of 672 MVA. Given the
transformer’s history of thermal problems, the decision was made to replace the original coolers
with newer, larger, more efficient units. This work was completed in late fall of 1997 With
the new coolers installed, the GSU transformer operated at full power throughout the summer of
1998 without generating the thermal alarms that had previously plagued the unit

Routine checking of data brought random acoustic partial discharge (PD) events to the attention
of OPPD and custoemer service personnel at GE Harley. With experience gained through
participation in the tests of a TXU Electric transformer and tests at the Ramapo Substation of the
Consolidated Edison Company of New York, the combination of low oil temperature and PD
events signaled the possibility that the static electrification cycle of charge build-up and
discharge was occurring,

The on-line partial discharge system detects the highest level of acoustic emission activity each.
second and records the highest level in each minute. Six piezo-electric sensors (Figure 2) with a
frequency range centered at about 150 kHz were installed externally on the transformer tank
wall. An additional “ambient” sensor was installed separately to determine whether acoustic
activity 1s due to a source external to the transformer,

The most frequent and the highest levels of activity occurred on the south side of the transformer
tank close to the top. There was no activity in the ambient sensor, indicating the acoustic source
was within the transformer.

The pattern of acoustic activity increased in intensity of count level in several cases at about
50°C and noticeably at temperatures below about 40°C. This occurred even with only one bank
of cooling in operation,



Cooling Modifications

OPPD decided to uniformly reduce the cooling on the four manually controlled coolers These
coolers are considered the base-cooling group, and operate anytime the transformer is energized.
Consequently, these coolers would be the only cooling operating during the light load, low
ambient conditions. Each cooler assembly consists of one oil pump forcing oil through an oil
cooler that has four fans forcing air across the radiator fins.  In order that the reduction of
cooling was uniform, one fan from each of the four manually controlled cooler group assemblies
was disconnected (Figure 3).

Figure 3 — Blocks indicates fans removed from service

The results of the modifications revealed that the oil temperature increased during “light” load
conditions above 35°C. The PD readings decreased to previcusly observed values, and the power
plant’s status returned to normal. The GSU cooling returned to normal (all fans back in service)
in early April to prepare for upcoming “high” load conditions.

During June 1999 a close trip sequence occurred and the subsequent signature of the transformer
changed completely. The pattern of discharges increased sharply. Additional cooling
modifications were needed to maintain the oil temperature above 30°C and reduce the oil speed
to reduce the risk of static electrification.

In July 1999 the cooling pump control scheme was changed from 4-4 operation to 2-3-3
operation. The first two pumps were always on The first group of three pumps turned on around
55°C to 60°C, and the second group of three pumps turned on around 70°C. These cooling
modifications were done with the transformer on-line. The GE Harley system was used to
contro] the second and third group of pumps, and a Qualitrol system was used as a backup
system for pump control.



Conclusions

The life of the transformer was extended for the six months needed for OPPD to procure and
receive a replacement transformer. During this period there was extensive monitoring of the
transformer with multiple monitoring systems.

The events in this example were real. Decisions reached were based partly on empirical data
received from the GE Harley monitor, and partly on previous knowledge learned through various
research projects and technical reports.

The Nebraska City GSU #1 operating conditions were temporarily modified in an effort to
reduce the likelihood of a prolonged incidence of internal static electrification Empirically,
OPPD was successful.

Mitigating the risk of critical equipment failure, and the subsequent costs associated, remain the
predominant justification for the continuing utilization of on-line monitoring equipment

An unexpected failure of this transformer would have caused OPPD to purchase 660 MW of
replacement power, as well as the cost for the transmission transfer capacity.

SUBSTATION AUTOMATION PROJECT

OPPD has been automating its power system operations and corporate business operations for a
long time Traditionally, departments have automated their own operations, creating islands of
automation. Some on-line or off-line sharing of data among automation systems was possible,
but this was not the result of preconceived designs. More recently, automation systems have been
developed or expanded which are intended to serve several departments, and OPPD determined
that an automation plan for all the operations departments needed to be developed.

OPPD has recently nitiated the "OPPD Automation Plan" to coordinate and integrate systems
District-wide Implementation of the Plan 1s in progress and further focus on each system
(Energy Management System, Distribution System, Substation Automation, Automated
Mapping, etc.) 1s deemed necessary.

In June 2000, OPPD contracted with KEMA Consulting to assist in developing the automation
plan pertaining to electrical substations and to assist in implementing the Substation Automation
(SA) Plan at two pilot substations, 912 and 1343, In addition, a Substation Automation Training
Simulator (SATS) is being procured that includes one of every type of [ED that will be in the SA
Systems for 912 and 1345.

Project Charter

OPPD’s primary goal is to develop an integrated approach for implementing SA Systems in a
manner that 1s consistent with OPPD’s SA Project Charter, Key issues in the SA Project Charter
include’



¢ Use of Intelligent Electronic Devices (IEDs) to reduce the number of components required to
support protection, control, and data acquisition functions in the substation environment

e SA System design must be suitable for new substations, but must have sufficient flexibility to
allow Integration into existing facilities.

s SA protocols and equipment must be scaleable to accommodate Distribution Automation
functions

« Substation safety must be a top priority

One of the objectives of the Substation Automation (SA) Plan is to integrate maintenance and

diagnostic data collected by SA Systems into the Substation Maintenance Management System
(SMMS).

Integration Architecture

The implementation of substation integration and automation has three different levels. IED
Implementation, IED Integration, and Substation Automation. The first level is simply installing
IEDs in the substation. The second level is the integration of the installed IEDs, using the two-
way communications capability of the IEDs, via a local area network in the substation. The third
level is running applications at the substation level to automate various substation functions The
different levels are shown in Figure 4 below:

Utility Enterprise Connection

Substation Automation Applications

1ED Integration Via Data Concentrator/Substation Host Processor

IED Implementation

Power System Equipment (Transformers, Breakers)

Figure 4 — Levels of Substation Integration and Automation

The SA System is a computer-based substation control and monitoring system that will be used
to integrate independently operating subsystems, such as SCADA, communications, protective
relaying, power apparatus monitoring, control and diagnostics, metering, alarm annunciation,
and distribution automation, into a unified data acquisition and control (DAC) system The SA
System will provide the framework to enable existing and future IEDs and conventional
electromechanical devices from various suppliers to interoperate, the result being a more
efficient and cost-effective monitoring and control system for OPPD’s substations.

The implementation of SA Systems at OPPD’s pilot substations is being conducted as part of an
EPRI TC project. Therefore, the SA Systems should employ to the fullest extent equipment and
principles that are consistent with EPRI’s Utility Communications Architecture version 2~
(UCA2), including.

o FEthernet local area network



¢ Manufacturing Messaging Specification (MMS) application layer
¢ GOOSE event objects
o  GOMSFE device object models

Approximately 50 TEDs will be installed in Substation 912, which is scheduled for energization
in July 2001. A local LAN will be provided by the integrator for handling communications
among the [EDs in the substation. All IEDs required by OPPD that support UCA2 MMS will be
directly connected (no interface module that is external to the TED is required) to the SA System
using UCAZ MMS and Ethernet. For OPPD’s [EDs that do not support UCA2 MMS, the
integrator will provide appropriate interfaces to translate the different IED protocols to the
common LAN protocol for common access services A data concentrator will be provided for the
IED data. A local user interface will be included The interface to the Energy Management
System (EMS) will use OPPD-supplied leased telephone lines. The integration architecture for
Substation 912 1s shown in Figure 5 below.
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Figure 5 — Substation 912 Integration Architecture

The SA System for Substation 1345, which will be energized in June 2002, will use the same
general configuration as the SA System for Substation 912, with the following exceptions. The
SA System for Substation 1345 will interface with approximately 25 IEDs. All IEDs required by
OPPD that support UCA2 MMS will be directly connected (no interface module that is external



to the IED is required) to the Substation 1345 SA System using UCA2 MMS and Ethernet For
OPPD’s IEDs that do not support UCA2 MMS, the integrator will provide appropriate interfaces
to translate the different TED protocols to the common LAN protocol for common access
services The SA System for Substation 1345 will interface to the EMS via OPPD’s optical fiber
communication network.

A separate SA System will be provided to enable OPPD to conduct training in a simulated but
realistic manner without impacting substation operations The SATS will also enable OPPD to
develop and test new SA System software, including displays, databases, and reports, and
modify existing software. The SATS will be a fully operational system that will include all SA
System software and all major components of the SA System, including the local user interface,
local area network, TED interfaces (as required), EMS and data warehouse interfaces, and other
SA System components. The SATS equipment is identical to the system provided for Substation
912, except that the SATS database sizing will be smaller to reflect the smaller number of
hardwired 1/O and /O from IEDs The interface to the EMS and the data warehouse will use the
OPPD-supplied fiber communication network. The SATS will accept simulated analog and
digital inputs from an OPPD test panel. The test panel will be equipped with test switch isolation
as well as current and voltage injection capabilities.

The integration architecture for Substation 1345 and the SATS is shown in Figure 6 below
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Figure 6 — Substation 1345 and SATS Integration Architecture



Equipment Condition Monitoring at Pilot Installations

ECM devices will be integrated into the SA System architecture. In this way, the data from these
devices can be sent to both the EMS SCADA system and the corporate data warehouse OPPD
users will be able to access this data on the corporate network This sharing of device diagnostic
data is not possible now with the dial up connections used to interrogate the devices, and the
subsequent storing of retrieved data in various office PCs

In general, depending on the specific substation, the following ECM devices will be included in
the SA System:

o Beckwith LTC Controller, Type M-2001B

* Rochester (RIS) Transformer Alarm Annunciator AN-3196B

» Hathaway Breaker Condition Monitor BCM 200

e Qualitro] Transformer Temperature Monitor TTM 509-100

¢ Barrington Temperature Differential TDM System 3

¢ Barrington STAR10000 (timing and velocity)

¢ Doble On-Line Diagnostics Expert System INSITE

e GE Harley T-MAP 3100

o GE Harley LTC-MAP 2130

e GE Syprotec FARADAY TMMS (transformer monitoring and management system)

The foilowing ECM devices will be integrated in the SA System for Substation 912.

. & Four Beckwith LTC Controllers, Type M-2001B (in transformer cabinet)

¢ Four Rochester (R1S) Transformer Alarm Annunciators AN-3196B (in transformer cabinet)
e Four Qualitrol Transformer Temperature Monitors TTM 509-100 (in transformer cabinet)

¢ Four GE Harley LTC-MAP 2130 (in transformer cabinet)

The following ECM devices will be integrated in the SA Systems for Substation 1345 and the
SATS

One Beckwith LTC Controller, Type M-2001B (in transformer cabinet)

One Rochester (RIS) Transformer Alarm Annunciator AN-3196B (in transformer cabinet)
One Qualitrol Transformer Temperature Monitor TTM 509-100 (in transformer cabinet)
One GE Harley LTC-MAP 2130 (in transformer cabinet)

The goal of the project was to interface these devices using UCA2 MMS However, none of the
devices support this interface The secondary goal was to interface the devices using DNP3. Only
the Beckwith and Qualitrol devices support DNP3 The Rochester unit supports Modbus, A
separate interface module will be developed, at additional cost, to integrate the GE Harley
devices into the SA System architecture



CONCLUSIONS

ECM TEDs are being implemented by many utilities. In most implementations, the
communication link to the IED is via a dial up telephone line. To facilitate integrating these 1EDs
into the substation architecture, the ECM [EDs must support at least one of today’s widely used
IED protocols: Modbus, Modbus Plus or DNP3. In addition, a migration path to UCA2 MMS is
desired by the utility.

1f the ECM TEDs can be integrated into the substation architecture, the operational data will have
a path to the EMS or SCADA system, and the non-operational data will have a path to the
utility’s data warehouse (or equivalent). In this way, the users and systems throughout the utility
that need this information will have access to it.

Once the information is brought out of the substation and into the SCADA system and data
warehouse, users share the information in the utility. The “private” databases that result in
islands of automation will go away

Therefore, the goal of every utility is to implement ECM IEDs, integrate these IEDs into a
standard substation integration architecture, so that both operational and non-operational
information from the [EDs can be shared by utility users.

REFERENCES

1. D. Dahlgren and J. Harley, “Implementing a Static Electrification Diagnostic Model”,
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i lectric distribution urilities frequendy ask the quesdion, “Can we

i afford to automate?” Given the potential cost. the question is
R _4: cernainly reasonable. But in the era of deregulation and ever-
increasing regulatory pressure, the question really oughe to be, "Can we
afford not to?” The tuch is thar if you don’t spend the money to automare
in the near furure, your competitor probabty will. And from that point on,
instead of compecing head-on, you will be playing carch-up in 2 marketplace
geared oward competition. In that ligh, it's best to constder distribution
automarion as an investment rather than an expense.

The cost-saving advantages of automation are well documented -
systems operate more efficienty with fewer outages, assets are bereer utilized
and mawntained, and personnel safety improves. These add up to reduced

costs and greater reliabilicy, which ultimately wins customers and pleases

regulators.
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Successful Integration and

Automation Relies on Strategic Plan

Bur there is another cqually important, yet less tangible, pay-off from
automnarion — information, It's the commodity of the 21st cenrury and it's
what will provide the competitive edge mn the urility industry from now cn
Implemented correctly, automation puts information about the distribution
system — and your customers — onto the desktops of every depariment in
the enterprise for analysis.

Suddenly, the guys in marketing are brainstorming with the engineers
about how to creare and sell custamized services. When accurate informa-
tion 15 available quickly ro.personnel ar all levels, everyone starts making
better decisions, and that benefits the entre organizacion.

Better yer, automation positions a utility to serve real-time information
directly to the customer. Several savvy distribution companies already are
publishing derailed system reliability information and up-to-date customer
usage data on their web sites. Voltages, curtents, megawatts and outage
history are all right there on the Internet for existing and potenual cusromers
10 sec,

For consumers who have grown accustomed to immediate online access
to bank balances and credie card statements, such web-based information is
morc than a nice feature. It's a benefit that can attract and retain them

As is true with many high-tech innovanons, urility automation requires
proper implementarion to deliver the advertised benefits. In the distriburion
network, a correcty implemented automation project daes nor stand alone.
Automation devices must be integrated into the archirecture of the distribu-
tion system itself, most effectively at the substation level, drawing data from
every piece of equipment and subsystern.

Secondly, intcgration and automation requirc communication lm.ks
berween the computerized devices and the rest of the utdlity enterprise.
There are at least threc distinet paths that can be exploited for dara from the
subsration to trave] within a distribution utility This is how automauon data
is shared for simulneous access and analysis throughour the company.

Utlhty Enterpnse

Power System Equipment (Transformers, Breakers}

Fig. 1 Substation Integration and Automation Levels
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Utility Enterprise

DOperationalA N{)Igzl(ipter;ugal Remote
ata to SCAD 0 Dal Access to 1ED
System Warehouse

% Substation Automarion Applications

IED Integration

IED Implementation

Power System Equipment (Transformers, Breakers)

Fig. Z Three Functional Data Paths from Substation to Utitity Enterprise

Ensuring that auwtomanon and intwegradon proceed hand-in-hand
guarantees a quick return on investment. Making it happen requires a surate-
gic plan and a commitment 1o carry ou that plan as it was designed. And in
all cases, communications infrastructure must be sufficient 1o successhully
support the automation.

What is Distribution Automation?

In a distibution utilicy there are three areas where sutomation can be
implernenced - at the customer locadon, on the feeders and in the substa-
tion. Fach has pros and cans, but substations arc the typical focal points
because they are the greatast source of informarion.

Every usility has varying needs for automadon depending on the age of
its infrastructure, service area demographics and degree of exsting automa-
rion. For this resson, all three sources of distribution automation should be
considercd in developing a strategic implemenration plan, Here is 1 quick
overview of the benefits, and possible pidalls, of each:

Customer Automation — Automatic Meter Reading (AMR) technology
and services associated with ir, such as automati¢ connect/reconnect, are
gaining 1n pepularity. AMR periodically records meter readings and relays
this informanen back to 2 utility office. Installed at the customer location.,
AMR replaces a human meter reader. It is especially effective in high-crime
neighborhoods where udlity personnel may find thefnselves 1n danger.

The primary expense involved in AMR is not the meter 1selfl Rather 1t
is the communications link, usually a wircline (telephone) or wircless
connection, thar ransmits ro the unlity office from each individual user
location. For large commercial and industrial customers whe use a lot of
power, this expense is quickly repaid. Buc for tens of thousands of residen-
tial customers, the cost is difficule to justify for simple meter reading,

A relared service thar can pay for itself 1s auromatic connect/reconnect.
In cities with rapid population turnover, severa] utilities have found 1t is
cust-effective 1o remotely disconnect service every nme 2 customer moves
rather than send 2 crew to do it manually. Bur this may be the excepeion in
regards to AMR pay-out,
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Tel.: (318) 448-0274 » Fax: (318) 445-7240

Web Site: www.distran.com
Circle 61 on Reader Service Card




However, just because AMR might not be cost-effective or improve
utlity personnel safery, it should not be discounted from an autemarion
plan. The reason is that AMR requires the urtility to make a live communi-
cations link with each customer, and that link may scrve as the conduw
through which other valuable services can be offered.

Orice rwo-way communication has been established to a residential user,
the urility has opened the door to offering such lucrative services as remote-
ly monitored home security, high-specd Interner access and cable relevision.
But the key to providing these services is including them in the strategic
distribution automation plan at the outset so the approptiate telecommuni-
cations infrastructure can be wnstalled.

Feeders — Auromating feeders typically entails installztion of sectionali-
zing devices, or switches, along the feeder. When chere is 2 problem with the
feeder, data will be fed back to the substaticn or contrel center for analysis.
Once the problem has been identified, a technician can remorely acovare the
switch to isolare the segment causing the touble and reroute service
sectians on either side of the problem, or this process may be done auto-
matically,

The financial challenge of feeder auromation is similar to that of AMR —
feeders are numerous and are spread over large geographic areas, making
installation and mainrenance of two-way communication an expensive
proposition. As a result, feeder automation is often iimited o che 10 or 15
worst performing feeders.

By concentrating on problematic feeders, utilities spend less money
and can guarantee their autemnation investment will pay off in reduced dura-
uon and frequency of outages. This sort of targeted ferder automation is
likely re remain standard procedure in distribudon ausemation projects.
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A typical initial step in implementing feeder auromation s 1o install 2 te
switch on a feeder between two substations. Often referred 10 as using half
switches, the methed provides the capabilicy wo shuft feeder load segments
from one substation to another .

Substation — Integration and auromacion typically focus here because the
substanion is where all of that valuable operations and customer information
resides. Whether they know it or not, most utilities already engage in the first
level of substation automanon — intelligent electronic device (IED) imple-

mentation. <se¢ graphic>

.
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Since the late 19805, advancements in microprocessar technology have
eliminated single funcrien electromechanical equipment in favor of multi-
funcuen TEDs, These single-funcion electromechanical devices have given
way to mult-function electronic devices with built-in two-way communica-
tions capabilities,

Years agp, separate electromechanical relays were required for overcurrent
and undervoliage protection Today, one microprocessor-based device does
that and more. They not only protect the power system, but they can also
pecforr calculations of energy in 2 circuit breaker and store historical dara
in thar memery. Microprocessor-based relays can idencfy when 2 faule
occurred and the scries of events thae resulted from 1o

That's ineredibly valuable informarion. Too bad so few uudlites use it.
This is because most have not tapped the two-way communication capabi-
lities in these devices to access and incegrate the data they hold into the
information flow of the enterprise. The average uriliry is realizing abour 10
percent of their investment in a $5,000 mucroprocessor-based refay.

A substation 1ntegranon mustake made most commonly is not creating
and following a strategic substation integration and auromartion plan Ton
often an engineer gets excited abour a vendor's substation integration and
automation architecture and has it installed. Next, a different vendor offers
a substation integration and automation archirecture with different fearures,
and thar one is installed too. The next thing a udlity knows, it has 12
substations operating with substation architcetures from fGve dufferent
vendors. No urility has the resources to use and support such a vanety of
equipmznt and archicectures,

Integrating the Substation

The key to capicalizing on the capabiliries of automated devices is inte-
grating the devices and linking them to the utility enterprise along three dam
paths. <see previous graphies

285 COTTONWOOD SUBSTATION 20425 AM .
ABNORMAL ALARM PRESERT Opemior

Subscation integration systems are 2 combination of seftware and hard-
ware to meet the needs of an individual utility, These integration systems are
offered as products by companies well known ta the industry -~ Tasnet in
Clearwater, Florida; Hathaway in Hunt Valley, Maryland; GE in Calgary,
Alberta, Canada; ABB in Allentown, Pennsylvania; and Siemens in Raleigh,
North Carolina. Each integration architecture is different, but all exploir the
three data paths into and out of the substations to take advanage of IED
ingrallations.

Often referred to as the operational data path, che first is between the
substarion inregracion and zutomaton gystem and the SCADA system. The
SCADA can be programmed to scan automated devices in the subsiation every
few seconds to rewricve instantaneous values on voltage, curtent and other data.
The operational dam path is established for a continuous feed of dara.

i
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Several factors must be considered in levera-
ging this path. First, substation integration and
automation systems must have the capability te
interface with alder SCADA systems and their
proprierary protocols. Secondly, the bandwidth of
the commurnicadons infrastructure chosen for
this path must support requirements of the
SCADA and the substation integration and
automation system,

The second data path 15 more of a challenge.
It involves gaining access 1o the non-operational
information in the IEDs. Non-operanonal data
includes fault event logs, harmonic informarion,
and power quality information such as volrage
sags and swells, information chat needs to be
transferred to a corporate dara warehouse where
many users can rettieve it into their deskrop
applications for analysis.

Each different device in the substation typi-
cally operates with a diffcrent protocol for this
non-operational daca path. The datz on this path
is on-demand, non-periodic, which means proto-
col issues are more complicated. Usually the
demand is for a large file or a burst of dara, neces-
sitating a bandwidth of at least 56 kbps on a
frame relay or fiber optic nerwork.

Non-operational dara is transmatted back to
the carporate data warshouse, This warchouse is
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ypically a series of centralized servers for redun-
dancy thac incorporate all business and operations
information from around the utility for
enterprise-wide access. Because not all utiliies
currently have such a dara warchouse, installation
of ene is often included in an automation project.

The third path is remote access, which allows
a user at 2 locatien outside the substadon to
access the IEDs, With proper security and access
privileges, the user mighe review device settings or
actually change paramerers, as well as download
non-operational IED data for analysis.

Ofen called pass-through or loop-through,
this communjcation path is typically a dial-up
phone line or dedicared fiber opric cennection.
The wser dials inro a secure modem, which then
calls the wser back if his or her phone number is
approved. The user then dials a code to specify
which device the communications link should be
cstablishied with, Dara flow between the caller
and the device is two-way.

By integrating IEDs into the architecture of
the substanon and linking the flow of dara from
the substauon 1o the encerprise, the urility truly
realizes the potential in the investmen: it has
made in the IEDs.

Creating a Strategic Plan
Suceessful and
projects requite a strategic plan, ot a blue print for

integration aufomation
how and when various IEDs and integradon
archirectures will be installed. The first step is w0
examinc the integration and auromation fune-
nons svailable and perform a cost-benefir analysis
to determine if a specific usility will benefit from
the implementation of that funcrion. Not all will.

Matching the needs of the utility with
available technology is critical. As odd as it may
sound, sometimes atutomation technology 1s not

yet available to accomplish what the utility needs,

Offithe-shelf products are always preferred over
customized ones simply because of the cost
involved. Customization may completely destroy
1 return-on-investmment estimate,

The next step is developing a phased-in
approach for implementation of integration and
automatian. Few utilicies can afford to pay for a
large-scale implementation in one year, so the
project may be spread over five or more. But it is
critical to stck with the original plan and derer-
mine how implementadon of integradion and
auromatien should proceed 1o cnsure che wtilicy
begins cxperiencing benefics immediately.

Keep in mind that commuanicanons is the
enabling technology of iategration and automa-
tion. This means thar susting communications
capabilities must be compared with whar will be
needed for the planned project and for furure
Automanon.
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As mencioned at the outset, most utilities can't
afford nor to inregrate and automare. With a
simple substation pilor costing around $50,000
to $100,000 per substation, the benefits typically
are far preater than the costw, especially since the
[EDs are already installed in the substation.

Measuring Success

In terms of substation
§ integration, look for positive
cperational changes to see if
benefits of specific funcrions
are being tealized. Far exam-
ple, in the successfully inte-
grated substation there will
be smallet concol panels,
reduced wiring and climina-
uon of many conventonal
displays as computers replace
mechanical devices. The resulr is that ucilizies
begin building much smaller substations ar
significantly léss cost, With respect to cost/-
benefits, the advantages of these changes quickly
impact the bottom line,

Even enterprise-wide integration and automa-
tion projects pay off in one to three years, but
urilities and their stockholders want 1o see
quantitative results immediately. The best
measurements to use in assessing the success of
any size distribution auromation project are the
indusey standard indices of reliability — System
Average Interruption Frequency Index (SAIFI),
Momentary Average Interrupdon Frequency
Index (MAIFT) and System Average Interruption
Durarion Index (SAIDD.

These are the same indices regularory agencies
use to measure udlity performance, and as dere-
gulation progresses the typical residential
customer s likely to become savvy in cher
meaning too. In the near future, we are likely to
see these numbers like report cards on publidy
avaitable web site. And you can be sure the utilites
with the scorcs that show steady improvemens are
the ones that have invested in automation and
integraion. W

T T




e D e S R R e T

guest editorial

ELECTRIC UTILITY DEREGULA-
TION, economtc pressures forcing
downsizing, and the marketplace pres-
sures of potential takeavers have forced
utilities to examine their operational and
ofganizational practices. Utilities are
realizing that they must shift their focus
to customer service. Customer service
recuirernents all point to one key ele-
ment: information, i.c., the right amount
of information to the right person or
computer within the right amount of
time The flow of information requires
data communication over extended net-
works of systems and users. In faci, util-
ities are becoming among the largest
users of data and are the largest users of
real-time information,

The advent of industry deregulation
has piaced greater emphasis on the
availability of information, the analysis
of this information, and the subsequent
decision-making to optimize system
operation 10 & competitive environ-
ment. Intelligent electronic devices
(IEDs) being implemented in substa-
tions today confain valuable infor-
mation, both  operationa! and
nonoperational, needed by many user
groups within the utlity. The challenge
facing utilities is determimng a stan-
dard integration architecture that meets
the utility's specific needs, can extract
the desired operational and nonopers-
tiona]l information, and deliver this
inforrnation 10 the users who have
applications to analyze the informaticn.

This issve of JEFE Poweir & Energy
Magazine focuses on substation ipte-
gration and automation My Guest Ed:-

[HEE penvor & energy magazine

_m

substation automation

IED integration and availability of information

Utilities must determine a standard integration architecture that meets their
secific needs in extracting desired opertaional and nonoperational data and

delivering it to the users.

torial provides an overview of substa-
tion integration and autornation funda-
mentals and focuses on best practices. It
also includes a list oft
v further reading material for those
who require more information on
the same sobject

1540-7977/03/$17.00©2003 1EEE

v acronyms and abbreviations for
those readers who are not famil-
iar with the terminology.

Three feature articles follow with
more specific information on:

v o business case methodalogy
for expanding the implementa-
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tion of substation automation
technologies at MidAmerican
Energy Company

v a pilot project at Omaha Public
Power District to integrate data
from various devices within two
substations and a simulator

v a generic architecture that
applies the multiagent systems
methodology to the field of sub-
station automation.

Open Systems
An open system is a computer systern

that embodies supplier-independent stan-

dards so that softwars may be applied on
many different platforms and can interop-
erate with other applications on local and
remote systems. An open 8ystem i$ an
evolutionary means for a substation con-
trol system that is based on the use of
nonproprietary, standard software and
hardware interfaces. Open systems
enable future upgrades available from
multiple suppliers at lower cost to be inte-
grated with relative ease and low risk.

The concept of open systems apples
to substation automation. It is important
to leamn about the different de jure (legal)
and de facto (aciual) standards and then
apply them so as (o eliminate proprietary
approaches. An open systems approach
allows the incremental upgrade of the
awtomation systern without the need for
complete replacement, as happened in
the past with proprietary systems, There
is no longer the need to rely on one sup-
plier for complete irmplementation. Sys-
terns and IEDs from competing suppliers
are able to interchange and share infor-
mation. The benefits of open systems
include longer expected system life,
investment protection, upgradeability
and expandability, and readily available
third-party components.

Levels of Integration

and Automation

Substation ntegration and automation
can be broken down into five levels, as
shown in Figure |, The lowest fevel is
the power system equipment, such as
transformers and circuit breakers. The
middle three Jevels are IED implemen-
tation, IED integration. and substation

march/april 2003
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Powar System Equ pment (Transformers Breaksrs)

figure 1. Five levels of substation integration and automation.

zntomation applications. All electric
utiliies are implementing TEDs in their
substations, The focus today is on the
integration of the IEDs. Once this is
done, the focus will shift to what
automation applications should run at
the substation level. The highest level is
the utility enterprise, and there are mul-
tiple functional data paths from the sub-
station to the utility enterprise.

Since substation integration and
auwtomation technology is fairly new,
there are no industry standard defini-
tions, except for the definition of an
TED. The industry standard definition of
an IED is given below, as well as defi-
nitions for substation intepration and
substation automnation.

v IED. Any device incorporating
one or more processors with the
capability to receive or send
data‘control from or to an exter-
nal source {e.g,, electronic multi-
function meters, digital relays,
controllers). An example of a
relay IED is shown in Figure 2.

v Substation integration: Integra-
tion of protection, control, and
data acquisition functions into a
minimal number of platforms to
reduce capital and operating
costs, reduce panel and control
room space, and eliminate redun-
dant equipment and databases.

v Substation automation: Deploy-
ment of substation and feeder
operating functions and applica-
tions ranging from supervisory
conirol and data zcquisition
(SCADA) and alarm processing
to integrated volt/var control in
order to optimize the manage-
ment of capital assets and
enhance operation and mainte-
nance (O&M) efficiencies with
minirnal human intervention

L 4]
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figure 2. Example of a relay |ED.

Architecture Functional
Data Paths

There are thiee primary functional data
paths from the substation to the utility
enterprise, as shown in Figure 3. The
most common data path is conveying
the operational data (e.g., volts, amps)
to the utility’s SCADA system every 2
to 4 s. This information is critical for
the utility’s dispatchers to monitor and
control the power system. The most
challenging data path is conveying the
nenoperational data to the utility’s data
warehouse. The challenges associated

‘with this data path include the charac-

teristics of the data (waveforms rather
than pomts), the petiodicity of data
transfer (not continucus, on demand),
and the protocols used to obiain the
data from the IEDs (not standard, [ED
supplier's proprietary protocols).
Another challenge is whether the data

EEL power & energy magazine




A corporate data
warehouse enables
users to access
substation data
while maintaining
a firewall to
substation control
and operation
functions.

is pushed from the substation into the
data warechouse, pulled from the data
warehouse, or both. The thurd data path
is remote access to an YED by passing
through or looping through the substa-
tion integration architecture and isolat-
ing a particular IED in the substation.

Data Warehouse

The corporate data warchouse enables
users to access substation data while
maintaining a firewall to substation con-
trol and operation functions. Both oper-
ational and wnonoperational data is
needed in the data werchouse. To size
the data warchouse, the utility must
determine who the users of the substa-
don autcmation systerm data are, the
nature of their application, the type of
data needed, how often the data is need-
ed, and the frequency of update required
for each user. Examples of user groups
within a udlity are substation design
engineering, protective relay engineer-
ing, protective relay technicians, substa-
tion metering, substation operations,

control center operations, engineering
planning, transmission and distribution
engineering, power quality, sobstation
tast, substation maintenance, predictive
mairtepance, communications engi-
neering, SCADA, feeder automation,
and information technology.

SA System Functional

Architecture Diagram

The functional architscture diagram in
Figure 4 shows the three functional data
paths from the substation to the wtility
enterprise, as well as the SCADA sys-
tern and the data warehouse. The opera-
tional data path to the SCADA system
utilizes the communication protocol
presently supported by the SCADA sys-
tem. The nonoperational data path to
the data warehouse conveys the [ED
nonoperational data from the SA sys-
tem to the data warehouse, either being
pulled by a data warehouse application
from the SA system or being pushed
from the SA system to the data ware-
house based on an’ event trigger or tune.
The remote access path to the substa-
tion utilizes a dial-in telephone connec-
tion. The global positioning system
(GPS) satellite clock time reference is
shown, providing a time reference for
the SA system and IEDs in the substa-
tion. The PC provides the graphical user
interface (GUT) and the historical infor-
mation system for archiving operational
and nonoperational data. The SCADA
interface knows which SA system
points are sent to the SCADA system,
as well as the SCADA system protocol.
The local area network (LAN) enabled
IEDs can be directly connected to the
SA LAN. The non-LAN enabled IEDs
require & network interface module

Utility Enterprise

Opesational Data to
SCADA System

e

Nonoperational Data to
Data Warehouse

Lig "
qu?'..-t— A

Power System Equipment (Transformers, Breakers)

Aamote Access te IED

figure 3. Three functional data paths from substation to utility enterprise.
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{NIM) for protocol and physical inter-
face conversion. The IEDs can have
vatious applications, such as equipment
condition monitaring (ECM) and relay-
ing, as well as direct (or hardwired)
input/output (I/O).

.New Versus Existing

Substations

The design of new substations has the
advantage of starting with a blank sheet
of paper. The new substation will typi-
cally have many IEDs for different
funcuons, and the majority of opera-
tional data for the SCADA system will
come from these IEDs. The TEDs will
be integrated with digital two-way com-
munications. The small amount of
direct input/output (hardwired) can be
acquired using programmable logic
contrellers (PLCs}. Typically, there are
no conventional remote terminal units
(RTUs) in new substations. The RTU
functionality is addressed using IEDs,
PLCs, and an integration network using
digital communications.

In existing substations, there are sev-
eral alternative approaches, depending
on whether or not the substation has a
conventional RTU installed. The utility
has three choices for their existing con-
ventional substation RTUs:

v Integrate RTU with [EDs: Many
utilities have integrated IEDs with
existing conventional RTUs, pro-
vided the RTUs support comru.
nications with downstream
devices and support [ED commu-
nication protoccls. This integra-
tion approach works well for the
operational data path but does nat
support the nonoperationel and
remote-access data paths. The lat-
ter two data paths must be done
outside of the conventional RTU.

v Integrate RTU as another substa-
ton IED: If the utility desires to
keep its conventional RTU, the
preferred approach is to integrate
the RTU in the substation integra-
tion architecture as another IED.
In this way, the RTU can bs retired
easily as the RTU hardwired duect
input/ouput transitions to come
primarily from the IEDs.
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v Retire RTU and use IEDs and
PLCs as with a new substation:
The RTUs may be old and diffi-
cult to suppoert, and the substation
automatien project may be a good
time to retre these older RTUs.
The hardwired direct input/output
from these RTUs would then
comne from the IEDs and PLCs as
with a new substation.

Equipment Condition
Monitoring
Many electric utilities have employed
ECM to maintain electric equipment in
top operating condition while minimiz-
1ng the number of interruptions. With
ECM, equipment-operating parameters
are automatically tracked to detect the
emergence of various abnormal operat-
ing conditions. This allows substation
operations personnel to take timely
action when needed to improve reliabil-
1y and extend equipmmemt life. This
approach is applied most frequently to
substation transformers and high volt-
age electric supply circuit breakers to
minimize the maintenance costs of
these devices, as well as improve their
availability and extend their useful life.
Figure 5 shows an ECM IED installed
on a substation transformer.
Equipment availability and reliabili-
ty may be improved by reducing the
amount of offline maintenance and test-
ing required, as well as reducing the
number of equipment failures. To be
truly effective, equipment condition
monitoring should be part of an overall
condition-based maintenance strategy
that is properly designed and integrated
into the regular maintenance program.
ECM IEDs are being implemented
by many utiliies. In most implementa-
tons, the communication link to the
IED i5 via a dial-up telephone line. To
facilitate integrating these IEDs inio
the substation architecture, the ECM
IEDs must suppori at least one of
today's widely used IED protocois:
Modbus, Modbus Plus, or Distributed
Network Protocol version 3 (DNP3). In
addition, a migration path 1o utility
comumunications architecture version 2
(UCA2) manufacturing message speci-
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figure 4, 5A system functional architecture diagram.

ficetion (MMS) protocol is desired. If
the ECM IEDs can be integrated into
the substation architecture, the opera-
tional data will have a path to the
SCADA system, and the nonopera-
tional data will have a path to the ugli-
ty's data warehouse. In this way, the
users and systems throughout the utili-
ty that need this information will have
access to it. Once the information is
brought out of the
substation and into
the SCADA system
and dara warehouse,
users can share the
information in the
utilty. The “private”
databases that result
in 1slands of automa-
tion will go away.
Therefore, the goal of
every wlility 1s to inte-
grate these ECM

FCa @ 3 &

substation integration architecture so
that both operational and nonopera-
tional information from the IEDS can
be shared by utility users.

Substation Automation
Training Simulator

One of the challenges for electric utili-
ties when implementing substation
automation for the first time is to create

i
w v 9, A

[EDs intc z standard  figure 5. ECM

I£D installed on substation transformer

JEEE power & energy magazine 5



26

. IEEF power & energy magazine |

col  differences
will result in com-
munication emrors.

If the commu-
nication devices
and protocols are
from the same
supplier, ie.,
where a supplier
has developed a
unique protocol to
utilize all the
capabilities of the
two devices, it 18
unlikely the
devices will have
trouble communi-
cating. By using a
unique protocol
of one supplier, a
utility can maxi-
mize the device's
functionality and
see a greater
relurn on  its

figure 6. Substation automation training simulator.

“buy-in" for the new technology within
the utility. The more people know about
a subject the more comfortable they feel
and the betier the chance they will use
the technology. It is much easier and less
stressful to learn about substation
automation technology in a training
environment, away from the substation,
than on & system installed in an ener-
gized substation. For these reasons,
many utilities purchase a substation
automation training simulator (SATS),
which is an identical configuration to
that installed in substations. The main
difference is that the SATS includes at
least one of every kind of IED installed
in all substations. In addition to training,
SATS is used for application develop-
ment and testing of new IEDs. An exam-
ple of a SATS presently installed at an
electric utility is shown in Figure 6.

Protocol Fundamentals

A communication protocol ailows com-
munication between two devices. The
devices must have the same protocol
(and version) implemented. Any proto-

4

investrnent;, how-
ever, the unique
protocol will con-
strain the utility to one supplier for sup-
port and purchase of future devices.

If the communication devices are
from the same supplier but the protocol
is an industry-standard protocol sup-
ported by the device supplier, the
devices should not have trouble com-
municating. The device supplier has
designed its devices to operate with the
standard protocol and communicate
with other devices using the same pro-
tocol and version, By using a standard
protocol, the utilty may purchase
equipment from any supplier that sup-
ports the protocol and, therefore, can
comparison-shop for the best prices.

Industry-standard protocols typical-
ly require more overhead than a sup-
plier’s unigque protocol. Standard
protocols often require a higher speed
channel than a supplier’s unique proto-
col for the same efficiency or informa-
tion throughput. However, high-speed
commuanication channels are more
prevalent today and may provide ade-
guate efficiency when using industry-
standard protocols. UCA2 MMS 1s

designed to operate efficiently over 10
Mb/s switched or 100 Mb/s shared or
switched Ethernet. If a utility is con-
sidering UCA2 MMS as its protocol of
choice, a prerequisite should be instal-
lation of high-speed communications
If the utility's plan is 0 continue with
a communication infrastructure operat-
ing at 1.200 to 9,600 bfs, the beuer
choice for an industry-standard proto-
col would be DNP3.

A udlity may not be able to utilize
alt of a device's funcricnality using an
industry standard protocol. If a device
was designed before the industry stan-
dard protocol, the protocol may not
thoroughly support the device's func-
Honality. If the device was designed
after the industry standard protocol was
developed, the device should have been
designed to work with the standard pro-
tocot such that all of the device's func-
tionality 1s available.

The substation integratton and
autornation architecture must allow
devices from different suppliers to
communicate (interoperate) using an
industry-standard protocol. The utility
has the flexibility to choose the best
devices for each application, provided
the suppliers have designed their
devices to achieve full functionality
with the protocol. Though devices
from different suppliers can operate
and communicate under the standard
protocol, each device may have capa-
bilities not supported by the other
device. There is also a nsk that the pro-
tocal implementations of the industry-
standard protocol by the two suppliers
in each device may have differences.
Factory testing will venfy that the
functions of one device are supported
by the protocol of the other device and
vice versa. If differences and/or incom-
patibilities are found, they can be cor-
rected during factory 1esting,

Protocol Considerations

There are two capabilities a utility con-
siders for an TED. The primary capabil-
ity of an IED i3 its standalone
capabilines. such as protecting the
power svstem for a relay TED. The sec-
ondary capability of an IED is its inte-
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gration capabilities, such as its physical
interface {e.g., RS-232, RS-485, Ether-
net) and its communication protocol
(e.g., DNP3, Modbus, UCAZ MMS).

Today utilities typically specify the
IEDs they want 1o use in the substation
rather than giving a supplier a turnkey
contract to provide the supplier’s IEDs
only in the substation. However, utili-
ties typically choose the [EDs based
on the IED's standalone capabilities
only, without considering the IED's
integration capabilities. Once the
1EDs are instalied, the utility may find
in the future, when they want to inte-
grate the IEDs, that the IEDs were
purchased with the IED supplier's pro-
prictary protocol and with & physical
interface not desired (RS-485 pur-
chased when Ethernet is desired).
When purchasing IEDs, the utility
must consider both the standalone
capabilities in the choice of the TED
and the integration capabilities when
ordering the IED, even if the [EDs will
not be integrated in the near future,

Today, the most commor I[ED
comInunication protocols are Mod-
bus, Modbus Plus, and DNP3. The
UCA2 MMS protocol is becoming
commercially available from more
IED suppliers and being implemented
in more utility substations, However,
the implementations may not be opti-
mal (adding a separate box for the
UCA2 MMS protocol and Ethernet
neiworking) and may resolt in poor
performance {data latency due to the
additional box) rather than the suppli-
er incorporating the new functionality
into the existing IED. The otility must
be cautions when ordering an IED
with other than the [ED supplier's tar-
get protocol, often supplier propri-
etary, used in the desigr of the IED.
Some IED functionality may be lost
when choosing other than the IED
supplier’s target protocol.

The most common [ED networking
technology today in substations is serial
communications, either RS-232 or RS-
485. As more and more IEDs become
available with Ethernet ports, the IED
networking technology in the substation
will be primarily Ethernet.
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Utility
Communication
Architecture
The use of intemational
protocol standards is
now recognized through-
out the electric utility
industry as a key to suc-
cessful integration of the
various parts of the elec-
tric utility enterprise.
One area addresses sub-
station integration and
automation  protocel
standardization efforts.
These efforts have taken
place within the frame-
work provided by the
Electric Power Research
Instimte's (EPRI's) UCA.
UCA is a standards-
based approach to utlity
data communications
that provides for wide-
scale integration from the
utility enterprise level (as
well as between utilities}
down to the customer
interface, including dis-
tribution, transmission,
power plant, conirol cen-
tet, and corporate infor-
mation systems. UCA
version 1.0 specification
was issned in December
1991 as part of EPRI Pro-
ject RP2649, Integration
of Udlity Communics-
don Systems. While this
specification supplied a
great deal of functionali-
ty, industry adoption was
limited, due in part to a
lack of derailed specifica-
tions about how the spec-
ified protocols would
actually be used by appl-
cations. For example, the
MMS (ISOAEC 9506)
protocol was specified
for real-time data ex-
change at many levels
within a utility, but spe-
cific mappings to MMS
for exchanging power

Acronyms and Abbreviations

DNP
ECM
EPRI
GOMSFE

GPS
ICCP

IEC

{ED
1EEE

e,
150

LAN
Mb/s
MMS5
NIM
O&M
PES
PLC
PSRC

RF
RFP
RTU
SA
SATS

SCADA

TC
TCP/IP

UCA
var
WAN
WG

distributed network pratacol
equipment condition monitoring
Electric Power Research {nstitute

generic object models for substation
and feeder equipment

global positioning system

inter-contrel center communications
protocol

International Electrotechnical
Commission

inteliigent electronic device

Institute of Electrical and Electronics
Engineers, Inc.

input/output

international Standards Organization
information technology

local area network

megabits per second

manufacturing messaging specification
network interface module

operations and malintenance

IEEE Power Engineering Society
programmable logic controlier

IEEE PES Power Systems Relaying
Committee

radio frequency
request for proposal
remote terminal unit
substation automation

substation automation training
simulator

supervisory control and data
acquisition

technical committee

transmissien control protocol and
Internet protoce!

utility communication architecture
volt ampere reactive
wide area network

working group
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Benefits of open systems include longer expected system life,
investment protection, upgradeability and expandability, and
readily available third-party components.

systern data and schedules or for commu-
nicating directly with substation or distri-
bution feeder devices was lacking,
resuliing in continuing interoperability
preblems.

The UCA (MMS) Forum was started
in May 1992 to address these UCA
application issues, Six working groups
were established to consider issues of
MMS application in power plants, con-
tol centers, customer interface, substa-
tion automation, distribution feeder
automation, and profile issues. The
MMS Forum served as a mechanism for
utilities and suppliers to build the techni-
cal agreements necessary to achieve a
wide range of intcroperability using
UCA MMS. Out of these cfforts came
the notion of defining standard power
system objects and mapping them onto
the services and data types supported by
MMS and the other undetlying standard
protocols. This heavily influenced the
definitton of the UCAZ2 specification
issued in late 1996, which endorses ten
different protocol profiles, including
transmission control protocol and Inter-
nct protocol (TCP/IP) and inter-control
center communications protoce] (ICCP),
as well as a new set of common applica-
tion service models for real-time device
dCCEess,

The EPRI UCA Substatdon Automa-
tion Project began in the early 1990s to
produce industry consensus regarding
substation integrated control, protec-
tion, and data acquisition and to allow
intetoperability of substation devices
from different manufacturers. The Sub-
station Protocol Reference Specifica-
tion recommended three of the ten
UCA? profiles for use in substation
astomation, Future efforts in this proj-
ect were 1nlegrated with the efforts in
the Utility Substations Initiative,

In mud-1996, American Electric
Power hosted the first Utility Substa-
uons Initiative meeung. as a continua-
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tion of the EPRI UCA Substation
Automaton Project. Approximately 40
utilities and 25 suppliers are presently
participating, having formed supplier/
utility tearns to define the supplier JED
functionality and to implement a stan-
dard IED protocol (UCAZ profile) and
LAN protocol (Ethernet).

Generic object models for substation
and feeder equipment (GOMSFE) are
being developed to facilitate suppliers
in implementing the UCA Substation
Automation Project substation and
feeder elements of the power system
object model. New IED products with
this functionality are now comumercially
available. The Utility Substations Initia-
tive meets three times each year, in Jan-
uary, May, and September, immediately
following the IEEE PES Power System
Relaying Committee (PSRC) meetings
and in conjunction with the UCA Users
Group meetings. Every other meeting
includes a supplier interoperability
demonseration, The demonstration in
September 2002 involved approximate-
ly 20 suppliers with products intercon-
nected by a fiber Ethernet LAN
interoperating with the UCAZ MMS
protocol, the GOMSFE device object
models, and Ethernet networks,

The UCA Users Group is a nonprof-
it organization whose members are util-
ities, supplers, and users of
communications for utility automation.
The mission of the UCA Users Group is
to enable utihity integration through the
deployment of open standards by pro-
viding a forum 1n which the various
stakehoiders in the utility industry can
work cooperatively together as mem-
bers of a common organization to:

v influence, select, and/or endorse
open and pubiic standards appro-
priate to the utility market based
on the needs of the membership

v specify, develap, andfor acciedit
product/system-testing programs

that facilitate the field intcropes-
ability of products and systems
based upon these standards
v implement educational and promo-
tional activities that Increase
awareness and deployment of these
standards in the utility industry.
The UCA Users Group was first
formed in 2001 and presently has 34
corporale members, including 17 sup-
pliers, 14 electric utilities, and three
consultants and other organizations
The UCA Users Group organization
consists of a Board of Directors, with
the Executive Committee and Techni-
cal Committee reporting 1o the board
The Executive Committee has three
comimittees reporting to it: Marketing,
Liaison, and Membership. The Techni-
cal Commiuee has a number of com-
mittees reporting to it, including
Substation, Communications, Prod-
ucts, Object Models (IEC
61850/GOMSFE), and Test Proce-
dures. The Web site for the UCA Users
Group is www.ucausersgroup.org. The
group meets three times each year, in
January, May and September, immedi-
ately following the IEEE PES PSRC
meetings and in conjunction with the
Utility Substations Initiative meetings.
In addition, the UCA Users Group will
meet at the IEEE PES Substations
Committee Annual Meeting 27-30
Apnl 2003 in Sun Valley, ldaho. This
meeting will include a supplier inter-
operability demonstration with 20 1o
25 suppliers demonstrating the imple-
mentation of the UCA2 MMS protocol
and Ethernet networking technology
into their IEDs and products and inter-
operating with the other suppliers’
equipment.

IEC 61850

The YJCA?2 substation automation work
has been brought 1o IEC Technicai
Commitiee (TC) 37 Working Groups

march/april 2003



(WGs) 10, 11, and 12, who are devel-
oping IEC 61850, the single worldwide
standard for substation automation
communications. IEC 61850 is based
on UCA2 and European experience and
provides additional functions such as
substation configuration language and a
digital interface to nonconventicnal cur-
rent and poteatial transformers.

Distributed Network
Protocol '
The development of DNP was a com-
prehensive effort to achieve open, stan-
dards-based interoperability between
substation computers, RTUs, IEDs, and
master stations (except inter-master-sta-
tion comumunications) for the electric
utility industry. DNP-is based oo the
standards of the IEC TC 57, WG (3.
IDINP has been designed to be ag close to
compliant as possible to the standards
as they existed at the time of develop-
ment with the addition of funchonality
not identified in Europe but needed for
current and future North American
applications (e.g., limited transport
layer functions to support 2K block
transfers for IEDs, radio frequency
(RF), and fiber support). The present
version of DNP is DNP3, which is
defined in three distinct levels. Level 1
has the least functionality, for simple
IEDs, and Level 3 has the most func-
tionality, for SCADA master-station
communication front-end processors,

The short-term benefits of using
DNP are:

v interoperability between muld-

supplier devices
fewer protocols to support in the
field
reduced software costs
no protecol translators needed
shorter delivery schedules
less testing, maintenance, and
training
improved documentation
independent conformance testing
support by independent user
group and third-party sources
(e.g., test sets, source code).

In the long term, further benefits can
be derived from using DNF, including-

Ay
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¢ easy systern expansion

v long product life

v more value-added products from
suppliers

v faster adoption of new technology

v major operations savings.

DNP was developed by Harris, Dis-
tributed Automation Products, in Cal-
gary, Alberta, Canada. In November
1993, responsibility for defining further
DNP specifications and ownership of
the DNP specifications was turned over
to the DNP User Group, a group com-
posed of utilities and suppliers who are
utibzing the protocel. The DNP User
Group is a forum of over 300 users and
implementers of the DNP3 protocol
worldwide. The major objectives of the
ErOUp are 10!

v/ meintain control of the protocol
and determine the direction in
which the protocol will migrate

v review and add new features,
functions, and enhancements to
the protocol

v encourage suppliers and utilities
to adopt the DNP3 protocot as a
standard

¢ define recommended protocol
subsets

v’ develop test procedures and veri-
fication prograrms

¢ support implementer interaction
and information exchange.

The DNP User Group has an annual
general meeting in North Amerjca, usu-
ally in conjunction with the Distrib-
uTECH Conference in February/March.
The Web site for DNP and the DNP
User Group is www.dnp.org. The DNP
User Group Technica! Comemittee 1s an
open volunteer organization of industry
and technical experts from around the
world. This committee evaluates sug-
gested modifications or additions to the
protocol and then amends the protocol
description as directed by the User
Group members.

Choosing the Right
Protocol

There are several factors to consider
when choosing the right protocol for
your application. First, determine the
system area with which you are most

concerned, e.g., the protocol from a
SCADA master station to the SCADA
RTUs, a protocol from substation [EDs
to an RTU or a PLC, or 2 LAN in the
substation. Second, determins the tim-
ing of your installation, e.g., six
months, 18 to 24 months, or thiee to
five years. In some application areas,
technology is changing so quickly that
the timing of your installation can have
a great imnpact on your protocol choice.
If you are implementing new IEDs in
the substation and need them to be in
service in six months, you could par-
row your protocol choices to DNP3,
Modbus, and Modbus Plus. These pro-
tocols are used extensively in IEDs
today. If you choose an IED that ts
commercially available with UCA2
MMS capability today, then you may
choose UCA2 MMS as your protocol.

If your timeframe is one to two
years, you should consider IC 61850
and UCA2 MMS as the protocol.
Monitor the results of the Utility Sub-
station Communication Intiative utih-
ty demonstration sites. These sites
have implemented new suppler IED
products that are using UCA2 MMS
as the IED communication protocol
and Ethernet as the substation local
area network,

If your timeframe is near term (six
10 nine months), make protocol choic-
5 from supphiers who are participating
1o the industry initiatives and are incor-
porating this techoology into their
product’'s mugration paths. This will
help protect your investment from
becoming obsolete by allowing incre-
mental upgrades to new techaologices.

Communication Protocol
Application Areas

There are various protocol choices
depending on the protocol application
area of your systermn. Protocol chowces
vary with the different application
areas, Different application areas are
in different stages of protocol develop-
ment and industry efferts The statos
of development efforts for different
applications will help determine reai-
istic plans and schedules for your spe-
cific projects.
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Selecting the right supplier ensures that you stay informed about
industry developments and trends and allows you to access new
technologies with the least impact on your current operation.

Within the Substation

The need for a standard TED protocol
dates back to the late 1980s IED suppli-
ers acknowledge that their expertise is in
the IED itself, not in two-way communi-
caticns capability, the comumunications
protocol, or added TED functonality
from a remote user. Though the industry
made some effort to add communicanons
capability to the [EDs, each [ED supplier
was concerned that any increased func-
tionality would compromise performance
and drive the IED cost so high that no
utility would buy it. Therefore, the indus-
wy vowed to keep costs competitive and
performance high as standardization was
incorporated into the IED.

The IED supplier's lack of experi-
ence in two-way communications and
communication protocols resulted in
crude, primitive protocols and, in some
cases, no individual addressability and
improper error checking (no select-
before-operate). Each [ED required its
own communication channel, but only
limited channels, if any, were available
from RTUs. SCADA systern and RTU
suppliers were pressured to develop the
capability to communicate to IEDs pur-
chased by the utilities. Each RTU and
IED interface required not only a new
protocol but a proprietary protocel not
used by any other [ED.

It was at this point that the Dam
Acquisition, Processing and Controt Sys-
tems Subcomnitiee of the IEEE Power
Engineering Society (PES) Substations
Commitiee recognized the need for a
standard TED protocol The subcommit-
tee formed a task force to exarmnine exist-
mg protocols and determiine, based on
two sets of screening criteria, the rwo bast
candidates. Trial Use Recommended
Practice for Data Communications
Berween Intelligenr Electronic Devices
and Remote Terminal Units in a Substa-
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tion (IEEE Standard 1379) was published
i March 1998, This document did not
establish a new communication protocol.
To quickly achieve iduswy accepiance

and use, it instead provided a specific’

implementation of two existing commu-
nication protocols in the public domain,
DNP3 and IEC 870-5-101.

For ED communications, if your
implernentation tirmeframe is six to nine
months, select from protocols that
already exist: DNP3, Modbus, and Mod-
bus Plus, However, if the implementation
timeframne is one year or more, consider
UCA2 MMS as the commurcations
prowcol, Regardless of your tmeframe,
evaluate each supplier’s product migra-
tion plans. Try to determine if the system
will allow migration from today’s IED
with DNP3 to tomorrow’s IED with
UCA2 MMS without replacing the
entire [ED. This will leave open the
option of migrating the IEDs in the sub-
station o UCAZ in an incremental man-
ner, without wholesale replacement. If
you choose an IED that is commerciatly
available with UCA2 MMS capability
today, then you may want {0 choose
UCA2 MMS as your IED protocol,

Substation to

Utility Enterprise

This 1s the area of traditional SCADA
communication protocols. The Data
Acquisition, Processing, and Control
Systems Subcomumittee of the IEEE
PES Substations Commitiee began
developing a recommended practice in
the early 1980s in an attempt to stan-
dardize master/remote communications
practices. At that time, each SCADA
system supplier had developed 2 propri-
etary protocol based on technology of
the time. These proprietary protocols
exhibited varied message stiructures, ter-
minal-to-data circuit termunating equip-

ment {DCE) and DCE-to-channel inter-
faces, and error detection and recovery
schemes. The IEEE Recommended
Practice for Master/Remote Supervisory
Cantrol and Data Acguisition (SCADA)
Communications (IEEE Standard $99-
1692) addressed this nonumformity
arnong the protocols, provided defini-
tions and terminology for protocals, and
simplified the interfacing of more than
one supplier’s RTUs to a master staton.
The major standardization effort under-
taken in this application area has taken
piace in Europe as part of the IEC stan-
dards-making process. The effort resulted
in the development of the TEC 870-5 pro-
tocol, which was slightly modified by GE
(Canada) to create DNP. This protocol
incorporated a pseudo transport layer,
allowing it to support muluple master sta-
tons. The goal of DNP was to define a
genenc standards-based (IEC 870-5) pro-
tocol for use between [EDs and data con-
centrators within the substabion, as well as
between the substadon and the SCADA
system conwol center Success led to the
creation of the suppliei-sponsored DINP
User Gronp that currently mainains full
control over the protocal and its fubare
divection, DNP3 has become a de facio
standard in the electric power industry and
is widely supported by supplers of test
tools, protacol librares, and services,

Cyber Security

When ioday's control systems were
designed, information and system secu-
qity was not a prionty. SCADA and
other control systems were designed as
proprietary. stand-alone systems. and
their security resulted from their physi-
cal and logical isolation and controlled
access to them. As information technol-
ogy becomes increasingly advanced,
substation automation continues 10
move o open, standards-based net-
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working technologies and/or the Inter-
net to bring the benefits of information
sharing to operations. All suppliers have
the capability to implement Web-based
applications tc perform monitoring,
control, and remote diagnostics, This,
however, leads to control system cyber
vulnerabilities. Existing information
technology (IT) can protect substation
control systems from traditional TT vul-
nerabilities, but they are not designed to
protect control systems against vulnera-
bilities Unique to control systerns.

A security policy and a mechanism
for its enforcernent should be developed
for the substation. A minimum list of
questions to be addressed before attach-
ing the SA system {or SCADA systemn)
to the network include the following,

¢ Which network users and applica-
tions require control system access?

v What do they need access to?

v What type of remote access does the
user require (e.g., dial-up, telnet, fip,
X-sessions, PCAnywhere, etc.)?

v What are the security risks asso-
ciated with each type of access?

v’ Is the information required worth
the security risk?

v Is the password capable of being
changed?

v How often should it be changed?

v Who is the system administrator?

Make Decisions with
the Future in Mind
As we look to the future, it seems the
time between the present and the
future is shrinking. When a PC bought
today is made obsolete in six months
by a new model with twice the per-
formance at less cost, how can you
protect the investments in technelogy
you make today? Obvicusly, there is
no way you can keep up on a continu-
ous basis with all the technology
developments in all areas. You must
rely on others to keep you informed,
and who you select to keep you
informed is critical. With every pur-
chase, you must evaluate not only the
supplier’s present products but also its
future product development plans.

v Daes the supplier continuousty

enhance and upgrade products?

march/april 2003

v Is the supplier developing new
preducts to meet future needs?

v Do existing products have a
migration path to enhanced and
new products?

Selecting the right supplier will
ensure you stay informed about new
and future industry developments and
trends and will allow you to access new
technologies with the least impact on
your current operation.
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North Carolina Municipal Power Agency Boosts Revenue By
Replacing SCADA

John McDonald, Manager of Automation, Reliability and Asset Management
and Senior Principal Consultant, KEMA

The impacts on distribution operations and overall revenue caused by an underperforming SCADA
system can easily outweigh the benefits it 1s supposed to provide. Fortunately — as the North Carolina
Municipal Power Agency No 1 (NCMPA1} discovered over the past year — advancements in SCADA
technology have enabled utilities to replace their existing systems with new ones capable ¢f boosiing
profts and quickly paying off the expense of implementation

One of two power agencies operated by ElectniCities of Narth Carolina, NCMPAT has been distribuling
electricity on behalf of municipal utilities across the state since 1983. For nine months a year, the peak
load i1s approximately 600-650 MW, neariy 250 MW below generation capacity. To sell the additional
power on the whaolesale market, NCMPA1 contracts with a power marketing and trading company

In 1896, NCMPA1 implemented a SCADA system to monitor the operations of its distribution network.
This system included instaliation of 49 meters to measure instantaneous power and energy Usage at 47
substations located throughout the piedmont area of the state. At each metenng site, remote terminal
units (RTUs) collected, processed and formatted the meter data values using the industry de facto
standard DNP3 protocol for transmission back to the SCADA system master station at the Raleigh, N C,,
headquarters

In each substation, the RTUs served as interfaces between the meters and a frame relay system This
telecommunications system provided a very reliable 568 kbps link between the substations and the
Raleigh control center, The SCADA system also relayed peak load and generation data via FTP to the
power marketing company so that it would have quick acc¢ess to information regarding the availability of
excess capacity.

Losing Revenues with a Buffer

Power marketing was enabled through the use of “block scheduling’ which required a short term (hourly)
forecast of excess or surplus energy. Inthe months and years afier the SCADA system was installed,
NCMPA1 personnel encouniered a growing number of difficuities with it One of the most sernous
stemmed from the way the system was designed tc operate The system vendor had set up the SCADA
master station to poll the RTUs for load data once every five minutes  Over time, increasing reliability
problems with the SCADA system plus the five-minute scan rate caused additional forecasiing error.

NCMPA1 recognized the problem and found the only solution was an expensive change of hardware In
the meantime, utility personnel worked around the inaccuracy by constantly holding some power in
reserve

“We were unable to sell a portion of our surplus energy at market prices," said Jim Deaton, Power
Operations Manager for NCMPA1, "because we had to maintain a significant buffer of unsold energy to
be sure we did not sell more surplus than was actually available in a given hour "
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The buffer typically totaled about 25 MW of power the organization could not sell, which translated directly
into lost revenue

"Relability problems were a result of the inabilty of the SCADA system to withstand normal North
Carolina thunderstorms,” said Deaton. “The fallure rate was increasingly unacceptable and was a
contributor to the overall low reliability problem ™

“We realized that additional functionality and reliability were needed,” said Ron Brady, NCMPA1 Project
Manager

Additionally, a move to dynamic scheduling was being contemplated that would eliminate the forecasting
errors assoclated with block scheduling. And dynamic scheduling required control area quaity SCADA
system with 4-second scan rate telemetry

‘We decided to replace the sysiem rather than upgrade,” said Brady

Proposing a New SCADA

After making the decision to replace the SCADA, NCMP A1 moved swiftly completing the RFP, vendor
selection and implementation in less than nine menths. In early 2002, NCMPA1 contracted with KEMA
Inc, an nternational management consulting and technical services firm based in Fairfax, Va |, to provide
services preparing for and during implementation of a new SCADA. Together, personnel from the uiility
and the consulting company drafted requirements for the new system and solicited bids from vendors

"KEMA was selected by an evaluation process based on gualifications such as industry knowledge and
SCADA expertise,” sad Brady

With input from NCMPA1 personnel recounting the histerical problems, KEMA analyzed the existing
SCADA system. The goal of this phase was to identify operating parameters and hardware components
that could be replaced with more advanced technology that would provide improved performance This
implementation had to be accomplished within a budget of approximately $700,000.

KEMA quickly focused on the issue that was directly costing the utility in lost revenue — the five-minute
scan rate The consulting firm recommended replacing the SCADA system master station with ong
capable of a reporting rate of four seconds or less, which 1s mere in tine with industry average
performance.

The master station Is the nerve center of the system It is a network of computers in the control center that
processes the incoming power and energy usage data and feeds 1t to a terminal for dispiay. By viewing
this information onscreen, the dispatcher or other personnel can immediately see the condition of the
distribution system and make changes as necessary to keep power flowing to customers

As an impartant part of this recommendation, the consuitant alsc analyzed the North Carolina frame relay
system and concluded it could support transmission of meter data every four seconds A scan rate more
frequent than four seconds probably would have necessitated use of an alternative communications
method, which was not an option given the tight budget Four seconds were considered adeqguate for
NCMPA1 requirements,

Anocther recommended change involved the metering systermn NCMPA1 requested Duke Power Co , who
operates a nuclear plant partially owned by NCMPA1 and owns the substation meters, to replace their
older maters with microprocessor-based units called intelligent electronic devices (IED} These IEDs are
now favored in SCADA design because they digitally convert measured load data directly and are
capable of two-way digital communications using an industry standard protocol, such as DNF3, which has
become the de facto SCADA standard.

- Page 2 -
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installation of IEDs eliminated any need for the troublesome RTUs KEMA recommended pulling the
RTUs and interfacing the frame relay access devices (FRADs] directly ta the meter IEDs The FRAD 15 a
simple, low-cost unit that cauples the 1ED to the frame relay communications system Data in the DNP3
‘protocol flows seamlessly through the FRAD to the telecommunications network and back to the master
station

In a modification of procedure, the consulting irm also advised the utility to build redundancy into its
SCADA operations by splitting the master station, instaling one-half at the control center in Raleigh and
the other half in another facility in Huntersville, N.C, Typical of SCADA operations today, the two facilities
are linked by high-speed T+1 fines, which means that both sites are recewving the same data inputs
Instantaneously The objective of this is to create a back-up system, whereby either facility can assume
dispaich functions In the event the other is disabled by a flood, fire or other disaster

For further reliabiiity of the overall SCADA system, KEMA recommended installing dial-up
communications capability as a back-up at alt 47 meter sites

Based on these recommendations, KEMA and NCMPA1 drew up a request for proposal in summer 2002
included In this RFP was a requirement that the selected system must be based on Open Systems
Interconnection and industry standards to ensure hardware independence, interoperability with current
applications and easy access by NCMFPA1 MIS personnel,

Implementing the New SCADA

NCMPA1 invited four vendors to Raleigh for demonstrations of their products This not only allowed
personnel to directly compare systems, it gave them a valuable opportunity to see the fult spectrum of
SCADA technology. The utility ultimately selected Open Systems international (OSI) of Minneapolis to
implement the new system in fall 2002

Before the integrated system was shipped to North Carolina, NCMPA1 operations personnel visited the
OSl facility in Minnescta for a factory test of the hardware and software, a crucial, yet often overiooked,
aspect of iImpiementation The first of two goals was for OS! to run the integrated system with all of its
modules to ensure that it performed according io RFP specifications

Secondly, and just as importantly, the factory test gave NCMPA1 personnel an opportunity to learn the
intricacies of the new SCADA system's operatton and maintenance Essentially a tutorial, this served as a
" practical training session in which OSI programmers and engineers could answer questions and help
NCMPA' digest the volumes of information contained in the training courses and accompanying system
documentation
After the successful factory test in November, OSI delivered the system equipment in December and had
the SCADA system operational by January The positive results were mmedsate and impressive The
new SCADA system master station achieved the scan rate of four seconds, providing NCMPA1 and its
power trading company with extremely accurate details of power and energy usage On April 1, 2003,
NCMPA1 began dynamic scheduling for its surplus energy and for the first time in years, NCMPA1 was
able to operate without the 25 MW buffer

“The new SCADA system allows us to sell virtually all of our surplus energy at market prices, which has
resulted In a significant increase in revenues,” said Deaton, *It also provides us with highly reliable, four-
second load data which has allowed us to move from block scheduling fo dynamic scheduling of surplus
sales and supplemental purchases "

NCMPA1 estimates that elmination of the buffer and the switch to dynamic scheduling went a long way
toward paying off the new SCADA system within its first six months of operation In addition, the
avallability of faster and more reliable SCADA system data piayed a role in helping NCMPA1 to negotiate
a more favorable contract with a new trading representative, Southern Company of Aflanta SCADA

- Page 3 -
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system data is relayed to Southern Company via a virtual RTU using leased lines, by FTP over a leased
line, and through web access.

Adding to the fast return on investment is the overall greater operational efficiency of power distribution
thanks to enhanced functionality of the new system which scores a much higher online performance than
the otd SCADA system And the accessibiity of the open operating system has heiped NCMPA1 MIS
personnet with system maintenance

“The system has proved reliable, easy to operate and easy to modify,” said Brady “The SCADA system 15
contributing to lower operating costs through improved continuity of service and Its redundancy 1s
invaluable " -

Contact Information:
John McDonald
Senior Principal Consultant and Manager - Automation, Reliability and Asset Management
KEMA
Phone' £78.584.5256
E-Mail |medonald@kemaconsuiting com
Web  hftp/Avww Kemalne com
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he Biackow of 2003 hus [ocused
attenuor on 2 serjous tlaw in the
design and operation of SCADAS
Epergy Management Sysiems (EMS)
Developed 1o wam
unpending problems in genciation dnd
trarismission networks, SCADAMEMS
have Hitle or no- ability 10 suppess the
bharrage of alurins thar bombard control
room personnel during a rapidly escaiat
ing cvent,
This can pose an abmost dehilitating
challenge for dispatchers facmy a major

ontage sgudtion. Jo just a tew mindtes,

thousands of warnings can pour ate the
contsal room m the fonm of fexd messages
cormputer privecrs, filling the
alarms zones on console displays and
scrolhing down screens taster than any-
ooe can read thent, With Himted abdity 1o
prioritize the power system {ailures and
decipher the sequence of events, over-
wheimed disputchers often ignore the
very systen that s designed 1w belp
them

Wihite the exact mole of SCADAS
EMS alaims m the Rlackout of 20603 has
yvet to be determined, thss meident has
foreed the ntduy indusiry 1o examige off
of e factors e poenivdly conmibute
W mgjor outages. Power alarm ovedoad
s been well docomented as 2 controd
oot hstracaen 8t the very iemsl. bul
dolities are now scratindzing this phe
aamenon 45 .4-dingerovs congributor to
siuations that cascude aot of control

Upen  closer saiutiny of  the
S5CADAEMS nlarm issue, vtites will
ne sipprsed and possibly frostrated 10
learn that power alann overdoad should
not have been wlsrated for this long,
Viahle alum  processing tc;hnolog
abtendy oxasis, In fact, arilities need ook
oo further than theit own distobotion
SCADA systems to ind alzoo suppres-
sion wnd fileering tweehnigues that have
beer :mpkmunmd 1o the pust 135 yaars.

Alarm progessing technology
2neaTes that dieparchers reccive undy
those alerts relating to events that mus
bt addressed wmmediately, while the

ciogging

disparchers of

OVERWHELMED BY ALARMS:
BLACKOUT PUTS FILTERING AND SUPPRESSION
TECHNOLOGIES IN THE SPOTUGHT

detatls of Jess critical secondary wamn-
ings are sent to databases and possibly
printed Tor later review. With only the
most  important  distribution  sysiem
alarms presented i a priontized fashion.
dispatchers can asscss problens more
easily and make better decisions to pre-
vent a bad situation from getling worse.

The reason that slaim-processing
econology has been guplemented m dis-
ribngan  SCADA  and  not W
SCADAEMS is a combmation of appli-
cation necessity and customer demmand.
And the fact that companics providing
distribution SCARA products are typi-
ally  different from those  offering
SCADAEMS has vot helped the situa-

tion, Fortunately, these (wo types of
SCADA systerns operae similarly, which
means distribution alarm supplession
wehnelogy can readily be puplomented
in SCADATMS.

On the diaribution side, SCADA
aburins are typieally triggered by fauits
and the evenes survonmudiag thero, which
oocwr consiguonsty durdng rouline opera-
tions When a breaker un 3 substuiion
fooder wips due 1o 3 fangen Gy, for
in’tance . up to seven alats may be tig-
gered - one Tor the breaker wip and three
each when voltazes and currents on ali
thiee phases i zern The dispalcher oaly
needs the breaker toip alarm, 2ad he may
not even need tha: if the breaker 18 autn-
raaticaily reclosed afier 3 wansient fach
where the siniation resolves isself

With audible and visual alarms inun-
daging the control room throughouat the

dav. disputchers  asked  distribagon
SCADA vendors o suppress some

alnpms while {etting oritical ones theuugh.
o response 1o this demand, the vendors
developed several filiering technigues,
some of waich con be configwed dusiog
SCADA implemaentation oy actavated on
the {1y during & storo.

Such demand never ocemrred on the
gengrativn and trnsmission side since
SCADAJEMS wlaus are tngpvied Jess
fregnentty and only danmg actual onmge
evernts  Because these alarms have not

Developed lo warn dispaichers of impend-
ing problems i generation and fransmissicn

networks, SCADA/EMS hove lile or no
abiiity to suppress the burage of alarms
that bombard control ronm personnel during
a repidly escalating event

posed the sarne daily nuisances. utslitiey
simply never prassuced vendors t anple-
ment almm Hlers  SCADAEMS —
uatil now.

FURIR GUPPRERSWON TECHMNGLES
The 2003 Blacsout has competied
the powes indusiy to rovial the alanm
fane, With prompting fron ughity cus
tomers, SCADAEMS vendors are now
consideniog, theb opuone. 1o generdd.
there are four grover alae processing
methods currentdy osed i devribution
SCANIA . systems. winch vendon can
choose fiom for mopleneniation i their
foture products.

CAREACFREGFGMBIUTY {ADR)
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lnhucm i the SCADA architecture

i e ability 0 pan mma tha gystarn by

fanction o geo"mp} v, This alicws a util-

ity 10 sepacate the monitoraeg and opora-

tion of vanous SCADA displaye, tlares

and contral poings and assign responsibii-

ity for them i differeni comral romms,

dispatchers, or_ even other wtilitics,

Distribotion SCAD S systems can useally

he partitioned mio &4 fupctons or geo-
graphic areas

Continved on page 14
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. SCADA systerns are desymed this
wuy due w the broad variety of their
eleetric
want 1o investin |

apphcations. A water. gas and .
utility, for mstance, may w
oty one SCADA svstemn but estdhhsh
separate control rooms for cach”of Jtia
three services. Creating AORs for gas.

warey and clectiie service a»mmphshah
this. A more common example 18 2 gen-
eratipn-transmission co-op hat wms dis-
wibution network monitoring functions
over 1o 1y electric member vnoperatives
fropt 9 am to 3 pm every day and
reswnes {hose duties at

une dlapaiuhﬂl‘ o each,

ADR Partitioning also gives unimcs
remendous ﬂuub:hiy In routing alalma,
For example. all operafional alarms can
be sent 1o the conirot oom while equip-
ment wonitoring alarms 20 o maing-
nanee. {r one dnpdu.hc: may receive

alarpis pertaining to one geographic
region whiic another dispascher gets the
aturms  for another geczeipbic region.
The variativns of alaon pattitoning are
abmost #ndisss, bat the bonom ling 12 that
thas enables the utility to filter the alurms
s¢ that only the moest imporiant reach the
peaple who can handle tham,

The good aows for utitites that have
purchased SCADA/EMS 1 the past fhree
0 ve years s that partiening 3 proha-
bly abready built wsto the  sysieon,
althoush the nwmber of partitions may
nOL Be s NIHRESTOUS a8 thowe iy distrinu-
fion SCADAL Regurdless, power svatem
alarns can ke divided aad Biered m the
pxact sane way as those on the other side
amd with the same resudt ~ fess dlk!!‘du.‘tl Al
for the dispateher,

ALadhs FOREIT PRICRITY FRTERIRG
Draring th{‘ L()ﬂfi“‘]r fivn of . disiri-

but:on SCADA databuse. each moniior-
gy amd costrol pomt m the peiwork o
assigned an alamo priory Jevel by the
utiisry
importance fram due to eight, with eighl
being the most eritiecal. Um the distribo-

uan sicde. for example, breakers on
sriticnd feeders could be assigned high
s s,

At consoles in the control roum., dis-
patchers can sefect which alenor they
wianl cominy through 1o their display
window based un priority fevel 1n daily
aperatwns, the dispalchet way want 1o
<ee alarms from all poority levels oe the

“dcresn. but when &
into tie: tu‘murv for example. the dis-

afl other hmes..
Some large uiilitics divide their service,
texritory by geographic region and assign

These points vsually rank jo
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pacher can dynamically change the pref-

‘erende to show only priority alurms six
“and bigher, This gives dispatchers conrol
~over the fikering and suppression ol

warnings based on the- gravity of the sit-
uation at hand,

Ax with AOR nienng. utlities oper-
anng osow SCADA/MLMS may find they
already have some ubility fo establish
point alarm priomties and se1 control
voom display parameters acemdingly.

(\E:r\ AL.;‘IF A SUPF 9!:\5‘5&‘.)1\1
Whén' a \%{. ADA sveem is coniig
ured during installation, the utdhity can
detertine the Jength of time that an out-
of-threshold situation must last hefwe it

- actually tripgers an alarm. If the susation
s transient oy resolved before this fime

perind elapses. the trigger never oeeers,

"rand the dispatcher s ot bothered with a

nog-critical - event, although details are

still wititen 10 the adanm and event disk.
itle and possibly princed.

Ap esample 15 a distributicn fecder
witlh an awtamatic recloser. When 3 wree
branch Blows against the feeder in the
midst of & wind storm. the recloser opens
and then eeloses as programmed 1f the
1:uur-c]‘: is no longer striking the Hae, the

ecloser remuing Closed  Bot the dws-
p.m her would needlessly roceve two
afarims. one for the upenmg and one fur
the reclosing. despite the fuct thut normal
operatonshad heen restored.

Under the Tened-Alarne Suppres-
sinn process, a toer begins when the
recioser $irst opens. and no alarm Iy acti-
vated. Once the pre-deerinined time
period ends. pechaps two 1o four seconds,
the SCADA =ystems agam inoks at that

poird 16 see if the recloser v stili open, Jf

it s, the alarmt is triggeted and the dis-
paicher Eaows @ situation meore senons
than 2 nacsiert condition huy occurred.
Giherwise, s the SCADA westem finds
the feeder uperation has retumned w nor-
mal, there is 0o alarm

For use ia gencranon and wansams-
sion SCADA operations. the Timed-
Suppression technigue would be apphicd
to the slatus of transmission lnes and
power  generation  usus. Swce
SCANAMLEMS typiedlly momtors whet-
her these componens are inside or ont-
side certain “timits, aocoptable duration
o threshold eaceplions can casily be
assizned 1 cach coarol powmt for alanm
suppression

K iOwWIEDGEBASED
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Within the SCADA database . ot
Jlinkages can be created between nerwork
eletognts that tripger pomuary ad see-
sodary alarms. By linkirg then, the sec-
ondary alarms can be oliminated i the

priviary one has alveady been activates,

This can be ilhuseried using the abuve
example of the feeder opening that caus
es voltages and currends 1o drof. sending
six needles: warnings w the dispatcher

Drtabase yecords can bo crented for
the voliage und .current measurement
poinis op the feeder and linked 1o the sta-
tos of the feeder breaker 10 the value
draps 1 zero at any of these pomts, an
address pointer in the SCADA dutabase
will automatically check the measare-
uent poiti of the feeder hreaker stutns
before activating the low volage alarm,
1T the breaker stutus 18 open. the SCADA
systerp knows a primary alarm has
already been tnggeted, and i suppresses
the redundunt  low  voitape  sinem,
Ceewrring o a split second, this process .
then records the secondury ajarm inthe
alarm. and event disk Jile and <ends the
alamn o the alamefevent pomtsy

Feeders and breakess we elemenis of
the  efectric distrihsticn systemn but
knowledge -based alann suppression wan
be applicd just &= mastly on e generation
and trunspasaon side, The key by imple-
miening this sechnigue a SCADATMS
i identifying and Hoking cnscal systew
lunctions that sscondinily impact other
aperaton: which ca 1ageer alunes, Fo
example. when o gonerawn breaker tips.
the terminal voltage will go o zovo The
bieaker wip would be the pamany alonm
and the worrad vollage would be w see-
ondary ularm.

URES
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With pressure from the wility m»lu»-
try, SCADAMEMS \"-:Mur\ will stsdonts -
cdly canmdar amplementing uie or roere
of these Giering ang suppression tech-
maguos. Stnoe e hasic weehanlopy that
makes AOR and Alarn: Peint iilicring
possible  already  exists in some
SCADACMS. 11 fikedy those two wiil
prnerge g the donumaet aarm processing
methods
Venidors, however, will neee o
enbiance both technaigues sizoificanly 10
makes these solutions rmste practical.
Currently, for exampic, the typicu
Continved on puge 38
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